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Abstract—As SDN-based networking infrastructure continues
to evolve, an increasing number of traditional network functions
are deployed over virtualized network. Like traditional networks,
traffic monitoring in a Software Defined Network is critical in
order to ensure security and performance of the underlying
infrastructure. In the context of virtualized networks, deployment
of a virtualized TAP service has been reported as an effective VNF
that can provide the same monitoring capabilities as a physical
TAP. Unfortunately, over a para-virtualization environment, e.g.
OVS, where inter-VM communication is expensive it has been
observed that virtual TAPs can contribute up to 70% performance
degradation. In this paper, we present a hybrid approach that
allows network administrators to mirror VIRTIO port traffic to
another VF (SR-IOV) via NIC hardware offloading. As a result,
the mirrored traffic can be viewed through a monitoring VNF in
a separate VM. Through this approach, the throughput overhead
can be reduced by as much as 50%.

Keywords—TaaS, Tap, Port-Mirroring, SR-10V, VIRTIO.

I. INTRODUCTION

To support ever increasing network bandwidth demands,
while factoring in continually decreasing consumer subscription
fees, network resource virtualization is critical in order to sustain
network infrastructure deployments. When virtualizing network
devices, there are two mainstream technologies: Single Root IO
Virtualization (SR-IOV)[1] and Para-virtualization [2]. SR-
IOV technology achieves network device virtualization through
hardware implementation, namely via the PCI-SIG. In a
different approach, the para-virtualization technology separates
the physical devices from the guest environment by dividing a
device driver into a combination of a back-end device driver,
which processes packets via hardware network resources, and a
front-end device driver, which processes guest traffic via
software queues. By means of this separation, virtual devices
can be created and surfaced to the guest environment. VIRTIO
[3] is an 1O device virtualization standard built upon para-
virtualization technology. The general industry consensus is that
SR-IOV based network devices present a higher throughput than
para-virtualization based network devices, however para-
virtualization is superior in terms of device scalability [4]. This
work contributes to improving the performance of monitoring
VIRTIO devices over an Open vSwitch deployment, i.e.
OVS[5].
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Applying port mirroring as a Test Access Point (TAP)
service over Open vSwitch have been researched and
implemented by both industry and academia [6-7]. Our focus is
upon resolving a common performance issue existing in most
para-virtualization based VNF deployments: VM-to-VM
communication. Figure | presents a data path that illustrates
sending traffic from VIRTIO device #1 (residing within VM1)
to VIRTIO device #2 (residing within VM2). As described in [3]
and as part of para-virtualization technology in general [2], the
data passed to the VIRTIO port in the VM is by means of
software queues (i.e. vring(s)). Therefore, it requires, at
minimum, two packet copies when a packet is being passed from
VIRTIO device #1 to VIRTIO device #2.
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Fig. 1 VIRTIO Inter-VM Data Path

II. DESIGN

In our design we present a hybrid approach that utilizes a
popular NIC hardware offloading feature to improve data
transfer between two VMs. In our earlier work [4], we devised
a SR-IOV hypervisor to manage SR-IOV based devices within
an SDN environment. As a result, this work enables a common
control interface for managing both SR-IOV devices and
VIRTIO devices.
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Figure 2 Traffic Data Path via NIC Offloading

As described in Figure 2, our design first captures source
traffic either through flow table rules [5] or by adding a callback
function within DPDK [8]. The captured traffic is steered to the
egress path of the VIRTIO backend driver by encapsulating the
packet with a reserved VLAN tag. The VLAN tagged egress
traffic is then mirrored to a separate SR-IOV instance by means
of VLAN-based mirroring supported by the underlying NIC
hardware [4].

VLAN tagging is necessary in order to separate mirrored
traffic from the existing traffic flow. VLAN tag encapsulation
can also be offloaded to the NIC hardware if it is performed by
the device driver. In order to avoid conflicts with existing 802.1q
traffic, we leverage the subset of reserved 802.1q tags [9] as part
of our design. Afterwards, the inserted VLAN tag can be
stripped at the destination SR-IOV device.

III. PERFORMANCE BENCHMARK

In this section, we present performance data collected when
enabling port mirroring for an OVS-DPDK environment. We
compared the performance of VM network throughput for three
setups: 1. Mirroring disabled, 2. Mirroring enabled (default) 3.
Mirroring based upon our design. Figure 3 presents the test
network topology that will be used as part of our demonstration.
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Figure 3 Test Network Topology

Based on the results shown in Figure 4(a), we observe that
although throughput significantly degrades for the default OVS
implementation, performance markedly improves and is

ostensibly restored by means of our design. Furthermore, Figure
4(b) illustrates comparable packet loss rates, even with port
mirroring via offloading enabled.
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Figure 4(b) Performance Drop

The results shown above is with respect to OVS 2.11.1 with
DPDK 18.11.5.

IV. CONCLUSION

In this paper, we demonstrate a hybrid design to capture and
transport VIRTIO port traffic to an SR-IOV based VNF. The
benchmarks related to our design demonstrate a 50% reduction
of port mirroring overhead compared to the native OVS port
mirroring implementation. For next steps, we plan to formalize
this design and working on upstream our contributions into the
DPDK community.
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