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Abstract— Protecting data transmission networks from 

targeted attacks is currently a priority cyber security goal in 

critical infrastructures. The paper considers the approach to the 

evaluation of the probability of disclosing the structure of the 

data transmission network when the attacker implements 

targeted attacks. The approach is based on graph theory. The 

conceptual model of the targeted attack is presented. Algorithms 

for estimating the structural secrecy of data transmission 

networks are developed. They include an algorithm for 

evaluating the probability of compromising a network node and 

recognizing the structure of the data transmission network, as 

well as a generalized algorithm for estimating the structural 

secrecy. Implementation and results of the experimental 

evaluation of the proposed approach are discussed.  
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I. INTRODUCTION  

Nowadays, computer security specialists pay a lot of 
attention to the development of approaches and methods of 
protection against targeted attacks. This is especially important 
for protection of data transmission networks in critical 
information infrastructures where technological processes are 
implemented. Examples of such networks are large-scaled 
railway, oil and gas transmission networks, power grids, etc. 
A distinctive feature of targeted attacks is their purposeful and 
unique character. The main purpose of these attacks is to 
disrupt the main control and technological processes. Targeted 
attacks are distinguished from other attacks by their high 
complexity, multi-dimensionality and long time length. 
Targeted attack objects are specific automated systems or 
telecommunication networks. As a rule, the initial stage of the 
targeted attack is to disclose the network structure. This is 
followed by the stages of studying network elements (network 
reconnaissance), fulfilling the harmful actions and destroying 
the attack presence traces.  

Usually, technological control processes are mapped into 
data transmission networks. This mapping affects the number 
and time of correspondents, the amount of data transferred, the 
location of information sources, etc. Targeted attack can detect 
all this information by analyzing the traffic of the data 
transmission network and the space of IP-addresses used in it. 
As a result, data transmission networks have a number of 
unmasking features that can be detected by targeted attacks. 
Such features include, for example, topology, network type and 
structure, and network software configuration.  

Collection and analysis of unmasking features during 
targeted attacks allow one to determine with high accuracy the 
purpose and location of computer or network devices in the 
technological processes. If the attacker knows the purpose of 
the device, he (she) can determine the importance of the 
information circulating in the data transmission network. 
Further, the attacker can recognize the nodes of the network 
and their interaction with the rest of the network. Thus, it can 
recognize the stage of the technological process being 
implemented. As a result, the attacker can cause quite a lot of 
damage both to the data transmission network and to the entire 
technological processes in the information infrastructure.  

The specifics of the targeted attacks discussed above 
determine the great importance of combating the attacks of this 
type. The research in this scientific field mainly focuses on 
methods of detecting targeted attacks. However, none of the 
known methods of detecting the targeted attacks can guarantee 
that such attacks may remain undetected. Therefore, data 
transmission network developers should consider the 
possibility of implementing targeted attacks and assess the 
risks that arise. This determines the great importance of the 
problem of evaluating the probability of disclosing the network 
structure under implementation of targeted attacks and design 
the methods of its solution.  

The main goal of the paper is to consider a new approach to 
evaluate the probability of disclosing the data transmission 
network structure, based on the analysis of graphs specifying 
this structure.  

This approach is, on the one hand, easy enough to 
implement and, on the other hand, could be efficient. The main 
contribution of the paper is as follows: 

 Development of a model of the targeted attack against 
the data transmission network. 

 Development of graph-based algorithms for 
recognition of data transmission network structure and 
assessment of the network structural secrecy. 

 Software implementation of the proposed approach, its 
experimental evaluation and analysis. 

The paper has the following structure. The analysis of the 
related work is provided in Section II. In Section III the 
theoretical foundations are considered. The conceptual model 
of the targeted attack and the algorithms for evaluation of the 
probability of disclosing the data transmission network 
structure are presented in this section. Section IV is devoted to 
the implementation of the proposed approach. Section V 
represents the experimental results. Section VI contains the 
main conclusions and formulates the future research directions.  
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II. RELATED WORK  

The topic of information security during the 
implementation of targeted attacks is very popular in the 
scientific community. For example, [1] proposes to focus on 
the development of a strategy for an in-depth system of 
protection against targeted attacks. The main task of this 
system should be to constantly monitor networks and security 
controls. [2] shows that targeted attacks are the result of the 
evolution of computer attacks, changing technologies of their 
implementation and behavioral changes of intruders.  

[3] distinguishes the following classes of detection methods 
for multi-step cyberattacks (all targeted attacks are also multi-
stepped): similarity-based, causal correlation, structural-based, 
case-based, and mixed ones. However, in this classification the 
graph-based methods (as part of structural-based ones) use 
attack graphs, not graphs of network structures.  

Promising methods of detection and classification of 
targeted attacks are machine learning methods, such as Support 
Vectors Machine (SVM) [4], Opinion Dynamics [5], Perfect 
Bayesian Nash Equilibrium (PBNE) [6] and others. Anomaly 
detection methods in log events and their comparison with the 
rules already determined are suggested in [7]. For successful 
network intrusion detection, [8] proposes to detect and monitor 
the anomalies in the data transmission network. Based on the 
analysis of anomalies in the network, [9] offers different 
methods of evaluating the obtained data. At the same time, it is 
necessary to carry out real data network monitoring based on 
big data processing [10]. This causes a large amount of data to 
be considered. Such task involves identifying and calculating 
metrics from the data transmission network traffic.  

[11] suggests rating suspicious hosts and focusing the 
analysis on a small sample of hosts. [12] proposes thread-based 
intrusion detection techniques. [13] offers to monitor the 
amount of data, time and size of packets when analyzing the 
network traffic. [14] shows that the addition of time interval 
analysis capabilities to this approach allows one to identify and 
classify existing and unknown botnets. [15] analyzes the 
possibilities of the signature intrusion detection methods and 
demonstrated the capability of various special network routing 
protocols to facilitate intrusion detection.  

Graph theory is often applied to analyze computer security 
metrics. [16-19] propose an approach to analytical modeling of 
attacks based on the application of attack modeling principles 
for analyzing events occurring in real time, multi-level 
representation of attack graphs and service dependencies, and 
the use of known and expected vulnerabilities for constructing 
attack graphs.  

In [20], the problems associated with the use of attack 
graphs and methods for resolving them are considered. These 
methods include handling inaccuracies in determining the pre- 
and post-conditions for performing attack actions, processing 
cycles when using Bayesian output to analyze the attack graph, 
and displaying incidents on the graph attacks, as well as 
automatic selection of protective measures in case of a high 
level of risk. A software prototype of the cybersecurity 
monitoring system and experimental results are presented.  

[21] proposes the graph analytical metric to evaluate the 
mitigation of targeted attacks. To detect network 
vulnerabilities, [22] considers distances between graph nodes 
and use them in attack graph analysis. [23] suggests to generate 

a set of user attributes and apply them to generate behavior 
profiles. If the attributes differ from the usual ones, then 
intrusion detection for the data network is possible.  

Our paper also proposes to analyze the network traffic to 
identify anomalies in data transmission networks. For this 
purpose, in accordance with the technological process, graph 
sets are formed and compared with the observed data flow 
using the graph isomorphism algorithm [24]. As an 
isomorphism algorithm for large graphs, it is possible to use 
the algorithm proposed in [25] to scale the network. A common 
graph database that can be used to map graphs and check them 
for isomorphism validity is introduced in [26]. [27] 
demonstrates that when analyzing the traffic in data 
transmission networks using the proposed methods of applying 
the graph isomorphism algorithm, it is possible to detect 
significant patterns of information dissemination through 
a social network.  

Thus, despite the fact that there are a number of works on 
the topic of protection against targeted attacks, which offer 
a variety of methods of their detection and classification, the 
task of evaluating the probability of disclosing the structure of 
the data transmission network when implementing targeted 
attacks remains unresolved. The proposed graph-based 
approach to this task allows one to identify bottlenecks in the 
network and identify targeted attacks at the initial stage of their 
implementation.  

III. THEORETICAL FOUNDATIONS  

A. Targeted attack model (for network structure disclosing) 

According to some studies, today the average cost of just 
a single targeted attack on a large organization is more than 
US$6 million [28]. This determines the importance of any 
method of defense against such attacks, including the method 
we offer. Targeted attacks use various implementation 
methods, but at the same time they all have common features 
that allow one to build a common targeted attack model.  

Communication devices and user terminals are 
characterized by a set of unmasking features at all stages of the 
technological process. Each unmasking feature has its own 
specific information, allowing one to identify the control object 
with some probability.  

All unmasking features related to the process are 
determined by the technical characteristics of the data 
transmission network elements and their software. The set of 
unmasking features associated with a data transmission 
network is determined by the structure of that network, 
interfaces, protocol stacks, and software.  

The structure of the network can be classified according to 
the following characteristics:  

 Directions of distribution of data flows. 

 Parameters of switching networks. 

 Characteristics of changes in route-address 
information. 

 Characteristics of changes in information load. 
At implementation of the first stage of a targeted attack, 

when the technological process is monitored, it is possible to 
establish unmasking features. Such features also include 
corresponding pairs in the IP-address space. The analysis of 
such pairs allows one to determine the following information: 



 Location of telecommunication equipment. 

 With what device and when does this equipment 
interact? 

 Which stage of the process control cycle does 
information exchange take place for? 

 What is the intensity of the information exchange? 

 How does this relate to the process being 
implemented?  

Having this information, the attacker can easily disclose the 
network structure, carry out a computer attack and damage the 
information infrastructure.  

Thus, the monitoring of the data transmission network 
makes it possible to determine when the most responsible stage 
of management is realized and when the impact on the data 
network will cause, among other things, significant economic 
damage. 

The central units of the targeted attack model are 
unmasking feature collection systems. These include the 
following subsystems (Fig. 1): 

 Monitoring and analysis of the network topology 
(network scanner). 

 Traffic control subsystem (network sniffer). 

 Information source location determination subsystem. 
Operation with the received data is performed in the 

decision making subsystem. 
As a result, the network is disclosed, and a set of reference 

graphs reflecting different technological processes is formed. 
Thus, targeted attacks implement the principles of intelligence 
processing and analysis in the data transmission network space. 
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Fig. 1. The model of the targeted attack. 

Network structure disclosing is provided by representation 
of data transmission network elements in the form of graph 

vertices. The information links between them are presented as 
branches of the graph.  

As a result, a structure of the graph corresponding to 
a stage of a technological process, which is implemented in 
a data transmission network, is formed.  

Knowing typical structures corresponding to the main 
technological processes, the attacker forms a base of graph-
templates. Then he (she) compares the observed structure of 
the data transmission network with that of a typical graph-
template. As a result of this comparison, the type and stage of 
the process to be implemented is determined. 

Thus, by carrying out the actions presented in the model of 
the targeted attack (for transmission network structure 
disclosing), the attacker can fully determine the nature of the 
activity in the information infrastructure in which interaction is 
carried out through the data transmission network.  

B. Algorithms for evaluating the probability of disclosing the 

data transmission network structure  

The main algorithms for estimating the probability of 
disclosing the data transmission network structure are (1) the 
algorithm for recognizing the data network structure and 
(2) the algorithm for estimating the structural secrecy of the 
data transmission network [24]. 

The initial data for the algorithm for recognizing the data 
transmission network structure are typical structures 
corresponding to the main technological processes.  

These structures are formed by the network security 
administrator (possibly together with business analysts). The 
graph-implementation refers to the network under 
investigation. The graph-template refers to a graph included in 
a set of typical diagrams for organizing a technological process 
on the network.  

The algorithm for recognizing the data transmission 
network structure is based on representing the graph in form of 
an adjacency matrix. It includes the following four main stages. 

Stage 1. Finding paths and cycles on the graph-
implementation using the depth search method [29].  

Stage 2. Checking the equality of the number of vertices, 
the number of paths (cycles) in the graph, and the equality of 
degrees. A substitution matrix is generated from the cycles to 
be checked. 

Stage 3. Finding vertices that are not in the test cycles. 
Checking whether the adjacency and equality relationship is 
maintained.  

Stage 4. Addition to the substitution and output of the 
recognition result.  

At the same time, the attack success depends mostly on the 
success of disclosing the structure of the data transmission 
network, since the network topology analysis is the first step in 
the targeted attack model discussed above. 

The algorithm for evaluating the structural secrecy of a data 
transmission network can be applied both to individual 
elements of the data transmission network and to the network 
as a whole (Fig. 2). 

The initial data of the algorithm is the results of the 
network scanning. Consider the operation of this algorithm. 

Each of the terminals (terminal devices) transmits IP-
packets with a rate λij. This intensity is calculated in the 
module 4 by the formula 
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where Nij is a number of IP-packets between corresponding 
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Fig. 2. The algorithm for evaluating the structural secrecy  
of a data transmission network. 

In the module 5, the probability Pi(t) that at the i-th 
terminal at a given time t the process will be implemented at 
least once is calculated. To do this, the following expression is 
used: 
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where pij(t) is the probability of detecting the IP-packets of 
corresponding pairs; di is a number of terminals interconnected 
with the i-th terminal and operated in the mode of transmitting 
and receiving IP-packets. 

The module 6 implements a procedure for determining 
whether the graph-implementation belongs to one of the graph-
templates. These actions are based on the procedure of 
recognizing the isomorphism of an occurrence of weighted 
graphs. The graph-implementation results from statistical 
modeling of the data transmission network. The second graph 
is a graph-template.  

Upon successful execution of the graph isomorphism 
recognition procedure, the index Qik of structural secrecy of the 
k-th element relative to the i-th technological process is 
calculated using the following formula: 
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where wi(k) is a number of cases when the graph-
implementation belongs to i-th graph-template at the actual 
draw of the k-th element; M is a total number of graph-
templates. We assume that all graph-templates are available for 
the security administrator.  

Thus, the presented algorithms ensure the recognition of the 
structure of the data transmission network through the 
probability of detection of the IP-network terminal and provide 
evaluation of the structural secrecy of the data transmission 
network.  

IV. IMPLEMENTATION 

The toolbox was developed for implementation of the 
offered approach to assess the probability of disclosing the data 
transmission network structure. As a programming language, 
C# on Microsoft .NET Framework was chosen. In future work, 
we plan to make this toolbox publicly available.   

The program code for implementing the algorithm for 
recognizing the data transmission network structure is given in 
Listing 1.  

internal Graph IsomorphicShuffling 

  { 

    Graph graph = new Graph(); 

    int[] arT = new int[this.NodeCount]; 

    for (int index = 0; index < this.NodeCount; 

++index) 

      arT[index] = index; 

    Graph.Shuffle<int>(arT); 

    graph.InsertNodes(this.NodeCount); 

    for (int index = 0; index < this.NodeCount; 

++index) 

    { 

      foreach (Graph.eNode eNode in 

(IEnumerable<Graph.eNode>) 

this._nodes[arT[index]]._edgesFrom.Values) 

graph.InsertEdge(arT[this.PosFromId(eNode._idFrom)], 

arT[this.PosFromId(eNode._idTo)]); 

    } 

    return graph; 

 
Listing 1. A code for implementing the algorithm  

for recognizing the data transmission network structure.  

Input data is entered in the form of the adjacency matrix. 
The program code for implementation of initial data input is 
provided in Listing 2.  

  public void TestShuffle() 

  { 

    Random rnd = new Random(10); 

    int length = 100; 

    int[] arT = new int[length]; 

    for (int index = 0; index < length; ++index) 

      arT[index] = index; 

    Assert.AreEqual(0, arT[0]); 

    Assert.AreEqual(99, arT[99]); 

    Graph.Shuffle<int>(arT); 

    Assert.AreNotEqual(0, arT[0]); 

    Assert.AreNotEqual(99, arT[99]); 

    int num = 0; 

    for (int index = 0; index < length; +index) 

      num += arT[index]; 

    Assert.AreEqual(length * (length - 1) / 2, num); 

  } 

 
Listing 2. A code for implementation of initial data input. 



The user interface is developed for convenience of 
interaction with the toolbox. The result is displayed as a 
message with negative or positive evaluation of the action.  

V. EXPEREMENTAL EVALUATION  

A fragment of the data transmission network included in 
the information infrastructure of the North-West Region 
Railway of the Russian Federation was considered for 
experimental evaluation of the proposed approach. This 
fragment contains 6 railway stations.  

Fig. 3 shows the structure of the selected data transmission 
network fragment. The network has six nodes, where terminals 
(participants of the information exchange) are located: X1, ..., 
X6. The nodes are interconnected by data channels designated 
as e1, ..., e9. The graph presented in Fig. 3, plays the role of the  
graph-implementation. The graph-template obtained from the 
operation of the algorithm for recognizing the data 
transmission network structure is depicted in Fig. 4. 

The graph-template also has six nodes: Y6, ..., Y6. It also 
has nine arcs connecting the nodes of the graph: e1, ..., e9. 
However, as can be seen from the comparison of Fig. 3 and 
Fig. 4, the set of arcs in the graph-implementation does not 
coincide with the set of arcs in the graph-template. 
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Fig. 3. The graph-implementation for a fragment  
of the data transmission network. 
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Fig. 4. The graph-template for a fragment of the data transmission network. 

The results of calculating the IP-network terminal detection 
probability, obtained using (1) and (2) and presented as 
probability dependencies on the duration of the computer 
attack, are shown in Fig. 5. As it can be seen from Fig. 5, the 
probability of detecting each terminal, when the attack duration 
is sufficiently long (400 minutes), tends to one. At the same 
time, with a small (100 minutes) or average (200 minutes) 
attack duration, the probabilities of detecting terminals differ 
from each other. They depend on the existing data network 
structure. 

t, min

Pi(t)

  

Fig. 5. Dependencies of the IP-network terminal detection probabilities  
on the duration of the computer attack.  

Dependencies of probabilities of disclosing the data 
transmission network structure on time and number of graph-
templates are presented in Fig. 6 (N is equal to 1, 2, and 5) and 
Fig. 7 (N is equal to 10, 20, and 30).  

 

Fig. 6. Probabilities of disclosing the data transmission network structure  
at N  = 1, 2, and 5. 

 

Fig. 7. Probabilities of disclosing the data transmission network structure  
at N  = 10, 20, and 30 

Results depicted in Fig. 6 and Fig. 7 show that an increase 
in the number of graph-templates results in a significant 
reduction in the probability of disclosing the network structure. 
Thus, it can be considered that the increase of graph-templates 
should be considered as a new way of protecting against 
targeted attacks, which is justified by the approach proposed.  

VI. CONCLUSION  

The paper considered the approach based on graph theory 
to evaluating the probability of disclosing the structure of the 
data transmission network when the attacker implements 
targeted attacks. The conceptual model of targeted attack of the 



attacker was presented. This model shows that the 
corresponding pairs in the IP-address space refer to unmasking 
features. Analysis of such pairs allows the attacker to disclose 
the network structure, implement a computer attack and 
damage the information infrastructure. This determines the 
importance of the task of evaluating the probability of 
disclosing the data transmission network structure under 
implementing targeted attacks.  

The developed algorithms for estimating the probability of 
disclosing the data transmission network structure consist of 
the algorithm for recognizing the data transmission network 
structure and the algorithm for evaluating the structural secrecy 
of the network. The first algorithm is an algorithm of one of the 
procedures included in the second algorithm. The idea of 
evaluating the structural secrecy of the network is to check the 
isomorphism of the graph-implementation and the graph-
templates corresponding to technological processes. The 
isomorphism of both graphs corresponds to the low structural 
secrecy of the network. On the contrary, if the graphs are not 
isomorphic, it increases the structural secrecy of the network, 
as the attacker cannot get the correct representation of the 
technological processes.  

Experimental evaluation of the proposed approach on the 
developed toolbox demonstrated the validity of the approach. 
For the fragment of the active data transmission network, the 
dependence of the probability of detection of terminals on the 
duration of the targeted attack and the results of calculation of 
the structural secrecy of the network were obtained.  

Further directions of research are linked with the 
implementation of the proposed method in the software-tool 
environment of security monitoring system for large-scale 
transmission networks of the North-West Region Railway of 
the Russian Federation.  
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