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Abstract—An increasing number of Industry Internet of 
Things (IIoT) applications put forward the requirements for 
strict time synchronization and accurate time service from 
providers. In order to indicate the time service performance of 
the Internet Time Service Providers (TSPs) on user sides, we 
build an Internet time service monitoring system which can 
obtain the real-time data of time service through the Internet. 
The monitoring system records the time service’s performance 
from three major categories: NTP pool projects, National 
Metrology Institutes and Commercial Organizations. After that, 
we propose three service metrics, in terms of Availability, 
Stability and Accuracy, to evaluate the performance of time 
service provided by TSPs. On the other hand, a novel anomaly 
detection algorithm is proposed to gather the statistics of 
abnormal data and then remove the abnormal data. 
Experimental results show that 56 TSPs’ availability are more 
than 95%. It indicates that a longer transmission path results in 
a lower availability. The further analyzed results also denote 
that the link hops have no correlations of Availability, Stability 
and Accuracy. Moreover, the relationship between Stability and 
Accuracy is positively correlated. 

Keywords—Network Timing, Time synchronization, Service 
metrics, NTP 

I. INTRODUCTION 

Network Time Protocol (NTP), as a widely used network 
time synchronization protocol [1], ensures the accurate time 
of many cases. NTP fulfills the time requirements of many 
applications, such as distributed databases [2], cloud service 
[3] and real-time cyber-physical systems [4][5] which are the 
basic premise for the Industry 4.0 implement [6][13]. In the 
context of Industry 4.0, all kinds of equipment or devices 
should interact effectively in order to collaborate in 
accomplishing the assigned tasks [7].The number of smart 
interconnected devices that participate in automation systems 
is predicted to grow significantly in the future [8]. Hence, real-
time capabilities are essential new requirements to IoT 
protocols apart from interoperability [9]. For example, many 
industrial applications (such as machine control, power 
generation, process control and transportation) require timely 
message delivery, namely, real time transmission 
[10].Inaccurate time can cause serious hazards for system 
health [11] or property [12]. 

To guarantee network devices work at the same time, the 
Internet service providers receive and process billions of NTP 
requests every day. According to the actual NTP implement 
situations, the existing Internet service providers are mainly 
divided into three categories, namely NTP pool projects, 
national metrology institutes and commercial organizations. 
Generally, the time provided by Internet time service is 
considered to be reliable and accurate. However, the 
performance of time service provided by Internet Time 
Service Providers (TSPs) is different and most researches 

focus on the performance of the time severs instead of the 
performance of time services on users’ sides. Therefore, the 
evaluation of TSPs’ time service performance is necessary and 
important. 

In this paper, we present an Internet Time Service 
Monitoring System that covers more than 100 TSPs.  
Particularly, the data obtained by the presented system for 115 
days. We then propose three metrics - Availability, Stability 
and Accuracy to evaluate the performance of time service 
provided by TSPs. To figure out the anomaly situation and 
delete the anomalies, we also propose an anomaly detection 
algorithm. At last, we analyze the correlation between 
network hops and proposed metrics. 

The rest of paper is organized as follows. Section II briefly 
introduces the related works. The monitoring system and the 
data acquisition are introduced in Section III. Section IV 
proposes three time service performance metrics. Section V 
shows the results and analysis of Availability, Stability and 
Accuracy. The correlations analysis is also presented in 
Section V. We conclude this paper in Section VI. 

II. RELATED WORK 

In this section, we review the studies of network time. As 
the most promising solution for the network time 
synchronization, NTP has attracted significant attention.  

Firstly, we focus on the performance of NTP servers.A 
number of studies about NTP servers has been proposed in 
recent years [15][16] [19-24]. Jaldehag et al. [15] analyze the 
performance of NTP-servers from the monitored data of 
telecom operator TeliaSonera of Sweden for three years. They 
use the server time offset, measurement uncertainty and 
traceability as the measurement metrics. Sherman et al. [16] 
explore Internet Time Service (ITS) usage patterns by analysis 
of collected inbound network traffic. They observe the 
suboptimal use of ITS usage. The authors of [18] examine 
approximately 100 accessible public stratum-1 servers, using 
data sets spanning 3 years to assess the health of (public) 
network time. Cao et al. [20] provide a list of Best-50 public 
IPv4 time servers by mining high-resolution data sets of 
Stratum-1 servers. Besides, some researchers focus on the leap 
second hopping capability of the NTP server [21-23]. 

We then outline the factors for network time. Lombardi et 
al. [14] design a NTP servers measurement system. The 
system captures the time data from three areas of America and 
analyzes the data with direct comparison and common-view 
measurements. They also discuss the factors for NTP 
measurements. The current state of the NTP ecosystem has 
been briefly discussed in [17]. Novick et al. [19] compare the 
accuracy and stability of four commercially available NTP 
servers with the standard time of Universal Time Coordinated 



(UTC). They reveal that the differences in NTP servers clock 
at level of tens of microseconds. 

However, the aforementioned researches take no 
consideration in the performance of the time services provided 
by global TSPs on the user sides, and the differences among 
the services provided by various vendors. 

III. INTERNET TIME SERVICE MONITORING SYSTEM 

In this section, we present the Internet time service 
monitoring system and give an overview of the collected 
datasets. 

A. Internet Time Service Monitoring System 

The Internet Time Service Monitoring System consists of 
three modules: a time synchronization module, a service 
monitoring module, and a data acquisition module, as shown 
in Fig. 1. The system connects to the Internet through the 
campus network. 

The time synchronization module provides an accurate 
reference time for the system. We select Global Navigation 
Satellite System (GNSS) as the reference time source of the 
system to provide a stable nanosecond resolution time 
reference. The system obtains accurate time via the Precision 
Time Protocol (PTP). 

The service monitoring module is responsible for 
monitoring the Internet time services provided by TSPs on the 
Internet. This module is developed under the Linux 
environment, and the functions are built by Node.js. This 
module sends a time request message to the monitored time 
service via the Internet with the period of 64 seconds. The 
message is a kind of 48-byte NTP request message in the form 
of UDP. Furthermore, the message includes a fixed request 
format header and a sending or receiving time in the tail (i.e., 
the system time of sending or receiving server). After 
receiving the time request, the TSP also replies an NTP 
message. 

The data acquisition module records the data of the 
message when the replied message is received. In particular, 
the data includes the timestamps of ‘originate’, ‘receive’ and 
‘transmit’, and the current system time from time 
synchronization module. The acquisition module also stores 
the data in the text form for the data analysis. 

 
Fig.1: The architecture of monitoring system 

B. Data Classification 

The monitoring system is located at our campus in Haidian 
District, Beijing, China. The collected data is lasting 115 days 
from April 28, 2019 to August 22, 2019. We collect the data 
of Internet time services provided by TSPs from three kinds 
of sources, as following: 

1. NTP Pool Project: The services are widely used by open 
source operating systems and various devices [25]; 

2. National Metrology Institutes (NMIs): NTP services are 
provided by metrology institutes in lots of countries around 
the world. They are considered as a reliable source of time and 
widely used. 

3. Commercial Organizations: Services provided by 
different vendors (e.g., Apple and Microsoft), are defaulted 
used by the consumer of their products. These services usually 
have good reputations and can provide their customers with 
the exact time.  

Additionally, some TSPs only respond to the client with 
specific authorization. And some of others TSPs are blocked 
by geography. Through deleting the TSPs which do not 
respond to the NTP request, we receive the list of 108 TSPs as 
follows (see Table I for the list of TSPs). Since the NTP Pool 
Project is a global scope, we divide it into 6 sub-categories by 
geography, that is, NTP Pool Asia, NTP Pool Africa, NTP 
Pool Europe, NTP Pool North America, NTP Pool Oceania, 
and NTP Pool South America. 

TABLE I:  THE LIST OF ACTIVITY INTERNET TIME SERVER PROVIDERS  

Category Number 

National Metrology Institute 25 

Commercial Timing Organization 5 

NTP Pool Projects 

Asia 19 

Africa 8 

Europe 36 

North America 4 

Oceania 3 

South America 8 

 

IV. THE TIME SERVICE PERFORMANCE METRICS 

In this section, we propose three metrics to analyze the 
performance of time service from different TSPs. 

A. Availability 

Availability [20] is used to evaluate the performance of 
continuously Internet time service. This metric measures the 
availability of time service, as the equation (2) below. We give 
the timeout ratio U, which is defined as the ratio of packet loss 
or reachability failures. The timeout ratio U is given as 
equation (1), U = ∑்ை∑ோ௘௦                                 (1) 

where Res is the total number of the sent packets during the 
trial period, and TO is the total number of the timeout 
situations during trial period. Availability(A) can be expressed 
as: A = 1 − U                               (2) 

B. Stability 

Stability is a key metric to evaluate whether Internet time 
service is stable. We use the standard deviation of the time 
offset to represent the stability of the services provided by the 
TSPs.  

Abnormal situations (e.g., vacant value and discrepancies) 
during the service period have a negative impact on the quality 
of services. Therefore, we use the proportion of abnormal 



values during the monitoring period-the anomaly rate (Ar) to 
show the robustness of the service. In order to detect and 
delete the anomalies, we propose an effective algorithm, seen 
as Algorithm 1. First, we sort the data in each TSPs’ Offset 
dataset with decreasing trend, and then calculate the standard 
deviation of the dataset; see step 1. We then set the maximum 
value of each TSPs' dataset as the threshold and eliminate the 
point which are greater than or equal to the threshold; see step 
2.  After that, we calculate the standard deviation of processed 
dataset; see step3-8. Then, all the obtained standard deviations 
are fitted by the polynomial regression algorithm. It is obvious 
that the point where the tangent line of the function equals to 
0 is the required one, and the standard deviation value 
afterwards is almost stable. Finally, we obtain the stable 
dataset; see step11-23. The specific process of the algorithm 
is as follows: 

Algorithm 1  Outlier Detection 

Input: List Raw Data, initialization j=0,k=0,stds=[], 
maxs=[], B=[],C= Raw Data 

Output: Number of Outliners E, List  Processed Data 
1: While Raw Data!=Null  do  
2:        std = Standard Deviation(Raw Data); 
3:        stds.append(std); 
4:       Max=getMaxValue(Raw Data); 
5:       maxs.append(Max); 
6:      Raw Data.remove(Max); 
7: End  
8: Func=Regression(stds); 
9: While j < stds.length do 
10:       If Func.diff(j) < 1e-5 then 
11:          E=j; 
12:         While k < C.length do 
13:                If C[k]<maxs[j] then  
14:                   Processed Data.append(C[k]); 
15:               End If 
16:               k=k+1; 
17:         End  
18:         Break; 
19:      End If 
20:      j=j+1; 
21: End 

These are calculated as: ݎܣ = ா஽∙∑ோ௘                                   (3) 

݀ݐܵ = ටଵே∑ ሺݔ௜ − ሻଶே௜ୀଵݔ̅                           (4) 

where E is the number of outliers detected by the algorithm 1. 
Re is the number of packets responded by the service provider 
each day, and D is the number of data collected days, and xi is 
a series of time offset obtained after removing the outliers 
during the observation period, and N is the total number of 
data after the outliers eliminating. From the values of Std and 
Ar, we can evaluate the performance with stability of the time 
service provided by each TSP. 

C. Accuracy 

Accuracy represents an accurate time service provided by 
TSPs. We compare the time provided by the TSP with the 
reference time provided by the monitoring system to evaluate 
accuracy. The formula is as follows: ܿܣ = ௦ݐ −  ௥௘௙                               (5)ݐ

where Ac represents accuracy, and ts is the time provided by 
the TSP, and tref is the reference time provided by the 
monitoring system. In this paper, we use the data set which is 
processed by the anomaly detection algorithm to calculate the 
accuracy. We apply the mean and the time deviation to 
represent the value of Accuracy. 

V. THE RESULT AND ANALYSIS 

In this section, we analyze the performance of 
aforementioned NTP Pool Projects, national metrology 
institutes and commercial organizations, totally 8 kinds of 
categories. 

A. Availability  

The client can exchange NTP messages with any Internet 
time services (premise both are on the Internet). When the 
client sends an NTP request to the Internet time service, the 
possible results are as follows [24] ： 

1. No response; 

2. Administrative response; 

3. NTP response indicating server is reachable, but not 
providing time (LI bits=11); 

4. NTP response received. 

In this paper, we only consider two conditions for the 
obtained results, that is, receiving the response and receiving 
no response. In the experiment, our system totally sent 
155,250 service requests to each monitored TSPs in 115 days.  

We first present a statistic of the results, as shown in Fig. 
2. We consider that the number of timeouts occurs less than 
300 times, and the availability value is 100%. There are 16 
TSPs with the 100% availability. The number of TSPs with 
the availability over 95% is 56. However, there are 5 TSPs 
having service availability less than 50%. The results divided 
by continent show that the availability is lower with remote 
areas (see the Fig. 3). This is due to the higher packet loss rate 
caused by the longer transmission path. 

 
Fig.2: The statistic of Availability 



 

Fig.3 The distribution of each continent’s Availability 

B. Stability 

The Stability results are shown in Fig. 4. The horizontal 
axis is the magnitude of the anomaly rate, and the vertical axis 
is the magnitude of the standard deviation. As shown in Fig. 
4, the standard deviations of all TSPs’ distribution are 
fluctuant. They vary within the range from 7.7 and 158.7, and 
most of them are less than 100. There are only 48 TSPs’ 
standard deviations exceeding 100. Furthermore, it can be 
considered that the services which have large standard 
deviation value are unstable. In general, the TSPs in the 
commercial organization category have better Stability, and 
their standard deviation values are various in a small range. In 
addition, from the Fig. 4, the values of Anomaly Ratio are 
various from 2.3 to 17.3 in all categories of TSPs. Over 90% 
TSPs’ value of Anomaly Ratio is below 10%. There are 6 
TSPs with the Anomaly Ratio value over 10%. Other 
categories have both the high Anomaly Ratio and the large 
standard deviation. Accordingly, their time service 
performances of Stability are not good. 

 
Fig.4 The scatter plot of the standard deviation and Anomaly Ratio. 

C. Accuracy 

The Cumulative Distribution Function (CDF) diagram ( 
Fig. 5) demonstrates the Accuracy cumulative distributions of 
8 different kinds of categories and total Accuracy cumulative 
distribution. From the distribution function of all TSPs (the 
blue line in Fig. 5), the Accuracy of over 50% services are less 
than 50ms. Additionally, the Accuracy of all services is less 
than 140ms. They all meet the requirement for billing and 
alarm collection systems on Intra-Office Networks [26].  

Fig. 6 is the scatter plot of each TSP’s Accuracy. It can be 
seen that the Accuracy of services provided by the commercial 
organizations are various from 1.8ms and 14.5ms, which are 
fulfill the requirement of the time synchronization for 
Industrial Automation [27]. 

 
Fig.5 CDF of Accuracy over all TSPs (blue), and per-category. 

 

 
Fig.6 The scatter plot of Accuracy 

D. Correlation Analysis 

In addition, we analyze the correlation among hops, 
Availability, Stability and Accuracy. We use the IBM data 
analysis tool SPSS [28] to perform correlation analysis. 
Because the distributions of these mentioned above are not 
normally distribution, we use the Spearman’s rank correlation 
coefficient to depict their correlation. The coefficient is 
various from -1 to +1. The positive values indicate positive 



correlation, vice versa. In particular, 0 means that the two 
variables are irrelevant, and larger absolute value indicate that 
correlation is stronger. 

We apply the command ‘traceroute’ [29] to collect the 
hops of outing from our system to the TSPs. There are 15 TSPs 
with more than 40 hops. The remaining TSPs have hop counts 
between 14 and 32.  

We next analyze the relationship between hops and 
proposed three metrics. In order to avoid the impact of 
geographical distance, we perform correlation calculations 
based on intercontinental divisions. It can be seen from the 
results in the following Table II that the number of switching 
nodes that pass through the transmission link has no effect on 
Availability, Stability and Accuracy. If the performance of the 
switching device is excellent, the switching time from packets 
to device is very short and can be ignored. So, the more 
switching nodes from the monitoring system location to some 
services go through, this three metrics are still good. 

TABLE II: CORRELATIONS AMONG HOPS, AVAILABILITY, STABILITY AND 
ACCURACY 

 Ava Ar Accuracy Std

Hop(SA) 

Correlation 
Coefficient -0.320 0.105 -0.227 0.096 

Sig.(2-tailed) 0.400 0.788 0.556 0.806

Hop(Oceania) 

Correlation 
Coefficient 0.400 0.400 0.400 0.400 

Sig.(2-tailed) 0.600 0.600 0.600 0.600

Hop(NA) 

Correlation 
Coefficient -0.253 0.204 -0.335 -0.659 

Sig.(2-tailed) 0.545 0.629 0.417 0.076

Hop(Europe) 

Correlation 
Coefficient 0.108 -0.090 -.300* -0.049 

Sig.(2-tailed) 0.451 0.529 0.033 0.733

Hop(Asia) 

Correlation 
Coefficient -0.241 -0.196 -0.092 -0.163 

Sig.(2-tailed) 0.321 0.422 0.708 0.505

Hop(Africa) 

Correlation 
Coefficient 0.414 .893** 0.143 -0.071 

Sig.(2-tailed) 0.355 0.007 0.760 0.879

**. **. Correction is significant at the 0.01 level(2-tailed). 

*. *. Correction is significant at the 0.05 level(2-tailed). 
 

As shown in Fig.7, the accuracy is positively correlated 
with the standard deviation of Stability. The results by using 
the SPSS software to analyze the correlation between 
Accuracy and Stability are shown in the TABLE III. It can be 
seen that the Spearman’s rank correlation coefficient between 
accuracy and standard deviation is 0.879, which means that 
the two variables are highly correlated. The Spearman’s rank 
correlation coefficient between Anomaly ratio and Accuracy’s 
is only 0.189, which is close to 0, implying that the correlation 
between the two is weak. 

 
Fig.7 The scatter plot of Accuracy and Standard Deviation in all categories 

and trendline(grey) 

TABLE III: CORRELATIONS BETWEEN ACCURACY AND STABILITY 

 Accuracy Std Ar(%) 

Accuracy 

Correlation 
Coefficient 

1.000 .879** .189* 

Sig.(2-tailed)   0.000 0.050 

N 108 108 108 

std 

Correlation 
Coefficient 

.879** 1.000 0.113 

Sig.(2-tailed) 0.000   0.244 

N 108 108 108 

Ar(%) 

Correlation 
Coefficient 

.189* 0.113 1.000 

Sig.(2-tailed) 0.050 0.244   

N 108 108 108 

**. **. Correction is significant at the 0.01 level(2-tailed). 

*. *. Correction is significant at the 0.05 level(2-tailed). 
 

VI. CONCLUSION 

We build a system to monitor the performance of time 
service of TSPs all over the world and record the data of  
Internet time service’s timestamps of‘originate’, ‘receive’ and 
‘transmit’. We also propose three metrics, Availability, 
Stability and Accuracy, to analyze the time service’s 
performance of each monitored TSPs. In order to assist 
metrics’ calculation, we present a novel anomaly detection 
algorithm .From experimental results, the 56 monitored TSPs 
come with availability of 95%. Moreover, we find out that a 
longer transmission path can cause a lower availability, for the 
higher packet loss rate is under the longer transmission path.  
At last, we analyze the coefficient among hops, Availability, 
Stability and Accuracy. The results show that the accuracy is 
positively correlated with the standard deviation of Stability. 
We also find that the number of switching nodes in the 
transmission link has no effect on Availability, Stability and 
Accuracy. 
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