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Abstract — Telecoms need to change their operations more
flexibly in accordance with diverse requirements for service
quality. They have long operated networks with high availability
(24/7) to support the emergency services, however their
networks now provide ever more diverse and newer services.
Telecoms can reduce operating expenses and even lower service
prices if they make their operations more flexible on the basis of
services' requirements instead of simply pursuing high
availability. Thus, we researched the concept of Service Level
Agreement (SLA) Driven Operation, which enables various
decisions about failure recoveries to be automated on the basis of
the service quality requirements.

In this paper, to implement SLA Driven Operation to
telecom operation, we focus on automating decisions about
“how," "who," and "when" to take action for failure recovery.
Moreover, we propose a method to automatically decide the
optimal start time by assessing the schedule in terms of response
cost, SLA violation cost, and lost profits. Then we estimate the
effects and the risks that occur when the response start time is
decided automatically. As a result, we demonstrate that applying
the proposed method can be expected to sufficiently reduce cost
with a very low risk of availability decline.

Keywords—Operation, SLA, Automation, Scheduling

I. INTRODUCTION

Telecoms have long pursued high availability because
they provide the public infrastructure for telephone services
and need to support calls to the emergency services.
Therefore, their networks are designed to be robust and
redundant for high availability, and their operators always
monitor alarms from the equipment. Moreover, when
equipment fails, on-site workers are dispatched to the location
and repair the equipment within several hours. Owing to this
assurance operation, telecoms can provide high-availability
services.

However, more diverse services are now superposed on
the same IP network and provided together with the legacy
telephone service. Their service requirements are also diverse.
For example, the high-definition image services such as
4K/8K require low delay, high speed, and large capacity. In
contrast, the Internet of Things services, used for smart city
and smart agriculture, require simultaneous connectivity of an
enormous number of sensors. To enable telecoms to flexibly
provide such diverse network services, slicing technology that
virtualizes physical networks in accordance with service
requirements has been discussed actively for 5G networks at
the standardization organization 3GPP [1].

Considering the above, telecoms need to change from
simply operations pursuing high availability to operations
matching requirements for service qualities. This is because it
is more important to provide the appropriate operational
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quality that matches the target quality than to provide higher
availability by spending unnecessary cost. Telecoms incur
significant costs to maintain high-availability operations. For
example, they must deploy redundant equipment, allocate
operators and on-site workers 24/7, and prepare spare
equipment for repair and replacement. This increases
unnecessary operating expenses (OPEX), which is reflected in
the service price. Therefore, we previously proposed the
concept of Service Level Agreement (SLA) Driven Operation
[2], which automates various assurance decisions on the basis
of the service quality requirement in a state where various
service qualities are mixed. However, our previous study [2]
was limited to proposing the concept, so no challenge was set
and no method was proposed.

In this paper, we examine a method to decide the optimal
time to start failure response by evaluating the cost on the
basis of the SLA. The main contributions are as follows.

» Clarification of decisions to be automated in SLA Driven
Operation ("How" should the action done? / "Who"
should take the action? / "When" should the action start?)

» Proposal of an automatic fault-recovery scheduling
method based on an evaluation of the response cost, SLA
violation cost, and lost profits

» Assessment of benefits and potential risks of using the
proposed method

The remainder of this paper is organized as follows.
Chapter II reviews the related work. Chapter III analyzes the
current telecoms’ operation and introduces SLA Driven
Operation. Chapter IV discusses decision contents to be
automated in SLA Driven Operation. Chapter V proposes the
automatic fault-recovery scheduling method based on the cost
evaluation. Chapter VI presents results and discusses benefits
and potential risks. Chapter VII concludes this paper.

II. RELATED WORK

Related work about SLA management can be broadly
divided into research on SLA design methods and SLA-based
operation methods.

A. SLA design methods

Pérez-Romero et al. [3] proposed admission control that
includes profit-related metrics as the function that controls the
amount of radio resources assigned to the different tenants in
a 5G radio access network. Khodapanah et al. [4] proposed an
algorithm that manages the allocation of radio resources to
slices on the basis of minimizing deviations from slice
requirements. Vaishnavi et al. [5] proposed Mdo, which
supports the creation of slices between operators while
coordinating multiple orchestrators to meet multiple service
requirements.



B. SLA-based operation methods

3GPP [1] standardizes use cases, procedures, functional
blocks, and sequences for SLA-based operation methods to
support slice SLA guarantees in 5G networks. Diao and
Heching [6] proposed a method for dynamically adjusting the
priority of service agent dispatch on the basis of the difference
between the target resolution time of the SLA and the current
measurement value. El-Atawy and Samak [7] proposed a
method to evaluate whether the quality of service violates an
SLA by efficiently checking the properties required for the
current configuration using a computational tree logic model
check. Soenen et al. [8] proposed the SGTANGO Service
Platform, which enables the creation of SLA policy templates
and supports monitoring on the basis of SLA policies and
scaling of services as load increases. Xie et al. [9] proposed
orchestrators that examine the measured end-to-end (E2E)
delay on the basis of the minimum deviation metric, detect
SLA violations, and take corrective action such as migrating
problematic  virtualized network functions (VNFs).
Additionally, there is also research on Business Driven IT
Management. Bartolini and Stefanelli [10] proposed an
incident response prioritization method by calculating the
possibility of SLA violations. Dan et al. [11] proposed an
incident prioritization algorithm using Business Driven IT
Management concepts and risk decision-making theory.

C. Novelty of Proposed Solution

Our research is closely related to SLA-based operation
methods. Most SLA-based operation methods have been
proposed to treat the SLA as an indicator of deadlines and
limits, not as an indicator of grace or tolerance, and to focus
only on satisfying the SLA. These approaches guarantee the
SLA and are focused on improving user satisfaction.
However, we consider it is important to balance operational
responce for satisfying SLA with its cost. Operating with
excessive quality to guarantee SLAs results in higher service
prices. The method that is most closely related to ours is that
of Dan et al. [11]. Their algorithm prioritizes incidents with
financial losses and risks. However, it is limited to incident
prioritization. To balance both user impact and OPEX, we
propose an automatic fault-recovery scheduling method based
on differences in response cost, SLA violation cost, and lost
profits.

III. ISSUES FOR CURRENT CARRIER OPERATION

A. Telecom carrier operation as-is

Fig. 1 shows an overview of the current operation of
telecom carriers. Telecom carriers need to manage tens of
thousands of pieces of network equipment deployed
nationwide to provide network services to users' homes.
However, the operator is not located in the building where all
network equipment is established. The remote operators are at
a centralized network operations center, and the on-site
workers are at a base that manages multiple buildings. They
collaborate and operate 24/7.

In the current operation, to ensure high availability, the
service impact is not grasped in detail, and equipment failures
are always responded to immediately. Specifically, the
operators do not grasp the details of each service impact such
as whether the users of the faulty device or package were
actually using the service and what kind of impact is generated
on the service being used. The operators regard a failure of
equipment as a failure of all the services provided on the
network. In such an operation, the carrier responds so as to

ensure the highest quality of service among superimposed
services. Therefore, we propose SLA Driven Operation,
which changes operation flexibly in accordance with the
various qualities required by a service (Fig. 2).

B. SLA Driven Operation

SLA Driven Operation is intended to automate the
assurance decisions that have been made by humans so far,
centering on the service quality that the operation should
satisfy, even when diverse service qualities intermingle.
Specifically, by automating the assurance decisions such as
the necessity of action, the deadline, and the priority, the
assurance level of each service is optimized, diversification of
and changes in the service are responded to, and OPEX is
reduced and leveled. The quality index handled in SLA Driven
Operation includes service interruption time, throughput,
delay, jitter, loss, etc., which are generally included in a SLA,
and the number of users who are disconnected, etc., which are
generally included in an Operation Level Agreement (OLA).

IV. CHALLENGE OF SLA DRIVEN OPERATION

This chapter analyzes what kind of assurance decisions
based on SLAs need to be automated in order to realize SLA
Driven Operation.

A. Automate decisions in SLA Driven Operations

This section describes how the assurance decisions are
automated on the basis of five W's and one H (SW1H): what,
who, where, when, why, and how. Note that the assurance
decisions in this paper are defined as performing an optimal
selection from multiple choices with SLA as the axis, and the
analysis process such as failure factor isolation is excluded
from the decisions. SW1H indicate the objects of response
(What), response execution person or object (Who), response
site (Where), response schedule (When), response reason
(Why), and response method (How). However, the objects of
response (What), response site (Where), response reason
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Fig. 1. Overview of Telecom Carrier Operations

Fig.2. SLA Driven Operation

First, the objects of response (What) mean "What objects
(e.g., equipment, package, port) should be responded to?"
However, this does not need to be decided because if the cause
of failure is identified by equipment alarms, log confirmation,
test, etc., the cause can be determined uniquely.

Second, the response site (Where) is a centralized network
operation center for remote operators, front of failure
equipment if on-site workers respond, or both. In other words,
the response site does not need to be decided because if the
objects of response (What), response execution person or
object (Who), and response method (How) are decided, it can
be determined uniquely.

Finally, the response reason (Why) means "Why did you
decide the other Four W's and one H in that way?" This
response reason is used when the failure has been assigned to
a specialist after the initial response did not recover the
service. However, it does not need to be decided again.

The following describes the details of content to be
decided in the response method (How), response schedule
(When), and response execution person or object (Who).

1) Response method (How)

The response method (How) is chosen from multiple
response action options. For example, if a network equipment
interface fails, a remote operator can choose to restart the
interface remotely, bypass the traffic by changing its route, or
repair/replace the failed interface physically. The response
method needs to be chosen from these response action options
after they are comprehensively evaluated from several
viewpoints. Specifically, these viewpoints include the cost for
taking the response (hereinafter called the response cost), the
time required for recovery, the probability of recovery, and the
size of any new adverse effect generated by the response. An
example of the adverse effect is a session interruption caused
by restarting the equipment if doing so is the only way to
prevent delays increasing in the future.

2) Response execution person or object (Who)

The response execution person or object (Who) is chosen
from multiple options such as people or tools. It includes not
only remote operators and on-site workers, who are assigned
when they respond to the failure cause, but also automatic
reaction by the operation system (OpS), scripts, and tools. If
people respond to equipment failure, even when an
unexpected event or individual emergency response request
occurs, they can adapt to the situation. However, people
respond more slowly than the automatic reaction and incur
labor costs. In contrast, the automatic response is fast and
hardly incurs any response cost because the tools and OpS
consume only the system resources. The execution person or
object must be decided by considering these merits and
demerits even for the same response options.

3) Response schedule (When)

After a failure occurs, the response schedule (When) needs
to be decided, i.e., respond immediately or delay the response
slightly because there is no urgency. If trouble occurs at night
on a weekday or at the weekend (hereinafter, non-business-
hours) and people immediately respond to it, the labor cost
becomes high. Therefore, the response cost can be reduced by
shifting the response time to the daytime of the next business

day (hereinafter, business-hours). However, in Japan,
telecoms are required to report to the government under the
Telecoms Business Law when a serious accident occurs such
as a prolonged failure or a large number of disconnected users.
Therefore, such a failure that may cause a serious accident
should be responded to immediately. In other words, if the
service impact is tiny or the service is not interrupted, the
schedule can be shifted. Network equipment of telecoms is
usually redundant so that if a single-system failure occurs, the
service can be continued with the redundant system. However,
continuing operation with a single-system for an extended
period of time increases the risk of a double-system failure
leading to service interruption. On the other hand, even if the
user impact of a failure is small, it must not be ignored. If the
response timing is decided only by considering the response
cost, a SLA may be violated or the user may cancel a contract.
Therefore, it is important to balance response cost and user
impact (SLA violation and risk of contract cancellation).

B. Challenge for realizing SLA Driven Operation

The previous section described the three assurance
decisions to be automated in SLA Driven Operation: response
method (How), execution person or object (Who), and
response schedule (When). However, to evaluate the response
method (How) and the response execution person or object
(Who), the effect and response cost in each option must be
considered. As a first step, the following describes the
challenge of automating decisions for the response schedule
(When) on the basis of the SLA.

To automatically decide the response schedule (When),
multiple response options of start time need to be evaluated
and compared. The evaluation axis must consider the response
cost, the size of the SLA violation, and the risk of contract
cancellations. However these cannot be evaluated in the same
unit. For example, the response cost is the amount of money,
the size of the SLA violation is the time if the service is
interrupted, and the risk of contract cancellations is the
number of users who will quit the service. The person can
make an ambiguous but legitimate decision on axes with
different units such as cost and risk. However, to automate a
decison, the decision must be able to be made on the same
evaluation axis. Therefore, a new unified evaluation axis
needs to be considered. In addition, when evaluating the
response start time, the time required to complete the action
differs depending on the response method, and the response
cost also differs depending on the response execution person
or object. Therefore, the method to evaluate must be examined
in consideration of the response start time when the response
execution person or object carries out the specific response.
Moreover, a method must be developed to decide the optimum
start time. Therefore, the following detailed examinations are
necessary.

> Discussion item 1: Examine unified evaluation axis
» Discussion item 2: Examine evaluation methods

» Discussion item 3: Examine automatic decision method

V. PROPOSAL OF FAULT-RECOVERY SCHEDULING METHOD

This chapter proposes methods to decide response
schedules automatically with cost evaluation. To realize SLA
Driven Operation, all detailed discussion items extracted in
the previous chapter must be completed. The response
scheduling decision method needs to be established first



because these costs change depending on the response
schedule.

A. Examine unified evaluation axis (Discussion item 1)

This section proposes three axes that can be used to
evaluate the response start timing: response cost, SLA
violation cost, and lost profit. Their advantage is they enable
the response start time options to be compared using the same
unit (amount of money).

1) Response cost

When the time from the start to the completion of the
response overlaps non-business-hours, the labor cost
generally rises when people respond to the failure. Therefore,
it is advantageous for telecoms to shift the response time to
business-hours as much as possible.

2) SLA violation cost

Shifting the response time from non-business-hours to
business-hours risks violating SLAs. When the network
equipment breaks down and a SLA is violated, the carrier
refunds a part of the usage fee to the user (hereinafter, the SLA
violation cost). In contrast, when the failure is within the SLA
tolerance scope, the carrier does not need to refund the usage
fee if it shifts the response timing. Therefore, by adding the
SLA violation cost to the evaluation axis, the trouble response
can be scheduled considering the balance between the
operation quality and the response cost in accordance with the
business environment and the service price. In the future, if a
service appears such as SIM cards offering a very cheap
service with a loose SLA, the operation will emphasize
keeping the cost low. Specifically, even if a failure occurs in
non-business-hours and a SLA is violated, the response cost is
compared with a low SLA violation cost. As a result, the
response may be shifted to business-hours.

3) Lost Profit

Though it would be good if the response schedule could
be decided by comparing the response cost and the SLA
violation cost, it is not that simple in reality. In the assurance
field, SLA is treated as an indicator of deadlines and limits,
not as an indicator of grace or tolerance. Basically, immediate
countermeasures are carried out when the failure occurs. Even
if a single-system failure of the redundant system equipment
does not affect the service, immediate measures are taken for
fear of both systems failing. This is because carriers place
importance on high availability and expect that the loss of
availability will lead to cancellations by users and the loss of
future income. Therefore, lost profit is proposed as one of the
three evaluation axes.
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Fig. 3. Calculation of response cost

B. Examine evaluation methods (Discussion item 2)

This section proposes the methods to calculate the
response cost, SLA violation cost, and lost profit.

1) Method of calculating the response cost

The response cost changes with time. For example, when
people respond to equipment failure, labor costs vary between
non-business-hours and business-hours. Therefore, the
response cost is derived by formula (1) using the sum of the
costs required from the start to the completion of the fault
response.

ResponseCosty =1 - [feomplete HCydt (1)

tstart

[ indicates the weighting factor for the response cost. [ is
used when the response cost is more important than other
formula items or this formula item is turned ON / OFF. HC 4,
indicates the handling cost at time t. Because the HC(
changes with time, the total required response cost is
calculated by the integral from the failure response start time
(tstare) to the expected failure recovery time (Ecompiete)- Fig.
3 shows how to calculate the response cost with labor unit cost
when people respond to equipment failure. HC(;y in non-
business-hour is more expensive than HC() in business-
hours. On the other hand, when the equipment errors are
responded to automatically by OpS or tools (e.g., rebooting
the failure package), there is minimal response cost because
only system resources are consumed.

2) Method of calculating SLA violation cost

The method of calculating the SLA violation cost
considers the impact on multiple services affected by the
equipment failure. The SLA violation cost is derived by
formula (2).

SLAViOlationCost(t) = Z{:l m(l) -FU - VC(tcompleteJ’) (2)

m;) indicates the weighting factor for the SLA violation
cost of a service i. The weight can be changed for each service
provided. m; is used when the SLA violation cost is more
important than other formula items or this formula item is
turned ON / OFF. FU indicates Failure User number. VC(
indicates the refund amount for SLA violation for service i at
time t. By multiplying these variables, the sum of SLA
violation costs for all users at time t after the equipment
failure is calculated. Fig. 4 shows how to calculate the refund
amount at the time (£compiere) When the service is recovered.
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Fig. 4. Calculation of SLA violation costs

3) Method of calculating the lost profit



The method of calculating the lost profit considers the
impact on multiple services by one network equipment failure
the same as the method of calculating the SLA violation cost.
The lost profit is derived by formula (3) using the sum of the
lost profits of all services.

LostProfitey = Y. ngy *FU “UF *CRe., iy (3)

ng; indicates the weighting factor for lost profit of a
service . The weight can be changed for each service
provided. n; is used when lost profit is more important than
other formula items or this formula item is turned ON / OFF.
FU indicates Failure User number as with the SLA violation
cost. UF indicates the usage fee that cannot be earned as profit
in the future because of the user churn caused by the
equipment failure (e.g., revenue for the next two years).
CR;y indicates the churn rate for service i at time t. By
multiplying these variables, the sum of lost profit for all users
at time t after the equipment failure is calculated. Fig. 5 how
to calculate the lost profit at the time (t;ompiete) When the
service is recovered.

C. Examine automatic decision method (Discussion item 3)

This section proposes the method to decide the start time
of failure response by using the response cost (formula (1)),
SLA violation cost (formula (2)), and lost profit (formula (3)).
Specifically, the cost of the sum from formulas (1) to (3) is
calculated for each failure response start time candidate.
Moreover, the start time that has the lowest total cost is
decided as the failure response start time. The weighting factor
of I,m;y and n(; defined for each cost needs to be adjusted in
accordance with each carrier’s operational policy.

For example, when taking an operational policy that places
importance on coping costs and SLA violation costs, the
weight of n;y needs to be reduced. The evaluation cost for
failure response start time is calculated by formula (4).

EvaluationCost ) = ResponseCost ) +
SLAViolationCost +LostProfit 4)

e Fig. 6 shows the evaluation cost when a person responds
to equipment failure. Pattern 1 shows an immediate response
to equipment failure when the equipment fails during
business-hours. The evaluation cost continues to rises in
comparison with the immediate response start. On the other
hand, pattern 2 shows starting the response time during the
next business-hours when the network equipment fails during
non-business-hours. The evaluation cost of the response time
in the next business-hours is minimal.
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Fig. 5. Calculation of lost profit

VI. RESULTS AND DISCUSSIONS

In this chapter, the cost reduction effect obtained by the
proposed automatic fault-recovery scheduling method is
calculated, and the risk of a double-system failure is evaluated.

A. Cost reduction effect of the proposed method

This proposed method can reduce the response cost by
shifting the failure response timing by the cost evaluation in
comparison with the conventional method of always
immediately attempting to recover the availability.

1) Scenario

To confirm the applicable telecom carrier scale, we
evaluated the effect for large, medium-sized, and small
carriers managing 100,000, 50,000, and 10,000 equipment
units, respectively. The number of nighttime failures is
calculated on the basis of the mean time between failures
(MTBF) of the equipment under the parameters in Table 1.

2) Evaluation Results
Fig. 7 shows the cost reduction effect when scenarios of
each carrier are executed for each MTBF value. If the carrier
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Parameter | Value
Response time 2 hours
Number of responders 4 people
Business-hours 9:00-17:30
Non-business-hours 17:30-9:00 and weekends
Business-hour labor cost US$58/hour [12]
Non-business-hour labor cost US$73/hour [12]

TABLE L EVALUATION PARAMETERS
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Fig. 7. Cost reduction effects for telecom carriers



has equipment of large value MTBF or even a small number
of units, the number of device failures and the cost reduction
effect will be small. The annual cost savings when number of
units, the number of device failures and the cost reduction
effect will be small. The annual cost savings when MTBF is
250,000 hours is US$321,265, US$156,318, and US$31,264
for large, medium-sized, and small carriers, respectively.
From the above, the method is considered appropriate for
large and medium-sized carriers. Since large networks have
larger numbers of failures and thus higher risk double-system
failure, the risk assessment is necessary.

B. Double-system failure risk from the proposed method

The risk of using the proposed method instead of the
conventional method, which is to emphasize availability and
always respond to failures immediately, is that the equipment
failure occurring in non-business-hours may lead to a double-
system failure during the single-system operation. We assume
large-scale telecom carriers with a large number of equipment
units (100,000) and evaluate the availability due to double-
system failure (service interruption) when the proposed
method is applied. If the availability is within the SLA
exemption range even after applying the proposed method, the
risk is acceptable. Since the probability of equipment failure
depends on the MTBF of the equipment, multiple MTBFs are
evaluated as conditions.

1) Scenario

In this evaluation, basically a single-system failure
response starts within the business-hours. Therefore, the
failure on a weekday night is responded to the next morning
during business-hours, and the failure on a weekend is
responded to the next Monday morning during business-
hours. We consider three scenarios that change how to
respond with double-system failure. We use the parameters in
Table I.

» Scenario 1: Repair/replacement is completed within 2
hours only if a double-system failure occurs in non-
business-hours. This scenario is assumed for super high
SLA services with 99.99% availability (such as leased
line services).

» Scenario 2: Repair/replacement is completed within 8
hours only if a double-system failure occurs in non-
business-hours. This scenario is assumed for high SLA
services with 99.9% availability.

» Scenario 3: Repair/replacement is completed within 2
hours after business-hours restart even if a double-
system failure occurs in non-business-hours. This
scenario assumes the least availability, in other words the
guaranteed availability, after applying the proposed
method.

2) Evaluation Results

Fig. 8 shows the availability of the three scenarios for each
MTBEF value. In scenario 1, if the equipment has a MTBF of
250,000 hours or more, the SLA availability of 99.99% can be
guaranteed. Next, in scenario 2, if the equipment has a MTBF
of 160,000 hours or more, an availability of 99.9% can be
guaranteed. Finally, in scenario 3, even if equipment has a
MTBF of 150,000 hours, 99% availability can be guaranteed.
To provide high SLA services like in scenario 1, it is necessary
to prepare for a double-system failure. However, many
products [13][14] have MTBF of 250,000 hours or more, so
sufficient risk hedging is possible.
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99.2
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Scenario 1 Scenario 3

Fig. 8. Evaluation of availability when applying proposed method
VII. CONCLUSION

To realize SLA Driven Operation, this paper clarified that
the response method (How), response execution person or
object (Who), and response schedule (When) need to be
automatically decided. Moreover, we proposed an automatic
fault-recovery scheduling method that decides the optimum
time to start response to equipment failure by evaluating the
response cost, SLA violation cost, and lost profit. In the future,
we will propose a method to automatically decide the “Who”
and “How” in assurance.
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