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Abstract—The deployment descriptors in Network Func-
tion Virtualization (NFV) are usually designed and config-
ured through static automation and manual edition by service
providers without any formal strategy except best practices.
Thus, leading to an error prone and time consuming approach.
We propose in this paper 1) a configurable deployment descriptor
model and 2) a learning approach based on machine learning
to construct the configurable model automatically. Firstly, the
configurable deployment descriptor model captures the relation
and also the variability between the VNF elements of different
deployment descriptors. It enables service providers to configure
and generate customized deployment descriptors instead of
designing them each time from scratch. Secondly, we define a
learning approach to learn configurable deployment descriptor
models by finding and federating similar VNF elements of differ-
ent deployment descriptors. With our machine learning approach
we construct automatically a configurable model from a set of
deployment descriptors. The results of our experiments highlight
the effectiveness of our approach into learning configurable
deployment descriptor models.

I. INTRODUCTION

Network Function Virtualization (NFV) is a paradigm that
brings more flexibility and efficiency into the management of
physical and virtual resources in the network. It offers the
ability to abstract and automate the control of physical and vir-
tual resources delivering the service in the network. Network
functions are separated from their hardware appliances and
are virtualized into building blocks that may chain together
to create communication network services (NSs). Network
functions in NFV are referred to as VNFs (Virtual Network
Functions).

To onboard new VNFs or NSs in the NFV platform, the ser-
vice provider package them with descriptor files containing all
the information required for the deployment. The descriptors
specify for a network service [1], the virtual network function
(VNFs) that compose it, the topology of interconnecting the
VNFs and the data flow direction between them. Also the
deployment descriptors for the VNFs indicate the deployment
and operational behavior in terms of connectivity, interface
and virtualized resource requirements [2].

The descriptors are configuration files written often manu-
ally by domain experts in semi structured languages like XML,
JSON and YAML. They are complex and tedious to design
manually or with static automation as they contain numerous
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components that are dependent on each other. Also, there is
no formal strategy to assist the creation of the deployment
descriptors except experience and best practices of domain
experts. This leads to a plethora of strategies of deploy-
ments. Different domain experts may choose different con-
figurations for deploying the same network service/function,
which makes it even harder to learn from past deployment
strategies and identify deployment characteristics related to
a network service/function. Moreover, despite some efforts
to find a consensus on a common information model to use
for modeling the deployment descriptors like the ETSI NFV
initiative [1], there is still an absence of a common data model
for the deployment descriptors, which resulted on a diversity
of solutions, such as: TOSCA, YANG, Hot, etc. This diversity
obliges service designers to constantly adapt the descriptors to
the heterogeneous NFV platforms in order to enable the inte-
gration of the network services/functions. Therefore, designing
the deployment descriptors for the network services/functions
in such a highly dynamic environment, becomes a highly
complex, time-consuming and tedious task.

In this work, we propose a configurable deployment de-
scriptor model that capitalizes on a catalogue of deployment
descriptors to help the service provider designing and generat-
ing NFV deployment descriptors. It merges similar component
elements into a single model along with configurable opera-
tors that captures the configuration variability. We focus our
attention more particularly on the Virtual Network Function
Descriptors (VNFD) as they are the main component of NFV
that compose each network service. The proposed model
learns from past experience, gained through NFV deployment
descriptors to extract useful and implicit knowledge that helps
network service/function providers with decision making on
designing the descriptors. The model is basically a tree struc-
tured graph that represents the component elements that appear
in the local deployment descriptors along with configurable
connectors that capture different structures depending on the
suitable configuration. The model captures best practices in
creating deployment descriptors in a specific domain and can
be be used as a “plug and play” model that is easily configured
by service providers.

Learning configurable VNFD models is a challenging task.
That is to find and group together similar elements in the set
of VNFD files. It is challenging because the VNFDs could



be designed by different service providers or domain experts.
Therefore, similar VNFD elements with similar functionalities
could be labeled or structured differently. The configuration
could also differ between the elements. To overcome this
problem, we propose an algorithm based on machine learning
to search and cluster similar VNFD elements based on the
distance between the features of the elements. We define what
are the features that characterize the elements and also the
metrics that measure the similarity between the elements.

The remainder of the paper is organized as follows: Section
2, discusses the related work. Section 3, defines a repre-
sentation for the VNFDs. Section 4, presents our proposed
configurable descriptor model. Section 5, describe our ma-
chine learning based approach to learn automatically the
configurable model. Section 6, presents the results of our
experiments on our proposed solution and section 8 conclude
the paper.

II. RELATED WORKS

Recent surveys on the current challenges in NFV orches-
tration have indicated that the generation of deployment de-
scriptors is a challenging problem that needs to be tackled
in order to enable a full automation of network configuration
and allow more agility in the orchestration [3] [4]. Indeed,
the orchestrator needs to adapt to different conditions of
the network by adjusting the deployment resources while
preserving the requirements of the network service/function
providers.

Unfortunately, the problem of automating the generation of
deployment descriptors in NFV has received only few atten-
tions in the literature. In [5], the authors proposed a tool and a
methodology to aid the NFV designer to rapidly design and on-
board new services and applications. In [6], a characterization
approach based on machine learning is proposed to identify the
most appropriate types of resources to be allocated to a VNF at
deployment time. Also in [7] , an approach based on machine
learning is considered to estimate VNFs needs in term of
resource requirements from descriptors. [8], proposed a VNFD
generator web application to automatically create a VNFD
template that the operators and VNF vendors can quickly
validate and deploy. The authors in [9] provided a detailed
view on the stages that a network slice provider must follow
to deploy the ordered network slice instance, accommodating
it into a multi-domain infrastructure, and putting it operative
for tenant’s consumption. In our previous works [10], [11],
we proposed a deep learning approach that learns a model
from a catalogue of deployment descriptors that recommends
and completes deployment descriptor. Despite those efforts,
there is still no formal methodology that allows the service
providers to capitalize on past NFV deployments. To the best
of our knowledge, our approach to learn from deployment
descriptors using a configurable deployment descriptor model
has not been yet investigated in the context of NFV.

Our proposed solution is inspired from the configurable pro-
cess models in Business Process Management (BPM)[12]. De-
signing high-quality process models is often time-consuming,

error-prone, and costly. The tasks in BPM need to be ordered
as well as their execution plan, i.e. whether the tasks are
executed in parallel or are alternatives to each. Configurable
process models significantly reduce process modeling costs by
allowing the reuse of existing process models and enabling
their adaptation for different needs. [13]. Our solution is
more closely related to the work introduced by Rosemann et
al. [14], [15]. The authors propose a Configurable EPC (C-
EPC) notation which extends EPC with configurable elements
in order to improve the configurability of Enterprise systems
and reference models such as SAP R/3 reference model.
Basically, the EPC notation consists of three main control-
flow elements: event, function and gateway. An event can be
seen as a pre- and/or post-condition that triggers a function.
A function describes the kind of work which must be done.
Three types of connectors, OR, exclusive OR (XOR) and
AND are used to model the splits and joins. C-EPC adds
two constructs to the EPC language: configurable functions
and configurable gateways. A configurable function has two
configuration alternatives: ON and OFF. A configuration ON
means that the function is included in the process variant while
a configuration OFF means that it is excluded. A configurable
connector has configuration alternatives that are of equal or
less restrictive behavior. For example, a configurable OR has
the configuration alternatives: OR (no restriction is applied),
XOR and AN D with possibly restricted outgoing/incoming
branches.

We propose a graphical representation of a VNFD model
that consists of component instances, relations and gateways.
Our proposed composition, allocation and connection gate-
ways are different than those in the BPM domain (i.e. OR,
XOR and AND gateways). The configurable VNFD model
contains configurable gateways that have OR and XOR opera-
tors. The behavior of these operators is similar to that of BPM
gateways. However, their configuration is different.

III. MODEL OF THE VIRTUAL NETWORK FUNCTION
DESCRIPTOR (VNFD)

VNFD is a configuration file that describes the NFV in-
frastructure resource requirements for a VNF in a service
provider environment and the operational behavior of the VNF
including lifecycle events (e.g. scaling, upgrading).

The ETSI NFV [1] has released a specification that defines
the requirements for the structure and format of a VNFD. The
VNEFD is composed of one or many virtual deployment units
(VDUs) that describe the deployment resources and operation
behavior of a VNF component (VNFC). VDUs are virtual
machines that host the VNF or parts of it. Each part of the VNF
is a VNFC and can be deployed on one or more VDUs. Each
VDU is characterized by, among others, the software image
loaded on it and the resources needed to deploy it. A VDU
describes mainly the virtual compute (VC), virtual storage
(VS) and virtual memory (VM) resources that are necessary
for deploying a VNFC and it could be linked via connection
points (CPD) to other VDUs or to external VDUs that belong



to other VNFs via external CPD. Virtual links in the VNFD
indicate how the VDUs are connected and via which CPD.

The scope of this paper is to propose a configurable model
for describing the deployment requirements of a VNF and
an approach to learn it. Therefore, in the following, we
propose a formal definition of a VNFD model representation
in terms of structure and deployment requirements. However,
our definition is generic and can be extended to include the
operational behavior perspective.

A. VNFD representation

As the structure of a VNFD can be mapped to a graph, we
choose graph theory to represent a VNFD model as a tree-
like structure. For sake of simplicity, we restrict our definition
to the general elements that compose a VNFD regardless of
any data model. We consider for that matter the ETSI NFV
specification [1].

Fig. 2 and Fig. 3 illustrate two basic examples of a VNFD
representation of a firewall and CPE respectively. Fig. 1(a)
shows the basic elements that compose the VNFD model
representation. The nodes in the VNFD model represent the
different component instances that compose the VNFD. Each
component instance has one of the following types: VNFC,
VDU, VM, VS, VC or CPD and may have one or more
attributes. The root node represents an instance of the type
VNFD. Fig. 2 presents an example where the root node v is
an instance of type VNFD and has the attribute “name” which
has the value “vFirewall”. Graphically, we use “:” in the node
label to indicate the component from which the instance is
derived. For sake of simplicity, in our example, we define one
attribute for each node and we indicate it between “()” in the
node.

The relations between the nodes (component instances) can
be one of the following three types: composition, allocation or
connection. A composition relation between two nodes v; and
v indicates that the instance v; is composed by the instance
v9. That means that v is part of v; and cannot exist without it.
The composition relation exists typically between (i) VNFDs
and VNFs, (ii) VNFCs and VDUs and (iii) VDUs and CPDs.
Graphically, a 1:1 composition relation is represented by a
solid line. For example, in Fig. 2, the instance of VDU vy, is
composed of the instance of CPD v7. In case a 1:n composition
relation exists between multiple nodes, we use a composition
gateway to connect the nodes. Graphically, the composition
gateway is represented by a grey diamond with the label “C”.
In our example, the instance of VNFC w9 is composed of two
instances: VDU wv3 and VDU wvy.

An allocation relation between two nodes v; and v, indi-
cates that vy is a resource that needs to be allocated to v;.
The allocation relation can only exist between VDUs on the
one hand and VS, VC and VM on the other hand, i.e. only
the virtual storage, virtual memory and virtual component
resources can be allocated to the VDUs. Graphically, the
allocation relation is represented by a dashed line. As an
example, in Fig. 2, the VS o5 is allocated to the VDU wvs.
In case multiple resources are allocated to a VDU (i.e. 1:n

Elements in the VNFD model Configurable elements in the configurable VNFD model
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Fig. 1. (a) graphical representation of the elements used in a VNFD
model and (b) graphical representation of the configurable elements
in a configurable VNFD model
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Fig. 2. An example of a vFireWall VNFD represented graphically
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Fig. 3. An example of a vCPE VNFD represented graphically as a
tree-like structure

relation), we use an allocation gateway to connect the nodes.
Graphically, the gateway is represented by a blue diamond
with the label “A”. In our example, the VC vg and the VM
vg are allocated to the VDU vy.

A connection relation can exist between the component



instances of type CPD and is a bidirectional relation. It
represents the virtual links that connect the CPDs of the
internal VDUs together or to external VDUs of external VNFs.
Graphically, a connection relation is represented by a solid
green line. As an example, in Fig. 2, the relation between
the CPD vg and the CPD vy indicates that a virtual link
connects the two connection points. We also introduce the
connection gateway (as shown in Fig. 1) that allows to connect
multiple connection points together. The connection gateway
is graphically represented by a green diamond with the label
“N”.

B. Formal Definition of a VNFD

Let U4 be the universe of attributes’ names and Uy be the
universe of attributes’ values. The definition of a VNFD model
is given in Definition 1.

Definition 1 (VNFD model):

A VNFD model is a tuple D = (V, V,G,G E,E, A) where:

o V ={v1,v9,...,v,} is the set of nodes;

ViV o {VNFD,VNFC,VDU,VS,VM,VC,CPD} is a

function that assigns a component type to a node v € V;

o G is the set of gateways;

« G:G— {C,A, N} is a function that assigns a type to

a gateway g € G such that:

- G(g) = C indicates a composition gateway,
- G(g) = A indicates an allocation gateway and
- G(g) = N indicates a connection gateway.

e EC(VUG) x (VUG) is the set of edges;

e E = {composition, allocation, connection} is a

function that assigns a type to an edge e € £

e M:VUE — P(Us x Uy) is a function that assigns for

either a node v € V or an edge e € E' a set of attributes
and their corresponding values, i.e. for an element m €
VUE, A(m) = {(attr;,value;) | i > 1} € P(Uy xUa).
We use the shorthand A\, (m) = value to refer to the
pair (attr,value) € A\(m).

In our example in Fig. 2, the definition of the VNFD model
is as following: V = {v1,...,v9}; V(v1) = VNFD, V (v3) =
VNFC and so on; G = {g1,92}; G‘(gl) = C, G(gg) = A;
E={e,...,enn}s E(el) = composition, E(e5) = allocation
and so on; Aygme(v1) = vFirewall, A\gize(vs) = 5GB and so on.

IV. VNFD CONFIGURABLE MODEL

This section introduces the notion of a configurable VNFD
model. The configurable representation of a VNFD aims to
capture different predefined VNFD models into one customiz-
able model. The component instances and gateways can be
configurable in this model. A configurable element is graphi-
cally represented with a thick line. In addition to the elements
shown in Fig. 1(a), Fig. 1(b) shows the configurable elements
that can exist in a configurable VNFD. Fig. 4 illustrates an
example of a configurable VNFD that represents a consoli-
dation of the VNFDs in Fig 2 and 3. In the following, we
explain in more details the configurable component instances
(Section IV-A) and the configurable gateways (Section IV-B).

Afterwards, we formally define a configurable VNFD model
(Section IV-C).

A. Configurable component instances

A configurable component instance can be configured in two
ways. First, it can be configured to ON (i.e. the component
instance is included in the VNFD variant that is derived
from the configurable model) or OFF (i.e. the component
instance is excluded from the VNFD variant). A component
instance configured to OFF results in the deactivation of all
the component instances that are linked to it. For example, in
Fig. 4, the component instances vs and v4 are configurable. If
vs is configured to OFF, all the component instances vs, vs,
v11 and v1g will be deactivated and later removed from the
resulting VNFD variant.

Second, a configurable component instance can have config-
urable attributes. A configurable attribute is an attribute whose
value can be adapted. Configurable attributes are graphically
represented in red color. In our example in Fig. 4, the VS
v16 has a configurable attribute “size” whose value is in the
range [5 — 9]GB. This means that, during configuration, the
size of the VS can be set to any number between 5G B and
9G B. However, not all attributes can be configurable. In fact,
some attributes such as the identifier of a component instance
are considered as a characteristic that describe the component
and therefore cannot be configurable. In our proposed model,
we consider the attribute “name” as a characteristic of a
component instance.

A configurable attribute value can be either expressed as a
range (for numerical values) or as a discrete set (for numerical
or textual values). A range describes the possible values that
the configurable attribute could have. It is an interval of the
minimal and maximal values that are recommended to be set.
It can be configured to a single numerical value that exists in
it. A discrete set is used mainly with textual values to describe
the possible finite set of values an attribute can have. It can
be configured to a single value that is picked from the set.
For example, in Fig. 4, the range is used for the configurable
attribute “size” of the VS wvy2. The discrete set can be used for
instance if multiple images could be used to deploy a VDU.
In this case, the attribute “image” of the VDU is configurable
and its value can be defined as a discrete set that includes the
different images.

B. Configurable gateways

The composition, allocation and connection gateways in
the VNFD model allow to model 1:n relations between the
component instances. In a configurable model, a configurable
gateway allows to model a variable number of relations.
That is, some of the gateway’s relations can be deactivated
and therefore excluded from the derived VNFD variant. In
order to guide the configuration of a gateway, we introduce
two operators, OR and XOR, that define the behavior of a
configurable gateway and constrain its possible configurations.

A configurable OR composition gateway that connects
a component instance v; to a set of component instances
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Fig. 4. An example of a configurable deployment descriptor model that combines the VNFDs in Figs. 2 and 3

va,...,V, indicates that v; can be composed of any com-
bination of the component instances in the set {vs,...,v,}.
In case a 1:1 composition relation is selected, we say that the
OR composition gateway is configured to a composition edge.
In case a 1:n composition relation is selected, we say that
the OR composition gateway is configured to a composition
gateway. Graphically, a configurable OR composition gateway
is represented with a thick grey diamond and a circle inside.
For example, in Fig. 4, g; is a configurable OR composition
gateway. Therefore, the VNFC vFirewall can be composed of
any combination of the three VDUs: Docker vFW, Docker TC
and Docker vProxy. In case Docker vVFW and Docker TC are
selected, Docker vProxy with its allocated resources and CPDs
are excluded and the configuration of the gateway becomes a
composition gateway that connects vFirewall to Docker vVFW
and Docker TC.

A configurable XOR composition gateway indicates that at
configuration time, a component instance can be composed
of one and only one of the connected component instances.
Therefore, the configuration of an XOR composition gateway
is always a composition edge. Graphically, a configurable
XOR composition gateway is represented with a thick grey
diamond and a cross inside.

The behavior of the configurable allocation and connec-
tion gateways is similar to that of the composition gateway.
Exceptionally, a configurable connection gateway does not
have an OR operator since the connection relation is always
a 1:1 relation. Graphically, the configurable allocation and
connection gateways are represented similarly to the config-
urable composition gateway but with blue and green colors
respectively.

In terms of behavior, the behavior of the XOR operator is
included in that of the OR operator since an OR operator can
be also configured to a 1:1 relation. However, we included the
XOR operator to add more expressiveness to our configurable

model.

C. Formal definition of a configurable VNFD

In this section, we provide a formal definition of a con-
figurable VNFD. let U{4 and Uy be the universes of at-
tributes’ names and values; Uf{; is the universe of configurable
attributes’ values which are defined in terms of range and
discrete set.

Definition 2 (Configurable VNFD):

A configurable VNFD is a tuple
(V,V,G,G, E,E,\ V¢ VE G, G, \°) where:

e V, f/, G,E, E, A are as specified in Definition 1;

e G:G\G®— {C,A, N} is a function that assigns for a
non-configurable gateway g € G'\ G¢ a type as specified
in Definition 1;

e V2 C Ve CV is the set of configurable nodes; V7 is the
set of nodes whose attributes are configurable;

e (G° C G is the set of configurable gateways;

o G¢: G — ({C,A} x {OR,XOR}) U {(N,XOR)}
is a function that assigns a type for a configurable
gateway g¢ € G such that “C” indicates composition,
“A” indicates allocation and “N” indicates connection;
e.g. G¢(¢°) = (C,OR) indicates a configurable OR
composition gateway.

e A°: VS — P(Ua x Uy;) is a function that assigns for
a configurable node v¢ € V© a set of attributes whose
corresponding values are configurable, i.e. A°(v¢) =
{(attry,values) | i > l,attr € Ua A value® € UG}
We use the shorthand AS,,(v°) = value® to refer to the
pair (attr,value®) € \°(v°)

pe =

In our example in Fig. 4, the definition of the configurable
VNFD is as following: V' = {vy,...,v24}; V(v1) =VNFD,
V(vs) = VNFC and so on; G = {¢1,...,97}; G(g1) = C
and so on; E = {ey,...,es1}; E(e1) = composition,

E(em) = allocation and so on; Nygme(v2) = vFirewall,



Mcpu(vi1) = 8 and so on; VC = {v3,v4,v11,v12,v14};
Vi = {vie}; G° = {g2,96}; G°(92) = (C,OR), G°(g6) =
(C, XOR): Xooy(v12) = [5 — 9]GD.

V. LEARNING THE DEPLOYMENT CONFIGURABLE MODEL

In this section, we propose an approach based on machine
learning that constructs automatically the configurable VNFD
model. Initially, each VNFD file in the data set is represented
by a tree-like structure mode (as described in section III).
The configurable VNFD model is afterward constructed by
federating similar nodes from different VNFD models into a
single model.

We propose in this section an algorithm that searches
automatically for similar nodes in the set of VNFDs models
that could be federated together. It is not obvious to recognize
similar nodes in different VNFD models, where each VNFD
could be designed by different domain experts or service
providers. Therefore, nodes with similar functionalities could
have different labels, different attributes, different configura-
tions and different relations to other nodes.

Our algorithm clusters together similar nodes in the set of
VNFD models based on four characteristics that define each
node: label, type, attributes and relations. Clearly, only nodes
with similar type could be compared together. Thus, the node
label, attributes and relations are the node main features that
will be used to measure the similarity between nodes.

Before discussing the algorithm, we define first the metrics
that will be used by the algorithm.

1) Similarity metrics between the nodes: The similarity
between the nodes is measured in terms of their features.
Let V = {#,0a,...,05}, be the set that contains all the
nodes that are extracted from the VNFD data models, N is
the number of all the nodes. The features of each node = € V
are formally defined as the following:

A node x has a type denoted z.type, a label denoted x.label
and a set of attributes denoted z.attributes. The node type
is a predefined notation that is specified in the data model
of the VNFD. The label of the node is a string that is set
arbitrary by the service provider. The attributes are a set of
key/value pairs that characterize the configuration of the node
(component instance). To represent the node’s attributes, we
define att, = {ai,as,-,a4}, v.atiributes = att, as the
attributes vector of a node z € V. att, contains all the
possible attributes that occur in the set of nodes V. The index
i of a; € Att, represents a particular attribute key and its
content is the value of that key. If an attribute a; € Att,
does not exist in the node z, its value is then equal to 0. The
qualitative attributes of the nodes are considered as categories.
Each possible category is added as an individual attribute in
att,. It is equal to 1 if its value occurs in the node and equals
to 0 otherwise. The quantitative attributes are in the other hand
normalized so that their values are restricted between [0, 1]. We
use for that the basic normalization formula:

a% — ai —miny (a;)
© T maxy (a;)—ming (a;)

(D

where af = a; € Att,, maxy(a;) and ming (a;) are
respectively the maximum and minimum values of a; across
all nodes attributes in V.

The similarity distance dist(z,y),z,y € V', measures how
similar two nodes x and y are to each other based on the
features. It is defined as follows:

dist(x,y)= (w1 * simy) + (wa * simg) + (w3 * sim,.) (2)

where  simy = simy(x.label,y.label) is  the
similarity between the labels of z and y. sim, =
simg(z.attributes, y.attributes) is the similarity between
the attributes of x and y. sim, is a similarity that measures
how much relations = and y have in common. wi, wa, w3 are
weights between the similarities, such that Zle w; =1

The label similarity, sim;, is a string metric that measures
the syntactical similarity. We propose to use the Levenshtein
distance to compute the matching between two nodes labels.
sim,, is defined as follows :

LevenshteinDistance(x.label,y.label)
maz(|x.label|,|y.labell)
3)

The similarity between the nodes attributes is the distance
between their corresponding attribute vector. we propose to
use for that the euclidean distance, sim,, is defined as follows

simy (z.label, y.label) =

sim, (z.attributes, y.attributes) = \/Z?Zl(x.ak —y.ag)?
“4)
The relational similarity, sim,., between two nodes, mea-
sures the common elements that both nodes are in relation
with. There are different levels of relations that could occur
between the nodes in the same VNFD model. We divide this
relation levels based on the reachability of the nodes. For
example, the first level relation of node vy in Fig. 2 are the
nodes that are directly related to it i.e. vo. The second level
relation are the nodes v5 and vg. It is important in the relational
similarity nodes to account for the level of the nodes when
comparing the relations. Nodes that are in lower relation levels
are more relevant to account their similarity than the farthest
relation levels. Therefore, we define the relational similarity
as following:

’ 7z woyz 22 xdist, ()
Sim,.(z,y) = 32, o ©)

where Z is the number of relational levels to be considered
in the similarity. T'(z,y)* is the set of all combination of
nodes (z’,y') in the relational level z, such that =’ is a node
related to x and y’ is a node related to y'. dist,.(v) is the
distance between the nodes in the relational set that measures
the similarity in terms of the label and the attributes. It is
defined in eq. 6

dist, (z,y) = (W} * simy) + (wh * simy) (6)

where w, wy are weights. w; = w; + 4,4 € {1,2}



2) Nodes clustering algorithm: The clustering algorithm
groups the nodes with similar types together in clusters. Each
cluster contains the nodes that are likely to be similar. The
resulted set of clusters are afterward added in the configurable
VNFD model, each cluster is a single node in the configurable
VNFD model.

Given a set of nodes with similar types, we propose to
use the k-medoids method [16] to find %k clusters that groups
similar nodes together. Initially, the k-medoids method selects
arbitrary k£ nodes from the nodes set as the center of k
independent clusters. At each iteration, the method minimizes
the distance between all nodes and the center of clusters
by assigning each node to the closest cluster. The center of
clusters is afterward reselected at as the closest node in the
cluster to all the other nodes in the same cluster. Algorithm 1
summarizes the clustering algorithm.

Algorithm 1: Clustering algorithm

Input: VT(set of nodes of type T ), K (number of
clusters), Max; (maximum number of
iterations)

Output: Cly,Clq,...,Clk clusters of nodes

// Initialization

1 I=0 (Initial iteration)

2 Centery, = Select(z € V1) (choosing K unique nodes

as cluster centroids)

3 while ( Nochangesinall Centery,) do

// Constructing the K clusters

4 For each x € VT, Add (z, Cl;) such that
dist(x, center;) = Min(dist(x, centery)),Vk €
1, K]

// Updating the clusters centroids

5 For each Cly, k € [1, K], Centery := z,xz € Cli

such that 3, .oy, dist(z,y') <=

min(y_, cor, dist(x',y')),Va' € CLy

6 I++

7 end

8

A. Constructing the configurable VNFD model

The configurable model is constructed starting from the root
node. The root is by default named (V N F' D¢), which is the
grouping of all the root nodes in the VNFD models set. Each
node is linked to other nodes for which it has relations with.
If the node is created in the second phase (federation of other
similar nodes) then different relations could exists depending
on which configuration is selected. Configurable operators are
added to account for this variability.

Given the resulted clusters Cl = ¢ly,cls, ..., clk from the
second phase. We define for each cluster cl; € C1 three sets for
each relation type that the cluster could have with other nodes
or clusters of nodes. N; NZFT, N7, , where i is the cluster
index and r is the relation type (composition, allocation or
connection). The three sets contain the nodes or clusters of
nodes that the cluster cl; is in relation with (relation type =
7). The cluster cl; contains nodes that are likely to be similar.

tab. I. The complexity metrics for the two considered scenarios

Complexity metric | Multiple VNFDs | Configurable model
CFC 18 26

ACD 2.9 4.2

CNC 0.8 0.6

Density 0.2 0.05

The particularity of each set is on how common the nodes are
included in the cluster cl; share the relations with the other
nodes The set N;fr, contains nodes that are in relation with
more than one node in cl;. N; ., contains nodes that are in
relation with only one node in cl; and N/, contains nodes
that are in relation with all the nodes in cl;.

The configurable gateways are added to the cluster cl;
relations depending on the sets IV, N;., N,. A configurable
XOR gateway is added between the cluster relations with the
nodes in N, ., with respect to the relation type r. A con-
figurable OR gateway is added between the cluster relations
with the nodes in Ni'j'r. The relation with the nodes in N/,
are linked using a simple gateway or with a direct edge if this

are only one node in N/,

VI. EXPERIMENTS
A. Environment settings

In our experiment, we consider approximately 100 VNFDs
collected from various organizations and private telco vendors.
The data set include several variations of VNFDs for different
VNFs such as Mobility Management Entity (MME), virtual
Customer Premises Equipment (vCPE), virtualized Subscriber
Data Management (vSDM), etc. The VNFDs are YAML files
that follows the TOSCA data model. We implemented a python
program to construct the VNFD models from the data set. The
number of nodes extracted , with respect to their type, are : 65
VNFC, 453 VDUs , 453 VCs, 421 VMs, 357 VSs, 520 CPs.

B. Complexity of the configurable VNFD model

To evaluate the complexity of our proposed solution, we
consider a scenario in which a service provider wants to
design a new VNF. The only information that he can rely
on to have insights about the deployment configuration of the
VNF is a repository of the 30 VNFDs. In order to capitalize
on the knowledge provided by the 30 VNFDs, we evaluate
the complexity of learning from a representation given by the
configurable VNFD model (scenario 1) against a complexity
of learning from the representation of 30 VNFDs graphs
(scenario 2).

We assess the structural complexity of the two representa-
tions by computing the well-known complexity metrics: CFC
(Control Flow Complexity), ACD (Average Connector De-
gree), CNC (Coefficient of Network Connectivity) and density.
CFC metric16 evaluates the complexity of the representation
with respect of the configurable elements (OR, XOR). ACD
metric [17] calculate the number of nodes that an operator has
as average. CNC metric [18] gives the ratio of edges to nodes
and the density metric [19] relates the number of edges to the
number of maximum edges that can exist among nodes. The
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Fig. 5. Experimental results of the clustering algorithm

results are summarized in tab. I. The metrics of the multiple
VNFD representations are obtained by summing all the metrics
resulted from each VNFD representation individually. By
comparing the metrics’ values of the two, we notice that
the CFC of our configurable model is very high compared
to the multiple VNFD representations. This can be explained
by the fact that when similar VNFD elements are merged in
the configurable model, more possibilities of relations with
other VNFD elements are generated, especially in the case
when the configurable operator “OR” is used. The lower
density value of the configurable model show that it has a
reasonable complexity. This can be explained by the fact that
the configurable descriptor model contains less duplication of
the components instances and is more expressive.

C. Nodes Clustering algorithm

We evaluate the performance of the clustering algorithm by
measuring the efficiency of the clusters into grouping similar
nodes. We compute for that the mean similarity distance
between the nodes inside the clusters (intra-clusters similarity)
and the distance between the clusters ( inter-clusters simi-
larity). The intra-cluster similarity measures how good the
clusters group similar nodes and the inter-cluster similarity
measures how isolated the clusters are from each other.

The clustering algorithm is applied separately for each
node type in the VNFD model. The number of clusters to
use is determined empirically. In Fig 5a, we measure the
performance of the algorithm in terms of different number
of clusters. We considered in that experiment the clustering
of the VDU nodes. We notice that the distance intra-clusters
decreases when more clusters are considered and the distance
inter-cluster increases with the number of clusters. This is
because the algorithm isolates better the similar nodes in
a large data set (450 nodes) when more clusters are used.
However, the similarity distance is relatively stable after a
while (when 130 clusters are used). This happens when an
efficient number of clusters is reached. Additional number of
clusters will not improve significantly the performance in this

(b) Intra-cluster mean similarity distance
per iteration, VDU nodes, k=200

30 40 0.2 03 04 05 0.6 0.7 08
Relational similarity weight

(c) Intra-cluster mean similarity distance in
terms of different relation weights

case.The algorithm converges relatively faster to a minimal
mean intra-cluster similarity. Fig 5b, shows the performance
of the algorithm after a number of iterations. The experiment
is also conducted on the VDU nodes. The number of clusters is
fixed to 200. Initially, the performance increases significantly
until it stabilizes after 10 iterations. This is due to the random
initialization of the clusters centroids. Fig. 5c shows the
performance of the algorithm in terms of different relational
weight values (w3). The other weights wy and (w-2) are fixed to
(1—ws)/2. We considered in this experiment the clustering of
VDU nodes and VNFC nodes. We notice that the performance
proportionally to the relational weight. This is because the
VDU and the VNFDC nodes have few attributes and many
relations to the other nodes. We evaluated also the impact of
the zone Z parameter. It indicates the level of the relations to
be considered. We notice that this parameter can also enhance
considerably the performance of the algorithm

VII. CONCLUSION

In this work we defined a configurable deployment descrip-
tor model that merges similar VNF component elements into a
single model. The configurable model captures the relation and
also the variability between the VNF elements. It is a solution
that can enable service providers to generate and variate
VNF descriptors easily. Also, we proposed a machine learning
approach to learn the configurable model from different VNF
descriptors. For that we defined an algorithm based on KNN
that automatically cluster similar descriptor elements/nodes
based on a defined similarity distance metric. The experiments
showed that the configurable model has a good complexity
compared to a repository of VNF descriptors. Our learning
algorithm showed also a good performance for clustering
similar descriptor elements. As future work, we intend to
extend our model in order to incorporate the behavioral aspect
in the deployment descriptors like the scalability, the policy
constraints, the affinity/anti-affinity relations, etc.
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