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Abstract—In Industry 4.0 (I4), the Industrial Internet of Things
(I?0T) data streams are prone to significant data manipulation
risks. The integration of Blockchains (BC) with I?0T may become
a solution preventing from this problem. This paper provides a
blockchain-agnostic Blockchain I?0oT (BI?0oT) architecture called
BIIT that allows developing a broad range of BC applications
fully integrating Internet of Things (IoT). The mechanisms
introduced in BIIT aim at solutions that provide data reliability,
limit the computational overhead, and enhance energy efficiency.
BIIT is evaluated through real-world experimentation.

I. INTRODUCTION

The Internet of Things (IoT) provides important character-
istics including certain level of intelligence allowing for au-
tomation of data collection and actuation that does not require
continuous human intervention. Thus, collected data volumes,
measurement resolution, and coverage may be enhanced in
comparison to current manufacturing processes. In Industrial
Internet of Things (I20T), end devices continuously record data
about the environment and provide it for further processing.
The knowledge derived from collected information allows for
optimizations of industrial processes, thus, proving a great
value for the industry.

The variation of IoT technologies created a broad heteroge-
neous ecosystem composed of distinct hardware and software
components. The advent of different network techniques for
the ToT promises an appropriate Quality of Service (QoS)
in different industrial domains, especially when the desired
Service Level Agreement (SLA) may be contracted with the
network operator, e.g., a Mobile Network Operator (MNO) in
the case of cellular technologies. However, the management of
industrial systems can be seriously impacted by the integration
of IoT. Typically, resource constrained, easily accessible, and
heterogeneous IoT devices could be deployed in large numbers
over an industrial environment raising questions about perfor-
mance (i.e., QoS), authenticity, security, privacy, and trust
in the data collection process. These problems can emerge
at different levels of the Industry 4.0 (I4) integrated system.
To this end, recent research has shown interest in integrating
Blockchain (BC) to bring trust and transparency in applica-
tions composed of untrustworthy actors. The integration of
BCs with IoT abbreviated as BIoT may bring authenticity,
security, and trust into the I?0T ecosystem.
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BCs are public ledgers of the Peer-to-Peer (P2P) architec-
ture that contain data records provided by users or machines,
e.g., Machine-to-Machine (M2M) applications. The content
of the ledger is organized as a trusted ordered list of blocks,
i.e., blockchain, queryable by third parties. The BC emerges
through a mining process performed among participating
peers. Beyond financial markets, BCs are currently deployed in
various industrial applications such as transportation, energy,
or healthcare [33].

IoT-based systems are often restricted in terms of processing
power, storage, networking, and energy, thus, typical resource-
hungry BC cannot be directly ported towards IoT devices.
Therefore, the management of enterprise 14 infrastructures
based on I?0T for the automation of data acquisition needs
appropriate methodologies to tackle the integration challenges.
There is an increasing attention focused on the BloT-integrated
systems [27] supporting various technologies such as supply
chain monitoring [32], [35], smart industries [45], and indus-
trial pollution monitoring [36]. The primary interest of BloT
lies in data authenticity and immutability used in policy based
control loops involving measurements, data collection, and
control. Moreover, the BIoT system provides data transparency
through the introduction of security and consensus mecha-
nisms on top of properly organized IoT perception and network
layers [31], which guarantee an appropriate level of data
authenticity and integrity, before the data is actually inserted
into the BC. The lessons learnt in BIoT can be applicable
towards 14 providing a fully operational BC I20T (BI%0T)
combining trustworthiness of the data collection coupled to
the specific QoS requirements of a given industry branch.

IoT devices are often of heterogeneous hardware and soft-
ware architectures having different communicating devices
equipped with various communication stacks. Therefore, the
BIoT standardization is required to properly run necessary BC
functions on heterogeneous devices as well as to communicate
over different networks. To provide a fully functional and
trustworthy BI20T architecture, there is a need for the strict
separation of functions (e.g., originating transactions (TXs),
validating TXs) among IoT devices and other computing
infrastructures (e.g., edge-nodes, cloud infrastructures). When
the function placement is specified, the auxiliary components,
i.e., Application Programming Interface (API), have to be
standardized to allow for the management and development
of a broad range of use-cases based on different underlying



BC solutions, e.g., Bitcoin (BTC) [5], Ethereum (ETH) [7].
It is worth noting that there exist more than 2700 BCs on the
market, therefore, a universal API able to integrate a large
spectrum of solutions is required.

This paper proposes a comprehensive, fully developed, and
BC-oriented architecture for BI?0T systems abbreviated as
BIIT. This novel design allows for automated heterogeneous
data collection performed by the IoT infrastructure. The
mechanisms included in the design provide data reliability,
overcome limits of the computing overhead, and enhance the
energy efficiency of BI?0T integrated networks.

This paper is organized as follows. Sect. II discusses the
related work. Sect. III provides a functional architecture design
obtained by dividing responsibilities among I?0T systems
and other computing infrastructures. The implementation of
an BI%oT integrated system with different IoT networking
stacks is described in Sect. IV and it is then followed by the
experimental validation of the developed solutions in Sect. V.
Finally, Sect. VI concludes this paper.

II. RELATED WORK

14 [47] is a revolution in smart manufacturing, which
enables the fully automated production life-cycle management.
14 should employ Internet of Things (IoT), middlewares for
data acquisition and actuation, and other components such
as Enterprise Resource Planning (ERP) systems introducing
secure data operations (i.e., management and processing). In
14, all processes and operations starting with the production of
raw materials and followed by logistics, production, inventory,
and recycling, should be covered by 10T, in which the complete
information about the performance or failures of industrial pro-
cesses can be collected using sensors and derived upon infor-
mation processing. Current ERP systems [4] already possess
certain capacity of secure data management and processing
of often disconnected industrial systems. In the future, the
the system will benefit from the full connectivity using high
capacity data streams coming from IoT devices. Therefore,
autonomous industrial management of fully connected systems
will emerge using closed control loops provided through
policy management. Moreover, the information on industrial
processes could be exchanged with external partners allowing
for fully self-managing and optimal supply chains. However,
to fully accomplish this goal, several problems of IoT data
streams such as performance, authenticity, security, privacy,
and trust have to be simultaneously tackled. This paper aims to
solve these issues through the integration of BIoT systems with
I4. In the following subsections, we survey current problems
in the IoT, BC, and BIoT domain.

A. Internet of Things

In IoT systems, there are several architectures with varying
levels of centralization. In the most popular fully centralized
approaches, the application platforms located in the Internet
(e.g., in the cloud) retrieve raw data from acquisition net-
works, process the data, and present the processed information
towards third party services [25]. Therefore, a central cloud

provider is often used to store significant amounts of data and
make it publicly or privately available. Currently, there are
many platforms following this paradigm such as Amazon Web
Services (AWS) IoT [1], Azure IoT solution accelerators [3],
or The Things Network (TTN) [12].

There are many threats related to IoT architectures, which
cause the disruption of the IoT integrated systems and raise
questions about the system and data reliability [42]. For
instance, (1) Denial of Service (DoS) attacks can exhaust the
system by overloading various resources (e.g., computing or
physical spectrum). As an example, jamming of the commu-
nication channel can disrupt communication in a given area.
(2) Destruction of the physical infrastructure is feasible, while
the IoT devices are often insecure against physical access.
Another threat relates to (3) Eavesdropping, which relates
to extracting secret information through the overhearing of
communication channels. However, when the infrastructure is
compromised through either node capturing (e.g., tempering
the node for key extraction) and (4) Node controlling, the
attacker could benefit from the information circulating in the
entire network (e.g., if a single master key were used to protect
the communication).

To allow for information confidentiality, authenticity, and
integrity, different mechanisms are specified through crypto-
graphic mechanisms at various levels of the system including
IoT perception, network, and middle-ware layers [31] as well
as the application platform typically residing in the Internet
(e.g., AWS IoT [1], Azure IoT [3], or TTN [12]).

Furthermore, a fully trusted system [42] should be fault
tolerant, i.e., composed of robust implementations and usable
systems integrating intrusion detection, prevention techniques,
and recovery services allowing for high system reliability.
Finally, the system should bring open interfaces (i.e., an API
to easily integrate with other business applications) offering
significant market penetration, long time return on investment
for involved companies (e.g., a company lock-in), scalability
to grow with the number of connected devices, and interoper-
ability among different heterogeneous devices.

In terms of wireless connectivity, [oT comes with different
communication standards. As an example, Bluetooth Low
Energy (BLE) [29] or IEEE 802.15.4 [16] can be classified
as Wireless Personal Area Networks (WPAN). Low Power
Wide Area Networks (LP-WANs) include the Long Range
Wide Area Network (LoRaWAN) or cellular standards devel-
oped by the 3rd Generation Partnership Project (3GPP) solu-
tions such as Extended Coverage Global System for Mobile
Communications Internet of Things (EC-GSM-IoT), Narrow
Band-IoT (NB-IoT), and LTE Machine Type Communication
(MTC) [48]. It is worth noting that IoT networking uses both
Internet Protocol (IP)-full stacks (e.g., Thread LR-WPAN [13]
or cellular LP WANSs) or IP-free protocol stacks (e.g., Zig-
Bee [26], [28] LR-WPAN or LoRaWAN [15] LP-WAN).
Considering LP-WPANSs, there was a large standardization
effort performed in 1990s and 2000s leading to the advent
of the IEEE 802.15.4 standard and the ZigBee specification.
The ZigBee protocol stack was meant to provide cross-vendor



interoperability through the specification of the management
and data planes. ZigBee allows for the autonomous provi-
sioning of multi-hop networking, configurable security, and
application management. In particular, the Security Service
Provider module was developed to standardize security func-
tions required in the ZigBee network, i.e., Advanced Encryp-
tion Standard (AES), and ZigBee Device Object (ZDO) was
provided as an auxiliary component for network management.
We believe that similar standardization activities have to be
performed in BIoT/BI?oT systems to standardize appropriate
system components (e.g., API) allowing for the seamless
integration of different BC technologies with heterogeneous
heavily resource-constrained IoT platforms.

B. Blockchains

Blockchains (BCs) or Distributed Ledgers [19] provide new
means for trustworthy services instantiated among untrustwor-
thy peers. Potentially, BCs can revolutionize various areas of
economy [36], [37], [39] storing data in a secured, temper-
proof, and usable distributed system that can be accessed
and publicly queried by third parties. Typically, BCs are
divided into several classes such as private and public as
well as permissioned and permission-less. Moreover, BCs
maintain decentralized and trusted consensus mechanisms. The
consensus mechanism is a principle-set that provides a global
agreement in the system, which does not require a central
authority. There are several consensus strategies defined in the
literature such as Proof-of-Work (PoW) [34], Proof-of-Stake
(PoS) [40], Byzantine Fault Tolerance (BFT) [46] implement-
ing the Practical BFT (PBFT) [21] algorithm, or Proof-of-
Authority (PoA) [14], which are adopted by the most popular
BC systems. Typically, the mining operation in PoW BC
(e.g., BTC, ETH) requires high processing power. Other BC
functions such as full nodes acting as wallets/validators require
significant amounts of networking to propagate blocks and
TXSs and high capacity storage to keep the content of the BC.
However, the BC length in PoW does not grow too fast due
to the relatively low system capacity (e.g., 3.3-7 TXs Per
Second (TPS) in BTC [24]).

C. IoT Performing as Blockchain Nodes

IoT systems integrating BCs can provide solutions in the
area of open communication offering data integrity, reliability,
and authenticity [38]. However, BCs raise questions about
performance (i.e., QoS), as popular POW consensus strategies
(e.g., BTC) [34], [49] have known scalability issues in terms
of processed TPS. Moreover BC raise interoperability prob-
lems among heterogeneous resource constrained IoT devices.
Typically, BC participants (i.e., wallets, full nodes, miners)
use cryptographic functions applied to TXs and blocks. The
performance of a few selected cryptographic functions such
as SHA-256 for sealing TXs in a block upon BTC mining
or the light-weight and IoT promising Elliptic Curve Digital
Signature Algorithm (ECDSA) Ed25519 with SHA-512 [17]
for signing TXs is studied among different computing archi-
tectures and summarized in Table I.

The performance of cryptographic algorithms are evaluated
in the time domain among the TelosB (MSP430) [41] device
with an 8 MHz CPU, ATmega 2560 (Arduino Mega) [8] node
with a 16 MHz CPU, Raspberry Pi 3 (RPI) [11] system with
1.2 GHz, and a regular PC with an Intel i7 CPU of 2.4
GHz. The SHA-256 implementation [23] and the TweetNaCl
SHA-512 and Ed25519 implementations [18], [30] are used
in this benchmark and evaluated in terms of computed Hashes
Per Second (HPS) for SHA-256 and SHA-512 or Signatures
Per Second for Ed25519. Those implementations are written
in pure C and are portable among a broad spectrum of
computing devices starting with the MSP430 and finishing
with the Intel processor families. Please notice that there are
better implementations available. For example, the Arduino
Cryptographic Library (ACL) [2] for the AVR CPU familiy
of the ATmega 2560 board was evaluated in our Ed25519
benchmarks 9.23 times faster than TweetNaCl, however, it
is at the price of code portability. Moreover, when micro-
controllers start natively support cryptographic functions in
hardware, e.g., Ed25519, the performance of cryptographic
primitives may grow again by several magnitudes providing a
couple of signatures per second.

It is, therefore, concluded that the IoT mining of BTC
PoW (e.g., SHA-256) on heavily constrained devices will
never materialize as for example one Application-Specific
Integrated Circuit (ASIC) device of 20 Tera TPS (TTPS)
in BTC [10] might be as efficient as billions of TelosB or
Arduino resource-constrained devices. Moreover, even signing
a TX with Ed25519 seems heavy for constrained devices as
well.

TABLE I
PERFORMANCE OF SELECTED CRYPTOGRAPHIC FUNCTIONS ON
DIFFERENT HARDWARE PLATFORMS.

TelosB ATmega RPIT* Intel-i7*
2560

SHA-256 34.22 79.8 31989 182216
[HPS]
SHA-512 4.79% 10.46 12194 97655
[HPS]
Ed25519 0.0036F 0.0179 30.1 84.2
[signatures/s]

A\ the code is run using the Contiki 2.7 OS,

1 compiled with the unpatched MSP430 GCC 4.6.3 having the compiler
code optimization switched off (-O0); for all other studied compiler
optimizations techniques (i.e., , -Os, -Ol...3 compiler options), the
TweetNaCl did not return appropriate results (i.e., hashes or signatures),

* a single threaded code executed on one core using the Linux OS.

Table II summarizes different functions in popular existing
BCs according to the use of CPU, RAM, storage, and network-
ing. Different functions are classified according to the low,
moderate, high, and impossible scale assuming an arbitrary
BC of high popularity, when a given function runs on the IoT
device, i.e., without offloading, e.g., through Mobile Edge
Computing (MEC), etc. We assumed IoT constrained peers
having CPU, RAM, network, and storage equal to 10 MHz,
10 kB, 100 bps — 100 kbps, and 100 kB — 1 MB respectively,
which overlaps with the IoT device of Class 0 [20], represented



by the TelosB or AVR device families. We are not going
to provide the complete analysis, however, we illustrate our
reasoning using the PoW Mining scenario, in which BTC is
used for evaluations. Having an average block-time of 10 mins,
block-size of 1-4 MB, the performance of an ASIC miner
expressed in tens TTPS, we evaluated that “PoW Mining” is
not possible due to CPU (¢f. Table I) and memory constraints
and requires very high network and storage utilization.

TABLE I
REQUIRED USE OF RESOURCES FOR DIFFERENT SOFTWARE FUNCTIONS
IN BCS FROM THE IOT RESOURCE-CONSTRAINED DEVICES’

PERSPECTIVE.

BC Function CPU Memory Storage Network
BFT Ordering | high impossible | high impossible
PoA Ordering | high impossible | high impossible
PoW Mining impossible | impossible | high high

PoS Mining high impossible | impossible | high

Full Node® impossible | impossible | impossible | impossible
Light Node® high high impossible | high
Submit TX high low low low

Verify TX impossible | high impossible | impossible

f A full node providing TX and block verification, which stores the
complete chain.
¢ The light node possessing portion of the BC; submits and verifies TXs.

D. Requirements of 14

As discussed, IoT technologies in their current state suffer
from deficits in terms of data authenticity. Other problems re-
lated to security and privacy are often tackled by IoT network-
ing architectures, e.g., CoAP [44], ZigBee [26], [28], which
do not, however, guarantee data manipulations at the later
information processing stages. BC offers data immutability,
however, trust, transparency, and reliability of the data stored
in BIoT systems are only valid if (1) Data Collection, (2) Data
Transmission, and (3) Data Storage is appropriately handled to
overcome manipulations before the data is transmitted into the
BC. Other challenges in industrial use-cases are the radio noise
and obstacles in radio propagation. Thus, the signal quality has
to be monitored to provide an appropriate level of QoS.

The evaluation of BIoT technologies lead to the immediate
question whether the IoT can be appropriately integrated with
BC-integrated use cases. Based on the analysis on IoT devices
and BCs primitives (e.g., the duration of hashing and signing
in TX preparation), we considered that TX submission can be
originated directly from IoT devices, while more resource and
computing intensive operations have to be delegated to high
capacity infrastructures such as clouds.

The following question that arises is whether the BloT
integrated systems adhere to the requirements of I4. In order to
facilitate the development of BI?0T systems, the standardiza-
tion effort is required for the BIoT integration. Specifically,
a set of concrete IoT management approaches have to be
developed in I4 that will facilitate the development of use-
cases using the underlying standard APIs that guarantee an
appropriate level of QoS required among different industry
branches.

III. BIIT DESIGN AND ARCHITECTURE PRINCIPLES

To address the BI?oT integration challenges in 14, this
paper proposes a set of management approaches called BIIT
with the goal of managing the underlying heavily constrained
IoT infrastructures in the BloT-enabled 14 setups. The core
objectives considered in BIIT are explained in the following
subsection.

A. BIIT Objectives

1) BIIT needs to provide a configurable BIoT transmission
scheme. The flexible APIs shall enable an IoT logic compatible
with the targeted BC implementation. The BIIT architecture
and approaches shall integrate various IoT networking tech-
nologies, e.g.,, Thread, LoRaWAN, and cellular networks.
Thus, management components defined in BIIT need to op-
timize the transmission on-the-fly (i.e., provide appropriate
fragmentation and take into account the underlying network
characteristics) to provide an optimized solution that guaran-
tees an appropriate level of TX throughout, packet loss, and
energy efficiency [43].

2) IoT shall be compliant to the target BC by using similar
network primitives (e.g., TX data format). A TX signed by
an IoT device assures the authenticity of the data submitted
to the BC. However, BIIT shall preserve the BC-specific TX
fields providing an appropriate level of BC security (e.g., ETH
nonce TX fields protecting against double spending).

3) BIT needs to provide an appropriate level of security
upon data collection as well as configurable APIs to cover
authentication, encryption, and data integrity (e.g., , Message
Digest, ECDSA) upon TX submission. The management level
decisions to be taken can be based on parameters such as (a)
security level to be maintained, (b) computational complexity,
(c) storage requirement, and (d) power efficiency. Thus, BIIT
shall enable and consider the security APIs for hashing,
signing, and encrypting messages in a similar way as Security
Service Provider module was integrated in ZigBee to provide
the required level of privacy.

B. BIIT Architecture

Adhering to the required dimensions, this paper proposes
the architecture of BIIT (c¢f. Fig. 1). BIIT explicitly defines
the following components on IoT devices, and uses them to
offer the BI?oT integrated management.

IoT Devices: are end devices used for data collection that
communicate with other systems components through the IoT
network infrastructure.

BC Wallet: is a software component placed on an IoT device
that contains device specific credentials such as BC address,
private key, destination addresses, balance, TX counter, etc.
This information is essential to provide data authenticity,
integrity, and trust. Using the Configuration engine, the BC
wallet configures the lower layer components, i.e., Network
Adaptation Layer (NAL), to produce appropriate TXs opti-
mized for the underlying network technology. Moreover, the
BC wallet issues data packets that shall be converted through
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the NAL into fully fledged TXs on the southbound interfaces.
The data packets may contain information on the the industrial
process monitored.

Security Functions: analogically to the Security Service
Provider defined in ZigBee [26], [28], a generic BloT archi-
tecture has to consider a security engine (i.e., API) producing
a large number of hash functions (e.g, SHA-256) and
ECDSA signature types (e.g., Ed25519), which guarantee the
compatibility with a large spectrum of BC protocols.
Configuration: this engine manages the configuration of the
wallet and NAL. The Wallet is configured by the Enterprise
End User (EEU) using the management plane. In turn, the
configuration of the NAL is requested by the wallet, which
demands the computation of appropriate hash functions (e.g.,
SHA-256) or ECDSA signatures (e.g., Ed25519). Further-
more, the Configuration engine provides the necessary keys
(e.g., Ed25519 private key) to the NAL and negotiates the
data-plane message format used by the NAL on the south-
bound network interfaces.

Software Based Network Adaptation Layer: The config-
uration of NAL is initiated by the Configuration engine.
NAL is a supporting component of the wallet; it receives
data packets from the wallet on the data-plane, computes
the required hash functions (e.g., SHA-256) or ECDSA
signatures (e.g., Ed25519), assembles TXs, and sends them
to the underlying network protocol stack. NAL optimizes the
packet transmission towards the underlying network layer (i.e.,
message fragmentation, Automatic Repeat reQuest (ARQ),
TX aggregation [43]) and provides TX compatibility with the
targeted BC (e.g., BTC, ETH). The adaptation is required
as in many situations, the TXs cannot be sent directly by the
network layer, e.g., the regular TX size may already exceed
the Maximum Transfer Unit (MTU) of the IoT network.

IoT Network Protocol Stack: the physical, data link, and

networking layers enabling the communication between IoT
nodes and IoT Gateways (GWs), e.g., LoRa GW, and LTE
MTC evolved Node B (eNB)).

IoT Network Gateways: this component relies data packets
between the IoT network and other computing infrastructures,
e.g., Edge-Nodes and cloud infrastructures.

Network Core: provides the data collection point, such as the
TTN servers [12], in which the IoT data is stored temporarily
and can be accessed by other system components (e.g., BC
Client)

IoT Edge Node: Since BIIT tackles heavily constrained
devices, IoT nodes are not envisioned to play the role of full
BC clients. The edge node functionality can be provided on
less resource constrained devices such as a RPI helping the
BC Wallets on IoT devices. In some cases, e.g., in LoRa, the
Edge Nodes derive the TXs from TX chunks sent by the IoT
device (cf. Sect. IV) as for example in LoRa, the regular TX
size may exceed the LoRa MTU. It is worth noting that some
Edge Nodes can also act as a gateway relying packets from
the IoT network towards other computing infrastructures.
BC Client: Typical full BC clients require significant amounts
of resources (e.g., storage at the order of GB in the case of
BTC or ETH) and are not implementable on IoT devices. The
BC Client residing on the Edge Node is an auxiliary element
helping out IoT wallets to submit/verify TXs using the Edge
Node resources.

IoT Network Plugin: receives the IoT data stored in the net-
work core, e.g., uses Message Queuing Telemetry Transport
(MQTT) to access data, and provides the collected packets
towards the BC Client using an APL

TCP/IP: The BC client communicates using the TCP/IP stack
with other computing infrastructures (e.g., BC miners).
Blockchain: any type of BC (e.g., BTC, ETH) can attached
to the BIIT architecture working on physical or cloud infras-



tructures.

IV. BIIT IMPLEMENTATION

BIIT is a BI?oT architecture aligned with the 3 major
objectives introduced in the Sect. III. In order to have a clear
vision on the BIIT management platform, the implementation
details for different IoT networks are provided in this section
while the implementations is available at [22].
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A. BIIT: Management of the TTN Networks

LoRa networks endure air time and packet size limita-
tions [15]. Thus, aligned with these specific characteristics,
the LoRa-to-BC integration management based on BIIT is
implemented as follows. Fig. 2 represents the module imple-
mentation of the LoRa network including IoT devices and edge
nodes.

IoT device: IoT sensors collecting data from industrial in-
stallations are connected directly to Arduino Mega (AT2560)
boards [8]. The connection is wired-based and enabled through
the General Purpose Input/Output (GPIO) pins. Each Arduino
device is equipped with a LoRa shield [9] and the whole setup
is referred to as the LoRa node. Each LoRa node is able to use
the LoRaWAN protocol. The TXs originated by the Arduino
wallet have to be signed with the Ed25519 ECDSA using a
private key and other parameters stored on the IoT device
(e.g., ETH TX nonce). Moreover, in the TTN protocol, the
data exchanged over the network is encrypted, therefore the
solution meets the privacy requirements of the private BC as
well.

IoT Network Gateways: The nearest LoRa GW receives the
data and forwards it to the TTN Network Collector, which is
responsible for decrypting the data and presenting it to third
applications registered with the TTN back-end (e.g., through
the MQTT protocol).

IoT Edge node: As Edge node, an RPI device is deployed to
constantly listen to the TTN sever and to receive messages
originated by the LoRa nodes. The RPI is responsible for
collecting the relying the TX between the TTN network and
the BC miners.
BC TTN Plugin: The role of the BC TTN Plugin is to connect
to the back-end of the TTN network through the MQTT
protocol, retrieve and acknowledge data chunks originated by
the LoRa nodes, and present the reconstructed TX originated
by the LoRa nods at the BC Client (¢f. Fig. 3).

BC Client: RPI also runs a BC client. Its purpose is the

Bazo Client

isAccountCreated(sensor,

[ LoRa Node J [ TTN-Plugin J

Bazo Miner

LoRa Node Initialization
send PubKey

exists

alt J [exists == false]

createNewAccount(sensor)

txHash

dAccTx(txHash, Si e
sendAccTxEndpoint

sendF

txHash

sendFundsTx(txHash, Si

sendFundsTxEndpoint
| sendrundsixEndpoint

Transaction
send Data

send Signature

sendData

sendTxlotEndpoint

Fig. 3. Data Flow and Instantiating of a Blockchain Wallet on IoT Devices.

verification of TXs received from the BC TTN Plugin and
forwarding them to the BC, ie., Bazo [40]. In our small
demonstration setup, the BC miner also resides on the RPI
device, therefore, the BC Client can directly submit a TX to
the BC. Moreover, both the BC TTN Plugin, and BC Client are
involved in the LoRa node recognition procedure (cf. Fig. 3):
when a new LoRa node appears in the network, it presents
the public key, which is in turn registered with the Bazo
permissioned BC. The initial funds are then stored on the
LoRa node account to allow for the submission of upcoming
TXs (i.e., the LoRa node needs to directly pay the TX fees).
This greatly improves the management of new IoT devices
joining the network. In the future, we also plan to specify the
TX verification procedure. As indicated in Table II, the TX
verification is a costly operation for a restricted IoT device.
The verification procedure will be, therefore, offloaded from
the IoT wallet to the more powerful Edge Node. The wallet
will trust the Edge Node BC Client and use it to confirm
whether the previously issued TXs were successfully included
in the BC. Such a mechanism could drastically increase the
fault tolerance in the BI2oT system.

The main issue of BI?oT systems using LoRa is the
transmission performance, i.e., maximizing TX throughput,
while simultaneously providing the data integrity using cryp-
tographic signatures. In [43], we discovered that the combi-
nation of Listen Before Talk (LBT) Medium Access Control
(MAC), the ARQ mechanism to handle retransmissions, TX
aggregation (i.e., aggregating several data packets into a single
BC TX) as well as TX fragmentation into small data chunks
(when the TX payload is larger than the interface MTU) can
provide a good trade-off between the TX network capacity,
packet loss, and energy efficiency. Moreover, the Ed25519
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ECDSA is very costly on the IoT device and should be rarely
used to limit both the payload (i.e., sending 64 B signature)
and computational overheads (c¢f. Table I). BIIT manages
this condition through a LoRa specific transmission scheme
between the LoRa node and the TTN-plugin (¢f. Fig. 4).
The data collected by IoT devices has to be divided into
smaller chunks (i.e., 51 B) to fit the LoRa MTU with
Spreading Factor 12. The employed TXs shall not create high
overhead, therefore signing is employed only upon Nth data
packet, which reduces the computational overhead caused by
the Ed25519 ECDSA algorithm (i.e., residing in the Security
engine) and payload overhead caused by the Ed25519 ECDSA
signature. By signing the data at the IoT device, authenticity
and integrity of the data can be verified. IoT edge nodes
collect the TX payloads from several chunks of data exchanged
over the TTN, strip the received messages from the LoRa
transmission headers, attach required BC headers, and send
the complete TX to the BC Client. The protocol uses Segment
Numbers (Seg. Nb.), which are used for tracking and re-
sending lost chunks of data. To inform the IoT device about the
data reception at the GW side, ACKs are employed. Finally,
our mechanism assures that BC TXs derived at the BC Client
comply to standard of the targetted BC protocol (e.g., ETH,
ETC, Bazo) and may be successfully submitted for mining.

B. BIIT: Management of the Cellular Networks

The management of BIoT cellular networks is much simpler
in comparison to LoRa. First of all, the cellular stack is
[P-based. Second, IoT technologies provide large MTUs of
1600 B [43], [48], therefore, they can send several data
chunks in one shot. The Configuration and Security engine
play exactly the same role as in LoRa, however, the NAL
is configured differently. NAL accumulates several chunks
of data (e.g., measurements) in cache, and then sends one
large TX containing multiple data chunks signed with a single
Ed25519 signature. The resulting TX is enclosed in a User
Datagram Protocol (UDP) data packet, which is confirmed
with a single ACK message from the IoT Edge Node. Finally,

BIIT uses the UDP Packet Listener on the IoT Edge Node
side (c¢f. Fig. 5) as the IoT Network Plugin.

loT End Device: Cellular

loT Edge Node

—-)‘ UDP Packet Listener }—)‘ Bazo Client } > Bazo
Blockchain

Bazo Header (141 B)

Fig. 5. Cellular TX Design.

C. Configuration and Security Engines

The Configuration engine (cf. Fig. 1) is responsible for the
configuration of NAL, which requires setting up an appropriate
TX scheme (c¢ff Subsects. IV-A, IV-B) and providing the
secret keys so that the NAL can compute an appropriate
ECDSA. NAL uses the API provided by the Security engine,
which implements the required cryptographic functions (e.g.,
Ed25519).

V. EXPERIMENTAL PERFORMANCE EVALUATION

BIIT needs to justify its viability by enhancing the system
automation and performance with respect to the considered
criteria (¢f. Sect. III).

A. BIIT Performance in LoRa

In this work, BIIT is evaluated using Arduino Mega Devices
(AT Mega 2560) [8] equipped with the Dragino LoRa com-
munication shield [9]. The Edge Node is provided on an RPI
3 hosting the BC TTN Plugin, Bazo BC Client, and Bazo
BC miner [22]. RPI also provides a local TTN GW. The
Arduino device and TTN-plugin receive End-to-End (E2E)
connectivity through the TTN network. The Arduino device
sends traffic using LoRa with Bandwidth (BW) of 125 kHz, SF
12, and transmission power equal to 27 dBm. Every segment
is retransmitted up to a configurable retry number, when the
corresponding ACK does not arrive.



The evaluation of the employed TX scheme for one device
is shown in Fig. 6 and Fig. 7. In Fig. 6 (left y axis) presents
the amount of total traffic volume exchanged in the network
for a TX consisting of several packets signed (x axis) of size
equal to 40 B. The traffic types can be divided into three
groups (cf. Fig. 4) for remote and local TTN GWs: (a)
Data (i.e., payload), which increases upon sending several
data chunks of 40 B per TX, (b) Signatures fragments (32 B
each), and (c) ACKs (2 B). The Packet and Traffic overhead,
which is measured in relative values displayed on the right
y axis, consists of signatures and ACKs. Please notice that
there is a higher number of ACKs than Data packets, while
the Signatures are also acknowledged. The relative overhead
decreases in aggregated TXs due to an increased number of
data chunks (40 B) signed with one heavy Signature packet
(64 B). Fig. 6 and Fig. 7 also compare the transmission
performance between a local indoor GW vs. a remote GW, i.e.,
less retransmissions to a local gateway observed due to better
radio conditions. Thus, it is highly recommended to install a
local GW especially in suburban environments having weak
TTN coverage.
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Fig. 6. The Packet Volume Exchanged in The Network Upon One TX
Consisting of Several Data Packets.
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Fig. 7. The Total Traffic Volume Exchanged in the Network Upon One TX
Consisting of Several Data Packets.

B. BIIT Performance in Cellular Networks

In this experiment, a similar setup as in Subsect. V-A is
used, however, Arduino Mega Devices (AT Mega 2560) [8] are
equipped with the Sixfab Cellular IoT Application Shield [6].
The access to LTE Cat. M networks is provided by Swisscom

AG in the Zurich, Switzerland area. TXs are sent in UDP
messages. The RPI again plays the role of the IoT Edge Node,
however, it receives data from the Swisscom network through
the Internet using the UDP Packet Listener (c¢f. Fig. 5). In our
measurements, the node wakes-up, re-attaches to the cellular
network, and sends a data packet towards the IoT Edge Node,
if there are enough collected data chunks in cache to send.
The sending procedure requires the computing of BC headers
(also including signatures). The measurements collected on a
single devices are presented in Fig. 8. Sending an aggregated
TXs (composed on multiple 40 B data chunks, e.g., mea-
surements) has a positive impact on both, the relative BC data
overhead (i.e., data transmitted vs. actual data size) and energy
efficiency, because the resulting Bazo header is heavy (141
B) and the Ed25519 ECDSA is computationally expensive.
Furthermore, the most dominant energy consumption is the
result of the cellular connection re-initialization after a deep
sleep and the computation of an Ed25519 signature, which can
take up to several seconds. We were unable to perform NB-
IoT or EC-GSM-IoT experiments; Swisscom does not provide
EC-GSM-IoT in the area, and we were unable to connect to
their NB-IoT infrastructure. Therefore, only LTE Cat. M is
considered.

: : : : ‘ 0.1
500 —— Data Overhead LTE-M Q
[ —w— FEnergy Consumption LTE-M =
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Fig. 8. BIIT Performance Using The Cellular Connectivity.

VI. SUMMARY AND OUTLOOK

This work provides the specification of a management
architecture, which integrates BIoT systems with the landscape
of 14. The TXs originate directly at the IoT submitting devices
and are included in the BC operated on higher performance
computing infrastructures. The developed architecture allows
for easy management of IoT devices and data streams in
the industrial setup, and provides high performance protocols
for different IoT network access technologies. The future
perspective of this work includes the large scale experiments
with BIIT to confirm the system scalability in LoRa and
cellular networks.
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