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Abstract—The recent evolution in network technologies such 
as network function virtualization (NFV) and cloud-native 
network function (CNF) is expected to enable the delivery of on-
demand network services to meet various requirements such as 
reliability and latency. However, the operation of networks 
using these emerging technologies can be complex due to the 
need for a greater number of network entities and more types of 
service level agreements (SLAs). This incurs a high operational 
workload. On the other hand, there have been major advances 
in machine learning (ML) in this decade. These have made it 
possible for many and diverse industries to leverage ML 
capabilities to support human tasks. In this paper, we apply ML 
to analyze the root cause of failures in an NFV environment. To 
identify the appropriate approach, we analyze the performance 
of an ML-based fault classifier from several perspectives, three 
algorithms [multi-layer perceptron (MLP), random forest (RF), 
support vector machine (SVM)], volume and balance of training 
data, and number of features. The experiment on the testbed 
using our ML comparison framework shows that RF provides 
the highest performance even with a small amount of data, and 
also that SVM could improve its performance by increasing 
training data, feature reduction, or balance adjustment of 
normal/abnormal samples. 
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I. INTRODUCTION 

The recent advances in network technologies such as 
network function virtualization (NFV) and cloud-native 
network function (CNF) are bringing about a dramatic 
transformation of the telecom industry. NFV/CNF enable 
flexible integration of networks as well as their dynamic 
control, which supports network slicing in 5G networks. 
While huge benefits can be leveraged from these virtualization 
techniques, one of the challenges in introducing them is the 
increase in an operational workload caused by the complexity 
in the overall composition of virtualized networks. Here, 
automation is expected to play a significant role in addressing 
it in order to maintain service level agreements (SLAs) with 
customers in next-generation networks. To achieve 
automation in network operation, a.k.a. closed-loop operation, 
it is necessary to follow four steps: Monitor, Analyze, Plan, 
and Execute [1]. In this loop, the Monitor component gathers 
information from the managed entities, providing the 
subsequent component with the necessary data, and the 
Analyze component examines the data and leverages useful 
insights related to network quality. After that, the Plan 
component makes a decision on a set of actions to take based 
on the insights, and the Execute component carries out these 
actions in order to mitigate the situation. Compared with the 
networks before 4G, the volume of data collected from 
managed entities in the Monitor step is much larger in 5G 
networks due to the greater number of network elements 
related to virtualization. Therefore, the next step in the loop, 

analyzing monitoring data, takes a key role in accelerating 
closed-loop automation for future networks. 

Conventional network analysis is performed based on 
operational rules and policies such as by threshold. For 
example, when an alarm is detected on a network device, the 
telecom operators check its status including logs and those on 
neighbor devices, and localize the fault according to their own 
troubleshooting procedure. It is possible to make this 
troubleshooting process run automatically, for example, by 
using a script. However, a problem here is the huge number of 
network elements, failure patterns, as well as SLAs in 5G 
networks. Fault localization procedures have to be prepared 
for all types of devices and failures while considering a variety 
of SLAs such as ultra-reliable and low latency 
communications (URLLC). Hence, this approach to 
automation could put the same degree of workload on humans 
in creating and maintaining the rules as the workload that 
would be reduced by automation. 

In this paper, we adopt fault classification using machine 
learning (ML) technology. More operational data derived 
from future networks help us to develop useful ML models. 
Considerable efforts have been made on the application of ML 
to networks [2]. However, a challenge for developing ML-
based fault classification is the lack of failure data. Thus, 
research that has focused on the fault classification problem 
has been insufficient to cover all the research topics required 
to identify the best method. To address this challenge and 
identify the most appropriate  approach to using ML for 
network fault classification, we conduct a comparative 
experiment using our ML comparison framework for network 
analysis. This is composed of a data set generator, pre-
processor, ML-based classifier, and evaluator. The 
combination of the data set generation and the ML model 
evaluation enables a comprehensive experiment. We set up a 
testbed consisting of virtual routers on a virtual infrastructure. 
The data set generator provides diverse data sets by injecting 
network failures. We target the three failure cases, node-down, 
interface-down, and CPU overload. The obtained data sets are 
formatted by the pre-processor, and we train and evaluate ML-
based classifiers with the pre-processed data sets using three 
ML algorithms [multi-layer perceptron (MLP), random forest 
(RF), support vector machine (SVM)]. We compare the 
performance of ML-based classifiers in terms of algorithms, 
volume of training data, number of features, and ratio of 
normal samples to abnormal samples to verify the effects on 
performance. The experimental results show that RF is able to 
provide high accuracy for three types of failure, and also does 
not require a large amount of training data. On the other hand, 
the performance of MLP and SVM could present better results 
in some cases, especially for SVM, by increasing training data, 
feature reduction, or balance adjustment of normal/abnormal 
samples. 



This paper is structured as follows. Section 2 describes the 
relevant research on network fault analysis. In Section 3, we 
present our framework for comparative analysis of ML-based 
fault classification. Section 4 shows the experimental results 
obtained using our framework from several perspectives. 
After that, Section 5 discusses the comparison results. Finally, 
a brief conclusion is provided in Section 6. 

II. RELATED WORK 

Network fault analysis has been studied over several 
decades. This section provides an overview of relevant work 
on this topic. Marques proposed system architecture for 
troubleshooting including isolating network faults [3]. The 
diagnostic procedure was based on the rules per network 
component pre-defined by the corresponding subject matter 
experts. Katzela et al. proposed a model-based scheme for 
fault identification [4]. The model was constructed using a 
directed graph which contained the dependency between each 
network node pair. A heuristic algorithm for the established 
model was presented to localize a fault from multiple alarms 
based on the dependency information. Both [3] and [4] require 
the rules or models provided by humans to localize specific 
failures, hence it is not a suitable way to analyze network 
faults in an NFV environment because the dynamic changes 
in topology require continuous updates of the rules or models. 

With the wide spread of ML technology in many areas 
such as image recognition and translation, an increasing 
number of studies on network fault analysis using ML have 
proposed replacing the traditional approach. Ruiz et al. 
proposed the application of Bayesian networks to fault 
identification and localization in optical networks [5]. The 
authors used time-series monitoring data from several 
lightpaths to leverage the probability of each failure. 
Sauvanaud et al. proposed anomaly detection and root cause 
localization for VNF using an RF algorithm [6]. The authors 
used the monitoring data of VNF virtual machines (VMs) 
collected both by the hypervisor and by the VM OS to detect 
SLA violations and localize root causes. Their experiment in 
[5] and [6] showed that the proposed algorithms were able to 
classify failures with a high degree of accuracy. Although the 
results were good, they did not compare multiple ML 
algorithms nor other training conditions. On the other hand, 
Barret et al. compared the performance of four ML algorithms 
in terms of their fault detection accuracy in cellular networks 
[7]. The authors presented the experimental results under 
various training conditions. Stadler et al. proposed a method 
to predict service-level metrics from network device statistics 
using ML [8]. The authors adopted work-regression tree and 
RF, and investigated their prediction performance. They also 
compared the performance under several training conditions. 
Reference [7] and [8] compared the performance of multiple 
ML algorithms and sought to ascertain the effect of conditions 
in training; however, the target of their ML models was fault 
detection and predicting service metrics respectively, and did 
not cover fault classification. Qader et al. compared the 
performance of fault classification using K-Means, Fuzzy C 
Means (FCM), and Expectation Maximization (EM) [9]. The 
results with training data for four failure types collected from 
commercial networks showed that FCM could achieve the 
highest accuracy, although the analysis using its algorithm 
took more time than others. The authors focused on the data 
related to the physical interface only, thus the comparative 
research on fault classification in an NFV environment is still 
missing in this research area. 

III. ML COMPARISON FRAMEWORK 

To compare the fault classification performance of 
multiple ML algorithms under various training conditions, we 
implemented the ML comparison framework for network 
analysis shown in Figure 1. It consists of four functional 
blocks, a data set generator, pre-processer, ML-based fault 
classifier, and evaluator. First, the data set generator invokes 
network faults based on a failure scenario, and the information 
such as PM data collected from both the virtual network 
function (VNF) and NFV infrastructure (NFVI) is 
accumulated in the data store. Second, the stored data sets are 
pre-processed into a vector form which can be put into ML 
models. After that, ML-based fault classifiers receive the pre-
processed data sets and develop the models with the training 
data based on their own algorithm. Finally, the evaluator 
measures the performance of trained classifiers by using test 
data sets. The collaboration of the data set generation 
according to various scenarios and the ML evaluation based 
on various training conditions in this framework allows the 
comparison of ML-based fault classification performance 
from multiple aspects. We describe our problem setting first, 
and afterwards present the mechanism of each step in detail. 

A. Problem Setting 

Network elements are able to provide two types of 
operational information, fault management (FM) data such as 
event alarm and performance management (PM) data such as 
statistical metrics. FM data have been used for fault diagnosis 
for a long time, for example, in alarm correlation. On the other 
hand, the use of PM data for network fault analysis has been 
relatively limited mainly for the following two reasons. The 
first one is high monitoring overheads. The periodical 
collection of PM data from all network nodes in carrier-grade 
networks often imposes high overheads on networks, which 
could affect customers’ traffic, hence it has been difficult to 
continue collecting PM data at short intervals to analyze 
network status. The second reason is that big data analysis 
technology is not yet sufficiently mature to leverage helpful 
insights from the lake of network PM data. However, 
emerging technologies are expected to overcome these issues. 
For monitoring overheads, a novel framework, google remote 
procedure call (gRPC), for receiving streamed PM data from 
network devices, enables high performance data collection. 
Further, the recent development in ML areas as represented by 
deep learning can support the analysis of big PM data to  
provide findings. Based on this background, in this paper, we 
focus on using PM data for network fault analysis to study 
how to construct useful ML models by using the PM data lake. 

Fig. 1: ML Comparison Framework for Network Analysis 
 



B. Data Set Generator 

To conduct a comparative experiment in ML-based 
network fault classification, it is necessary to prepare 
sufficient and diverse data collected during failures. To obtain 
these data sets, we introduce a data set generator consisting of 
a scenario creator, failure injector, data collector, and data 
store as shown in Figure 2. In this  functional component, the 
scenario creator receives the scenario template from the user, 
and then prepares a failure scenario having a set of failure 
recipes based on the template. Each recipe causes a failure by 
command line interface (CLI) via a secure shell (SSH) 
connection or representational state transfer application 
interface (REST API). For example, if the user inputs the 
scenario template requesting node-down failure on all the type 
B nodes, the scenario creator provides a failure scenario which 
contains failure recipes to execute a node-down command on 
every type B node in order referring to the topology 
information in the data store. After the failure scenario is set, 
the failure injector executes the recipes in the scenario one by 
one. Here, a corresponding recovery recipe runs after the 
completion of a failure recipe. Considering the convergence 
time in this implementation, both failure and recovery recipes 
run three minutes after the previous recipe completes. In 
running the failure scenario, the data collector obtains PM data 
from the network every minute by REST API or network 
configuration protocol (NETCONF), and stores them with the 
information of failure type in the data store to be used in the 
following steps. 

C. Pre-Processor 

In this subsection, we explain how our comparison 
framework pre-processes PM data to put into ML models for 
training. First, the pre-processor reorganizes the data sets to 
separate them into data related to the device and data related 
to the interface as shown in Figure 3. If all the data including 
both interface and device data are used in the same training 
data sets, it may have an adverse effect in the training phase, 
which leads to low prediction performance. Therefore, in this 
paper, we take each set of data as a different type of data set, 
device, and interface, to improve accuracy. 

As is presented in Figure 3, the PM data collected right 
before the failure recipe execution can be regarded as data 
during normal operation; on the other hand, the data collected 
three minutes after the execution can be regarded as data 
during a failure. Thus, in the next step, the pre-processor 
extracts reorganized PM data collected right before and three 
minutes after the failure injector executes a failure recipe to 
pick up normal and abnormal data sets for the device and the 
interface, respectively. Then, it takes the difference between 

normal and abnormal data sets to derive metrics which have 
changed since the occurrence of a failure. After that, the output 
of difference is converted into a vector format by Bag-of-
Words (Bow) [10], a method in which a text is represented as 
a vector of word weights, to put into ML algorithms. Here, in 
the case of the cumulative values such as traffic counter, the 
numeric difference is used, and instantaneous values such as 
CPU usage are used as they are. Each data is combined in one 
vector per device and interface to develop an ML model for 
the device and another model for the interface. Finally, as the 
failure recipe includes the information about a type of failure, 
the failure type label is placed on each data set. 

D. ML-based Fault Classifier 

In applying ML to fault classification, we need to consider 
which type of ML to adopt, supervised learning, unsupervised 
learning, or reinforcement learning. We chose supervised 
learning since the data set generator and the pre-processor in 
our framework are able to provide a classification label, 
failure type, necessary for supervised learning. In using 
supervised learning, an ML-based fault classifier learns with 
pre-processed training data sets with a failure type label. After 
being trained, the fault classifier is able to analyze and predict 
a failure type when receiving new PM data sets. In this paper, 
we target three algorithms to be used in an ML-based fault 
classifier, MLP, RF, and SVM as they are well-known 
effective supervised learning algorithms applicable to multi-
class classification. 

E. Evaluator 

To measure the performance of ML-based classifiers, we 
use the evaluation indexes, Precision, Recall, and F-measure, 
which are calculated by (1), (2), and (3) assigned with the 
number of True Positive (TP), False Positive (FP), False 
Negative (FN), and True Negative (TN). 

    (1) 

    (2) 

   (3) 

The evaluation step is as follows. First, an ML-based fault 
classifier learns with training data. Second, the trained 
classifier predicts a failure type with the test data. The 
predictions are checked with an answer label, separated into 
TP, FP, FN, and TN. The evaluator calculates the Precision, 
Recall, and F-measure by (1), (2), and (3) with the obtained 
figures. Here, we have two options in how to obtain test data 
sets. One is using a common data set in training and testing. 
We use five-fold cross validation for this option. In this 
method, one common data set is separated into five subsets, 

Fig. 2: Architecture of Data Set Generator 
 

Fig. 3: Pre-processing Steps 
 



and then the accuracy using four training subsets and one test 
subset is calculated. This calculation is repeated for a total of 
five times for all the combinations. The final result is provided 
by the average of these five calculation results. This option is 
able to provide the performance with one data set, hence it is 
a light evaluation method. However, this is not a proper 
approach when comparing the performance with different data 
sets because this option allows performance evaluation to use 
different data, which may result in incorrect measurement. In 
this case, we adopt the second option, evaluating with another 
test data set completely different from the training data set to 
compare the performance by using the same data set. 

IV. EXPERIMENT AND RESULTS 

Using our ML comparison framework, we experimented 
with three algorithms and various data sets and analyzed the 
performance of network fault classification. First, we set up 
the experimental NFV testbed using virtual routers as VNF on 
the OpenStack [11] as NFVI. Second, we created and ran a 
variety of failure scenarios to collect and store diverse data 
sets. After that, we performed training and evaluation under 
various training conditions such as algorithm, volume of 
training data, number of features, and balance of 
normal/abnormal samples. 

A. Testbed 

We implemented the experimental NFV testbed where 
network failures were injected to obtain PM data. The 
OpenStack Rocky was constructed as NFVI on three Dell 
PowerEdge R440 servers with two Gold 5118 2.30GHz Intel 
Xeon CPUs and 256GB of memory, one of which was used 
for the controller node and two of which were used for the 
compute node. On the OpenStack, forty-two VNFs [six core, 
six intgw-core, six vpn-core, twelve intgw-edge, twelve vpn-
edge nodes], were deployed using virtual routers, one vCPU, 
and 4GB of memory. Further, one VM with four vCPU and 
4GB of memory was deployed to implement twenty-four host 
containers in a different namespace connected to edge nodes, 
where iPerf [12] was installed to generate traffic between 
every host pair. 

B. Failure Scenario and Data Set 

In this experiment, we used three types of failure recipe as 
described below. 

a) Node-down: This recipe causes VM to stop running 
completely, which leads to the condition where VNF is 
unavailable. Some power-related problems may cause this 
type of failure. 

b) Interface-down: This recipe makes one of the 
interfaces on a VNF go down causing packets to be 
unreachable. A loose cable connection may cause this type of 
failure. 

c) CPU overload: This recipe causes high CPU 
utilization which may result in processing delay or instability. 
High CPU consumption may arise from a distributed denial 
of service (DDoS) attack. 

In preparing a failure scenario template, we specified one 
of the three failure cases with target nodes or interfaces 
according to the training conditions. After the failure scenarios 
were created based on the provided templates, the scenarios 
ran on the testbed in order, collecting PM data from both VNF 
and NFVI. Table 1 shows the pre-processed data sets of the 
device and interface for the following experiment. The device 
data sets include those with a normal label, those with a node-
down label, and those with a CPU overload label. The 
interface data sets include those with a normal label and those 
with an interface-down label. The data set ds-2 was collected 
during the failures of node-down, interface-down, and CPU 
overload on all the nodes. The data set ds-1 was generated by 
injecting the same three types of failures three times on all the 
nodes. The same failures on all vpn-core and intgw-core nodes 
generated ds-3, those on all core nodes generated ds-4, and 
those on two vpn-core and intgw-core nodes generated ds-5. 
In addition, a random failure scenario with 100 recipes which 
were randomly generated with a failure type and a target 
node/interface was prepared to provide the data set ds-6 for 
evaluation. 

C. Algorithm 

We evaluated the performance of the ML-based fault 
classifier using each algorithm, MLP, RF, and SVM to 
identify the characteristics of algorithms. First, we trained and 
evaluated the performance of each algorithm with different 
hyper-parameters with another data set generated by the 
injection of three failures on all the nodes to find appropriate 
ones. We changed the epoch number and batch size for MLP, 
number of trees and number of samples for RF, and the 
regularization parameter for SVM. 

After that, we set the optimized hyper-parameters for each 
algorithm shown in Table 2 based on the result above, and 
measured the performance using a data set ds-2 in Table 1. 
The results for Precision, Recall, and F-measure for three 
failure types are presented in Table 2. It shows that RF was 
the most accurate classifier for all types of failure. It shows 
over 95% for all indexes. MLP was able to classify a few in 
some cases. On the other hand, SVM could not classify any 
failure cases at all under this condition. 

Table 1: Data Set Details 

 



D. Data Set Volume 

We investigated the effect of data set volume on the 
performance of fault classification. We used data sets ds-1, ds- 
2, ds-3, ds-4, and ds-5, each of which contains different 
numbers of samples as shown in Table 1. Each ML algorithm, 
MLP, RF, and SVM, was trained using these five data sets 
with the hyper-parameters optimized in the previous 
experiment. The evaluator used a data set ds-6 generated by a 
random scenario as a test data set to compare the performance 
precisely under the conditions using a different training data 
set. 

Figure 4 shows the comparative results for Precision and 
Recall of device ML models trained with data sets of different 
volume. Here, RF, which achieved the highest performance in 
the first experiment, had the same result in the node-down case 
and Precision of the CPU overload case even with the 
minimum data set, about one-twentieth compared to the first 
experiment. The Recall of the CPU overload case was 
improved as the data set volume increased. SVM, which failed 
to make any valid classification in the previous evaluation, 
improved with ds-1, which had triple the amount of data 
compared to the previous experiment. However, the 
increasing the number of training data sets could not enhance 
the performance of the MLP classifier. 

E. Feature Number 

We also conducted an experiment on performance where 
features were reduced to survey the effect of feature reduction 
on MLP and SVM, which needed to improve their 
classification performance over the previous results. We used 
ds-2 in Table 1 for this evaluation. Here, RF was able to show 
the importance of all the features in developing decision trees, 
thus we used this information to eliminate unimportant 
features. First, we trained a RF fault classifier, and extracted 
lists of important features. Then, we trained and evaluated by 
5-fold cross validation the MLP and SVM fault classifiers 
with feature sets gradually reduced in four steps, selecting 
from the top feature on the lists. 

The Precision and Recall of device ML models are shown 
in Figure 5. SVM showed good improvement when trained 
with ten important features. It showed almost 100% Precision 
and Recall, equivalent to the same level as RF. On the other 
hand, it had an opposite effect on the performance of MLP in 
the cases of node-down and CPU overload failure. Feature 
reduction enhanced performance in the CPU overload case to 
a certain level; however, the feature reduction in the node-
down case decreased the Recall values step by step. 

F. Data Set Balance 

Since the ratio of the number of normal samples and that 
of abnormal samples is quite imbalanced as is shown in Table 
1, we compared the performance of the MLP and SVM fault 
classifiers with the ratio balanced in five steps to find out if 
the balance adjustment could improve performance. We used 
the data set ds-2 as the original training data set, and the data 
set ds-6 for the test data set.  

Figure 6 presents the experimental results for Precision 
and Recall of device ML models in each balanced case. For 
MLP, some effects of balancing were observed, however, 
these were limited to Recall. For the SVM classifier, the 
change in ratio had a good effect on both Precision and Recall 
especially in the node-down case. In particular, the one-to-one 
ratio showed considerable improvement, although the 

Table 2: Results for Each Algorithm 

Fig. 4: Results of Different Data Set Volume 
 

Fig. 5: Results of Feature Reduction 
 

Fig. 6: Results of Balance Adjustment 
 



Precision of the one-to-five and one-to-seventeen ratios was 
low. 

V. DISCUSSION 

Based on the experimental results presented in the 
previous section, it was evident that the performance of the RF 
fault classifier was superior to the other algorithms. It was able 
to identify the three types of network faults with high 
performance for Precision, Recall, and F-measure even in the 
case where only a small data set was used for training. On the 
other hand, neither the MLP nor SVM classifier demonstrated 
useful performance in learning the original data set. However, 
their performance was somewhat improved by increasing 
training data, feature reduction, or balance adjustment in some 
cases especially for the SVM classifier. We discuss several 
aspects of these results in this section. 

The main reason for the results described above originates 
from the data set characteristics. We used the data sets in Table 
1 obtained by the pre-processing steps shown in Figure 3. The 
reorganized device and interface data sets consist of features 
which are derived from the respective relevant entities. These 
network entities are designed to provide PM data in a 
structured format such as the Yet Another Next Generation 
(YANG) data model, and the features of data sets in this 
format are able to represent separate metrics as an independent 
factor such as CPU usage and traffic volume. Here, RF is able 
to choose the best features in developing trees, hence it works 
well provided some valid features exist in the data set. It is 
able to classify labels properly even when there are a large 
number of features, just by disregarding irrelevant features in 
training. Therefore, the clearly isolated feature sets obtained 
in the experiment would make RF a good classifier providing 
the highest performance. On the other hand, MLP and SVM 
learn and develop their respective models while taking all 
features into account. Consequently, the prediction 
performance when training with the original data set that 
included numerous features was poor. However, performance 
did improve when the effective features in the data set were 
selected for training. 

Regarding the balance of normal/abnormal samples, if the 
number of normal samples is much larger than that of 
abnormal ones, the ML classifier generally achieves high 
performance in predicting normal cases but not in predicting 
abnormal conditions. In the case of RF, an imbalance did not 
affect the performance probably because the optimized hyper-
parameters enabled using sufficient abnormal samples in 
making decision trees to classify the failure cases. On the other 
hand, MLP and SVM use all samples for updating their 
elements resulting in models more suitable for the normal case, 
thus the imbalance directly affected performance, and balance 
adjustment improved some results. 

VI. CONCLUSION AND FUTURE WORK 

Toward closed-loop automation, ML is expected to 
support each step in the loop, namely, Monitor, Analyze, Plan, 
and Execute. In the networks using NFV/CNF technologies 
which will have to handle a huge amount of operational data 
due to virtualization, in particular, the Analyze function is 
expected to accelerate automation by leveraging useful 
insights from the big PM data using ML. In this paper, we 
performed a comparative experiment that involved measuring 
the performance of network fault classification for three 
failures (node-down, interface-down, and CPU overload) 

using three ML algorithms (MLP, RF, and SVM) under 
various training conditions. We used our ML comparison 
framework for network analysis, which enables the 
combination of the data set generation according to various 
scenarios and the ML evaluation based on various training 
conditions for a comprehensive comparison. The experiment 
on our testbed consisting of virtual routers on the OpenStack 
presented that RF achieved high performance in fault 
classification. That may be due to the characteristics of the 
data sets generated from VNF and NFVI PM data, which 
represent the isolated and specific performance information. 
On the other hand, the SVM and MLP classifiers could 
improve their performance where the increase in training data, 
feature reduction, or balance adjustment of normal/abnormal 
samples was carried out. To identify how to apply ML to 
network fault classification, we experimented with 
monotonous single failure cases using the data sets generated 
on the testbed as the first step. The next steps are to verify the 
effectiveness of the best algorithm, RF, with the data collected 
in the commercial networks, and also to study other 
complicated failure cases such as BGP problem. Further, 
virtualized environments could change their topology 
accordingly, thus how to maintain good performance in such 
a scenario is another key challenge for future work. 
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