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Abstract—Network Function Virtualization (NFV) can support
flexible services provisioning in form of Service Function Chains
(SFCs) consisting of ordered Virtual Network Functions (VNFs).
The end-to-end (E2E) delay of flow traversing SFC has been an
important indicator, especially for delay-sensitive E2E services,
but there does not exist an analytical model that can accurately
evaluate it. Moreover, the complicated network and stochastic
request arrival are hard to predict and model. Therefore,
quantitative delay model and dynamic NFV resource allocation
method are needed. In this paper, an adaptive allocation method
is designed to meet E2E delay requirements. Firstly, we devise
an NFV resource allocation framework based on deep reinforce-
ment learning (DRL) that can adapt to network changes by
interacting with the network. Then a dynamic queuing model
is established to determine average E2E packet delay. Based on
the delay, we define the network utility function and propose a
minimizing delay (MD) problem. According to the continuity of
the problem, we use unsupervised reinforcement and auxiliary
learning (UNREAL) to obtain the optimal allocation policy.
At last, extensive simulation results show that UNREAL-MD
has better performance compared to state-of-the-art methods in
terms of delay, throughput and network utility.

Index Terms—Network Function Virtualization, end-to-end
delay, resource allocation, deep reinforcement learning

I. INTRODUCTION

With the evolution brought about by resource virtualization,
network function virtualization (NFV) has played a central
role in the advancement of network infrastructure [1]. NFV
supports decoupling the network functions (NFs) from propri-
etary hardware appliances and providing flexible provisioning
of virtual network functions (VNFs) on top of optimally shared
physical infrastructure. A set of VNFs are linked together by
virtual links to form a service function chain (SFC) [2]. By
scaling VNFs in SFCs, NFV supports a more flexible resource
allocation approach among services.

Due to the rapid growth of delay-sensitive services (e.g.,
audio, video and game services), network needs to promise a
well delay performance to guarantee reliable network service.
Resource allocation strategy has a direct impact on network
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delay. For embedded VNF chains, CPU and bandwidth re-
sources sharing method among multiple flows determines
processing and transmission rates [3], and thus affects average
E2E packet delay. Thus minimizing delay (MD) is a problem
worth considering in NFV resource allocation. However, most
existing works basically focus on packet transmission delays
on physical links, while do not consider the packet processing
time on NFV nodes [4] [5]. So, building a model to evaluate
the transmission and processing delay of packets in NFV is a
challenging research issue.

The impact on delay under different resource sharing meth-
ods is illustrated and shown in Fig. 1, VNF 1 and VNF 2 are
embedded on the same server. Flow 1 and flow 2 are processed
by them respectively. The total amount of available resources
in server is C' units, assuming that if all of them are allocated
to NF 1, the processing of each packet of flow 1 requires 7
units of time; if all are allocated to NF 2, each packet in flow
2 needs 27 units processing time to pass NF 2. We assume
that the relationship between CPU capacity and processing rate
is linear [3]. Consider two distribution ways: If C; = 2C/3,
Cy = C/3 like Fig. 1(a), the packet delays in flow 1 and flow
2 are 1.57 and 67 respectively; In Fig. 1(b), C; = Cy = 1/2,
the average packet processing time of flow 1 becomes 27, and
the average processing time of flow 2 is 47, in this case, the
overall network delay is reduced and it is fairer to the two
flows.

Typically, NFV resource allocation problem is formulated
as an optimization problem to achieve optimal allocation
strategy with minimum costs (e.g., resource requirements,
power consumption, etc.) and maximum total revenue (e.g.,
throughput, network utility, etc.) [6] [7] [8]. Some mathemat-
ical methods such as linear programming (LP) and integer
linear programming (ILP) are generally used to solve this kind
of problem [1] [8].

However, these existing works mostly assume that the
arriving requests are predictable or known a priori, without
considering real-time network changes. It has been proved
that Deep Reinforcement Learning (DRL) framework has great
advantages in solving such dynamic problems because it is
able to determine the best strategy based on its experience



Flow 1 VNF 1 t;=1.5t
C=2C3
Flow 2 =
ow VNF 2 1,=67
Flow 1 VNF 1 C=C/3
(b) Resource allocation
method 1
Flow 2
VNF 2 Flow 1 | ["yNp 1 We=2e
C=C2
Server Flow 2 =4t
VNF 2
(a) Different VNFs
=C/2
embedded on same server o .
(c) Resource allocation
method 2

Fig. 1. The impact of resource allocation on delay

interacting with the environment [9]. Under the DRL-based
resource allocation framework, the optimal resource allocation
strategy with best delay performance can be obtained by using
the function of E2E delay as environment feedback. However,
since the resource allocation space belongs to continuous
domain, basic DRL technique does not work. Although a state-
of-the-art method, asynchronous advantage actor-critic (A3C)
has been proposed for continuous control, it still has defects
in learning speed and robustness [10].

In this paper, we establish a queueing model to extract
impact of VNF scaling on E2E delay and improve A3C to
unsupervised reinforcement and auxiliary learning (UNREAL)
for resource allocation [11] [12]. The main contributions of
this paper are as follows:

o We provide resource allocation framework based A3C
that can dynamically sense and model network and ser-
vices.

« We develop an analytical queuing model to evaluate E2E
delay that packets experience when traversing embedded
NFV chain and define the delay-related utility function
as environment feedback for the allocation strategy.

e We propose an improved A3C algorithm, UNREAL-
MD to achieve optimal resource allocation strategy with
minimum delay.

The rest of this paper is organized as follows. The A3C-
based NFV resource allocation model is introduced in Section
II. The minimizing delay problem formulation is presented
in Section III. In Section IV, we propose UNREAL-MD, with
detailed introductions on its principle and architecture. Section
V presents the evaluation results and Section VI concludes our
work.

II. A3C-BASED RESOURCE ALLOCATION MODEL

There are two major components in the A3C-based archi-
tecture for NFV resource allocation: the observed environment
and intelligent agent. The agent interacts with the environment
to obtain samples of the environment state that are used

to update global network parameters. These parameters will
in turn affect the agent’s exploration strategy. The A3C-
based algorithm achieves the optimal strategy of resource
allocation through such repeated learning processes. These two
components are described in detail as follows.

Environment: The environment of NFV resource alloca-
tion problems consists of three parts: service provider, NFV
network and customers. The NFV network provides network
infrastructure that supports the virtualization controller to
place the VNFs on it, and adjust resources allocated to them.
The service provider provides network services for customers,
and customers accept these services and feedback service
quality information such as network delays.

Agent: The agent learns the best strategy by interacting with
the environment. In the background of NFV resource alloca-
tion problem, the virtualization controller can be considered as
agent, responsible for collecting network information, making
decisions and taking actions.

III. OPTIMIZATION PROBLEM MODEL

A. Network and Flow Model

An NFV network can be represented as an undirected graph
G = (N, E), where N is the set of nodes. N is composed of
source node set S, processing node set P and destination set
D, ie., N = SUPUD. The zth node n, € N has the
resource capacity of C,,_ for packet processing. There can be
multiple VNF instances placed on one NFV node and sharing
its resources. The embedded VNF set in node n, is V(n,).
L' is the set of edges in NFV network. e;; € E represents the
edge that connects node n; and n;, with resource capacity of
C.,; for packet transmission.

There is a set of network flows F', where f € F is the
set of packets belonging to the same service with the same
source and destination. Each f has its delay requirement, and
its normalized maximum tolerance delay is oy with value
between O and 1. The stricter delay requirement of flow f,
the smaller the o is. F'(n,) is the set of flows that pass n..
v(f, k) denotes the kth VNF that f passes, with k € [0, ]f]].
Where |f| is the length of the VNF chain that f traverses, i.e.,
the number of VNFs in the chain.

Q(f, k) represents the NFV node where the kth VNF
of f is embedded. Q(f,0) € S, Q(f,|fl) € D.
P(f,k) represents the physical path between the nodes
where the kth and k£ 4+ 1th VNFs of f are located.
The path includes |P(f,k)|+ 1 transmission links, denoted
as {P()L(f7 k)7 e P,f'(,ﬂ k)’ e f)ﬁ"’(f,kﬂ(f’ k)} and |P(fa k)'
switches: {P7(f, k), ..., P2 (f,k), ..., Pﬁ;(f’k)‘ (f,k)}.

Packet arrivals of f at physical nodes and links are modeled
as time-varying Poisson process. Considering a set of discrete
time slots {0,1,2,...,¢,...,7 — 1}, at time slot ¢, the average
arrival rate on the kth VNF (which embedded on Q(f, %)) of
flow f is Ag(s,k)(t). Ag(s.k)(t) is the number of packets of



f arriving on Q(f, k) at time ¢, and according to the property
of the Poisson process, Aq(y,x)(t) satisfies

PIN(T +1t) = N(T) = Aq(s,(1)]

e UM O (A g () IRUWO (D
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By, (t) represents the queue backlogs of flow f on Q(f, k).

Similarly, the average arrival rate of f on P(f, k) is Ap(sx) (%),

the number of arriving packets and queue backlogs are

AP(f,k) (t) and BP(f,k) (t)

B. Queuing Model

When a packet arrives the NFV node, the node provides
CPU resources to process it, and then the link bandwidth
resource is allocated for transmission. On one NFV node,
different VNFs can be flexibly installed and coordinated,
so that CPU and bandwidth resources are shared among
different flows. The resources allocated to the flow affect the
processing/transmission rate of the packets.

Since different flows have different packet structures and
sizes, and different VNF types have different resource require-
ments, we define Rq(yr) as the number of packets that the
unit resource of the kth VNF of f can handle in a unit of
time. Bandwidth utilization can be maximized only when the
transmission rates of all switches and links on P(f,k) are
equal. Therefore, it is only necessary to consider the resource
allocation of the first link on P(f,k), i.e., PE(f,k). The
transmission rates on other switches and links are consistent
with the one on PL(f, k). Rpr(yx) is the link transmission
rate, indicating that P (f, k) with unit resource can transfer
Rpr(s.r) packets in a unit of time.

To describe the resource sharing strategy among flows, we
define the resource allocation ratio ho(r ) (t) and hpe t).
At time slot ¢, ratio of CPU resgr]cée)s( gllocatego t((];k}( 2)1t
node Q(f, k) is hq(s,k)(t); Ratio of link bandwidth allocated
to f at PL(f k) is hpe (s, (t). Since the total available
resources on Q(f,k) and PJ(f, k) are Cg(y,x) and Cpr(sk)
respectively, according to the resource allocation ratio, we
can calculate that the processing resource allocated by node
Q(f,k) to fis coir)(t) = Cocr.ryho(s,k)(t) and the trans-
mission resource that P (f, k) allocates to f is ¢ PE(sk) (b)) =
CPOL(f7k)hP0L(f7k)(t). The processing and transmission pro-
cess of packets is modeled as fixed regular interval distribu-
tion. The processing rate on node Q(f,k) is pqgrr)(t) =
R (s,k)¢o(f,k)(t) and the transmission rates on |P(f, k)| + 1
links and |P(f, k)| switches of path P(f, k) are the same and
all calculated as pup(fk)(t) = Rpr(se)CpL(sx)(0)-

From 0 to t, the average arrival rate of f on Q(f,k) is

t
Ao (t) =1 20 E{Aq(s,x)(7)} and the average processing

t
rate is Tig s x)(t) = 7 Y E{pq(sk(7)}. Similarly, on link
=0
P(f, k), the average packet arrival rate and cumulative average

B t
transmission rate are Ap(s ) (t) = 7 > E{\p(sx)(7)} and
7=0

¢
Bp(si(t) = 1> E{up(sx)(7)} respectively. Based on
7=0

these parameters, we can use the M/D/1 model to calculate
the average cumulative packet delay dg s x)(t) and dpy i) (t)
on the nodes and links from O to .

According to the queuing theory, the average packet delay

on node Q(f, k) is do(s,r)(t) = 1 Tio(r )
of the processing time and the queue wéiting time Wo(sr). It
can be proved that Wy 1) is related to transmission process
on the link P(f, k—1) which is before the node Q(f, k). When
the processing rate on node Q(f, k) is greater than the trans-
mission rate on P(f,k—1), Tigsx)(t) > Tp(sr—1)(t), there is
no queueing delay for processing at Q(f, k), i.e., Wo(s 1) = 0.
When Tig s (t) < Hpsr—1)(t), it has been proved that we
can approximate the packet arrival process at Q(f, k) as Pois-
son process with rate parameter Ag(y,x)(t), and Ag(sr(t) =
AQ(#,0)(t). Under the M/D/1 queuing model, the average
packet waiting time before processing for flow f at Q(f, k) is
_ 2aurm ) [4].
g s,k (O Focs,m () =Aa( 0 (1)
Similarly, the average total transmission time on P(f,k)

2|P(fk)[+1 L : e
ETRNOR Except Py (f, k), there is no waiting time on

the links and switches. The waiting time on PL(f, k) can be
calculated as

—|—WQ(f,k.), the sum

determined by W s 1) =

Weirr =
S e (®) < T (0
2ip (5.1 (OB (.09 O —Ap (s, ()T PR QUS:k)

0, p(s.1)(t) = Tg(s,i) (1)

_ ~ )
where Ap (s ) (t) = Ag(s,0)(t). Therefore, the average packet
delay from node Q(f,k) to Q(f,k + 1) is dp(sr)(t) =
AT+ Werg.

So, for packets in flow f, the average delay they experience
between reaching node n, and arriving the next NFV node is
d7(t) = dq(s.x)(t) + dp(sr(t), where k satisfies Q(f, k) =
Ny

The average packet delay for the entire flow from O to ¢ is
the sum of the average delays on all NFV nodes and paths
that it passes from the source node to the destination node:

ds(t) = > dges,r)(t) + 3 dp(sk (t). Finally, the long-term
e e
average delay is dy = Tlgr(lx) d¢(T) = Zk: [Tlgréo doesre)(T)] +

> [Tlim dp, iy (T)] = D dorr + 2 dpis k-
k —o0 k k

C. Problem Formulations

Now we present the formulation of the resource allocation
problem. Our goal is to minimize the overall network delay
while ensuring fairness among flows. In order to balance
the delay among flows, the utility function is introduced:
Us(z) = 217 /(1 — @). a is a tuning parameter which can be
used to tradeoff fairness and maximization. For o > 0, U, (z)
is monotonically increasing with . When o = 0, U, (z) = =,
the problem is degenerated to a maximization problem. As
a — 1, in the limit U, (z) becomes logx, at this point,
the problem objective becomes to achieve the proportional
fairness. According to the above function, we define the a-
fairness utility related to the tolerance delay oy of the flow



f: Ua,(dy) = ds' = /(1 — ay). This makes the flow with a
lower delay tolerance take up a larger proportion.
Consider the following constraints:

a) Capacity Constraint: The total resources allocated to
all flows on a node or link cannot exceed their available
resources. Therefore, the sum of resource allocation ratios on
a node or link cannot exceed 1:

Ci:0< hQ(f’k)(t) <1, 3)
Co: 0 < hpiri(t) <1, 4)
Cg . Z hQ(f,k)(t) S 1 , (5)
fEF(ny)
Ca: Y hpym(t) <1 (6)
fer(nz)

b) Queuing Theory: Without loss of generality, we as-
sume that no flow arrives before time slot 0, and all queue
buffers are infinite. However, in order to ensure the system
stability, the total number of queued packets must be limited:

Cs : Bo(sx)(0) =0, (7N
Cs : Bp(s,1)(0) =0, ®)

Cr;: lim =

T~>o<:

) S E(Bagm() <00 ©)

Cs :Th—{r;oT ; fZE{BP(f,k)(T)} < o0 . (10)

In summary, our MD problem can be formulated as follows:
min[ 3, Ua,(dy)]

feF (11

t.: C1,05,03,04,C5,C6,Cr, Cs.
IV. ALGORITHM DESCRIPTION
A. A3C Framework

In this section, we present the proposed DRL framework.
In a standard DRL setup, the problem is modeled as a Markov
decision process (MDP) [9], including state space, action
space, instantaneous reward, and state transition probabili-
ties, expressed as {s,a,r,p}. The agent interacts with the
environment, observes the state s, and executes the action
a to make the environment change and get instantaneous
reward r. From the currgélt state s; to the future, discounted

future reward is G; = > fyer_kH, Where v is a discount

k=0
factor with value between 0 and 1. The goal of the agent
is to find the policy 77( ), under which the expected return

J(m) = E{G|r} = E{Z v'ri|so, ag, m} is maximized.

In the optimization proqblem model mentioned above, each
NFV node n, can be regarded as an agent to make resource
allocation decisions. e define stateW space, action space and
reward function as follows:

State space: We define state vector as: s = {sq,sp}.

where sq = {Aq(s.r)(t), Bo(s.k) (1), Cair.k)> Rocrm ()}

Sp = {Ap(f_’k-) (t),BP(f’k) (t), Cp(f’k)7 Rp(f,k) (t)}, and Vf €
F(n,), Vk satisfying Q(f, k) = n..

Action space: We define action as allocating a certain ratio
of resources to each f. a = {hq(sk)(t), hpr (s k) (t)}, where
Vf € F(n,), Vk satisfying Q(f, k) = n..

Reward function: Since the goal of DRL is to maximize
cumulative reward, we use the opposite of delay utility: r =
= 2 Ua(dj(t)).

JEF(nz)

The parameterized actor function is expressed as 7(s;|0™)
and parameterized critic V (s;|0"") measures the quality of the
existing policy 7 (s;). The parameters of the actor and critic are
learned by iteratively minimizing a sequence of loss functions,
which are respectively defined as:

Luctor = E[IOgT‘-(Siwﬂ)(Gi - V(Slwv))] )
Lcritic - E[(Gz - V(Si‘ev))Q] .

(12)
13)

Finally, the loss function of A3C is defined as Lasc =
Lactor + Leritic — E[BH (7(s;]0™))], where H is the entropy.
The hyperparameter 3 controls the strength of the entropy
regularization term, which is used to prevent the premature
convergence of the policy.

B. UNREAL-MD

However, both the learning speed and the robustness of
the A3C algorithm are not ideal enough. Some studies have
added the concept of auxiliary task to the A3C algorithm,
allowing the agent to maximize other pseudo-reward functions
to improve the performance of the A3C algorithm [11] [12].
This method is called unsupervised reinforcement and auxil-
iary learning (UNREAL).

Given a set of auxiliary control tasks C, we define
an auxiliary control task ¢ € C by reward function r(¢).

For each task ¢, we optimize an n-step Q-learning loss Lg) =

n—1
E[( Z Wkrz(fr)k + Vnmaxa’Q(c) (5/7 a/7 91’*1) - Q(C) (57 a, 91))2]
=0
Based on the above ideas, according to the characteristics

of the proposed MD problem, we designed and used the
following auxiliary task:

o Throughput control: There is a certain correlation be-
tween throughput and delay. If the total throughput of
the network is larger, it means that more traffic is
processed per unit time, and the packet delay may be
relatively small. We set maximizing network throughput
as an auxiliary task, train agents that learn a separate
policy for maximizing throughputs at each node. The
reward of this task is the a-fairness utility of throughput:

=3 rern.) Uay (Agen (1)

o Features control: The more units a neural network uses,
the more intelligent it may be, and better choices it can
make. The features control task defines the number of
active units in the hidden layer as reward to maximize
the learning ability of agents.

The UNREAL algorithm optimizes a single combined loss
function with respect to the joint parameters 6 of the agent,



Algorithm 1 UNREAL-MD
Input: G = (N, E), V(n,), F
Output: Fraction of CPU/link bandwidth resources allocated
to flow f: If@(ﬁk)(ﬂ7 Hp(f}k) (1)
1: Initialize: Cq(s1), Cp(s.k)> @ 0™, 0¥ and other param-
eters.
2: repeat
3: Reset gradients: df™ < 0, d0V < 0

4: Synchronize thread-specific parameters 6™ = 0™ and
0V’ =6V

5 tstart =1

6: Get state s;

7: repeat

8: Get a; according to policy 7(s:|0™)

9: Execute action a;, calculate E2E delay and
throughput to achieve the reward r;, rgc) and receive new
state S¢41

10: t—t+1

11: T+T+1
12: until terminal s; or ¢ — tstart == tmax
. - 0, for terminal s;

V(s;0V"), for non — terminal s,
0, for terminal s
. (C) — 7, t
1 ¢ { V() (54/6""), for non — terminal s,
15: foric {t—1,.. tstart} do

16: G+ ri+~G

17: G rfc) + fyG(c)

18: Loss  function of actor:  Lgctor =
Ellog m(si]67)(G; — V (s:10"))]

19: Loss  function of critic:  Lgritic =
E[(Gi = V(s:]6"))?]

20: Loss function of auxiliary tasks: Lg) =

E[(Gi:i—HL + Vnmaxa’Q(c)(Slv alv 971—1) - Q(C)(Sa a, 07))2]

21: Accumulate gradients w. r. t. 6™ and 6V
22: end for
23: Perform asynchronous update of 6™ using df™ and of

6V using d6"
24: until T > Ty,

which combines the A3C loss L3¢ together with auxiliary
throughput control loss Lr¢c and features control loss Lpc:

Lynrear = Lasc + ArcLrc + ArcLrc (14)

In summary, our UNREAL-MD algorithm is expressed as
algorithm 1.

V. PERFORMANCE EVALUATION

In the experiment, a random network topology with 20
nodes and 80 links is established. Each node has 50 to 100
units of CPU resources depending on its type, and the link
bandwidth is between 100 to 300. Based on real world trace,
there are several different commonly-deployed VNFs hosted
on NFV nodes, such as firewall, NAT, IDS, load balancer,
WAN optimizer and flow monitor, which are simulated for

composing SFCs, each containing 1 to 5 VNFs. We generate
30 flows with different SFC requirements. The packets arrival
at source node of each flow follows Poisson process, with their
mean arrival rates value distributed within a window with a
size of 10.

We compare our algorithm with the following two basic
algorithms and A3C:

e Random Allocation Algorithm: The proportion of re-
sources allocated randomly to each VNF on each node.

o Dominant-resource generalized processor sharing (DR-
GPS): The dominant resource required by the flow is
determined according to the structure of the data packet,
and the proportion of the dominant resource is allocated
according to the priority of the service.

e A3C: For fair comparison, all settings (such as state,
action, reward, and CNN parameters) are consistent when
replacing UNREAL-MD with the A3C algorithm.

We use average E2E packet delay, E2E throughput and the
sum of the delay and throughput utilities as indicators to mea-
sure the performance of each algorithm under different traffic
arrival rates and runtimes.The units of delay and throughput
are ms and Mbps respectively. In addition, we compare the
performance of two DRL algorithms (A3C and UNREAL-
MD) in terms of online learning efficiency and cumulative
reward.

As shown in Fig. 2, we change the central values of
the traffic arrival rate windows and run the simulation for
20,000 time slots. We can see that compared to the two
basic algorithms, UNREAL-MD significantly reduces network
latency, while maintaining great performance in increasing
network throughput and utility due to the consideration of
throughput in training. At the same time, the overall trend
is more stable under our method.

When comparing the performance of different algorithms
over time, the corresponding traffic demand is generated using
arrival rate window [20,30]. During the operation, UNREAL-
MD leads to consistently lower delay and higher throughput
than all the other methods as shown in Fig. 3. Our method
adaptively provides allocation strategy based on the environ-
ment state, making network delay tends to be stable.

In Fig. 4, we show how L 43¢ and reward values change
to prove that UNREAL-MD performs better than A3C in
online learning. Using UNREAL-MD, loss function converges
faster, with an optimal solution that gives high reward quickly
reached; While A3C uses more time and only obtains lower
cumulative reward, corresponding to a local optimal solution.

VI. CONCLUSION

In this paper, we study the average E2E packet delay
minimization problem in NFV system. To improve the E2E
delay satisfaction of the services and ensure fairness among
flows, we firstly present an analytical model to determine
average E2E packet delay in embedded VNF chains, and
define network utility function about E2E delay. Then we
propose UNREAL-MD, an improvement of A3C algorithm
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to reach the best VNF resource allocation strategy by opti-
mizing cumulative reward. Simulation results demonstrate that
UNREAL-MD reduces E2E delay and improves the network
throughput and utility than other methods.
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