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Abstract—Identifying heavy flows, i.e., flows with large packet
counts during a pre-defined time window, is vital for many
network applications. The task of real-time heavy flow detection
in data plane is challenging due to high switching speed (100
Gbps), a large number of concurrent flows (millions of concurrent
flows), and small memory footprint requirement. In this paper, we
dissect the key factors that affect the existing detection scheme’s
accuracy, and propose AccuPipe, a new detection scheme with
intelligent flow entry replacement strategies. The simulation
results show that the new scheme is able to efficiently utilize
all flow entries in the detection pipeline, and detects more
than 850 heavy flows (out of top 1,000) using a small amount
of memory (1,000 flow entries, roughly equivalently to 18KB
memory) with reasonable reporting overhead. This represents
a 76% improvement over HashPIPE scheme, which detects on
average 484 heavy flows (out of top 1,000) in the same setting. In
addition, we investigate the performance of different flow entry
replacement strategies, and report their pros and cons.

I. INTRODUCTION

In the Internet, a small set of heavy flows, flows with
extremely large number of packets or bytes, often accounts
for a disproportionate share of the total traffic. Real-time
detection of such heavy flows at small time scales is useful
for many applications, e.g., DDoS detection, dynamic traffic
routing [14], dynamice flow scheduling [15], etc. Real-time
heavy flow detection in the data plane, however, is challenging
due to stringent speed, accuracy, and memory requirement.

Heavy flow detection is well studied in streaming algorithms
literature [6], where packets are processed as they pass through
the measurement point. Packet sampling [5], [8], sketching [7],
[9], [17], and counter-based algorithms [11] are representative
techniques that tackle the trade-off between measurement
accuracy, speed, and momory usage. For instance, sample and
hold [8] imporves the sampling accuracy by keeping counters
for flows that have been sampled. Count-min sketch [7] hashes
on packet headers and increments counters in hash tables.
The minimum counter is used to approximate the flow packet
counts. FlowRadar [9] improves upon count-min sketch by
allowing keys (flow IDs) to be decoded from the hash. More
recently, UnivMon [10] and Elastic Sketch [18] develop sketch
based techniques where one sketch satisfies multiple tasks’
requirements.

HashPipe [16] is the first to investigate the real-time heavy
flow detection problem in a switch’s data-plane. HashPipe
takes advantage of emerging programmable switch’s pro-
grammability [1]-[3] and designs a measurement pipeline
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that implements modified space saving [12] algorithm to
capture heavy flows. Elastic sketch [18] is another in-data-
plane flow measurement scheme that utilizes more memories
than HashPipe but provides the flow rate estimations for all
flows.

In this paper we strive to improve upon HashPipe to achieve
better heavy flow detection accuracy with small memory
footprint. We analyze two key factors that affect HashPipe’s
measurement accuracy, namely flow entry wastage in the mea-
surement pipeline and packet arrival pattern. Our analysis and
simulation results show that the flow entry wastage contributes
less than 8% to the accuracy loss, while the packet arrival
pattern plays a major role in the measurement inaccuracy due
to dramatic time-varying packet arrival pattern at fine time
scale.

We propose AccuPipe that integrates frequency-based
caching replacement strategies into heavy flow measurement
pipeline. Instead of using the accumulated packet count as the
indicator of potential heavy flows as in HashPipe, AccuPipe
utilizes flow entries inside the measurement pipeline to oppor-
tunistically capture short-term packet bursts and reports them
to the measurement server. At the end of each measurement
cycle, the measurement server aggregates the reported packet
counts to identify the top heavy flows. Our results show that
the proposed scheme improves the identification accuracy from
48% to more than 85% with reasonable reporting overhead.

The rest of the paper is organized as follows. Section II
introduces HashPipe and analyzes key factors that affect Hash-
Pipe’s measurement accuracy. Section III describes AccuPipe
and flow entry replacement strategies. Section IV presents the
performance evaluation results. Section V concludes the paper.

II. HASHPIPE AND ITS ACCURACY ANALYSIS

HashPipe uses the measurement pipeline that implements
modified space saving [12] algorithm to capture heavy flows.
The measurement pipeline is defined using the programming
language, e.g., P4 [2] ! and runs in a programmable switch’s
data-plane [1]. The pipeline consists of multiple stages, with
each stage working as a hash table. The entries in the hash
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table are called flow entries. In HashPipe, a flow entry contains
two fields, key field and val field. The key field holds the
flow id, e.g., five tuple {srcIP, dstIP, srcPORT,
dstPORT, Protocol} as defined by the measurement.
The wval field holds the accumulated packet count of the corre-
sponding flow. Programmable switches use packet metadata to
communicate the results of packet processing between differ-
ent stages. The metadata traverses the pipeline together with
the packet. In HashPipe, the packet metadata also contains two
fields, cK ey (carried Key) and cV al (carried value). The first
stage hashes on the key of incoming packet (i K ey), while the
rest of stages hash on cKey.

The first stage in HashPipe always allows the incoming
packet to be inserted into the hash table. Let h;(-) be the
hash function at stage 7. The incoming packet is hashed
to flow entry I, | = hy(iKey). If the entry [ is empty
and not used, we set key; = iKey and val; = 1. The
packet finishes the measurement and exits the pipeline. If key;
matches 1K ey, the value of val; is increased by one and the
packet also exits the pipeline. If i Key does not match key;,
(cKey,cVal) « (keyy,val;) and (key;,val;) < (iKey,1).
The packet carries the metadata and goes to the next stage.

The rest of the stages keep heavy flows in the pipeline and
push out small flows. Upon the arrival of a packet, the stage ¢
hashes on c¢Key and gets flow entry [, where | = h;(cKey).
If the flow entry [ is empty or key; = cKey, the entry is
updated as in the first stage and the packet exits the pipeline.
If, however, the key; does not match cKey, cVal is compared
with val;. Whichever key with larger value will be kept in
the hash table, and the smaller one is saved in the metadata
and moved to the next stage. In the end the flow with the
smallest val is washed out of HashPipe. The detailed algorithm
is included in the Section 3.4 in [16].

A. Accuracy analysis of HashPipe

Flow entry wastage, traffic arrival pattern, and duplicates
negatively affect HashPipe’s accuracy. Consider a N flow-
entry, K stage HashPipe pipeline. We define heavy flows
to be the flows ranked in the top N based on their packet
counts during a pre-defined time window. The rest of flows
are called light flows. Ideally HashPipe should be able to
capture all heavy flows, with one flow entry for one heavy
flow. However, since flows are hashed randomly to flow
entries, some flow entries may not “see” any heavy flows,
and are thus wasted. We denote such behavior as flow entry
wastage. Also, flow entries can be occupied by light flows
instead of heavy flows. A light flow can overtake competing
heavy flows with favorable traffic arrival pattern, as shown
later in this section. Finally, a heavy flow may be hosted at
multiple flow entries at different stages. Such duplicates also
negatively affect HashPipe’s accuracy. The simulation study
in [16] shows that duplicates account for from 5% to 15%
towards inaccuracy. In this section we focus on the effects of
flow entry wastage and traffic arrival pattern.

o Effect of flow entry wastage. Below we derive a model
that estimates S, the average number of wasted flow entries.
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Fig. 1: HashPipe hash collision error analysis.

In the derivation, we ignores the duplicates effect and traffic
arrival pattern effect. We also assume that the first HashPipe
stage behaves the same as the later stages. These assumptions
favor HashPipe and the analysis offers a lower bound of S.

Given N flow entries and K stages, the average number
of flow entries per stage is N/K. Denote by s; the average
number of wasted entries at stage ¢, and by n; the average
number of incoming heavy flows that are looking to be hosted
at stage 7. We have n; = N, and

ng =mnj—1 — N/K +s;_1 (D

fori =2,..., K. Stage (i—1) has N/K entries with s, being
wasted. Hence the average number of heavy flows captured at
stage (¢ — 1) is N/K — s;_1. The number of incoming heavy
flows at stage 4 is thus n;—1 — N/K + s;_1.

We next derive the formula for s;. Consider a heavy flow
that is randomly hashed to a flow entry at stage i. The
probability that a flow entry is not chosen by this heavy flow
is 1— ﬁ The probability that a flow entry is not chosen
by any n; heavy flows is (1 — K/N)™. Hence the average
number of wasted entries at stage ¢ is:

s = (N/K) - (1— K/N)™ @)

fori =1,2,..., K. Starting with n; = N, ({s;},{n;}) can be
computed iteratively using Eqn.(1) and (2).

Denote by C' the average number of captured heavy flows
by HashPipe, ie., C = N — Zfil s;. Figure 1 depicts
the average number of captured heavy flows with varying
number of total flow entries, The number of stages is set
to be six, shown to be optimal in [16]. Varying the number
of stages does not change our conclusions. We also conduct
the simulations to verify the analytic model. We use a two-
second CAIDA trace [4] with one million packets and over
100k flows to drive the simulation. Five-tuple {srcIP,
dstIP, srcPORT, dstPORT, Protocol} is used as
the flow id through out the paper. The simulation results
are consistent with the analysis. The HashPipe’s measurement
pipeline wastes no more than 8% of the flow entries. Using
the same trace with 1,000 flow entries, HashPipe only captures
about 484 heavy flows, or 48% of top 1,000 heavy-flows.
This raises the question if traffic arrival pattern plays a more
important role than flow entry wastage and duplicates.

o Effect of traffic arrival pattern. We next examine the
impact of traffic arrival pattern to the HashPipe accuracy.
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Fig. 2: Effect of traffic arrival pattern to the HashPipe accuracy.

To observe the traffic arrival pattern, the two-second trace is
divided into 20 segments (0.1 second per segment). Fig. 2a
plots the number of packet arrvials per segment for the top
five heavy flows missed by HashPipe. The flows are ranked
from one to five in the decreasing order of their packet counts,
which is included in the parenthesis. Furthermore, Fig. 2b
depicts the flows that occupy the flow entries that Flow 1
is hashed to at five pipeline statges (we ignore HashPipe’s
first stage since it is used for staging the measurement).
Flow 1, with the packet count of 4,179, is a much heavier
flow than any of the five flows hosted in HashPipe. Flow 1,
however, does not arrive until 4th segment, when the other
flows already have established a healthy packet count in the
pipeline. Flow 1 fails to accumulate a big packet count in
the initial stage of HashPipe and loses the competition with
smaller flows. We also examine other heavy flows that are not
captured by the HashPipe. The results show that the majority
of the missed heavy flows are caused by the traffic arrival
pattern instead of flow entry wastage and duplicates. It has
long been observed that the network traffic is very bursty due
to underlying protocol such as TCP, and packet burst varies
dramatically at small time scale. A large packet count is not a
robust indicator that a flow is heavy. The design of HashPipe
favors flows with early burst packet arrival, not necessarily
heavy flows.

III. DESIGN OF ACCUPIPE

In this section, we introduce AccuPipe (Accurate HashPipe)
to accurately captures heavy flows. Unlike HashPipe where
packet count is used to predict the heavy flows, AccuPipe
uses the measurement pipeline as a cache to opportunistically
captures ongoing heavy flows. When an ongoing flow is
deemed not heavy anymore, its packet count is evicted from
the measurement pipeline and reported to the server. The
emptied flow entry continues to capture next heavy flow burst.
At the end of a measurement window, the server aggregates
collected packet counts and obtains top heavy flows.

In Caching technology, contents are stored in temporary
storage, so-called cache, to reduce the service delay or the
workload on servers [13]. To maximize the caching hit ratio,
various cache replacement strategies have been developed,
e.g., recency-based strategies (e.g. LRU), frequency-based
strategies (e.g. LFU), function-based strategies, randomized

strategies, etc. AccuPipe use the measurement pipeline as
a cache to capture the heavy flow packet burst. A set of
flows being hashed to the same flow entry compete for its
occupancy; replacement strategies are designed to store heavy
flows with frequent packet arrivals. Hence frequency-based
caching strategies are most suitable for our design. Below we
describe several replacement strategies used in AccuPipe.

eAging based strategy: An age field is added to flow
entries. Upon the arrival of a packet, if iKey matches flow
entry key, the packet count is increased by one and the age
field is reset to be zero, regardless of the current value. The
packet then exits the pipeline. If the packet iKey does not
match flow entry’s key, the age field is increased by one. The
age is then compared to a pre-set threshold a. If the age is
less than «, the packet continues to traverse the pipeline. On
the other hand, if the age is greater than alpha, the current
flow in the flow entry is deemed to be infrequent and evicted.
Its packet count is reported to the server. The newly arrived
packet is cached into the flow entry and exits the pipeline.

eFrequency based strategy: Frequency based strategy was
first proposed in [18]. In frequency based strategy, a new field
called total_packet_count is added to each flow entry. The
total_packet_count is initialized to be zero, and increased by
one whenever a packet is hashed to this flow entry. The ratio of
total_packet_count / packet_count is computed and compared
to the preset threshold A. The rest of the process is the same
as in the Aging based strategy.

eSegment based strategy: In segment based strategy,
AccuPipe works the same as HashPipe. The measurement
time window is divided into equal size small measurement
sub-windows, or segment. At the end of each segment, the
measurement results in the pipeline are reported to the server.
The pipeline is re-initialized and continues the measurement
for the next segment.

eHybrid strategy: Hybrid strategy is a combined scheme of
aging based strategy and frequency based scheme. If the packet
count is less than or equal to the pre-set threshold 3, frequency
based strategy is applied. If the packet count surpasses 3, the
aging based strategy is applied. As shown in Section IV, hybrid
strategy offers best performance.

IV. EVALUATIONS

In this section, we evaluate AccuPipe with different caching
strategies. The measurement pipeline consists of six stages
and 1,000 flow entries. The pcap trace is from [4] and is
pre-processed to extract ten 5-second traces based on packet
time-stamp information. Each 5-second trace contains more
than 2.5 million packets and over 200K flows. The results
presented here are the average over ten traces. Two metrics
are examined: accuracy, the number of heavy flows that are
correctly identified, and reporting overhead, the amount of
reports that are sent to the server. Note that heavy flows are
the flows being ranked in the top 1,000.

e Performance comparison of Aging, Frequency, and
Segmented AccuPipe. The aging threshold, frequency thresh-
old, and number of segments are varied in evaluating the
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Fig. 3: Performance comparison of Aging, Frequency, and
Segmented AccuPipe. Each dot represents the average results
over ten traces for one experiment setting. The aging thresh-
olds («) from the right to the left are 8, 16, 32, 48, 64, 80,
96, 128, and 144. The frequency thresholds () from the right
to the left are 2, 4, 8, 16, 32, and 64. In Segmented AccuPipe
experiments, the number of segments are 20, 25, 50, and 75,
respectively from the left to the right.

accuracy and the reporting overhead of Aging AccuPipe, Fre-
quency AccuPipe, and Segmented AccuPipe. Fig. 3 depicts the
reporting overhead vs. accuracy with different thresholds and
number of segments, where accuracy represents the number of
heavy flows that are correctly identified. As expected, smaller
aging and frequency thresholds offer higher accuracy than
larger ones as AccuPipe captures smaller traffic bursts and
report more frequently. Aging scheme can capture more than
850 heavy flows accurately as long as the aging threshold is
smaller than 64, while Frequency scheme can do so if the
frequency threshold is no greater than eight. The reporting
overhead for Aging and Frequency AccuPipe are 60.1k and
87.9k reports, respectively, which favors aging scheme.

However, as the threshold decreases, frequency based
scheme starts to outperform aging scheme. At the frequency
threshold of 32, the accuracy percentage, the percentage of
heavy flows that are correctly identified, reaches 79.3% with
only 7.1k reports in Frequency AccuPipe; the similar accuracy
percentage (79.5% with the aging threshold of 96) requires
60.1k reports in Aging AccuPipe. In general, aging based
scheme performs well in high accuracy percentage (> 85%)
region while frequency scheme performs better in medium
accuracy region, as shown in Fig. 3.

In Segmented AccuPipe, the packet counts in the pipeline
are reported to the switch controller at the end of each seg-
ment, and the measurement is restarted for the next segment.
We assume that each flow entry requires one report. In general,
using more segments in Segmented AccuPipe leads to higher
accuracy since the measurement is able to keep track of traffic
pattern at the finer time scale. In terms of reporting overhead,
Segmented AccuPipe incurs more overheand than Frequency
AccuPipe to achieve the same accuracy. Compared to Aging
AccuPipe, Segmented AccuPipe incurs more overhead when
the accuracy is greater than 800 heavy flows. It, however, starts
to outperforms Aging AccuPipe as the accuracy decreases to
be smaller than 800 heavy flows. Note that the packet counts
in Segmented AccuPipe are periodically reported. Hence these
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Fig. 4: Performance of Hybrid AccuPipe. The value of « is set
at 32 for all cases. The value of § is shown in the figure. The
value of \ are set at 32, 64, 96, and 128 from the right to the
left. We retain the results of Aging and Frequency AccuPipe
for the purpose of comparison.

reports form a batch and can potentially be compressed.
Compression can drastically reduce the reporting overhead and
make Segmented scheme desirable.

e Performance of Hybrid AccuPipe. Compared to Fre-
quency AccuPipe, Aging AccuPipe is more accurate and
requires less reporting overhead in high accuracy region (ac-
curacy percentage > 85%). Frequency AccuPipe, however, is
able to bring down the reporting overhead without significantly
sacrificing the accuracy in lower accuracy region. Hybrid
AccuPipe strives to combines Aging scheme’s accuracy with
Frequency scheme’s reporting efficiency. In the Frequency
AccuPipe with the threshold of A, a flow with the burst arrival
of n packets at the beginning can occupy the flow entry for the
period of \-n packet arrivals hashed to the same flow entry. A
large value of A could casues the overstay of unheavy flows.
In contrast, Aging AccuPipe always examines the most recent
a packets. If no packet belonging to the flow entry key arrives
during the most recent o packet arrivals, the packet count in
the flow entry will be evicted.

To avoid the overstay of a unheavy flows in Frequency
AccuPipe, a new threshold f is introduced in Hybrid Accu-
Pipe. Hybrid AccuPipe has three parameters, o, (3, and .
When a flow entry’s packet count is less than 3, AccuPipe
employs Frequency scheme. Otherwise AccuPipe employs
Aging scheme. Fig. 4 depicts the accuracy vs. overhead of
Hybrid AccuPipe with different values of 5. Hybrid AccuPipe
consistently outperforms Aging and Frequency AccuPipe. For
instance, when 8 = 64, Hybrid AccuPipe achieves 87.3%
accuracy percentage with 22.9k reports.

V. CONCLUSIONS

In this paper, we study the accuracy issue of the real-
time heavy flow detection using programmable switch. We
investigate two factors that contribute to the measurement
inaccuracy, and identify traffic arrival pattern is the main
contributor to the inaccuracy in the existing scheme. We
propose AccuPipe that employs caching techniques to capture
short-term traffic bursts. The simulation results show that the
AccuPipe improves the heavy flow detection rate by over 70%
over the existing scheme.
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