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Abstract—Network softwarization is a transformation trend
for networks to converge in programmable service platforms
able to host different requirements from multiple tenants. The
concept of network slicing plays a key role in this trend. It
offers isolated logical networks to different tenants over the
same underlying infrastructure. Network slices hosting mission-
critical services require fast reactions to changes in environment,
adapting their capacity as needed to avoid service disruption and
performance degradation. This represents a key challenge for
the management plane, traditionally under the direct operation
of human administrators, unable to provide a nimble enough
response rate. To support tenants in driving lifecycle management
operations over their network slices in a timely manner, data-
driven, closed-loop mechanisms must be designed. In this paper
we introduce a solution that takes advantage of events occurring
outside the boundaries of a tenant-managed network slice to
guide those adaptations. We finally demonstrate the feasibility of
the proposal and describe an experimentation scenario to exploit
such results.

I. INTRODUCTION

Network slicing is a cutting-edge technology whereby a sin-
gle physical network infrastructure is partitioned into a number
of segregated logical network instances, each optimized to
satisfy the particular service requirements of a given tenant
(e.g. industry vertical) or application [1], [2]. The optimization
of these Network Slice Instances (NSIs) brings management
and control challenges, since resources from the underlying
network infrastructure must be abstracted and delivered in such
a manner that (i) each NSI is provided with enough resources
to satisfy its performance needs, and (ii) all NSIs can run on
top of the same infrastructure with isolation guarantees [3].

The time-varying traffic loads that need to be accommodated
by NSIs translate into constant modifications in the capacity
of these NSIs. This makes traditional resource provisioning
operations to be much more dynamic, leading to an increase
in Operational Expenditure (OPEX) that could compromise
the cost-effectiveness of network slicing technology. Although
the use of Software Defined Networking (SDN) and Network
Functions Virtualization (NFV) [4] provides some means of
automation to cope with such a dynamicity, today’s SDN/NFV
solutions still require too much supervision of human admin-
istrators, with time scales that are significantly far from what
is expected in some slicing scenarios, especially those involv-
ing mission-critical NSIs. This type of NSIs have dedicated
resources and are usually delivered in the form of Network

Slice as a Service (NSaaS) to tenants that wants to keep a lot
of control over them (e.g. government, military, public safety).

Mission-critical NSIs require closed-loop resource opti-
mization algorithms to cope with the fast reactions they
demand, but few algorithms are well suited for them [5].
The Autonomic Resource Control Architecture (ARCA) [6]
aims at dynamically modifying the capacity of any mission-
critical NSI in response to changing situations in an agile and
automated manner. ARCA does reason from both performance
measurements collected from the NSI and events notified by
external detectors [7]. External event notifications might be
earthquake or terrorism alerts.

In this paper we present ARCA as the management system
of a given tenant in NSaaS scenarios, achieving the elastic
adaptation of mission-critical NSI in a timely and automated
manner. We also discuss how ARCA decisions are improved
by incorporating the intelligent reasoning following Case
Based Reasoning (CBR). Such decisions rely on CPU load,
network bandwidth, and external events, as they are the major
determinants for the amount of resources required by the
network. This allows the formulation of cases from the obser-
vations received by ARCA, in the form of in-NSI performance
metrics and external event notifications. We formalize external
events as causes and the ulterior performance measurements
derived from them as effects.

The remainder of this paper is organized as follows. First,
we contextualize the present work by introducing NSaaS
implications and the ARCA framework in Section II. Then,
in Section III we describe the proposed decision algorithm
and in Section IV we evaluate it to justify our claims. Finally,
in Section V we conclude the paper.

II. BACKGROUND

In this section we contextualize ARCA, introduce a system
architecture for delivering NSI on demand by the management
and orchestration of network slices (NS-MANO), and discuss
the related work.

A. Autonomic Resource Control Architecture (ARCA)

As stated in the introduction, ARCA has been designed
with the ability to manage NSIs [6], [7], especially mission-
critical NSIs. It allows optimizing the capacity of any NSI, and
modifying the amount of resources assigned to its constituent
VNF instances in response or anticipation to different stimuli.978-1-7281-4973-8/20/$31.00 c⃝ 2020 IEEE



ARCA correlated performance measurements and external
events, such as an earthquake or the detection of a heavy
rainfall [8], to the damages it can make to the NSI.

ARCA workflow follows the MAPE-K closed control loop
defined by the Autonomic Computing (AC) paradigm [9], as
well as the MANA and ETSI-AFI reference models [10]. Thus,
it includes the four main elements and activities defined by
AC: the collector, the analyzer, the decider, and the enforcer.
The collector is responsible of gathering and formatting the
heterogeneous observations that will be used in the control
cycle. Then, the analyzer finds the current load of the resources
allocated to the managed system (i.e. the NSI), the rate
of packet drops, and the occurrence of an event that can
affect its normal operation. The outputs from the analyzer are
therefore the summarized load, drops, and event. The decider
determines the necessary actions to adjust the resources to
the present or near future load of the managed system and,
finally, the enforcer is in charge of requesting the underlying
and overlying infrastructure to make the necessary changes
to enforce decided actions. In this article, where NSaaS is
assumed, ARCA takes the role of tenant management system.

B. System Architecture for NS-MANO

NS-MANO consists of those activities that guarantee the
expected behavior and isolation of deployed NSIs, from their
commissioning to their decommissioning [11]. These activities
can be executed at:

• Different network domains, including Radio Access Net-
work (RAN), Core Network (CN) and Transport Net-
work (TN) domains. These domains require separate
management, since they have different requirements in
terms of functionality, capacity and scalability.

• Different layers, including application and resource lay-
ers. Application layer deals with the semantics and pa-
rameter settings of the NFs taking part in the NSI, while
resource layer focuses on the deployment of these NFs.

As depicted in Figure 1, the system architecture for NS-
MANO has NSIs running on top of a shared network infras-
tructure driven by upper-layer management functions. These
management functions can be arranged into different domains,
which vary depending on the considered scenario. In this work
we assume NSIs are deployed in a 3GPP mobile network with
up to five management domains: E2E, RAN CN, TN and Virtu-
alization Management Domains, including the 3GPP Network
Slice Management Function (NSMF) [11], and providing both
vertical and horizontal deployments.

C. NSaaS

NSaaS is a service delivery model whereby a network slice
provider delivers an NSI to a given tenant (e.g. industry verti-
cal) upon request, allowing him to operate the NSI according
to his specific needs. From a management perspective, NSaaS
means that the provider management system deploys the NSI
and makes it available to the tenant management system,
allowing this external management system to trigger lifecycle
management operations over that NSI in a timely manner.

Figure 1. A system architecture for NS-MANO.

Thus, the tenant management system must be securely exposed
by the management capabilities from the provider system in
order to properly enable NSaaS.

Service exposure in network slicing scenarios raises impor-
tant implications, particularly considering that different tenants
could want to keep different levels of management and control
over their provided NSIs. This fact makes necessary to define
different levels of exposure. In this regard, some approaches
have been proposed so far to address this problem [12].

D. Related Work

Current solutions for automated control and management
rely on the estimation of requirements to determine the amount
of resources or number of network element instances that
would be assigned to the controlled virtual network system.
They estimate the requirements by analyzing some perfor-
mance metrics obtained from the resources already assigned
to the controlled system (e.g. their CPU load) [5]. Then,
they match the estimated requirements to the needed resource
amount and adjust the controlled system accordingly. The most
usual objective of these operations is to reduce the amount of
resources to be assigned to the controlled system as a function
of some performance metric, such as the CPU load itself.

The analysis function can be as simple as a mapping
from certain level of requirement and certain amount of
resources [13], or a more complex calculation such as a
mathematical induction [14] or even the result from some
machine learning operation [15]. The objective in all of them is
to minimize the amount of resources assigned to the controlled
system but, even when using some ML method, they only
consider the performance metrics to determine the amount of
resources to be enforced to the system [16].

As discussed throughout this paper, relying management
operations just on performance metrics ends in inefficient
allocations, which are especially delicate in network slicing
environments. Therefore, decision mechanisms need to be



empowered with better AI mechanisms and rely on more
parameters, such as external events.

III. APPLICATION OF CASE BASED REASONING TO
NETWORK SLICING AS A SERVICE

In this section we describe how to enhance ARCA operation
by applying Case Based Reasoning (CBR), adapting the jCOL-
IBRI2 [17] framework. Current ARCA decision operation
already exploits AI methods to find the resources required
by the NSI under its management. By following the CBR
methodology, ARCA decision operations will be strengthen by
exploiting the powerful reasoning abilities provided by CBR.

The CBR methodology is quite old but it is overlooked
by current network management solutions and latest research
work, especially considering the potentially new applications
to virtual networks and network slicing. However, CBR can
benefit to this kind of management, especially in the context
of NSaaS, as we discuss throughout this paper.

While most of current management solutions work only on
internal alarms bound to the managed system, we propose
to build the CBR from external events (causes/conditions),
performance measurements (effects/telemetry), and counter-
measures (actions). In this sense, telemetry is processed by
a threshold-based rules mechanism to provide allocations for
new situations and assess the decisions taken by the CBR.
On the one hand, telemetry is obtained from the controller
of the underlying platform (e.g. OpenStack). On the other
hand, external events are provided by external detectors (e.g.
seismometers and weather stations) and are then uniformed
by using a common ontology provided by ARCA. The main
caveat is how to formulate cases so that their distance can be
measurable, which is the major technical contribution of the
paper, as shown in the algorithm discussed below.

Particularly, the integration of the CBR methodology en-
ables ARCA to exploit the knowledge acquired from resolving
past undesired and/or failure situations. While resolving such
situations, ARCA records the problems found in the NSI and
the actions (countermeasures) required to resolve them. Those
actions are then requested to the provider management system
for their enforcement. Subsequently, if similar situations are
detected, ARCA is able to avoid the effects by anticipating
actions to correct the undesired situations.

In summary, the key objectives for the incorporation of CBR
to ARCA operation are as follows:

• Detect potential, trivial, and/or frequent failures from
assessing the working environment and context of the
managed network slice.

• Anticipate, as much as possible, as many actions as
possible to avoid disruption of the managed network slice.

• Learn from previous hits and failures, reinforcing ”be-
lieves” of most important and correcting wrong as-
sumptions, applying fuzzy logic and fuzzy reasoning to
recorded cases.

To achieve such objectives and thus maximize the benefits
of CBR, we first define how cases will be formulated from the
external events and performance measurements. As introduced

above, while performance measurements are required by all
management solutions, especially those that implement some
automation, the external event notifications are required mainly
for reasoning and deriving the resources required by the NSI.
Thus, both sources of information form the basement of the
autonomic management solution described in this paper.

During the formulation of cases, the external events that
have occurred at some moment of time are linked with
performance measurements obtained in later moments. For this
property to be useful for the CBR, the cases must be mapped
to an euclidean space and then ensure their distance is subject
to the following properties:

• Cases formed from similar external events are close to
each other, so their euclidean distance is minimized.

• Cases that include similar performance measurements and
similar external events are close to each other, so their
euclidean distance is minimized.

• Cases with similar performance measurements but differ-
ent external events are far away to each other, so their
euclidean distance is maximized.

In order to ensure those properties, in this paper we present
an algorithm (see Algorithm 1) to formulate the cases by
linking external events and ulterior performance measurements
before cases are actually formulated. Before going into detail
on the algorithm, in the next subsection we formalize the
problem, objectives, and constraints to the algorithm.

A. Problem Statement

As discussed throughout this paper, to apply the benefits
of CBR to the context of NSaaS, ARCA must be able to
sense the environment of the NSI and then formulate the
required cases to represent the situations ARCA is able to
detect. Case formulation becomes a key operation of the whole
CBR process, so this paper is focused on the problem of
defining a method for case formulation that accomplishes the
requirements mentioned above. Thus, the proper extraction
of knowledge from previous cases (causes, effects, situations,
actions) depends on case formulation and the application of
obtained wisdom to resolve potential cases found in ulterior
moments, even before they actually affect the NSI (anticipa-
tion). Therefore, the problem relies on:

• T : Set of all time instants.
• Eq: Set of event notifications for t <= q; t, q ∈ T .
• Mq: Set of perf. measurements for t <= q; t, q ∈ T .
Although the function works dynamically for each time

tick (t ∈ T ), we specify the operation (case formulation) by
considering all time ticks together (in T ). Moreover, we need
to properly identify the set of external events (Eq) and the set
of performance measurements (Mq) obtained before certain
moment of time.

From those simple definitions we can state the problem
as obtaining the association of performance measurements on
time t = i + δ to events from time t = i. This will form the
premise of a case, in which the external events are the cause
and the measurements are the effect. For resolving this problem



we provide Eq and Mq as input and we get all associations
of events and measurements (target output) as follows:

{ei,mi+δ} ∀ei ∈ Eq

: mi+δ ⊂Mq; i, δ ∈ T ; i+ δ <= q
(1)

While building the set of associations, the method is able
to match a huge amount of measurements and events. From
all of them and their potential associations, we are interested
in those that are more representative of interesting situations
of the NSI, which will be the best candidates for being
chosen as representative cases for the CBR. Therefore, the case
formulation method must enforce the following objectives:

min |ek,mk+δ − el,ml+δ| ∀k, l ∈ T

: |ek − el| < ϵ
(2)

min |ek,mk+δ − el,ml+δ| ∀k, l ∈ T

: |ek − el| < ϵ, |mk+δ −ml+δ| < ϵ
(3)

max |ek,mk+δ − el,ml+δ| ∀k, l ∈ T

: |ek − el| >> 0, |mk+δ −ml+δ| < ϵ
(4)

The first objective is specified in Equation 2. It aims to
minimize the distance of associations between events and
measurements related to similar (close) events. This mini-
mization is separated from the next one to clearly ensure that
similar events will form similar cases, as it is desirable for the
proper application of the CBR. Moreover, in Equation 3 we
enforce the minimization of the distance among cases that have
similar events and similar measurements. This is a trivial and
straightforward objective but it must be enforced as disparate
measurements can conduce to wrong case formulations.

Although the first two objectives are overlapped, they must
be considered separately as there can be cases that match with
only one of them not the other. Finally, in Equation 4 we set
the objective of maximizing the distance among cases that
have close measurements but distant events. This objective
is important to facilitate the ulterior extraction of knowledge
because it ensures that similar cases are somewhat grouped
in the vector space and different cases are somewhat distant.
We do not specify any objective for other relations since these
objectives are enough for a rich extraction of knowledge.

From all possible combinations of events and measurements
we are interested in those that have actual meaning for the
managed NSI. Thus the formulation method must choose those
associations of events and measurements that accomplish the
following constraints:

∀ei ⊂ E∃mi+δ ⊂M ; i, δ ∈ T ; δ >= 0

: f(ei) = mi+δ

(5)

∀mj ⊂M∃ej−δ ⊂ E; j, δ ∈ T ; δ >= 0

: f ′(mj) = ej−δ

(6)

Algorithm 1 Case formulation procedure.
1: procedure FORMULATEALLCASES(e : opera-

tion environment)
2: eset,mset← GETDATA
3: kv ← []
4: for all t ∈ T do
5: esel← [e : e ∈ eset, e.t = t]
6: msel← [m : m ∈ mset,m.t = t+ δ]
7: kvn← {e = esel,m = msel}
8: for all kvi ∈ kv do
9: if VSDST(kvn.e, kvi.e) < ϵ then

10: kvi.m← kvi.m+ kvn.m
11: kvi.e← kvi.e+ kvn.e
12: else if VSDST(kvn.m, kvi.m) < ϵ then
13: kvn.e← kvn.e− kvi.e
14: end if
15: end for
16: kv ← kv ∪ [kvn]
17: end for
18: end procedure

We use y = f(x) to represent that y is linked to x (but not
the contrary) and x = f ′(y) to represent that x is linked to y
(inverse relation). The constraints ensure that each set of events
from time i can be linked to an ulterior set of measurements
in time i+ δ and that each set of measurements from time j
can be back-traced to (and somehow derived from) a set of
events occurred on time j − δ. With these constraints and the
equations introduced above the problem of case formulation
is fully specified.

B. Algorithm

In this section we describe the procedure that allows re-
solving the problem described in above. This procedure takes
the input data, namely the external events and performance
measurements, and builds all cases, namely the associations
between events (causes) and measurements (effects).

The procedure is formalized in Algorithm 1. It first gets the
input data, which are the sets eset (= Eq) and mset (= Mq),
and defines the output vector kv as an empty set. Then, the
procedure goes through every time moment t ∈ T and selects
the events found at it and the measurements found in ulterior
time t + δ, as we specified in the objective equations above.
The resulting vectors from such selections are used to build a
new association kvn.

With the new vector kvn, the procedure loops throughout
the previous vectors existing in kv and checks the vector-space
distance (e.g. euclidean) of their events and measurements with
those from the new one. If the events are close, the vector
of measurements of the entry found in the set of previous
vectors is completed with the measurements from the new
vector (kvn.m). With this we ensure that the resulting vector
meets the objective of Equation 2, since both events and
measurements will be similar, meaning they are close in the
euclidean space. At the same time, the vector of events of



Figure 2. Evaluation topology: NSI and control/management elements.

the entry found in kv is completed with the events from the
new association (kvn.e). With this we ensure that objective of
Equation 3 is met.

If the set of events of the new item is not close to the set
of the existing item but the set of measurements is, the events
from the set of events of the existing item (kvi.e) are removed
from the set of events of the new item (kvn.e). Finally, after all
existing items in kv are processed, the remaining item (kvn)
is added to kv. This represents how a new entry is added to
the knowledge vector.

Although the formalization of the procedure assumes T has
all moments of time, since it is built following the dynamic
programming principle, it is also valid for incomplete T sets.
The incomplete T sets are those including all moments of
time from t0 and the moment of time when the procedure is
executed. Note that the output is idempotent and, furthermore,
it can also continue working for new moments of time t newly
incorporated in T as well as the events and measurements
associated to them.

IV. EVALUATION AND RESULTS

In this section we describe an environment we use to
evaluate the applicability of ARCA to NSaaS as well as some
preliminary results of the execution of ARCA with the CBR.

A. Validation of the CBR

For the validation of the CBR we first build a simulation
scenario based on the straight implementation of the proposed
algorithm onto an ARCA instance. For the simulation, which is
built with SimPy [18], we set some boundaries for the amount
of resources assigned to an NSI (minimum and maximum)
and initialize the case database to the vector ((0, 0, 0), 1),
which means that for an event 0, having load 0 and drops
0, the amount of resources is set to 1. The cases used in
the evaluation are formed by humans (network administrators)
from a data-set generated from real network measurements.

The simulation is executed using the topology depicted in
Figure 2 for a dataset we generate following the daily patterns
from a real environment. Apart from ARCA/CBR, we also

run the THR algorithm, which is based on the widespread
threshold-based rules control algorithm. We set the lower
and upper thresholds to 25% and 75%, respectively. We then
retrieve the necessary measurements to evaluate and compare
the performance of both solutions.

First we measure the amount of servers that are allocated
to the NSI over the optimum, which is directly derived from
the amount of users served by the NSI and the portion of
server that is required by each user, as well the amount of
servers that is currently assigned to the NSI. Second, we
measure the amount of requests that each solution sends to the
infrastructure for each moment of time. Third, we measure the
packets discarded (dropped) by the servers for each moment
of time.

With all those measurements we not just demonstrate that
the behavior of our proposal, CBR, is better than the behavior
of THR, as we already did in previous work, but also demon-
strates the relevance of matching the event notifications sent by
external detectors with previous experience (stored cases) to
improve the responsiveness of the system while optimizing the
number of servers assigned to it. We summarize the measured
data in Figure 3. It shows how THR clearly behaves behind
CBR in terms of over-allocation, an average of 3 servers
allocated by CBR against 6 servers allocated by THR for more
than 90% of the time, even having a difference of 1 request
in favor of CBR for more than 92% of the time. Finally we
see that CBR keeps the drop rate below 100 for almost all the
time, while THR doubles that quantity.

V. CONCLUSIONS AND FUTURE WORK

In this paper we have presented an algorithm that allows
a tenant to optimize the capacity of an NSI in time-varying
scenarios. This algorithm determines what scaling in/out VNF
operations are needed within the NSI, in response to the perfor-
mance measurements collected from the underlying network
as well as events reported by external detectors. The execution
of this algorithm in the tenant management system is one of
the great benefits that NSaaS model brings, since it discharges
the provider management system of the responsibility of taking
scaling related decisions of each NSI, leaving them up to
the corresponding tenant. This approach not only reduces the
OPEX, but also allows provider management system to focus
on other issues (i.e., cross-NSIs decisions).

We have incorporated the above algorithm to ARCA [6],
[7], and evaluated it on an environment where the tenant users
accessing the NSI exhibit different behaviors, as reflected in
the different traffic patterns provided by the datasets used
for the evaluation. We demonstrate our claims by showing
the reduction of the resulting allocation in a network slicing
scenario whose load follows a typical daily pattern, what has
higher impact considering the self-assessment qualities of the
presented algorithm. Moreover, we quantified the benefit of
using the information provided by external event detectors.
With all of it, we obtained 50 % improvement in the total
amount of packets dropped during the execution of the evalu-
ation scenario.



Figure 3. Results obtained from the evaluation.

Finally, in future work we will keep improving the decision
mechanism in order to further reduce the computation time
of ARCA, and we will evaluate the performance of the
experimentation scenario described at the end of this paper,
where ARCA interacts with OSM.
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