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Abstract—Although many distributed denial of service (DDoS)
attacks detection algorithms have been proposed and even some
of them have claimed high detection accuracy, DDoS attacks are
still a major problem for network security. The latent and inher-
ent problems of these detection algorithms are 1) Requirement of
both normal and attack data for building detection models, and
2) Almost inability to detect novel and unknown DDoS attacks.
To conquer the problems, this paper proposes an AutoEncoder
based DDoS attacks Detection Framework (AE-D3F), which only
uses normal traffic to build the detection model and is able to
update itself automatically as time goes. Experimental results on
synthetic and public traffic show that our AE-D3F can not only
achieve 82.00% detection rate (DR) with 0 false positive rate
(FPR), better than classical anomaly detection approaches, but
also detect novel and unknown attacks.

Index Terms—Machine Learning, Anomaly Detection, Deep
Learning, DDoS.

I. INTRODUCTION

Distributed denial of service (DDoS) attacks have been an
intriguing and challenging problem against the industrial and
the academia since their first occurrence around the year 2000
[1], [2]. The goal of these attacks is to exhaust processing
and connectivity resources of the targets to prevent legitimate
users’ access to the services provided by the correspond-
ing company, thus causing partial or total unavailability and
revenue loss [3]], [4]. For example, according to Kaspersky
Lab research [5]], the financial impact of a DDoS attack is
continuing to rise globally - totaling over $120K for small
and medium-sized businesses (SMBs) and costing enterprises
over $2M, per attack on average. Hence it is necessary to
efficiently and effectively detect DDoS attacks in order to
reduce revenue loss caused by the attacks. In recent years,
more and more DDoS detection methods based on machine
learning are being proposed [6]—[9] due to the fact that great
achievements have been made by machine learning algorithms
in various areas such as network security, credit card fraud
detection, medical images diagnosis and so on [10]. And these
detection methods can be mainly divided into two categories:
supervised learning based detection methods and unsupervised
learning based detection methods.

Supervised learning based detection methods build detection
models based on both normal and attack data. Their objective

’* holds the same importance.
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is to optimize the decision boundary so that the detection
models can achieve low classification error on train set and
good generalization capability on test set. These methods
usually achieve expected high detection accuracy by being
provided well labeled and balanced datasets [[11]]-[13]]. How-
ever, it is very difficult, if not impossible, to collect and
label attack traffic data in practice because attack data for
training is very rare. Thus, supervised learning based methods
suffer from the train set imbalance issues, when building their
detection models. Some researchers try to augment train data
by including synthetic attack data or attack data from other net-
works [14]. However, traffic patterns in different networks may
vary significantly. The knowledge acquired from one network
cannot be simply applied to another network. Experiments in
Section show that training a supervised learning model
by including attack data from other networks or synthetic
attack data does not work. In addition, attacking manners
and patterns used by attackers are volatile [15]. Novel and
unknown attacks constantly occur. Unfortunately, supervised
learning based methods cannot guarantee their performance
on new attacks that did not appear in the train set. The above
limitations reveal that supervised learning based methods are
not suitable for the DDoS detection.

Unsupervised learning based detection methods build detec-
tion models solely based on normal data. This saves them from
the hassle of collecting and labeling attack data. The basic
idea of this type of detection methods is to separate anomalous
traffic from normal traffic by profiling normal traffic behaviors.
If a new sample deviates from normal traffic patterns, the
sample would be classified as an outlier or an anomaly.
Hawkins [16] defines an outlier as an observation that deviates
so significantly from other observations as to arouse suspicion
that it was generated by a different mechanism. By measuring
sample deviations, this type of method is able to detect new
and unknown DDoS attacks. It appears more promising to
utilize unsupervised learning based methods for DDoS attack
detection. However, to make this type of detection methods
work, two assumptions should hold true. (1) Normal data
follows similar behaviors or patterns, so that machine learning
models can be used to profile normal data behaviors; (2)
Anomalous data is separable from normal data from the
statistical point of view.

In this paper, we propose an AutoEncoder (AE) based
DDoS Detection Framework (AE-D3F). AE is one of classical



artificial neural networks (ANN) used to learn efficient data
representation in an unsupervised manner [17]. AE consists of
two components: encoder and decoder. The encoder encodes
input data to a latent low dimensional space, then the decoder
tries to recover or reconstruct the coding data back to the orig-
inal input data by minimizing the “distance” (error) between
the reconstructed data and input data. AE measures the sample
deviations on the basis of their reconstruction errors.

The main contributions of this paper are summarized as
follows:

1) By defining some key features (shown in Tab. to
represent traffic behaviors, we show that normal traffic patterns
are stable within a certain network. Thus, we can profile
normal traffic behaviors using an AE model.

2) Extensive experiments show that the reconstruction errors
of attack traffic is relatively larger than those of normal traffic.
This indicates that the proposed AE model is able to separate
attack traffic from normal traffic according to reconstruction
errors.

3) To design an effective and practical DDoS detection
framework, false positive rate (FPR), a key metric to measure
the proportion of normal data recognized as attack data, should
be kept below an acceptable limit. Meanwhile, to do real-
time attack detection, sample inferences should be fast enough.
Taking these two factors into account, we design a simple and
effective neural network for the proposed AE model.

Experimental results show that the proposed approach can
not only achieve 82.00% detection rate (DR) with O false
positive rate (FPR), better than other classical anomaly detec-
tion approaches (principal component analysis, isolation forest
and one class support vector machine), but also detect unseen
attacks on different test sets.

The remainder of this paper is organized as follows: Section
reviews the stated-of-art works in this field. Section
explains the proposed framework in detail. Section [[V|presents
experiment results based on different scenarios and analyzes
the results. Lastly, Section |V|concludes our work and outlines
future work.

II. RELATED WORK

This section focuses on the state-of-art works on DDoS
detection proposed in the latest years, and almost all of them
are based on machine learning algorithms. Chalapathy et al.
[18] present a structured and detailed overview of research
methods in deep learning-based anomaly detection. They also
outline open issues in research and challenges faced while
adopting deep anomaly detection techniques for real-world
problems. Even though a reasonable amount of work has gone
into detecting and defending against application layer DDoS,
they still remain a major threat because of the difficulty in
adopting the defenses.

Paffenroth et al. [19] use robust principal component anal-
ysis (RPCA) to detect anomalies. Experiments on DARPA
dataset show that the proposed method achieves low FPR
while maintaining reasonable true positive rates on individual

packets and further supports the hypothesis that the low dimen-
sional subspace computed by RPCA is more representative of
normal data. However, they use IP addresses and port numbers
as part of features, which could be spoofed in practice. Latah et
al. [20] propose a 5-level hybrid classification system based on
flow statistics in order to attain an improvement in the overall
accuracy of the detector. The results of experiments conducted
on NSL-KDD dataset show that the proposed approach sig-
nificantly enhanced the overall accuracy (84.29%). However,
the proposed approach is one of the supervised classification
approaches, i.e., it needs labeled data to build the detection
model.

Pratomo et al. [21] propose the use of the autoencoder
method for network intrusion detection. It does not need
labeled datasets with both legitimate and malicious traffic
for training purposes. Experiments show that the proposed
approach is able to detect 100% of low rate attack traffic with
an average false positive rate of 8.01%. Although the proposed
approach is able to detect 100% of attacks, an average false
positive rate of 8.01% is relatively high. Madani et al. [22]
study the viability of using deep AE in the detection of
anomalies in adaptive intrusion detection systems (IDSs), as
well as their overall robustness against adversarial poisoning.
Experimental results show that the proposed autoencoder
based IDS outperforms a generic PCA-based counterpart by
more than 15% in terms of detection accuracy. However, too
many features (e.g., 122 features) are used to train their model,
which will increase time complexity of the whole detection
system, especially for feature extraction. Chen et al. [23]
introduce AE ensembles for unsupervised outlier detection.
Experiments to compare their proposed approach with state-
of-the-art detectors are conducted on several benchmark data
sets. The results show that the proposed approach achieves
better detection accuracy than other detectors. However, their
proposed approach integrates multi-autoencoders to a single
model to detect anomaly samples, and hence, time complexity
of training and updating the detection model is very high.
Moreover, it will take more time to do the detection for each
incoming flow. Shone et al. [24] propose a deep learning clas-
sification mode, which uses stacked AE to do feature reduction
and Random Forest as a classifier. Experimental evaluations on
the benchmark KDD Cup 99 and NSL-KDD datasets show the
proposed approach offers up to 5% improvement in accuracy
and up to 98.81% reduction in training time. However, the
proposed approach is also one of the supervised classification
approaches, i.e., it needs labeled data to build the detection
model. Meidan et al. [25]] propose a neural network-based
anomaly detection method which extracts behavior snapshots
of the network and uses deep AE to detect anomalous network
traffic emanating from compromised Internet of Things (IoT)
devices. This work mainly focuses on IoT anomaly detection,
and it requires to use some expensive features, such as variance
and correlation coefficient, which cannot be easily extracted
from incoming packet stream.

As mentioned above, several AE-based detection models
have been proposed for anomaly detection. However, most of



them focus on using AE to learn better and sparse feature
representation, and then complement AE with other supervised
machine learning algorithms, such as random forest, to build
detection models. Essentially, these detection models treat
DDoS detection problems as supervised classification tasks,
and thus they cannot guarantee to get a good performance on
zero-day or unknown attacks even though they are claimed
to have high accuracy on attack data appears in train set.
In contrast, we design an effective and unsupervised DDoS
detection framework directly based on AE, which is easy to
implement (only five layers in the AE model) and solely needs
normal data to build the detection model. Moreover, our model
is able to detect unknown attacks.

III. METHODOLOGY

In this section, we present the AE-based DDoS detection
framework (AE-D3F) in detail. Our work is on per subflow
basis, and the proposed detection framework, shown in Fig. [I]
includes two components: feature extraction component (FEC)
and online detection component (ODC). FEC is responsible
for constantly and efficiently extracting all necessary traffic
features from raw packets (data plane development kit (DPDK)
[26] is used to speed up this process). ODC analyzes and iden-
tifies each anomaly sample on the basis of its reconstruction
error generated by the AE model (more details can be seen in
subsection [[1I-B).

A. Feature Extraction Component

FEC extracts all necessary features from raw packets to keep
track of traffic behaviors. Instead of analyzing network flows,
we extract features and analyze traffic behaviors of network
subflows to reduce the response time for DDoS attacks.

A flow represents a conversation between a client and a
server. In our design, a flow is divided into several subflows
according to a certain threshold, such as a fixed interval (e.g.,
10 ms) or the number of packets (e.g., 200), which can be
obtained by analyzing historical traffic. Thus, a subflow sample
we used can be represented as follows:

subflow; ;=< ts;, flow_id, features; > (1)

where, ts; is the start time of the ¢-th subflow of the cor-
responding flow, flow_id is a five-tuple, and features; are
extracted from the raw packets belonging to the i-th subflow.

1) Features: Many features have been introduced to repre-
sent traffic behaviors of a flow/subflow [27]]. However, to make
sure FEC processes feature extraction in time, some features
with high complexity, such as standard deviation, median, and
quantiles, are excluded in our work. Tablelists all features we
used in this paper, which are prtl, dura, pkts, bytes, pkts;.e,
itvl, ttl, numyg, iSnew, State, and statey,.. There are 27
feature, in which, 5 features are floating-point number and the
rest are an integer.

2) Feature Extraction: A flow table < key, value > is
designed to obtain the value of each feature in Table I, where
key is the five-tuple of each subflow, and value is the features
listed in Table [ Once the duration of a subflow reaches a

TABLE I: Features

Feature Type Num. Description
prtl 1 1 Protocol, TCP is 6 and UDP is 17.
dura F 1 Flow duration.
Total number of packets sent from the
pkts 1 2 client to the server (forwards) or vice
versa (backwards).
Total number of bytes sent from the
bytes 1 2 client to the server (forwards) or vice

versa (backwards).

Minimum and maximum packet size in
two directions

Minimum and maximum interval be-

pktsize I 4

itul F 4 tween two adjacent packets in two di-
rections.

ol 1 4 Miqimum and maximum ttl in two di-
rections.

The number of packets in the subflow
numyg I 6 with URG, ACK, PSH, RST, SYN and
FIN flag.
iSmew I 1 _Whet_her it is the first time the subflow

- is being recorded.
state 1 1 The current subflow state.
statepre 1 1 The previous subflow state.
Total 27

Type- I: Integer, F: Floating-Point Number

predetermined time interval A, (e.2., Ajz; = 108), a sample
represented by the features will be generated from the subflow
and fed into latter components. For instance, the value of
the feature (pkts) can be obtained according to the following
equation,

UM c4—s

ktsge—e = ——" (2)
P Aitvl
NUM e—s
pktsc—s = Aic 3)
itul

, in which, ¢ <~ s means a server sends packets to a client,
nume«s is the number of packets sent from the server to the
client in the time interval A;s,;.

More details of the feature extraction process can be seen
in Procedure [I]

B. Online Detection Component

ODC infers the samples (subflows) generated by Procedure
[[] and identifies them as normal samples or attack samples on
the basis of their reconstruction errors generated by the AE
model.

1) Autoencoder: Traditionally, autoencoder (AE) is used
for dimension reduction or feature learning [17]. However,
this paper uses it to profile normal traffic and detect anomaly
samples. Fig. 2] shows an example of the classical AE ar-
chitecture. The encoder part maps an input sample z € R?
(d-dimensional space) to a latent representation z € R? (¢-
dimensional space. In general, d > t) using nonlinear mapping
z = f(Waz+B), where f is an activation function (e.g., Relu),
W is the weights matrix, and B is the bias vector. The decoder
part reconstructs the input from the latent representation.
The output of AE, z’ € R?, is the “reconstructed” input,
2’ = ¢(W'z + B’), where ¢ is an activation function. By
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Fig. 1: DDoS detection framework.

Function extract_feature (packets, Az, = 10s) ¢

X= Queue()

while packet in packets do

key, value < packet # value will be accumulated
and updated.

# key: five-tuple.

# value: 27 features updated by flow table.

if key not in flow_table.keys() then
| flow_table[key] «+— value

end
else

if flow_table.interval > A;;,,; then
X+= flow_table[key] # add the sample

(made of the features) to Queue().

flow_table[key] < O
end

else
flow_table[key] <— value # update the
value of each feature.

end
end

end

return X
End Function

Procedure 1: Feature extraction from raw packets stream.

optimizing the parameters of AE (e.g., W, W' B, and B’),
the “error” between input x and reconstructed input z’ is
minimized, in which, the “error” is usually referred to as
“reconstruction error” (), which is given by:

RE(z,2") = ||2" — x| )

The training phase of AE is shown in Procedure [2]

2) Online Detection: The AE model is trained by using
latest historical normal samples. Once training is done, the
AE model can be used to detect anomaly samples. The
online detection algorithm is shown in Procedure [3] FEC

Input Layer Hidden Layer Output Layer
| | |
Latent Layer é
Encoder Decoder

X—I I_X
RE(X, X'

Fig. 2: Autoencoder architecture.

Function train_autoencoder (samples):

X < samples

AE _model < random values # Initialization.
batch_size <+ 32

epochs <— 100 # the training times.

while epochs > 0 do
batches < (X, batch_size)

davg = 0 # average reconstruction error.

for X_batch in batches do
Z + AE_model.encoder(X_batch)

X’_batch + AE_model.decoder(Z)
loss <~ RE(X’_batch, X_batch)
dqvg += mean(loss)

end

Oqvg — len(ﬁ% # len(batches) is the number
of batc

epochs =1

end
return AE_model, 04,4

End Function

Procedure 2: Autoencoder’s training phase



constantly extracts features from raw packets and generate
samples (subflows), then these samples are forwarded to the
AE model. The model outputs the reconstructed input value
X', and the reconstruction error § is calculated according to
Eq.(). Once the error § exceeds the preset threshold

A'r‘e =C* 5avg7 &)

where c is a constant and d4.4 is the average of reconstruction
error of normal samples when the model converges in the train-
ing phase. An alarm would be raised and the corresponding
flow would be classified as attack traffic. Packets belong to
this flow would be dropped.

Function detect_anomaly (samples, AE_model) :
A, < 1.0 # the threshold for RE, e.g., 1.0 = 7 *

0.15,¢c=17.
while z in samples do
'+ AE_model(z)
0 + RE(z',x)

if 6 < A,. then
| pass

else
alarm(”An attack happened”)

drop(packets;) # drop all packets that have
the same 5 tuple with x.

end

end
End Function

Procedure 3: Online detection phase.

IV. EVALUATION

In this section, we evaluate the proposed framework (AE-
D3F) and compare it with a classical supervised machine
learning approach: decision tree (DT), and three classical
anomaly detection approaches: principal component analysis
(PCA), isolation forest (IF) and one class support vector
machine (OC-SVM) on three datasets - one synthetic dataset
and two public datasets

A. Dataset

The synthetic dataset (SYNT) is generated by a commercial
simulation tool, which supports more than 38, 000 attacks and
malwares, such as DDoS attacks, exploits, malware, and so
on. Two public datasets, UNB 2017 [28] and MAWI [29],
are downloaded from public repositories, which are intended
to allow the readers to be confident on the datasets used for
evaluation - that is fair and representative of contemporary
Internet traffic. All the raw packets are stored in .pcap files.
We replay the .pcap files and obtain the samples made of
the features by FEC from raw packets in the experimental
environment described in Section [[V-Al Tab. [[I shows the
details of all samples. The synthetic dataset (SYNT) includes
77, 988 normal samples and 74, 242 attack samples, in which,
the attack samples include 36, 000 attack samples of DDoS
“excessive get post attack”, 37, 000 attack samples of DDoS
“recursive get attack”, 1, 000 DDoS ’slowLoris attack”, and

TABLE II: Dataset details of experiment I

Data source | Normal Attack
SYNT 77,988 | 74, 242
UNB 59, 832 | 35,953
MAWI 62, 000 0

242 attack samples of DDoS “’slow post attack”. UNB includes
59, 832 normal samples and 35, 953 attack samples obtained
by FEC. Four types of DDoS attack are included in the UNB
dataset, i.e., 6, 414 attack samples of “slow HTTP attack”,
11, 530 attack samples of DoS "hulk attack”, 16, 741 attack
samples of slowloris attack”, and 1, 268 attack samples of
“golden eye”. MAWI only includes 62, 000 normal samples.

B. Parameter and Architecture

Recall that one of our objectives is to detect real-time DDoS
attacks. Hence, the AE model of AE-D3F should be simple
and effective. The neural network of the AE model consists
of one input layer, three hidden layers, and one output layer.
The number of neurons for each layer is 27-24-16-24-27,
respectively. The activation function we used is leaky relu.
Adam optimizer is used for optimization, and mean squared
error (MSE) is used as the loss function. Batch size is set to
32. In addition, the preset threshold of the reconstruction error
is calculated according to the Eq. (B) in Section We set
¢ = 5 for the following experiments and d,4 is obtained from
the training phase of each experiment.

C. Experiments

Each dataset is split into train set, validation set, and test set,
using a 70-10-20 ratio. Train set is used to train models, and
hyper parameters are tuned based on validation set. Finally,
the models are evaluated on test set.

1) Experiment I: In this experiment, we demonstrate that
normal traffic patterns are stable within a certain network en-
vironment. AE-D3F is able to profile normal traffic behaviors,
and thus able to detect new and unknown attacks.

We train AE-D3F on three mentioned datasets and the data
details are shown in Tab. Normal samples of each dataset
is split into train set, validation set, and test set accroding to
the ratio mentioned above. Note that AE-D3F is trained solely
based on normal samples. Thus, all attack samples are included
in test set. For example, for SYNT, train set includes 54, 592
(77, 988 * 70%) normal samples; validation set includes 7,
799 (77, 988 * 10%) normal samples; Test set includes the
last 15, 598 (77, 988 * 20%) normal samples and 73, 242
attack samples.

The results in Tab. [V] show that AE-D3F can achieve
98.32% DR on SYNT with only 0.38% FPR. For UNB, it
can achieve more than 94.00% DR with a slightly higher FPR
(1.88%). For MAWI, FPR is still low, only 0.84%. DR is not
available, due to no attack samples included in the test set.

Fig. 3] shows the reconstruction errors generated by AE-D3F
on the normal and attack samples of UNB test set (note that
we resample the same number of normal and attack samples



TABLE III: Dataset details of experiment I

Data Train set | Validation Test set (20%
source (70% set (10% | normal + 100%
normal) normal) attack)
SYNT 54, 592 7, 799 15, 598 + 74, 242
UNB 41, 881 5, 984 11, 967 + 35, 953
MAWI 43, 400 6, 200 12, 400 + 0

TABLE IV: Results of experiment I

Metrics
Test set BR FPR
SYNT 98.32% | 0.38%
UNB 94.10% | 1.88%
MAWI - 0.84%

to draw the figure.). More than 98% reconstruction errors of
normal samples is very small, less than 1.00. However, for
attack samples, 94% reconstruction errors are more than 1.00,
larger than that of normal samples.

Experiment I’s results reveal that normal traffic patterns are
stable within a network environment (the reconstruction errors
of normal samples is very small.), and AE-D3F is able to
separate attack samples from normal samples. The results also
demonstrate the effectiveness of AE-D3F, which can achieve
more than 94.00% DR with less than 2% FPR.

2) Experiment II: In this experiment, we show that the
knowledge acquired from one network environment cannot be
applied to another network environment. Hence, each network
environment needs to build its own detector, while it would
be more feasible for unsupervised approaches, which solely
require normal samples.

We train AE-D3F, DT, PCA, IF, and OC-SVM models based
on UNB dataset, then test them on UNB (partial), SYNT
and MAWTI datasets, respectively (other train set and test set
combinations show the similar results. Due to the space limit,
we only show the experiment results of this combination.).
Since DT (one of supervised machine learning algorithms)
requires normal samples and attack samples together to build
its detection model, we split the attack samples of UNB
dataset according to the default split ratio. Tab. [V] shows the
details about the datasets used in this experiment. Note that
unsupervised learning approaches (AE-D3F, PCA, IF, and OC-
SVM) are all trained solely based on normal samples. For
DT, we do data sampling for the train set to balance attack
and normal samples, i.e., randomly sampling 25, 166 normal
samples from the train set to make normal samples is equal
to attack samples in the train set.

Table [VI| shows the results of experimental II. On UNB test
set, PCA and OC-SVM achieve best DR (100%). However,
their FPR are more than 9.50%. AE-D3F achieves a better
FPR (below 2.00%), with a slightly lower DR (94.14%).
DT achieves the lowest FPR (0.38%) of all. IF achieves
the worst result, below 50% DR. The results show that all
approaches except IF can work well within a certain net-
work environment (more than 94% DR), by being provided

sufficient train samples. However, when applying to different
network environments (i.e., SYNT and MAWI Test set), none
of the detection models can achieve good performance. These
detection models classified most of samples (normal and attack
samples) as attack samples, since the traffic patterns in SYNT
and MAWTI are different from that in UNB. Thus, they achieve
both high DR and FPR (note that DR is unavailable for MAWI
test set, since it does not include attack samples). IF is an
exception. it achieves a low FPR (6.40%) in MAWI test set.
However, it performs worst in UNB test set in terms of DR.
One possible reason is that IF does not learn useful knowledge
from UNB train set, so the FPRs achieved by IF on all test
sets are not credible.

In general, the results indicate that traffic patterns in differ-
ent network environments vary significantly. Thus, to make the
detection models work, training samples should be collected
from the network being protected. With sufficient training sam-
ples, DT achieves the lowest FPR (0.38%) on UNB. However,
except normal samples, training a DT also requires attack
samples, which might not be always available. In contrast, AE-
D3F is able to achieve comparable performance (exceeds 94%
DR and belows 2% FRP) solely based on normal samples.

3) Experiment III: In this experiment, we show that DT,
one of supervised machine learning approaches, cannot effec-
tively detect new attacks which do not appear in its train set.
In contrast, AE-D3F performs consistently well on new and
unknown attacks.

We train DT and AE-D3F based on the SYNT dataset and
the details of the datasets used for this experiment are shown
in Tab. The normal samples and attack samples of SYNT
dataset are split into three sets according the default split ratio.
To test unknown attacks, we introduce another test set (test
set 2) including all attacks samples (35, 953) of UNB and the
same normal samples as test set 1 (15, 598: 77, 988 * 20%).
Note that the attack samples of test set 2 are not included in
train set. For DT, we also do data sampling for train set to
balance attack and normal samples as we did in experiment
II. Note that AE-D3F still only uses normal samples in train
set and validation set during the training phase.

The evaluation results shown in Tab. [VIII] indicate that DT
performs well on known attacks, nearly 100% DR. However,
it is unable to effectively detect new and unknown attacks
(only 1.60% DR on test set 2) which do not appear in the
train set. In contrast, AE-D3F can achieve nearly 100% DR
on both known and unknown attacks test sets, with less than
0.5% FPR. In conclusion, AE-D3F is a promising solution for
DDoS attack detection.

D. Feature Reduction

Generally speaking, extracting more features for AE-D3F
achieves higher detection accuracy, but it also makes the
system more complex and thus increases the time for training
and inference. In some cases, extracting and analyzing more
features could even have a negative impact on the model’s
performance because features may interfere with each other.
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Fig. 3: Reconstruction errors of normal and attack samples on UNB test set.

TABLE V: Dataset details of experiment II

Data source

Train set (70%)
(normal + attack)

Validation set (10%)
(normal + attack)

Test set (normal + attack)

UNB Test set (20%)

SYNT Test set

MAWTI Test set

UNB

41, 881425, 166

5, 984 +3, 596

11, 967 + 7, 191

77, 988 + 74, 242

62, 000 + 0

TABLE VI: Results of experiment II

Test Set (normal + attack)
Model UNB Test set SYNT Test set MAWI Test set
DR FPR DR FPR DR FPR
AE 94.14% | 1.91% 100% 100% - 100%
DT 99.83% | 0.38% | 99.27% | 80.18% - 87.00%
PCA 100% 9.61% 100% 96.85% - 100%
IF 49.06% | 9.62% | 99.38% | 65.94% - 6.40%
OC-SVM 100% 9.48% 100% 96.80% - 100%

TABLE VII: Dataset details of experiment III

Train set (70%) Validation set (10%)

Test set (normal + attack)

Data source

Test set 1 (normal + known attacks)

Test set 2 (normal + unknown at-
tacks)

SYNT 54, 591 + 51, 968 7,799 + 7, 425

15, 598 + 14, 849 15, 598 + 35, 953

TABLE VIII: Results of experiment III

Test set 1 Test set 2
Model DR FPR DR FPR
DT | 9996% | 0% 160% | 0%
AE 100% | 0.49% | 99.99% | 0.49%

In order to reduce system complexity, this section aims to
reduce the features as many as possible without decreasing
DR significantly. Instead of combining some features into new
or latent features, our objective is to select a subset of the
original 27 features. Although the former may reduce feature
dimension as PCA does, it does not reduce the feature extrac-
tion complexity. After comparing different feature selection
algorithms [30]], we choose pearson’s correlation coefficient
(PCC) [31], one of classical feature selection algorithms.

It calculates the correlation coefficient between every two
features using equation (6) and decides which features should
be grouped together based on the value of the coefficients.
The higher correlation coefficient, the higher linear relation
between two features, i.e., the higher probability one feature
can be represented by the other. Hence, only one of them
needs to be included in the subset. The correlation coefficient
between two features is given by

Cov(X,Y)
px,y S

(6)
Ox 0Oy
where C'ov(X,Y’) is the covariance between X feature and
Y feature. ox is the standard deviation of X, and oy is the
standard deviation of Y.
The smaller correlation threshold is set, the more features
will be removed from the original 27 features. Fig. [] shows



the relation between FPR/FNR and the number of features on
SYNT test set. When the number of features is equal to 16
(the corresponding correlation threshold is set to 0.95), FPR
and FNR are both low at the same time. The corresponding
features are prtl, dura, pkts (2 features including forwards
and backwards packets), bytes (1 feature only including
forwards bytes), pkts;.. (4 features including min and max
packets in forwards and backwards), itvl (4 features including
the interval in forwards and backwards), ttl (1 feature only
including the minimal ¢t in forwards), ack, state.
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Fig. 4: Relation between the number of selected features and
the detection performance on SYNT test set.

TABLE IX: Results of experiment I on different features

Test set Metrics (27 features) | Metrics (16 features)
DR FPR DR FPR
SYNT 98.32% 0.32% 99.99% 0.71%
UNB 94.10% 1.88% 93.51% 1.04%
MAWI - 0.84% - 1.03%

Table [[X] shows the results of AE-D3F with all features
(27) and the selected features (16) on the datasets used
in experiment I. The results indicate that AE-D3F achieves
comparable performance while using fewer features.

E. Reconstruction Error Threshold

Reconstruction error threshold is an important parameter for
AE-D3F. The threshold determines how sensitive we wish to
detect outliers. Fig. [5] shows the relation between the model’s
performance and reconstruction error thresholds on UNB test
set. There is a trade-off between FPR and FNR. The larger
threshold is set, the more attack samples would be misclas-
sified as normal samples. In other words, our model would
become less sensitive and be more tolerant to attack samples,
and thus FPR would decrease and FNR would increase. In
contrast, the smaller threshold results in a higher FPR and
a lower FNR. It is impossible to select a fixed threshold for
all security objectives. A good threshold should be chosen
based on the requirement of the specific security objective. To
achieve low false alarm rate, we are more concerned with FPR
than with FNR. Thus, a slightly larger threshold is preferred

(such as 0.95), rather than using the intersection point in the
figure (0.6). When the threshold is set to 2.5, AE-D3F is able
to reduce FPR to O and still achieve 82% DR.
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Fig. 5: Relation between the model’s performance and recon-
struction error thresholds on UNB test set.

V. CONCLUSION AND FUTURE WORKS

In this paper, we propose an AE-based DDoS detection
framework (AE-D3F), which trains the AE model using only
normal traffic from a protected network, and then uses the
model to detect any attack traffic differing from the normal
traffic. Experiments across different datasets (synthetic and
public datasets) show that it can reduce FPR to 0 and still
obtain 82% DR. Furthermore, it can detect new and unknown
DDoS attacks in which supervised machine learning algo-
rithms fail. Although this paper mainly focuses on DDoS
attack detection, we believe that this AE-based framework can
be extended for other scenarios of anomaly detection, such as
datacenter network system failure detection.

According to the evaluation results, the proposed framework
is promising. There are a few concerns should be further
investigated. 1) To make our framework more robust, our
model needs to be updated with time goes. Networks are
highly dynamic systems: concept drift can occur at any time
when a new host connects or disconnects to the network.
It would be interesting to see if our framework still works
with continuous update. 2) With continuous update, does our
framework survive under poisoning attacks [32]? In addition,
3) it also will be interesting to investigate if our framework
can be deployed in DDoS open threat signaling environments
[33], in which each smart agent will have its own detection
model to detect anomaly traffic. Our future works will focus
on addressing the above concerns.
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