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Abstract—Optimizations in wireless ad-hoc network control 
protocols, such as shortest path routing and reduced topology set 
operations, are widely employed and recognized to decrease 
overhead and improve performance in benign conditions. Such 
optimizations, however, result in vulnerabilities that can decrease 
the robustness of the network when misconfigured, and can be 
readily exploited under various adversarial models. In this paper, 
we study the effects of such optimizations in the presence of 
misconfiguration and attacks, and we propose an Attack-Resistant 
Routing (ARR) framework that mitigates adversarial effects. While 
many other methods of combating certain control plane attacks 
have been proposed, our method is unique in that it assumes no 
prior knowledge of the mechanisms used to effect the attacks and 
the type of misinformation affecting the network. Rather, it 
alleviates the vulnerabilities introduced by various optimizations, 
thus increasing network robustness when the network is under 
attack or misconfigured. We show that ARR can withstand multiple 
and severe attacks and restore network performance to levels close 
to normal. 

Keywords—Multi-Topology Routing (MTR), OLSR (Optimized 
Link State Routing), SMF (Simple Multicast Forwarding), Wireless 
Ad-hoc Networks, Black hole attack, Wormhole attack.  

I. INTRODUCTION 

Control plane protocols implement essential network 
functionality that enables an otherwise disparate set of devices to 
function together as a coherent network, capable of transporting 
data efficiently based on application and user needs. In the 
context of wireless ad-hoc networks, most control protocols have 
been designed, implemented, and tuned with the primary goal of 
optimizing network performance, while other goals, such as 
security and various aspects of robustness, are considered 
secondary. For example, routing protocols (subnet unicast 
routing, multicast routing, gateway election, etc.) optimize 
network performance using techniques such as control plane 
overhead reduction via topology control (NHDP[28], 
OLSR[29]), partial topology maintenance (AODV[30], 
DSDV[31]), and reduced relay set selection (SMF[32], PIM[33]); 
and data plane overhead reduction via shortest path routing (with 
or without weighting criteria), used quasi-universally in this 
domain. While such optimizations have been shown to be 
advantageous in numerous situations, a large body of research has 
shown over the last two decades that they also open up a set of 
failure models, or vulnerabilities, which, when exploited, can 
drastically impact network performance.  

This paper addresses the robustness of routing protocols in 
wireless ad-hoc networks when false or inconsistent information 
is injected into the control plane, as a result of misconfiguration 
or malicious attacks. Even though such false information may 

represent a relatively small portion of the entire information base 
handled by the control protocols, it can have a disproportionate 
effect on the overall functionality of the protocols, making them 
unreliable at best, or completely ineffective at worst. In this paper 
we will show how this vulnerability is driven to a large extent by 
various performance-driven enhancements, and how relaxing 
such enhancements reduces or eliminates the effects of 
misinformation. The paper introduces Attack-Resistant Routing 
(ARR), a framework for introducing multi-path diversity in 
existing routing protocols, aimed at restoring their robustness to 
misinformation. The introduction of specific objective functions 
that enables the computation of different topology variations 
makes the multi-path enabled protocols significantly more 
resilient against multiple classes of attacks. While state of the art 
approaches are designed to prevent specific types of attacks, the 
ARR framework presents a novel approach designed to address 
more generic and unknown attacks without making assumptions 
about how they were implemented. We evaluate ARR in a variety 
of conditions, and we show that it performs well under a 
multitude of attacks, either simultaneous or otherwise, and we 
show that in most situations it can recover the traffic affected by 
misinformation, thus increasing the robustness of the network. 

Section II introduces the attack model, presents different 
attack varieties along with their impact on data traffic, and 
discusses various routing protocol design decisions that 
exacerbate these impacts. In Section III, we present existing 
approaches aimed at defending against attacks and their 
shortcomings. In Section IV we introduce our Attack-Resistant 
Routing approach, followed by a description of our mechanism 
for generating routing diversity in Section V, and their 
application on new topologies and paths computations in Section 
VI.  Section VII presents the results of our evaluation, followed 
by conclusions. 

II. ATTACK MODELS 

A wireless ad-hoc network consists of a set of wireless nodes, 
each running a link discovery protocol and a set of routing 
protocols exchanging link information for partial or complete 
topology discovery for route computation and generation of a 
forwarding information base that drives the forwarding of unicast 
and multicast traffic. We consider the following attack models: 

False link advertisement [11][26]: An attacker injects a fictitious 
(non-existent) link into the network topology base, at one or more 
routers. The attack can be carried out by one of the routers on a 
network node (in-network attacker), or by outside actors making 
a link appear to be genuine to the link discovery protocol via 
lower-layer mechanisms (out-of-network attacker). In-network 
attacks can be classified as either misadvertisements or link 
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spoofing, depending on the type of link advertised (self or not). 
For out-of-network attacks, the false link advertisement might be 
carried out via physical layer or MAC layer repeating. While a 
false link introduced in the entire topology base might only 
represent an insignificant portion of the entire topology base, in 
certain cases it can have significant effects, e.g., when the false 
link straddles two topologically distant nodes in the network. In 
such cases, shortest-path based routing algorithms, present in the 
vast majority of the ad-hoc routing schemes, will introduce this 
link in the forwarding base of many data paths, hence inflicting 
large damage. The loss in robustness in this case is entirely 
attributable to the use of the shortest path algorithm.  

Black hole attacks [5][24]: These attacks are generalizations of 
the in-network false link advertisement attacks, where a (large) 
number of misadvertised links are used.  When an attacker node 
misadvertises links to all participants in the network (other than 
its genuine neighbors) the topology base represents a network 
graph with a diameter of two. As such, any path between nodes 
that are otherwise at least three hops away will traverse a 
misadvertised link whenever a shortest-path criterion is used. The 
problem, however, is more severe: for routing protocols based on 
reduced relay set selection algorithms (SMPR[36], ECDS [37], 
PIM/DM [38] etc.), any path between nodes that are otherwise 
two hops away will be affected: topology control optimizations 
will eliminate legitimate two-hop paths from the global topology 
in the favor of more popular (but false) two-hop paths, hence 
further reducing network resiliency. Black hole attacks can come 
in many flavors, such as partial or full; permanent or temporary; 
stationary or rotating; and single-attacker or coordinated. Black 
hole attacks may drop data traffic directly, via loops or instability.  

Wormhole attacks [15][27]: These attacks are false link 
advertisements coordinated between one or more attackers. In 
wormholes, the links are not misadvertisements; rather, they are 
created between two benign nodes (the victims) by neighboring 
attacker nodes that capture and replay victims’ network 
transmissions, either in-network (at the MAC layer) or out-of-
network (at the physical layer). Wormholes can be created by a 
single attacker, as a repeater node, or by multiple attackers, via 
tunnels. Judiciously placed wormholes can take advantage of 
shortest path routing to attract a disproportionate amount of 
traffic, or can take advantage of relay set selection optimizations 
to eliminate other competing relays, thereby further increasing 
their effects. Wormholes can also come in many flavors, such as 
partial or full (affected victims); permanent or temporary; 
stationary or rotating; single-party, pairwise, or multi-party 
(among attackers). Wormhole attacks may rely on network 
instability or heuristics for choosing the data-plane traffic to drop.  

The above attacks can be applied to different protocols, for both 
unicast and multicast traffic, or changed for targeted effects. 

III. DEFENSE APPROACHES 

Traditional approaches for protecting against control plane 
attacks are largely based on perimeter defense. In such models, 
nodes are considered trusted as long as they are part of the 
network, and the onus is implicitly placed on host security to 
prevent compromise of control plane processes. This approach is 
clearly not adequate given the pervasive nature of host 
compromises, and the advent of technology that lowers the bar 
for conducting out-of network attacks. The past decade has seen 
a significant number of efforts addressing the problem of control 
plane attacks, specifically focused on routing vulnerabilities 

described in Section II. Many of the efforts ([27][21][1][19] to 
mention just a few) attempt to secure the control protocols (OLSR 
[29], AODV [30], and others) using digital signature-based 
authentication of control plane messages, using either single party 
and multi-party signatories. While source authentication is a basic 
and necessary security approach, it only prevents the simplest 
attacks and does not address insider attacks. Multi-party 
authentication methods often suffer from high overheads, 
significantly decrease the response time of the protocols, and 
provide no solutions against the most crippling forms of attacks, 
such as wormholes, coordinated false link advertisements, and 
collusion black holes. The essential problem with these 
approaches is that they do not account for the many ways in 
which false information may be injected in the protocol stack, 
bringing only limited security benefits. 

While the above approaches are proactive in nature, a 
different line of work addresses the compromise of control plane 
protocols reactively, using various forms of misbehavior 
detection followed by specific mitigations. Works such as [3] [2] 
[4] [8] [16] [27], and our own work in [7] use specific detection 
techniques to identify various pieces of misinformation injected 
in all relevant control protocols using a variety of approaches 
(invariant-based, anomaly detection, intrusion detection). While 
some of the approaches can be effective for specific attacks, such 
approaches suffer from several drawbacks. First, they most often 
do not generalize to all aspects of misinformation and are 
laborious to develop. Second, precise mitigations require precise 
identification of the misinformation as well as identification of 
the party responsible for that misinformation. This is an 
especially challenging problem when the attacker employs 
dissimulation, and it can have a serious negative impact if not 
addressed appropriately. Third, in order to be effective, 
detection/response measures need to be performed rapidly and 
accurately, which is very hard if possible. These problems are not 
yet solved in a general sense. 

Concepts for implementing multi-topology routing for fault 
tolerance have been studied, among others, in [20], [9], [23], [17], 
and [18]. These works aim to improve fault tolerance in different 
ways.  Authors in [13] explored the benefits of using multi-
topologies for routing based on device capacities and traffic 
bandwidth requirements in wireless ad-hoc networks.  Multi-
topology routing is used in [12] for proactively switching to 
different routing topologies while convergence activity occurs on 
a topology.  Authors in [14] and [22] propose to manage the 
multi-topology for effectively supporting traffic in different QoS 
classes for enhanced throughput. To the best of our knowledge, 
our work is the first to use multi-topology routing in a general 
framework aimed at defending against misinformation attacks. 

IV. ATTACK-RESISTANT ROUTING: CONCEPT 

Attack-Resistant Routing (ARR) is a novel approach to 
routing protocols that achieves robustness through route 
diversification. Rather than relying on the prevention of injection 
of misinformation in the control plane, or on the discovery and 
correction of misinformation after the fact, as performed by other 
approaches, ARR operates in environments where 
misinformation is intrinsically present, either due to malicious 
attacks or misconfiguration errors. The basic idea behind ARR is 
to use multi-path routing, with different routing paths chosen 
such that they are unlikely to be affected by the same types of 
attacks. The most important assumption that enables our solution 
to work is the existence of some genuine routing paths in the 
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overall tainted topology base: We do not make assumptions about 
the ratio of the false information to genuine information in the 
control plane, the placement of attacker nodes, and of the false 
links/paths thus created, as long as genuine paths still exist in the 
network. This broadly fits the model of an attacker with limited 
footprint (physically and topologically) but unlimited capabilities 
within the compromised node/area. ARR aims to satisfy the 
following broad requirements: i) low or no communication 
overhead: simultaneously running multiple routing protocols was 
deemed excessively costly; ii) operate within existing protocol 
stacks, with minor or no modifications: no new protocol or full 
protocol re-design; and iii) low or no coordination overhead in 
achieving path diversity: albeit coordination of route diversity is 
plausible, such coordination would open other attack vectors. 

ARR operates in two phases: 

• Inflation: ARR boosts the topology base generated by the 
control protocol suite (link discovery, neighborhood 
discovery, topology control, routing) by disabling all the 
topology control optimizations used by the existing protocol 
suite. This is usually achievable via static or runtime protocol 
configurations. The role of this stage is to prevent the 
elimination of genuine links from the topology due to the false 
links. The inflated topology, henceforth called default 
topology, although tainted with false links, will thus carry 
enough genuine links capable of supporting data plane traffic. 

• Controlled Deflation: ARR uses a set of objective functions 
for controlled pruning of links from the default topology, such 
that the pruned topology achieves a certain norm, such as 
maximally disjoint paths, maximally disjoint nodes, etc., as 
discussed later (note that “pruning” in this context does not 
actually delete links but assigns them with high costs to; these 
links can still be used when encountering a partition.). Each 
of these pruned topologies constitutes a new topology 
information base that permits the computation of different 
routing paths and forwarding routes according to the original 
implementation of the routing protocol, hence providing 
multipath routing.  This is usually achievable by manipulating 
the topology information base in the routing protocol, with 
little or no code modifications.  

ARR satisfies requirement i) above by using a single default 
protocol for exchanging information and creating a 
comprehensive default topology; it satisfies requirement ii) by 
reusing most functionality from the existing protocol stack, 
without requiring a new implementations; and it satisfies iii) by 
designing the objective functions such that they can be computed 
independently at each node in the network and arrive at the same 
globally consistent pruned topology. 

We implemented ARR for a control protocol stack consisting 
of NHDP [28], OLSRv2 [35], and SMF [32].  Fig. 1 shows the 
processing steps employed in this architecture. First, a default 
topology is created by enabling full Multi-Point Relay (MPR) 
[34] network topology (i.e., no MPR optimization). This topology 
is built in a distributed manner using NHDP [28] and OLSR [29] 
exchanges (Hello and TC messages). After the topology is built 
at each node, a set of objective functions <OF1,...,OFn> are 
applied, simultaneously producing a set of topologies <T1,...,Tn> 
each satisfying specific norms (one of the objective functions is a 
NoOp, producing the default topology and behavior). These 
topologies are further used by OLSRv2 [35] and SMF [32] 
independently for computing the unicast forwarding base and the 
multicast relay set, each getting populated in different forwarding 

tables <FT1,...,FTn>. Data plane traffic is assigned to one or more 
forwarding tables via a Traffic Flow Mapping Function. The 
exact implementation of the Traffic Flow Mapping Function is 
beyond the scope of this paper. Examples of approaches are: 
source-driven mapping via DiffServ/ToS markings; epoch-based 
switching of forwarding tables; or performance feedback-driven 
forwarding table selection. Regardless of the scheme, different 
flows will use different forwarding tables at different times, 
hence creating topology diversity. The construction of such 
topologies from distinct information bases dilutes the amount of 
misinformation present in the default topology and ensures 
different or no effects in each forwarding plane. Hence, the ARR 
approach satisfies many of the design principles of a cyber-
resilient system, as defined in [6], via selective exposure of attack 
surface, controlled visibility, maintained redundancy, managed 
diversity, etc. Note that although our discussion and 
implementation takes place in the context of an 
NHDP/OLSRv2/SMF [28][35][32] stack, the ARR concept can 
easily apply to other link state and non-link state control protocol 
stacks and their implementations (M/OSPF [38], PIM [33], RIP 
[39], AODV [30], etc.) following the same principles. 

 
Fig. 1. Multi-topology Routing 

V. OBJECTIVE FUNCTIONS 

ARR achieves robustness by generating multiple topologies 
using objective functions.  An objective function performs a 
specific optimization on the default topology generated by the 
control plane protocols. The optimized topology includes a 
reduced set of links to induce paths that are otherwise suboptimal 
in terms of distance but robust to attacks.  

Let P be the optimization problem of finding a new topology. 
An objective function is defined as:   ܲ			݉ܽ݁ݖ݅݉݅ݔ			ሺ∑ ܺ௜ሻே௜ୀଵ ௝

, 

where Xi is a  property of the path for the ith node-pair (i.e., the 
ith source and destination nodes) in the new topology, with 
respect to the default topology (i.e., shortest path for the ith node 
pair), N is the number of all node pairs in the network, and j is 
the number of trials.  The function X is associated with a path 
metric that indicates how close the path is to the objective.  The 
optimization process, in each iteration, generates a pruned 
topology and it computes its metric. It then takes the topology 
with the highest metric. Below we discuss some of the objective 
functions that we developed for ARR:  
Maximally Disjoint Paths: The underlying routing scheme 
establishes routes based on the shortest path assumption, and 
induces traffic onto the shortest paths.  The goal of this objective 
function is to induce traffic away from default shortest paths 
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when attacks are present on the default paths.  To this end, it 
finds a secondary robust path that is most disjoint from the 
default shortest path for all node pairs.  The path disjointedness 
for a pair of paths is the portion of routes that are not commonly 
shared by the two paths. Here, the path disjointedness is 
considered in terms of links, not in terms of nodes, as shown in 
Fig. 2 below, where the sharing of node “a” in both the default 
shortest path and robust secondary path does not affect the 
disjointedness metric: the two paths are fully disjointed. This 
objective function is particularly effective in maintaining routing 
robustness under out-of-network wormhole attacks. 

 
Fig. 2. Max. Disjoint Paths in Terms of Links 

To measure the disjointedness, the path disjoint ratio metric D is 
defined as follows: 

DAB =	ฬݐ݈ݑ݂ܽ݁݀ܮฬ	െ	ฬ	ݐ݈ݑ݂ܽ݁݀ܮ			∩		݀݊݋ܿ݁ݏܮ	ฬฬ	ݐ݈ݑ݂ܽ݁݀ܮ	ฬ , where 
 

DAB = disjointedness ratio for path from A to B 
Ldefault = links in the default paths from A to B 
Lsecond = links in the robust secondary paths from A to B 
 

The average of DAB for all source (A) and destination (B) node 
pairs in the network is the overall disjointedness ratio.  The 
objective function finds a sub-graph of the default topology that 
returns smallest average D. 
ܦ	ሾ	ܺܣܯ  ൌ ∑൫݃ݒܽ ஺∈ே,஻∈ே	஺஻ܦ ൯	ሿ  

 

Maximally Disjoint Nodes: This objective function is similar 
to the “Maximally Disjoint Paths” discussed above, except that 
the disjointedness is measured in terms of shared nodes rather 
than links.  As shown in Fig. 3, no node is shared between the 
default shortest and the secondary paths.  This objective 
function can be especially effective in maintaining robustness 
under in-network black hole attacks. 

 
Fig. 3. Max. Disjoint Paths in Terms of Nodes 

To evaluate the disjointedness ratio, the metric D is defined as 
follows: 

DAB =	ฬ݂ܰ݀݁ܽݐ݈ݑ	ฬ	െ	ฬ	݂ܰ݀݁ܽݐ݈ݑ			∩		݀݊݋ܿ݁ݏܰ	ฬฬ	݂ܰ݀݁ܽݐ݈ݑ	ฬ ,  where  
 

DAB = disjointedness ratio for path from A to B 
Ndefault = the nodes in the default paths from A to B 
Nsecond = the nodes in robust secondary paths from A to B. 

 

The average of DAB for all source (A) and destination (B) node 
pairs in the network is the overall disjointedness ratio.  The 
objective function finds a subgraph of the default topology that 
returns the smallest average D.   
ܦ	ሾ	ܺܣܯ  ൌ ∑൫݃ݒܽ ஺∈ே,஻∈ே	஺஻ܦ ൯	ሿ  

 

Red Area: This objective function assumes a set of avoidable 
nodes (red area) are known a priori to the entire network. All 

links associated with the known nodes will be pruned and 
therefore the robust secondary paths will bypass these nodes.  
(Fig. 4)  This objective function can be effective in maintaining 
routing robustness when attackers or victims are known. We 
mostly use this objective function as an ideal case for 
comparison purposes, i.e., when a defender has close to perfect 
knowledge. 

 

 
Fig. 4. Example of Red Area 

The metric R is defined as follows: 
 

RAB =	|	௅ೞ೐೎೚೙೏			||	௅ೝ೐೏	| , where  

RAB = violation ratio 
Nsecond = the nodes on the robust secondary path from A to B that 
pass through the red area 
Nred = the nodes in the red area. 

 

The average of RAB for all source (A) and destination (B) pairs in 
the network is the overall ratio, R.  The objective is to find the 
routing topology that returns smallest average R.   

ܦ	ሾ	ܰܫܯ  ൌ ∑൫݃ݒܽ ܴ஺஻	஺∈ே,஻∈ே ൯	ሿ  
 

Additional objective functions: One can imagine different 
objective functions that target different properties, failure, or 
performance models.  Additionally,   a new objective function 
can be derived by composing multiple existing objective 
functions in arbitrary ways. An example of such composition is 
finding most disjoint paths that at the same time are passing 
through a Blue area.   

VI. TOPOLOGY & FORWARDING TABLE GENERATION 

The overall ARR procedure for topology generation and 
forwarding table computation is given below.  The procedure is 
executed each time the default routing protocol updates the 
default forwarding table. 

1) Select a set of links: From the default topology select ‘p’ 
links to be pruned, based on the objective function used.  For 
example, when the ‘Maximally Disjoint Path’ objective 
function is used, the process selects p most popular links, 
where the link popularity is represented by a link use count; 
the use count for a link is incremented each time the link 
appears on individual n(n-1)/2 default shortest paths, where 
n is the number of nodes in the network.   

2) Prune selected links: Prune the p selected links from the 
default topology.  The reduced topology now contains links 
with the updated costs (for pruned links) and with original 
costs (for unpruned links).     

3) Run shortest path algorithm on all node pairs:  Using the 
reduced topology generated in the previous step, compute a 
new set of paths using Floyd-Warshall algorithm [10].  A 
single execution of the algorithm finds shortest paths for all 
node pairs in the graph. This is necessary in order to compute 
the metric for the objective function in the next step.   

4) Compute metric: Compute a metric corresponding to the 
resulting path configurations as per the goals of the objective 
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function.  For example, when using the ‘Maximally Disjoint 
Paths’ objective function, an average ‘path disjoint ratio’ is 
computed that measures the disjointedness of paths in the 
pruned graph as compared to the default shortest paths for all 
node pairs. 

5) Evaluate metric for generating forwarding table: Check 
if the metric (e.g., average disjoint ratio) computed in the 
previous step is optimal. This can be done in various ways; a 
simple stop criterion is to check if the ratio is above a given 
threshold TH (0<TH≤1.0). If true, the algorithm stops and 
uses the new topology for generating entries in the 
forwarding table.   Otherwise, go back to step 1. 

An important requirement for the ARR process is that all 
nodes execute exactly the same procedure, computing the same 
reduced topology in a distributed manner. For this reason, we do 
not employ non-deterministic behavior, as the resulting topology 
may diverge across nodes. The overheads for ARR takes O(N3) 
in time for running the Floyd-Warshall algorithm for computing 
forwarding table, and requires O(N) in space for maintaining the 
ARR forwarding table, where N is the number of nodes in the 
network. There is no control message exchanges required among 
nodes for running the ARR. 

VII. PERFORMANCE EVALUATION 
We have evaluated the ARR under various networking 

conditions using NHDP/OLSR/SMF [28][29][32] protocol stack 
executed in an EMANE [25] network testbed. The main 
performance metric used in this paper is the packet delivery ratio 
(PDR)1 resulting from the use of various objective functions, 
which are compared against the PDR of the default protocol 
stack. To assess robustness, we use two types of control plane 
attacks: in-network wormhole and rotating black hole attacks 
with multiple attackers. We first discuss the experimental setup, 
and then analyze the performance of ARR.   

A. Testbed setup 
Table 1.  Traffic Flows. 

The physical network attributes, traffic, and other 
experimental settings are as follows: Network consists of 48 Wi-
Fi nodes in a single ad-hoc subnet, with the topology shown in 
Fig. 5.  Default protocol stack uses NHDP/OLSRv2/SMF 
[28][35][32]. The scenario runs for 700 seconds.  Attacks start at 
time 100 seconds and last for 400 seconds.  Details of the attacks 
are described later.  A total of 163 traffic flows are used in the 
experiment; 47 TCP flows, 105 UDP flows, and 11 multicast 
flows from five flow groups as summarized in Table 1. 
 
    

B. Experiments with wormhole attacks 

In this experiment, we activate five pairs of wormholes, with two 
colluding attackers each, as shown in Fig. 5. 
 

                                                           
1 PDR is computed by dividing the total number of the received packets by the 
total number of sent packets.  For TCP traffic, duplicate packets and pending 

 
Fig. 5. Configuration of ten wormhole attackers. 

   
   

The attackers only repeat link messages (NHDP Hellos), to 
support the creation of the false link, but do not repeat data plane 
messages, hence causing these packets to be lost. Since the 
wormholes in these scenarios span longer topological distances, 
they become preferred links, creating very effective attacks. We 
evaluated robustness against different temporal wormholes as 
follows: 

 
 

Fig. 6 Wormhole Attack Patterns 
 

1. Uniform On/Off: During the attack each of the ten 
wormhole attackers repeats the same 30-second “On” 
period followed by a 30-second “Off” period. The “On/Off” 
patterns are synchronized. The five wormhole tunnels  
activation time (blue) are shown in Fig. 6 top (Exp #1). 
 
 

2. Pair-wise Synchronized Random Duration: Five pairs of 
wormhole attackers independently repeat “On/Off” pattern. 
A pair of attackers choose a non-uniform random “On” 
duration between 20 and 60 seconds, and the duration of 
“Off” phase is a fixed 30-second. The “On” phases of the 
five wormholes are randomly overlapping as shown in Fig. 
6 middle (Exp #2). 
 

3. Unsynchronized Random Duration: Ten wormhole 
attackers independently repeat the “On/Off” pattern.  Each 
attacker chooses a uniform random duration between 20 and 
60 seconds for the “On” phase, and a fixed duration for the 
“Off” phase (30 seconds).  Fig. 6 bottom (Exp #3) shows the 
attack patterns: a wormhole is effective only when the two 
attackers are “On” simultaneously (light shaded).     

 

Each of the above three experiments compare performance 
under the following four different conditions: 

packets that are not actually received at the end of simulation are not 
considered as the received packets.    
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1. Baseline: Traffic in this scenario is routed using an 
unmodified protocol stack. No attack is present. 

2. Baseline with wormhole: Five wormholes are executed.  
Traffic is routed via an unmodified protocol stack. 

3. ARR with wormhole and Max Disjoint Paths: Five 
wormholes are created as above.  Traffic is routed through 
ARR’s using Maximally Disjoint Paths objective function.  

4. ARR with wormhole and Red Area: The same as above, 
except that it uses the “Red Area” objective function.   

Fig. 7 shows the per-flow packet delivery ratios (PDRs) for 
each of the four scenarios in the three experiments: Experiment 
#1 (upper), Experiment #2 (middle), and Experiment #3 (lower).   
Each experiment shows PDRs (as a percentage) for each traffic 
flow, with the average PDRs across flows shown on the right.   
All PDRs are captured during the attack period only. 

The results are as follows: ARR shows consistently high 
PDRs across different attack patterns for all five flows, with an 
overall PDR increase of ~65%. Additionally, ARR shows a 
performance comparable to the baseline scenario, suggesting that 
the ARR is highly effective in neutralizing these attacks.   

 

 

 
Fig. 7. Packet Delivery Ratios (PDRs) w/ wormhole Attacks 

C. Experiments with black hole attacks 

This section compares the performance of individual 
scenarios when black hole attacks are present. The experiments 
were repeated at three different attack levels: 2, 5, and 10 
attackers.  The attackers are located in the following nodes: 

 

1) Two black holes: Nodes 1 and 9 
2) Five black holes: Nodes 1, 7, 9, 14, and 21 
3) Ten black holes: Nodes 1, 3, 5, 6, 7, 9, 11, 14, 21, and 37. 

For each of the attack levels we ran the following scenarios: 
1) Scenario 1: Baseline. Traffic in this scenario is routed via 

an unmodified protocol stack.   No attack is present.  
2) Scenario 2: Baseline w/ BH: Black hole attackers are 

included.  Traffic is routed via unmodified protocol stack. 
3) Scenario 3: ARR w/ BH: Black hole attacks are exercised.   

Traffic is routed via ARR using ‘Popular Disjoint Nodes’ 
objective function. 
 

Fig. 8 shows the PDRs in these scenarios: two attackers 
(up), five attacker (middle), and ten attacker (low). PDR is 
reported for each of the five reference traffic flows as well as for 
the average across flows. With ARR, the PDRs are maintained 
high even under the maximum level of attack, compared to that 
of the unmitigated scenario (i.e., baseline w/BH).   The ARR 
scenario shows an average PDR that represents over 219% 
improvement over the baseline w/BH case. 

 

 
Fig. 8. Packet Delivery Ratios (PDRs) w/ black hole Attacks. 

VIII. CONCLUSIONS AND FUTURE WORK 

This work describes a general approach for handling 
misinformation in control plane protocols using a diversity-based 
multi-topology routing framework. Our Attack-Resistant 
Routing (ARR) framework allows the (dynamic) introduction of 
various objective functions that create a diverse set of sub-graphs 
of the network, which results in a robust communication medium. 
The use of the objective functions enables the network manager 
to tailor the routing topology to effectively neutralize the adverse 
effects of various faults or attacks in the control plane, without a 
specific need to identify the exact misbehavior or the culprit.  Our 
experiments have demonstrated that the ARR can effectively 
mitigate the impacts of the wormhole and black hole attacks, 
without explicit knowledge of the attackers or attacks. The 
positive impact of ARR was observed in the following two 
important categories: (i) ARR maintains a level of performance 
close to, or sometimes exceeding, that of default OLSR [29] 
routing in benign conditions, and (ii) ARR shows a sustained 
level of performance under different attack patterns.   

Specifically not addressed in this work are (1) the dynamic 
selection of objective functions based on the analysis of network 
conditions, (2) performance analysis under mobile environment, 
(3) scalability of the ARR for large networks, and (4) comparative 
performance studies of our work with other fault-tolerant routing 
schemes - these topics are left for future work.  
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