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Abstract—A major problem of wireless devices is the detection
of security threats in an efficient manner. Several recent incidents
show that malicious applications (apps) can find their ways
to online markets (e.g., Google Play Store) and be available
for download and installation. Such malicious apps can collect
sensitive data from millions of users and send them to a third-
party servers. In this paper, we propose a methodology that
leverages the power consumption of wireless devices to build
a model that makes them more robust to the presence of
malicious apps. The method consists of two stages: (i) Feature
Extraction where stacked Restricted Boltzmann Machine (RBM)
AutoEncoders (AE) and Principal Component Analysis (PCA)
are used to extract features vector based on AE’s reconstruction
errors. (ii) Classifier where One-Class Support Vector Machine
is trained to perform the classification task. The validation of
the methodology is performed on a real measurements dataset.
The obtained results show a good potential and prove that AEs’
reconstruction error can be used as a good discriminating feature.
The obtained detection accuracy surpasses previously reported
techniques, where it reaches up to ∼ 98% in some scenarios.

Index Terms—Malware Detection, Power Consumption Infor-
mation, Denoising AutoEncoder, Wireless Devices

I. INTRODUCTION

Wireless devices and Internet of Things (IoT) devices are
used everywhere in the world to make people’s daily tasks
easier and more convenient. In the near future, every device a
person owns, and nearly any object he/she interacts with, will
be connected to the Internet. Whether it is your smartphone,
wearable tech or everyday household objects, the offered
services will have an incredible impact on people’s lives.
Given the fact of the exponential growth of these devices (it
is expected that we will have ∼ 50 billion by 2020 [1]), and
the fact of the continuous access to Internet; unfortunately,
these devices represent the next frontier for hackers. Gartner,
in [2], predicts that more than 25 % of identified attacks in
enterprises will involve IoT/wireless devices.

To highlight the severity of the problem to be addressed, the
following are recent motivational incidents: (i) The number
of compromised Android devices by banking malware has
increased by a factor of 3 in 2018, according to Kaspersky’s
reports [3] [4]. The total number of impacted users by at
least one such an attack during the last year reached 1.8
million. (ii) In October 2016, there was a massive Distributed
Denial of Service (DDOS) attacks that caused widespread
disruption of legitimate Internet activity in the US. This denial

of service attack from unknown culprits on a US Internet
service provider’s domain name system caused user access to
be severely restricted. The source of the attack was about 100k
malicious IoT devices, according to [5]. These incidents prove
that existing detection techniques very often fail to prevent
such threats and hence the need for second lines of defence is
paramount.

In this context, we formulate the problem of detecting mal-
wares in wireless devices as an anomalous behavior detection
problem; where the anomaly is the malware that is causing
the device to behave anomalously. Earlier research efforts are
implemented at different levels and can be classified based on
what information is being analyzed (static program features
vs. runtime behavior). In static analysis [6], without the need
to execute an application (app), its source code and manifest
file are analyzed to check if it is a malicious app or not.
Static analysis can detect zero-day malwares; however, such
an approach has limitations, namely, accessing the source
code. If malware developers learn about the hypotheses in
the static analysis, they can adapt their code to look benign.
On the other hand, in dynamic analysis, an app is examined
during execution time. Thus, these approaches aim to detect
infected devices to minimize further damage. In dynamic
analysis approaches, the main idea is to monitor the device to
capture certain data (network based information [7], operating
system based information [8], or power consumption based
information [9]) to be used for analysis.

Our paper proposes a proof-of-concept, off-device moni-
toring and analysis approach that aims to detect anomalous
behavior in wireless devices. The proposed methodology is
based on: (i) monitoring the power consumption of a wireless
device and treating it as a signal carrying information about
the health of the device; (ii) applying data augmentation
to increase the number of observations of our dataset; (iii)
utilizing stacked RBM AutoEncoders to process the collected
information and unsupervisedly extract/learn features based
on the reconstruction errors of DEA; (iv) applying PCA to
the reconstruction errors of DEA, thereby isolating noise and
outliers from training of the reconstruction; and (v) training
a One-Class SVM on the extracted/selected features to detect
possible anomalous behavior. The solution strategy is based
on the two hypotheses: (i) Every piece of software, whether
malware or legitimate, would have a fingerprint in the power



consumption of the wireless device that makes it inevitable
for malware to go undetected, having the right approach
to process and analyze its power signals. (ii) The power
consumption signals obtained from the wireless device that is
“malware free” should have similar patterns (normal/expected
behaviors). Such behaviors can be characterized by training
AutoEncoders (AE). On the other hand, if the device starts to
behave anomalously due to certain causes (malware presence
in our case), its power consumption signals should reflect
that as a form of deviation from the norm. Consequently, the
resultant AE output - reconstruction error - should be minimal
if the wireless device is still behaving normally and maximal
once the device starts to behave anomalously (maliciously).

The main contributions of this paper are as follows:
• To the best of our knowledge, this is the first work to

leverage a combination of stacked RBM AutoEncoders,
data augmentation, and principal component analysis
(PCA) to capture discriminative information (features)
from the power consumption signals of wireless devices
for malware detection;

• We utilize the extracted features to build a classifier based
on the One-Class SVM that detects when a wireless
device is behaving anomalously;

• We empirically validate the methodology to demonstrate
its effectiveness using a real measurement dataset.

We first provide a brief overview on the related work
in Section II. We then discuss the proposed methodology
in Section III. Section IV and V describe the dataset used
to validate our methodology, the experiments conducted to
acquire the data and the results of the new proposed approach.
Section VI concludes the paper.

II. RELATED WORKS
Detection of anomalies using devices’ power consumption

information was firstly introduced by Kim et al. [10]. They
highlighted the fact that the power consumed by devices can
be used to detect anomalies which were difficult to detect by
only analyzing the static characteristics of an application. The
prototype that they built is for Windows phones and was used
to detect number of malwares with detection accuracy reaching
80%. Similar to Kim’s work, Jacoby and Davis [11] showed
how to analyze the power consumption and CPU utilization
to reveal network attacks by using a battery-based Intrusion
Detection System (IDS). In [12], the authors showed that the
additional consumed power due to malware is not significant
and is similar to the noise introduced by unpredictable user
and environment interactions. Their conclusion stated that
battery life information was not very discriminative to be
used to detect malware on smartphones. While their claims
might be correct given the fact that their conclusion is based
on on-device PowerTutor application [13], our measurement
approach is much different and our measurement’s sampling
frequency is much higher which, in turn, facilitate higher
chances of detecting events that PowerTutor fails to detect.
While the PowerTutor supports 4 samples per second, the
Monsoon power monitor used by us supports 5000 samples per

second of power measurement. As a common note about most
of the reported techniques, the time required for the analysis
is significantly long which make them impractical.

In 2014, Zefferer et al. [14] proposed a different method-
ology in which they extracted the power consumption of an
emulated malware running on a smartphone using also the
PowerTutor app. Mel Frequency Cepstral Coefficients (MFCC)
was utilized to extract features from each power trace, and
then they fit GMM (Gaussian Mixture Model) to classify
the power traces. Following a very similar approach, Yang
et al. in [15] monitored the power consumed of Samsung
GALAXY S5 and LG G2 smartphones using an on-device
tool. These methodologies perform well in detecting emulated
malware with an accuracy of 92%, but a main drawback is that
the power consumption was taken with a low sampling rate.
Consequently, such a technique may fail to detect malware
that are rarely active. This disadvantage has been tackled in
the our work by using an external tool that has much higher
measurements sampling rate and changing the way the features
are extracted and the way the classification is performed.

Although there are several studies about malware detection
using the power consumption data of devices, to the best of our
knowledge, none of the studies in this domain have attempted
to leverage a combination of stacked RBM AutoEncoders, and
PCA to extract features from the power consumption signals
of wireless devices in an unsupervised manner.

III. METHODOLOGY
We start this section by providing a brief background of the

tools used throughout our methodology. Then, the proposed
methodology and the idea behind it are described in details.

A. Restricted Boltzmann Machine (RBM)

RBMs were firstly introduced by [16]. They are intended
for nonlinear dimensionality reduction and feature extraction.
Later, and due to their capability to efficiently model the
training data distribution, they have been found to be a suitable
option for anomaly detection applications [17]–[19].

Fig. 1. Stacked RBM AutoEncoder

RBM is a stochastic graphical model which learns a prob-
ability distribution over input dataset, while restricting its



visible units and hidden units from forming a fully connected
bipartite graph. As shown in Fig. 1, RBM AutoEncoder is
comprised of two layers; visible layer and hidden intercon-
nected using symmetrically weighted connections (weights).
Units (h) in the hidden layer capture higher-order correlations
of the visible units (v) in visible layer connecting it.

The training procedure minimizes the overall energy so that
the data distribution can be well captured. The used energy
function is defined by:

E(v,h) = −
∑
i∈v

bvi −
∑
j∈h

chj −
∑
i,j

vihjwij (1)

where v is the input signal vector that forms the visible units
and h is a vector that forms the hidden units (features); θ =
{w, b, c} are model parameters. Starting with random weights,
the state of hidden units h is set based on the joint probability
defined using:

p(v,h; θ) =
1

Z(θ)
exp(−E(v,h; θ)) (2)

where Z(θ) is a normalizing factor called partition function.
The marginal distribution over the visible layer v is:

p(v; θ) =
1

Z(θ)

∑
h

exp(−E(v,h; θ)) (3)

We can build a more robust model that can sufficiently
extract high level abstract features by stacking layers of RBMs
to form stacked RBM AutoEncoders [20]. The stacked AE can
be trained via a greedy layer-wise procedure. Each layer is
trained as an RBM using contrastive divergence (CD) strategy
(Gibbs sampling for example [21], [22]); after each RBM layer
of the stacked AE has been trained, weights are clamped and a
new layer is added. For more details on the structure of RBM
and stacked RBM AEs and the way they are trained, the reader
is directed to [20], [22], [23].

B. Principal Component Analysis (PCA)

PCA is a dimensionality reduction technique that reduces
the number of features in the dataset, and at the same time, it
tries to retain as much information as possible by preserving
the maximum variance in the original dataset [24]. Therefore,
by linearly transforming the original data points to another
space, the inherent structure of the data makes it easier to
recognize/classify. PCA is performed by using singular value
decomposition (SVD). Given X which is a matrix of signals
of size M × n. Each row is signal/observation x that forms a
vector of a size 1×n. The first step of PCA is to mean center
the matrix of signals, which is accomplished by subtracting
the mean of signals from each signal xi as shown in Eq. III-B

x̂i = xi − µi, µi =
1

M

∑M
i xi

The resultant mean centred matrix X̂ (it is of the same size as
X) is then decomposed using SVD,

X̂ = UΣVT

Here, U is a n × M unitary matrix, V is a n × n unitary
matrix, and Σ is a diagonal matrix comprising the singular
values of X̂ in decreasing order [25]. A reduced dimensional
representation of X̂ can be obtained by discarding columns of
U and V,

X̂ ≈ U0:jΣ0:j,0:jV
T
0:j

Here, j denotes the number of columns (principle components)
retained.

C. Classification - One Class SVM
One-Class Support Vector Machines (OC-SVM) is an

anomaly detection technique. It was originally developed by
scholkopf [26] to identify novelty unsupervisedly. In his for-
mulation [26], given a training set X = {xi}mi=1, the algorithm
learns a function (soft boundary) that returns +1 in a region
capturing “majority” of the training observations if xi falls
within “normal region”, and −1 elsewhere. In the case where
the data is not linearly separable, the so called kernel trick is
applied, where each point is implicitly projected to a higher
dimensional feature space (through linear/nonlinear kernel) to
separate the data set from the origin. Then one needs to solve
the following quadratic optimization problem:

Minimize
1

2
||W ||2 +

1

υm

m∑
i=1

ξi − ρ (4)

subject to

〈W,Φ(xi)〉 ≥ ρ− ξi, ξi ≥ 0 (5)

The parameter υ ∈ (0, 1] sets an upper bound on the fraction of
outliers and a lower bound on the number of training examples
used as support vectors.

D. Model Pipeline
The basic concept of our methodology can be explained

using two main procedures. Procedure 1, shown in Fig. 2
compromises of two main stages, namely Feature Extraction
stage and Model Generation stage. Procedure 1 is used to train
and test the model on the wireless devices collected dataset.
Procedure 2, shown in Fig. 4, which makes use of the learned
models from Procedure 1, describes the process of labeling a
new unlabeled measurement obtained from a wireless device
as whether it came from a compromised device or not.

E. Procedure 1: Features Extraction and Model Generation
The input data to Procedure 1 is X, which represents the raw

dataset used for training and testing. The formal definition of
X is as follows: X = {x(t)1 , x

(t)
2 , ..., x

(t)
i , ..., x

(t)
m }, which is a

matrix of size m×n. x(t)i represents one reference signal (time-
series) and is taken by keeping the same time duration and
conditions in terms of configuration of a wireless device. Each
of the rows which forms the matrix X is represented by x(t)i ,
which is described as follows: x(t)i = [x1, x2, ..., xi, ..., xn].
Hence, x(t)i is a vector of size 1 × n. In other words, the
elements in x(t)i represent the values of the power consumed
by a device sampled at frequency Fs for a time t = T .



Fig. 2. Overview of the methodology: Signals Transformation and Model Training & Testing

1) Stage 1: Feature Extraction (FE): The first step in
this stage is data pre-processing where we start with Min-
Max Normalization. Since power consumption signals from
different devices have different scales, we normalize (using
the formula described in Eq. 6) all signals to be in the range
[0,1]. This is also necessary for a faster convergence when
training the AE.

x(t)′ =
x(t) −min(x(t))

max(x(t))−min(x(t))
; where x(t) ∈ X (6)

……

Fig. 3. Data Augmentation with Sliding Window

Signals Partitioning with Sliding Window: Then, for each
normalized power signal we apply a sliding window to par-
tition the signals into sub-signals as shown in Fig. 3. Based
on a window size W and an offset o, we partition each signal
accordingly (we call this process “ Data Augmentation”. The
output of this process is a transformed version of our input
dataset X′. X′ is also a matrix of size m ∗ K ×W , where

K = bn−Wo c. The reason behind this step is that in the case
where the dataset is limited (small dataset), implementing a
way to augment the data is very important to deploy a robust
model and avoid the over-fitting problem. Next, we use the
subsignals in X′ to train the RBM AE and compute the
reconstruction error.

Pre-trained Stacked RBM AutoEncoders: This is the main
block in our FE stage. After data pre-processing, we use X′ as
an input to train the RBM AE. Once the AE is trained, we use
the pre-trained AE as our feature extraction unit. The structure
of our Pre-trained RBM AE includes 2 RBM layers each of
a size (number of hidden units) 3000 and 500, respectively.
We follow Yoshua et. all (in [27], [28]) way of training
our RBM. We use power consumption signals obtained from
a “malware free” wireless device to perform greedy layer-
wise unsupervised training to the two RBM layers. Then we
train the stacked AutoEncoder using the training algorithm
described in Algorithm 1. The objective is to minimize the
mean squared error and iteratively updates the parameters of
the stacked AE. After initializing the network parameters,
we compute the mean squared error and then update the
parameters accordingly until they qualitatively converge using
the stochastic gradient descent method.

Algorithm 1: Stacked AE training algorithm.
Input : Dataset X′:

x′i, i
th training example, i ∈ {1, ..., k}

Output: Optimal parameters Θ∗ = {Θ∗E ,Θ∗D}
1 Initialization of Network Parameters ΘE ,ΘD;
2 while epoch < Nepochs do
3 Compute mean square error (MSE)
4 LMSE(Θ;x′i) = 1

k

∑k
i=1 ||x′i −D(E(x | ΘE) | ΘD)‖2

5 Update Parameters ΘE ,ΘD using SGD
6 end

In detection procedure (Procedure 2), the input is the pre-
processed/manipulated observations X′, and the output is the
resultant reconstruction residual error E.
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Fig. 4. Detection of Anomalous Behavior

Dimensionality Reduction (DR): Given that we are using
a large window size and offset to augment the data, as
pre-processing step, we can generate huge number of sub-
signals. In order for us to avoid the over-fitting problem
when training the OC-SVM classifier, and also to extract
main components (which contain most of the discriminative
information) from the AE’s output, we apply dimensionality
reduction techniques, namely Principal Component Analysis
(explained earlier), to the AE’s reconstruction residual error
vectors before training the classifier. The input is the resultant
reconstruction error E, and the output is E′, which is a reduced
version of E of a size m×W ′, where W ′ ≪W .

F. Classification: OC-SVM

The task of detection in our methodology is performed using
a semi-supervised learning technique. As shown in Fig. 2,
we employ One-Class Support Vector Machines (explained
earlier) as an anomaly detection technique. Since only data
from one-class is available (power consumption signals ob-
tained from normal behaving wireless devices), the objective
of using OC-SVM is to learn a function that returns +1 for the
normal behavior region (not anomalous) and −1 elsewhere
- malicious behavior region (anomalous). In order to obtain
more versatile decision boundaries, we use two kernel func-
tions (namely Sigmoid and RBF kernel) to investigate their
effectiveness on the detection performance. We train the OC-
SVM using the feature matrix E′ with M rows (number of
observations) and W ′ columns (number of features).

G. Procedure 2: Detection Procedure

The detection step shown in Fig. 4 also includes 2 stages,
reconstruction error concatenation and classification. The re-
construction error concatenation stage is concatenating the
reconstruction errors of every window split from each signal.
Then, using PCA to do feature extraction and finally perform
the classification using the SVM algorithm.

IV. DATASET

The dataset consists of 105 raw power consumption signals
of an Android smartphone that were collected using an exter-
nal tool, namely, Monsoon Power Monitor. The used test bench
is explained in [29]. The Monsoon Power Monitor is a reliable
device which measures different electrical parameters, namely,
voltage and current in real time of a device while provides
constant direct current voltage to it. The measurements are
taken at sampling rate (Fs) of 5000 samples/s; thus, we can
assert that it has high sensitivity to detect any short activity
running on a smartphone. Furthermore, the monitoring device

is connected to a computer to store the measurements that will
be used for the analysis.

The raw power consumption signals in our dataset rep-
resent two main classes: (i) No Malware class - Reference
signals, where the power measurements are obtained from a
smartphone running YouTube, and no other applications are
running in the background; and (ii) Malware class - Malicious
signals, where the power measurements are obtained from
a smartphone running YouTube and an emulated malware
running in the background. The emulated malware has a
tunable activity cycle, called “malware activity duty cycle”
(Dut). Dut represents the percentage of the time when the
malware is actively performing the tasks in the background.
To illustrate, if Dut is 1%, it means that the emulated malware
is active for 0.6 seconds in every 60 seconds. The emulated
malware is a piece of code that mimics the activities of a real
malware and runs in the background. Just like real malwares,
the emulated malware performs the following tasks: (i) fetches
some information; (ii) downloads the collected information
into the phone; and (iii) goes to the sleep mode till the next
activity cycle comes. Therefore, the Malicious signals class has
several subclasses depending on the “Malware activity duty
cycle” (Dut), as we show below.

The dataset has 15 power traces from each of these classes.
Each power signal has 1,500,000 samples that characterize a
smartphone in either of the above mentioned classes. 15 of the
105 signals represent the No Malware class and are basically a
YouTube video streaming with no other applications running in
the background. The remaining 90 of the 105 signals represent
the Malware class and are basically the power consumption of
the device while streaming a YouTube video plus the emulated
malware code running in the background. The 90 signals
represent 6 classes of different malware intensity (15 signals
in each class): malware with Dut = 1% class, malware with
Dut = 2% class, malware with Dut = 3% class, malware with
Dut = 4% class, malware with Dut = 8%class, and malware
with Dut = 12% class.

V. EXPERIMENTS AND RESULTS

Experiments: The problem of detecting malicious behavior
in wireless devices is a semi-supervised classification problem.
Consequently, given the dataset that we have, we perform
six binary classifications to validate our method. The healthy
class (No Malware) is tested against the six scenarios of
of malware intensity (Dut = i%, i ∈ {1, 2, 3, 4, 8, 12}).
The results reported in our experiments are based on 3-fold
cross-validation. Note that the training sets only consisted
of data from normally behaving devices (No Malware), but
the validation sets were mixed with both No Malware and
Malware with Dut = i%. The effectiveness of the chosen
AE Error based features in our methodology was verified
by building an alternative baseline model. A brief description
of the baseline model is as follows: We extract two features
(namely the mean and standard deviation) out of each power
trace. Then we train traditional Support Vector Machine (SVM
[30]) on the extracted features. The results are discussed in
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Fig. 5. Performance results of our methodology

the following subsection. Furthermore, the impact of PCA
on the classification performance was verified. The way we
investigate that is to train our OC-SVM model once on the
PCA data and the other time on raw AE error data. Also,
we investigate how the size of the “window” W impacts
the overall detection performance. Finally, all of the training
and testing experiments were performed on Google’s powerful
analysis platform (Colab) [31]. The deep learning tasks were
carried out in Python using Google Tensorflow framework and
Keras [32] Python libraries.

Classification Results:
Before we start reporting our results, we visualize whether

the proposed AE based feature extraction discussed in Sec.
III-E1 is effective for wireless devices’ anomalous behavior
detection. Figure 5-(a) shows how the data points from nor-
mally and maliciously devices are distributed using PCA’s first
two components. As can be noticed in Fig. 5-(a), although
dimensionality reduction loses some information and visual-
ization results of low-dimensional space cannot fully reveal
what are in the high-dimensional space, it is still insightful
that the extracted features carry good information that can be
used to construct an effective detection model.

Figure 5-(b) illustrates the decision boundary found by the
kernelized OC-SVM. The used kernel function is Radial Basis
Function (RBF), which is a kind of Gaussian kernels. The
decision boundary shows that the model is able to separate
most of the positive (normal malware-free observations) from
the negative points correctly. We show only two extreme cases
of the emulated malware in Fig. 5-(b), namely Dut = 1%
- the least active case, and Dut = 12% - the most active
case; however, the results show good detection performance
regardless how active the emulated malware is (as we show
also in Fig. 5-(c) and in Table I), thanks to the good features
learned by the RBM AE. Figure 5-(c) highlights the impact of
the OC-SVM kernel functions on the accuracy of the model
as the malware intensity varies (Dut = i%). In our training
phase of the OC-SVM we perform a grid search to tune the
hyper-parameters and explore the capabilities of the OC-SVM.

TABLE I
COMPARISON RESULTS

Model Detection Accuracy %

Our Model: {RBM AE + OC-SVM} 98 (± 2%)
Baseline: {mean&STD} + SVM 65 (± 6%)

[14]: {FCC + GMM} 68 (± 5%)

Finally, to demonstrate the effectiveness of our AE based
features extraction technique, we compare the average detec-
tion accuracy of our methodology against the baseline model,
as well as against previously reported techniques. Table I
shows that AE based features outperform the used baseline
model with at least 30% performance gain.

VI. CONCLUSIONS

This paper introduces a new malware detection technique
that is based on devices’ power consumption signals and
stacked RBM AutoEncoders. We treated the measured power
readings as signals carrying discriminative information that
can be learned by AutoEncoders. The results were promising
and show a potential of applying this technique to detect
more insights about the wireless devices’ operational state (e.g.
hardware failure).

As a next step, we will be including more realistic anoma-
lous behaviors of wireless devices. This will cover a wide
range of emulated malware as well as real malware. More-
over, the experimental setup in the current paper is based
on smartphone, in the future work, we will be building an
IoT application so that we can validate the methodology on
IoT devices as well. We will also simulate some well-known
cyber-security attacks such as DDOS to investigate how well
the proposed methodology performs. This will ensure the
robustness of the methodology in detecting real anomalous
behaviors for a wider range of devices.
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