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Abstract—Blockchain technology is adopted by many research
to provide underlying security protection for the booming Inter-
net of Things (IoT) industry. Nonetheless, due to some aspects
of IoT, such as resource-constrained devices, heterogeneous mass
devices, and real-time transactions, the traditional blockchain
consensus algorithm is not suitable for the scene of blockchain-
IoT integration. This paper proposes a Dual Vote Confirmation
based Consensus (DVCC) mechanism for the Blockchain-IoT
integration (BlockIoT). First, we adopt a role division approach to
solve the problem of limited resources of devices in IoT. Second,
multi-dimensional credit score, dual confirmation mechanism,
classified random selection mechanism, and credit score based
incentivization are designed to improve the security and fairness
of the consensus. Third, a voting mechanism is proposed to
improve the delay performance and avoid energy waste. Finally,
the experimental results show that DVCC gains better delay and
throughput performance on a large scale while guaranteeing the
security and fairness of the consensus.

Index Terms—blockchain, Internet of Things, consensus, credit
score, dual vote confirmation

I. INTRODUCTION

With the rapid development of electronics and communi-
cation technology, the Internet of Things (IoT) industry is
booming all over the world. It was predicted that by 2020,
there would be 26 billion IoT devices in the world [1]. In
the next few years, the machine-to-machine connection would
increase from 780 million in 2016 to 3.3 billion in 2021 [2].

IoT is a revolutionary technology and can be applied in
various areas such as food traceability, smart transportation,
smart industry and smart healthcare, etc [3]. In these areas,
IoT devices generate sensitive information which needs to be
securely transmitted and stored in IoT networks. To address
the security and privacy issues in IoT networks, Blockchain is
proposed to integrate with IoT since blockchain technology
can provide an immutable and traceable form of data that
would be used across a peer-to-peer network [4]. Recently,
there are lots of studies on strengthening IoT security by using
blockchain technology. One of them is research conducted by
Dinan Fakhri, where blockchain is used for making secure
communication among IoT devices [5]. Besides, there are
research [6] [7] focusing on making access management in
IoT via blockchain technology. Sotirios Brotsis [8] proposed
a blockchain-based solution to deal with the preservation of
digital forensic evidence collected from IoT networks. In [9]

was proposed blockchain as a solution for IoT security is-
sues, involving secure communication, authentication of users,
discovering legitimate IoT devices at large scale, and secure
configuration for IoT devices, etc.

However, owing to mass resource-constrained devices and
numerous real-time transactions in IoT networks, there will
be certain challenges in efficiency and fairness when applying
blockchain technology to the IoT domain. The well-known
proof-of-work (PoW) consensus, which is widely used in many
platforms such as Bitcoin and Ethereum, is not suitable for IoT
since it needs resource-intensive devices and has low transac-
tion throughputs. Therefore, Deepak Puthal proposed proof-
of-authentication (PoAH) [10] running in resource-constrained
distributed systems, but it could not guarantee the security
if the trusted nodes are attacked. Proof of Understanding
(PoU) was proposed in Babelchain [11] to adapt PoW for IoT
applications. Instead of solving hash puzzles, mining efforts
are concentrated on useful computation, such as tackling a
critical problem in IoT communications. Another classic type
of consensus algorithm, the Practical Byzantine Fault Toler-
ance (PBFT), is not proper for the practical IoT applications
either since the control of the blockchain is concentrated on
a few nodes. Furthermore, the performance of PBFT would
degrade dramatically as the number of nodes participating in
the consensus increases.

Regarding those problems above, this paper proposes a dual
vote confirmation based consensus (DVCC) mechanism for
the blockchain integrated with IoT(BlockIoT). To improve
the efficiency and security of the whole system, devices in
different layers of IoT are assigned to play different roles in the
blockchain. As the credit score mechanism in DVCC, a node’s
credit score determines the voting rights in consensus and the
probability of being selected as the miner, thus enhancing the
security of the consensus process. Additionally, the voting
mechanism can help reduce energy waste and improve effi-
ciency, and the dual confirmation mechanism could reduce the
security risks because the consensus need confirmation from
both ordinary participants and IoT service providers. Also, by
classifying the nodes and selecting the verifiers from each class
randomly, DVCC guarantees the fairness and efficiency on a
large scale.

The remaining of this paper is organized as follows: Section
II describes the overall system model. In section III intro-978-1-7281-4973-8/20/$31.00 © 2020 IEEE



duces the consensus mechanism (DVCC). The performance
of DVCC and experimental results are explicitly discussed in
section IV; Section V concludes the paper.

II. SYSTEM MODEL

Our system model integrates the blockchain technology into
the Internet of Things, namely BlockIoT. In consideration of
differences in needs and capabilities, IoT devices in different
layers are assigned different roles. BlockIoT architecture is
depicted on the left side of Fig. 1.

A. Sensing Layer

Proposer: Lack of computing and storage resources, IoT
devices in sensing layer such as cameras, traffic lights, refriger-
ators, etc., can become the proposers, which do not participate
in consensus but can send transactions, share information and
exchange energy, etc. They can join or leave the network
anytime.

B. Network Layer

Devices in the network layer are divided into three types.
a) Bookkeeper: Resource-intensive devices in the net-

work layer, such as a gateway device, a base station, and
so on, can become bookkeepers by applying and registering.
Bookkeepers participate in the maintenance of the blockchain,
the distribution of the block and transaction in the network.

b) Verifier: Responsible for verifying the transactions
and voting for the block, verifiers are randomly selected from
classified bookkeepers.

c) Miner: The miner, the node with the highest score
among the verifiers, is responsible for packing multiple trans-
actions and generating the block.

C. Middleware Layer

a) Members: In the middleware layer, there are servers
controlled by government regulatory institutions and some
IoT giants, involving IoT equipment vendors, IoT service
providers, etc. They are members who ally to guarantee the
security of the blockchain together. Members can verify and
vote on the block. Specifically, they maintain a consortium
blockchain on which a smart contract will be established to
act as the Election Committee and Score Manager.

b) Election Committee: The Election Committee is re-
sponsible for selecting verifiers and the miner at the end of
each consensus process.

c) Score Manager: The Score Manager scores all book-
keepers. The scoring criteria are negotiated by members and
approved by all participating nodes.

Besides, there are two essential managerial roles in the
consensus process.

d) Identity Manager: The Identity Manager manages the
identity of all the bookkeepers in the network. To become a
bookkeeper, the proposer needs to submit an application and
obtain the real-name authentication of the Identity Manager.

e) Classifier: The Classifier divides the bookkeepers
into N categories according to multiple factors such as the
geographical distribution, the business type, the device contri-
bution and the transaction relationship, etc. N is determined
by members.

D. Application layer

The IoT applications are based on cloud computing, service
support, and the blockchain, etc., including intelligent trans-
portation, smart industry, food traceability and so on.

III. CONSENSUS MECHANISM

The DVCC mechanism initially assesses the credibility of
the bookkeepers from multiple perspectives. Then, in each
consensus process, all verifiers and members will vote for
the block. Only when both members and verifiers reach an
agreement on the block, can it be confirmed, which ensures
the security of the consensus process. At the end of each
consensus process, the Election Committee will select verifiers
and the miner for the next round of consensus. Finally, an
incentive mechanism based on the consensus contribution and
credit score is proposed to reward all participating nodes. The
proposed mechanisms are shown on the right side of Fig. 1.

A. Multi-dimensional Credit Score

The credit score expresses the credibility of a node. The
higher the score, the higher the reliability and credibility of
the node. The following 7 aspects determine the total credit
score of a bookkeeper:

a) Endorsement of alliance members: Members can en-
dorse a bookkeeper by calling the endorsement function of the
Score Manager. After the block containing the endorsement
transaction is confirmed, the Score Manager will automatically
increase the bookkeeper’s credit score.

b) Evaluation of the trading importance: The PageRank
algorithm [12], which was applied in evaluating the relevance
and importance of web pages, is used to assess the trading
importance of nodes on the blockchain. The more important
the node is in the trading network, the higher the score.

c) Node rating: After completing the transaction, two
trading parties can score each other subsequently based on
the performance and submit the score to the Score Manager.

d) Behavior in consensus: If a node behaves honestly in
the consensus process, such as generating or verifying a valid
block, it can receive a bonus score, and vice versa.

e) The amount of deposit: This part of the score is
determined by the amount of deposit paid by bookkeepers.

f) Online time: Online time is an important factor to be
considered in evaluating the credibility of a node. The longer
the online time, the higher the score in this part.

g) Equipment security performance evaluation: Book-
keepers’ security performance will be evaluated in combina-
tion with its CPU power, memory and storage capacity.
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Fig. 1. BlockIoT Architecture

Suppose the score of each part is {x1, x2, . . . . . . , x7}with
coefficients {α1, α2, . . . . . . , α7}, then the total score can be
calculated as follows:

X =

7∑
i=1

αixi (1)

where xi ∈ [0, 100], α ∈ [0, 1],
∑7

i=1 αi = 1. The credit score
based on multi-dimensional evaluation reflects the trustworthi-
ness of the node and improves the security of the system by
affecting the voting and selection process in the consensus.

B. Consensus process

The consensus process proceeds in rounds. Algorithm 1
outlines the block generation process. In this process, there
are two proposed mechanisms which improve the security and
efficiency of the consensus process:

a) Dual Confirmation Mechanism: For the final con-
firmation of the block, a dual confirmation mechanism is
designed: more than 2/3 votes from both verifiers and members
are needed. Verifiers, ordinary nodes in the network layer, and
members, the government regulators and some IoT giants are
less likely to be attacked simultaneously or commit crimes
together. Hence, the dual confirmation mechanism can help
guarantee the correctness and legitimacy of the generated
block.

b) Voting Mechanism: For members, their status is equal,
so they have the same voting rights in the consensus process.
For verifiers, two voting mechanisms are proposed, which can
be adjusted according to the application requirements. One is
called the Simple Voting mechanism, in which each verifier

Algorithm 1: Procedure of Block Generation
Input: maxTimeout,
Verifiers({Vi : i ∈ N}), Members({Mj : j ∈M}).
Private (PrK) and Public key(PuK)

1 The miner i collects some transactions into a block
2 (SPrK)(Block) is broadcast to verifiers and members
3 Verifiers and members verify the block:
4 if block is valid then
5 V ote = SPrK(Hash(Block))
6 V ote is sent back to miner
7 end
8 Miner collect Votes:
9 while T ime ≤ maxTimeout do

10 if (#of(V otes ∈ Vi) ≥ d 2N3 e)&(#of(V otes ∈
Mj) ≥ d 2M3 e) then

11 (SPrK)(Block +
∑

V otes)is broadcast
12 break
13 end
14 end
15 if time− out occured and consensus not achieved then
16 drop the block
17 (SPrK)(failure message) is broadcast
18 end
19 All nodes in network:
20 if valid block received then
21 delete the transactions of the block
22 add the block into the chain
23 end
24 The Election Committee selects miner and verifiers for next

round of consensus
25 Goto(Step 1)for next consensus.



has the same voting rights. One node, one vote. The other is
the Weighted Voting mechanism based on the credit score. The
voting rights are proportional to the credit score. The higher
the score, the greater the voting rights.

Since many nodes in IoT networks are willing to partici-
pate in blockchain consensus, the voting mechanism ensures
consensus efficiency while allowing more nodes to participate
in the consensus, and avoids the massive energy waste of
PoW. Particularly, the Weighted Voting mechanism enhances
security by giving more votes to the nodes with higher scores,
which are more reliable.

C. Selection of Verifiers and Miner

a) Verifiers: classified random selection: As bookkeepers
are divided into N categories, verifiers will be randomly
selected from each category. The selection algorithm is as
follows:

Suppose N is the number of verifiers, and the public key
of the verifiers in consensus epoch t is PuKt[i], i ∈ N , then
the random seed Si(i ∈ N) for epoch (t+ 1)can be specified
as follows:

Si =

 (
K⊕
j=1

V otej)
⊕
T
⊕
PuKt[i] consensus succeeds

T
⊕
PuKt[i] consensus fails

(2)
where V otes({V otej : j ∈ K}) are the verifiers’ confirmation
signatures for the block in epoch t and T represents the current
time. Ultimately, the random seeds Si(i ∈ N)can be used to
select verifiers of the next consensus epoch (t+1) randomly.

The classified random selection can improve consensus se-
curity and fairness in IoT scenarios. First, there are numerous
nodes in IoT networks, varying in the geographical distri-
bution, the business type, the device resource, etc. Verifiers
selected from different categories can better represent com-
munity consensus and are less likely to collude. Second, since
the value of V otes and T in the random selection process are
unpredictable, the selected verifiers will also be unpredictable.
Therefore, the random selection helps reduce the probability
of verifiers being attacked and improve security. Third, the
random selection ensures that each node in IoT networks has
the same opportunity to participate in the consensus, which is
essential in some IoT applications, e.g. food traceability.

b) Miner: credit score based selection: Among verifiers,
the node with the highest score will be appointed as the
miner. Since the credit score represents the node reliability, the
selected miner is the least likely to be evil, and the generated
block is the most reliable.

D. Incentivization

To regulate the behaviors of nodes and encourage more
nodes to participate in the consensus, it is necessary to build
an incentive mechanism and offer some rewards to honesty
nodes.

a) Money incentive: The transaction fees will be allo-
cated to nodes participating in the consensus according to
the contribution of each node to motivate nodes to behave
honestly in the consensus. For the sake of the fairness of
commission distribution, we induce the power index concept in
game theory and compute the Shapley value which indicates
the contribution of each node in the voting process. Details
about the Shapley value can be explained in [13].

b) Score incentive: To ensure fairness, each verifier will
gain one point as long as it contributes to the consensus,
regardless of its score. However, the derating mechanism is
different. It is obvious that in the Weighted Voting mechanism,
nodes with a higher score will have more power in the
consensus, thus breaking the consensus more easily. To address
this issue, a more severe punishment policy for nodes with
higher scores is put forward. The higher the node’ score, the
more points it reduces for evil.

IV. PERFORMANCE EVALUATION

The performance of DVCC is analyzed and evaluated by
a simple blockchain prototype system. The whole system is
written in Java language, and multiple threads are created to
simulate consensus nodes. The security performance, consen-
sus delay and throughput capacity of DVCC are evaluated.

A. Security

a) Dual confirmation mechanism: We introduce the Nash
equilibrium theory in game theory to illustrate the superiority
of the dual confirmation mechanism. In this model, all mem-
bers are regarded as one party, so are all verifiers. Meanwhile,
it is assumed that two sides make decisions independently in
each round of consensus since there is little chance for them
to collude. In the consensus process, each side can choose to
be honest, meaning that more than two-thirds of the nodes
do the right validation, or do evil. Only when both sides are
honest, can the right consensus be reached. The benefits of all
strategy profiles for the two sides are listed in Table 1.

TABLE I
STRATEGY PROFILES

(members, verifiers) members
honest evil

verifiers honest (1,1) (-4,2)
evil (2,-4) (1.5,1.5)

When both sides are honest, they get equal rewards, let’s
say 1. However, if one is honest and the other does evil, the
honest one will report the evil so as to get a higher reward
of 2, and the guilty side will be severely punished with 4.
On the contrary, when both sides do evil, they will get more
reward than honesty with 1.5, since they can manipulate the
blockchain to meet their interests.

This is a typical Nash equilibrium problem. In order to
maximize their expected returns, players will choose the Nash
equilibrium strategy profile (1, 1), that is, both sides choose
to be honest. This also shows that the dual confirmation



mechanism can help improve the security of the consensus.
Meanwhile, since the verifiers will be reselected in each
consensus process, there is no chance for the two sides to
collude through multiple rounds of consensus and reach the
Pareto optimality (1.5, 1.5).

b) Classified Randomized Selection: Since members are
consist of government departments and giant enterprises in the
IoT industry, their equipment is supposed to be reliable and the
evil probability is small enough to be ignored. For verifiers,
suppose that there are N verifiers, and the probability that any
node will do evil is Pe. Then the probability that less than N

3
verifiers do evil, also the probability of consensus success is
represented by P :

P =

bN3 c∑
i=0

(
N

i

)
Pe

i(1− Pe)
N−i (3)

Drawn the theoretical curve of P for different values of Pe

and number of verifiers N , as shown in Fig. 2. As can be seen
from Fig. 2, when Pe is less than 33%, P increases with N . P
quickly approaches 1 as Pe decreases. Even if Pe is high, say
20%, the success probability P is extremely high, and as the
number of verifiers N increases, P increases and gets closer
to 1.

The classified random selection improves the consensus
security by effectively reducing the evil probability, also the
faulty ratio of bookkeepers, Pe. On the one hand, since
verifiers and the miner are selected randomly, they are un-
predictable and not easily attacked. On the other hand, each
verifier is selected from different classes, meaning that they
have a wider representation and a smaller probability of
collusion [14], that is, Pe will be small.

We evaluate the probability of the consensus success with
different ratio of faulty nodes and number of verifiers. During
each experiment, we count 100 consensus process, and the
number of the block which is successfully added into the
blockchain represents the success probability. Fig. 2 illus-
trates the change of success probability in the Simple Voting
mechanism and compares it with the theoretical curves. The
simulation curve is a fitting of several scatter points, which is
basically consistent with the theoretical cure. The difference
is caused by experimental fluctuation.

c) Weighted Voting mechanism: Fig. 3 illustrates the
comparison of the Simple Voting mechanism and the Weighted
Voting mechanism in the success probability with the number
of verifiers is 49 and the faulty ratio is 0.3. The results
show that the Weighted Voting mechanism guarantees a higher
success probability than the Simple Voting mechanism since
nodes with higher scores which are less likely to be malicious,
will have more power than lower score nodes in the voting
process.Particularly, the steep drop in the experiment 6 of the
simple voting is a random fluctuation due to the randomized
selection of verifiers.

B. Consensus Delay
The consensus delay is the time required for a new block

from being generated to being confirmed. Suppose Tdelay

0 25 50 75 100 125 150 175
Number of Verifiers

0.5

0.6

0.7

0.8

0.9

1.0

Pr
ob

ab
ilit

y 
of
 c
on

se
ns
us
 su

cc
es
s

simulation curve_10%
simulation curve_20%
simulation curve_25%
simulation curve_33%

theoretical curve_10%
theoretical curve_20%
theoretical curve_25%
theoretical curve_33%

Fig. 2. Consensus success probability

2 4 6 8 10 12 14
Experiment No

0.0

0.2

0.4

0.6

0.8

1.0

Pr
ob
ab
ilit
y 
of
 C
on
se
ns
us
 S
uc
ce
ss

Weighted Voting 
Simple Voting 

Fig. 3. Consensus success probability comparison between Simple Voting
and Weighted Voting

represents the delay time, then it can be specified as follows:

Tdelay = Tconsensus + Tbroadcast (4)

where Tdelay and Tbroadcast represent the time spent in block
consensus and broadcast.

We evaluate the delay of DVCC and PBFT with a different
number of consensus nodes, count 100 blocks and calculate
the average delay. Fig. 4 illustrates the experimental results.
The average delay of DVCC remains stable whereas the delay
of PBFT has an upward trend with the number of consensus
nodes increases, because DVCC requires only one broadcast
process and one voting process, and PBFT requires multiple
rounds of communication among nodes.

Fig. 5 illustrates the effects of the incentive mechanism
on the delay time over time in the configuration that the
number of consensus nodes and the faulty ratio is 49 and 33%
respectively. In Fig. 5 , each time period refers to 20 rounds
of consensus. Since the delay time of single-round consensus
may fluctuate greatly, this paper takes the average delay time
as the result.
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Since the verifiers in each consensus process are randomly
selected, when the faulty ratio is 33%, the success of each
consensus process is relatively random, and the delay time
fluctuates greatly, which explains the steep drop at time period
2 of DVCC without incentives. At the overall situation: in the
case of incentives, the delay time fluctuates around 800ms;
without incentives, the delay time gradually decreases from
800ms to around 350ms.As time goes by, the average delay
of DVCC with score incentive is gradually decreasing while
the DVCC without incentives remains at the same time level.

0 5 10 15 20 25
Time Period

0

200

400

600

800

1000

DE
LA

Y 
(m

s)

score incentive
without incentive

Fig. 5. The change of delay over time

C. Consensus Delay

The transaction per second(TPS) represents the throughput
capacity of the system, and it can be specified as follows:

TPS =
SumTransactions

4t
(5)

where 4t is a period of time, SumTransactions is the total
number of transactions confirmed and written to the block
during this time.

The block time is the block packing interval. We take 9
different block time, such as 1ms, 50ms, 100ms, 500ms, 1s,
5s, 10s, 15s, etc., and test 100 times each block time, taking
the average as the TPS. Fig. 6 illustrates the experimental
results in the configuration that the number of verifiers is 16,
24 and 32. As Fig. 6 shown, TPS will first rise and then fall
with the increase of the block time. First, when the block
time is small, the block contains fewer transactions and does
not take full advantage of the computing power of verifiers
and the transport capacity of the network. Second, when the
block time increases to a certain value, the nodes’ computing
capacity and network transmission capacity are just saturated
and the peak of TPS occurs. Third, When the block time
continues to increase, on the one hand, with the increased
number of transactions contained in the generated block, the
block volume increases, thus both the time of block packaging
for the miner and the network transmission time increase; on
the other hand, the increasing number of transactions makes
the verifier nodes spend more time on the verification of
transactions. Combined with the above two aspects, TPS will
decrease accordingly.

Under the same hardware conditions, the transaction rate
and computing power of nodes remain stable, and the change
of network transmission time from 16 verifiers to 24 or 32 ver-
ifiers is negligible, thus, changing the number of verifiers will
not significantly affect the block time at the peak. However,
the value of TPS is related to the delay time of consensus.
Even if the number of transactions generated under the same
hardware condition is stable, the consensus delay time will
increase slightly as the number of verifiers increases (as shown
in Fig. 4 of the paper), thus TPS will decrease slightly. Thus,
in Fig. 6, TPS peaks at around 2s of the block time, roughly
2850, and when the block time is controlled under 10s, TPS
can be guaranteed to be above 2000, which can meet the
performance requirements of most applications.
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D. Fairness
The randomness of selection ensures that each bookkeeper

has the same chance to become a verifier, reflecting a wide



range of community consensus and avoiding autarchy.

E. Finality

The block can always be generated since the Election
Committee will reselect a miner to generate the block when
consensus fails. Also, if one block obtains votes of over two-
thirds members and verifiers, another block cannot get suffi-
cient votes, so there will be no bifurcation in the blockchain.

F. Reliability

In view of the unsatisfactory network, such as packet loss
and timeout, we set up a timeout mechanism for both the
consensus process and the election process. In the consensus
process, if the miner does not receive sufficient verified votes
within the specified time frame, the consensus is judged to
have failed, a failure message is broadcast, and the next round
of consensus is restarted. In the selection process, if the
election committee did not receive the message sent by the
miner after the timeout, it is determined that the miner may
be evil, the consensus fails, and the verifier and the miner are
re-selected by using the current time and the public key of ver-
ifiers. Although the timeout mechanism is designed to ensure
that the next round of consensus or selection can be completed
in the case of poor network conditions, the re-consensus will
certainly cause delay and throughput performance degradation
to some extent.

It should be noted that due to timeout and randomized
selection mechanism, the impact of poor network conditions
is limited. In addition, in extreme cases where the overall
network is in poor condition, the system can take protective
measures of relying on the reliable members to complete the
consensus and keep the system running.

G. Performance

a) Energy Saving: In the consensus process, nodes verify
and vote for the block instead of spending massive energy
solving a difficult math problem. Thus the DVCC is more
resource-saving compared with PoW.

b) Scalability: Due to the division of node roles, only
a small group of nodes are selected as verifiers to verify
the block, and numerous bookkeepers could participate in the
maintenance of the blockchain without lowering the system
performance. The DVCC offers good node scalability com-
pared with those BFT-based algorithms.

V. CONCLUSION

In this paper, we propose a dual vote confirmation based
consensus (DVCC) mechanism for blockchain integrated IoT
(BlockIoT). First of all, IoT devices in different layers are
arranged for playing different roles in consensus according to
their computing and storage capabilities in order to integrate
IoT and blockchain better. Second, the proposed credit score
model, dual confirmation mechanism, and classified random
selection mechanism help improve security and fairness. Be-
sides, the voting mechanism benefits to reduce energy waste
and improve the efficiency of the consensus. Finally, an

incentive mechanism is developed to motivate nodes to behave
honestly in consensus.

It is demonstrated from the experimental results that DVCC
ensures the efficiency and security of the consensus while
enhancing the fairness in the IoT scenario. The consensus
delay remains low and steady with the number of nodes
increases, which is suitable for IoT scenarios with many nodes
involved. Moreover, the throughput capacity of the system is
capable of accommodating most IoT applications.
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