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Abstract— Nowadays, trust and reputation models are used to 
build a wide range of trust-based security mechanisms and trust-
based service management applications on the Internet of Things 
(IoT). Considering trust as a single unit can result in missing 
important and significant factors. We split trust into its building-
blocks, then we sort and assign weight to these building-blocks 
(trust metrics) on the basis of its priorities for the transaction 
context of a particular goal. To perform these processes, we 
consider trust as a multi-criteria decision-making problem, where 
a set of trustworthiness metrics represent the decision criteria. We 
introduce Entropy-based fuzzy analytic hierarchy process 
(EFAHP) as a trust model for selecting a trustworthy service 
provider, since the sense of decision making regarding multi-
metrics trust is structural. EFAHP gives 1) fuzziness, which fits the 
vagueness, uncertainty, and subjectivity of trust attributes; 2) 
AHP, which is a systematic way for making decisions in complex 
multi-criteria decision making; and 3) entropy concept, which is 
utilized to calculate the aggregate weights for each service 
provider. We present a numerical illustration in trust-based 
Service Oriented Architecture in the IoT (SOA-IoT) to 
demonstrate the service provider selection using the EFAHP 
Model in assessing and aggregating the trust scores. 
 

Index Terms—Internet of Things, Multi-criteria Decision 
Making, Analytical Hierarchy, Service Oriented Architecture 

 

I. INTRODUCTION  

Trust is introduced in social science as the situation where an 
entity called trustor relies on the actions of another entity called 
the trustee [8] and [9]. That is, the trustor delegates a trustee to 
perform specific activities on its behalf.   
When the trustor is uncertain or cannot confirm the outcome 
of the trustee’s actions, it can establish and assess expectations 
regarding these outcomes [10]. 

 
The Service Oriented Architecture in the Internet of Things 
(SOA-IoT), is a collaboration and interaction among IoT 
entities. Every entity mutually acts as a service-consumer or 
service-provider for offering services and sharing resources 
[13]. The interaction is between the service-provider and the 
service-consumer performed through service APIs. SOA 
technologies enable IoT entities to publish, discover, select, and 
compose services [12].  

Trust is as an integral part of building several applications, such 
as trust-service-provider selection, in SOA-IoT and Social-IoT. 
The success of trust-based applications and service-provider 
selection has a strong relation with trust computing, trust 
aggregation, and consideration of the subjective preferences of 
a trustor. 
The establishment and evaluation of trust is an essential factor 
in the success of trust-based applications in emerging 
technologies. Applying the trust concept in any computational 
discipline requires incorporation of the trust model with well-
defined and structural mechanisms.  
IoT’s software development requires the interaction of different 
services from diverse web-service providers. W3C [15] defined 
web services as “a software system designed to support 
interoperable machine-to-machine interaction over a network. 
Each web service has an interface that is described in a machine 
process-able format (specifically WSDL). Web services 
interacts with each other’s using SOAP-messages, typically 
conveyed using HTTP with an XML serialization in 
conjunction with other Web-related standards".   
Engineering a software system for IoT transactions and 
workflows faces several challenges, such as heterogeneity and 
dynamicity, in IoT environments. Various languages and 
technologies are used by IoT entities. Consequently, the 
availability of the resources and functionalities can change over 
time. Developing pervasive systems for IoT-based smart 
environments requires seamless integration of the various 
functionalities and adaptation of the dynamicity. Therefore, 
modeling each component as an independent entity is crucial. 
Environmental features are considered as functions of time to 
reason regarding the context [34].  
All SOA-IoT resources are modeled as services. Service 
composition stage combines multiple services to achieve the 
requestor desires or to perform one transaction. 
In SOA-IoT, the way of building software has new 
consideration such as dynamicity, e.g., service providers, 
service requestors and new services join or leave the system 
frequently. Accordingly, the selection of a service provider is 
one of the crucial issues that need to be considered on priority. 
The decision of a service provider selection in trust-based SOA 
is made on the basis of the IoT entities’ trustworthiness, as 
illustrated in Figure (1). Trust-based service provider selection 
shows better performance, whereas service properties are well 
known [16]. 
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Entropy-based fuzzy analytic hierarchy process (EFAHP) fits 
the requirements of trust, since it provides 1) fuzziness to cope 
up with vagueness, uncertainty, and subjectivity of trust; 2) a 
systematic way to structure complex MCDM; and 3) entropy 
that helps in calculating the aggregate weights for each criterion 
(trust attribute). Some studies such as [11] and [14] followed 
MCDM for trust computing. In the present work, we 
incorporate entropy and fuzzy AHP, such as SOA-IoT, for trust-
based service provider selection in the service-oriented 
environments. 

We present a numerical illustration in the context of trust-
based SOA-IoT to demonstrate the service provider selection 
using an EFAHP model in trust assessment and score 
calculation. 
The rest of this paper is organized as follows. Section II 
provides background and definitions. Section III introduces an 
EFAHP as a structural approach for trust decision making based 
on service provider selection for SOA-IoT. Section IV presents 
a numerical illustration.  Section V concludes this paper. 

 

II. BACKGROUND 

This section provides a background of the concepts and terms 
that are used in this paper, such as IoT, trust, trustworthiness, 
trust entities in IoT, AHP, fuzzy sets and numbers, fuzzy 
analytic hierarchy process (FAHP) and entropy. 

A. Internet of Things (IoT) 

The IoT is defined as “the network of physical objects, devices, 
buildings, vehicles and other items embedded with electronics, 
software, sensors, and network connectivity that enables these 
objects to collect and exchange data” [17]. It allows objects to 
be sensed and controlled remotely across existing network 
infrastructure [18]. 

B. Trust 

Trust is defined as “the firm belief in the competence of an 
entity to act dependably, securely, and reliably within a 
specified context”  
[20].  

 
Figure 1. Trust-based SOA-IoT 
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C. Trustworthiness 

According to the Oxford dictionary [19], “Trustworthiness is 
the ability to be relied on as honest or truthful”. 

D. Trust Entities in IoT 

The trust relationship in IoT involves two types of entities 
named as trustee and trustor, which are dependent on each other 
to share mutual interests. The trustor needs to have confidence 
on the trustees in terms of benevolence, honesty, and beliefs.  
 
Therefore, the trustor must ensure that the trustee will not betray 
it by performing risky behaviors. Trust is characterized by 
uncertainty and involves risk. Hence, ensuring that the trustee 
will be up to the expectation of the trustor is difficult.  
 

We consider competence, willingness, timelines, and 
honesty as trust metrics for illustrating EFAHP for trust-based 

service provider selection. 
• Competence: denotes the capability of the trustee to 

perform a particular task in a specific context. 
• Willingness: denotes the motivation and desires the 

trustee has for performing the trustor's task correctly. 
• Availability: denotes the level to which a trustee is in a 

prescribed operable and committable state during the 
mission.  

• Timelines: denotes a way of representing or performing a 
group of tasks in chained order based on a specific 
timescale.  

• Honesty: denotes straightness of performing the task, 
including fairness, sincerity, and loyalty, without theft, 
cheat, and lie. 

E. Analytic Hierarchy Process (AHP) 

The AHP proposed by Saaty [29] is a quantitative approach for 
candidate selection among alternatives. The selection is based 
on the alternatives’ relative performance regarding one or more 
desired criteria [21] [22]. The AHP deals with complex 
decisions by structuring the alternatives into a hierarchical 
paradigm. The hierarchy is established through pairwise 
comparisons of separate judgments rather than prioritizing all 
the choices and criteria simultaneously [23]. The AHP 
framework uses a one-way hierarchical relationship concerning 
the decision layers. The hierarchy is composed in the middle 
level(s) with decision alternatives at the bottom, as shown in 
Figure (2). The AHP provides a structured approach for locating 
priorities on each level of the hierarchy using pair-wise 
comparisons that are quantified by a [1 ÷ 9] scale. 

F. Fuzzy Sets and Fuzzy Number 

Zadeh [26] proposed the Fuzzy Set Theory (FST) for dealing 
with the vagueness and uncertainty. FST has the capability of 
uncertain data representation, which allows mathematical 
operators and programming on the fuzzy domain. Fuzzy set is a 
class of objects that have a continuity of grades of memberships. 
It is represented via a membership-function, which assigns a 
grade of membership to each object in the range [0-1] [24] and 

[25]. A tilde delimiter “~” is placed above a symbol if the 
symbol represents an FST.  

G. Fuzzy analytic hierarchy Process (FAHP) 

The FAHP has a particular concern with the decision-making 
journey from consistency and the measurement of the decision 
elements while considering the dependencies. Generally, the 
FAHP is a nonlinear framework that performs both deductive 
and inductive reasoning. FAHP has a wide range of applications 
in MCDM, such as resource allocation, planning, and conflict 
resolution [27]. 

H. Entropy 

The entropy theory aims to measure the uncertainty of a random 
variability [28]. The entropy concept can effectively 
characterize natural behavior; where the values of entropy are 
proportionate to the variables’ randomness [5]. The biggest 
entropy values denote more dissemination or larger level of 
randomness than lower entropy values. The subjective 
significance of different level attributes is derived from real life 
judgments and biases; thus, the possibility of inaccuracy among 
different judgment techniques and recommenders cannot be 
ignored. The entropy assesses the objective significance of the 
criteria in the substitutive alternative level; hence, the entropy 
concept enriches the decision-making processes [7].  

III. EFAHP MODEL 

The fundamental steps for EFAHP are the construction of 
hierarchy representation for the system. The hierarchy 
construction helps in solving a complex problem via 
consecutive and straightforward processes [1]. It requires the 
decomposition of the problem into levels, wherein each of these 
levels comprises different elements/factors. The 
elements/metrics of each level are independent of each other 
and compared with the elements/metrics in the same level of the 
hierarchy. Connecting with at least one or more 
elements/metrics of the next upper level is compulsory for each 
element/metrics.  
The higher level is considered as a criterion and based on the 
concept that the element of the next level compared with it is 
the lower one as discussed in [2]. Typically, EFAHP model for 
trust in IoT requires the following activities: 
 
 

• Construct a hierarchy structure: Structures’ trustworthy  
• Construct comparison matrix 
• Identify the fuzzy scale  
• Identify the fuzzy membership function 
• Construct and process the fuzzy judgment matrix   
• Utilize entropy concepts to calculate the aggregate 

weights. 
• Select the entity that has the highest weight as a service 

provider. 
 

All these activities are explained as follows:  
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A. Construction of a Hierarchy structure 

Structures represent IoT entities with the key elements of 
trustworthy criteria in IoT, as shown in Figure (2). The lower 
level represents IoT entities, the intermediate levels represent 
trust criteria and sub-criteria, and the top-level represents the 
overall trust credit of each of the IoT entities. 

B. Comparison Matrix 

We establish ܶ = ,ଵݐ) ,ଶݐ ……  ௡) as a set of homogenous trustݐ
attributes/criteria associated with the IoT entity and point of 
view. This method helps the trust system in quantifying the 
relative importance of the trust factors/criteria ܶ in terms of the 
transaction requirements. To perform the comparison process, 
we assign some weights to each trust criteria/factors (ݐ௜,  ௝) thatݐ
concern a transaction requirements. The scale of pairwise 
comparison extended from Satty et al. [3] is illustrated in Table 
1.   
The comparison matrix is a useful way of converting 
qualitative/subjective judgments to a numerical-value. The trust 
judgment module estimates how many times in terms of 
importance it judges IoT entity as compared to other ones based 
on a given trust metric/criterion during pairwise comparison 
processing. The same pairwise comparison processes apply to 
every factor/metric of the IoT entity at a given hierarchy level 
according to the element of the next upper level. 
We establish a comparison matrix to calculate the priorities of 
the IoT entities for being a service provider, as illustrated in 
Equation (1).  

ܣ = 	 ൦ 1 ܽଵଶ ܽଵଷ ⋯ ܽଵ௡1 ܽଵଶ⁄ 1 ܽଶଷ ⋯ ܽଶ௡⋯1 ܽ௡ଵ⁄ ⋯⋯ 1⋯ ⋯⋯ ⋯1 ൪					(1) 
 

where ܽ௜௝  represents a pairwise comparison, if the comparison 
showed that ݐ௜ is greater-than-or-equal to ݐ௝; 1 ܽ௜௝⁄  represents 
that the attribute ݐ௜ is less than or equal to ݐ௝; the presence of 
“1” means none of the entities dominates the others; and “0” 
denotes that a judgment is not available.  

The following rules govern the entries “ܽ௜௝” of the 
comparison matrix. ܽ௜௝ > 0;	ܽ௜௝ = 1 ௝ܽ௜⁄ ;	ܽ௜௜ = 1							∀݅.							(2) 
C. Identification of Fuzzy Scales 

Triangular Fuzzy Numbers (TFNs) are represented in the range 
[1-9]. TFNs are used to capture the subjectivity or uncertainty 
of the pairwise preferences of trust criteria. The FS definition, 
as illustrated in Figure (3), consists of five TFNs and the 
corresponding fuzzy membership-function. FS is represented as 
follows: 
ܨ	              = ሼ(ݔ, ,((ݔ)ߤ ݔ ∈ ܷሽ, where 
 ,represents the value on the real line       ݔ      
      ܷ								represents	the	universe	of	discourse,  
		.[0,1]			range	the	in																				value	its	and	membership-function	the	represents		(ݔ)ߤ      

TABLE 1:  PAIRWISE COMPARISON SCALE 
AHP pairwise comparison scale Fuzzy AHP pairwise 

comparison scale 

Numeric
al Scale 

Verbal 
judgment 

Explanation Fuzzy 
Number 

Triangular 
Fuzzy scale 

1 
Equality Equal importance 

of both elements 1෨  (1, 1, 2) 

3 

 
Moderate 

 

 
Moderate 

importance of 
one element over 

another 

 3෨  
 

(1, 3, 5) 

5 

 
Strongly 

 
 Strongly 

favouring one 
criterion over 

another 

 
 5෨  

 
 

(3, 5, 7) 

7 

 
 

Very 
Strongly 

 

 
 

 Very strongly 
favouring 

one criteria over  
another 

 
 
 7෨  

 
 
 

(5, 7, 9) 

9 
 

Extremely 
 

 
Extremely 
important 

 9෨  
 

(7, 9, 9) 

 
2,4,6,8 

 
Intermediate 

values 

 
Intermediate  

between 
two judgments 

 
 

 

Figure 3. Fuzzy set with the triangular membership function 
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… 

Figure 2. Hierarchy structure 
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D. Identification of fuzzy membership function  

The triangular fuzzy membership function can be defined as 
follows 

(ݔ)ߤ =
۔ۖەۖ
ۓ ݔ													,0 < ݔ,݈ − 1݉ − 1 								݈ ≤ ݔ ≤ ݑ,݉ − ݑݔ −݉ 							݉ ≤ ݔ ≤ ݔ																		,0,ݑ > ݑ

															(3) 
By considering the Alpha-cut ߙ (interval of confidence), the 
TFNs can also be written as follows [4]. 
 
Let ܯ෩ = (݈,݉, ݈					be TFN where (ݑ ≤ ݉ ≤   then ,ݑ
෩ఈܯ  = [݈ఈ, [ఈݑ = [(݉ − ߙ(݈ + ݈, ݑ)− − ߙ(݉ + ߙ∀																																																															 					(4)								[ݑ ∈ [0,1]																						 
The main arithmetic operations on FNs using Alpha-cut ߙ are  
 ∀݉௅,݉ோ, ݊௅, ݊ோ ∈ ܴା,							ܯ෩ఈ = [݉௅ఈ,݉ோఈ],						 			 ෩ܰఈ = [݊௅ఈ, ݊ோఈ],					ߙ ∈ [0,1]		 
⨁෪ܯ	  ෩ܰ = 	 [݉௅ఈ + ݊௅ఈ,݉ோఈ + ݊ோఈ]		 	ܯ෩Θ ෩ܰ = 	 [݉௅ఈ − ݊ோఈ,݉ோఈ − ݊௅ఈ]								(5)			 	ܯ෩⨂ ෩ܰ = 	 [݉௅ఈ × ݊௅ఈ,݉ோఈ × ݊ோఈ]				 ܯ෩∅ ෩ܰ = 	 [݉௅ఈ/݊ோఈ,݉ோఈ/݊௅ఈ] 
 

E. Fuzzy Judgment Matrix Construction 

The membership function of the fuzzy set defines the fuzzy 
judgment matrix. The fuzzy judgment matrix is based on the 
values that represent pairwise preferences of trust 
criteria/attributes for the IoT entity (service-requestor) with 
respect to the specific service/transaction.  The judgment matrix 
is established in the following form to represent pairwise 
preferences of trust attributes for the IoT entities. 

ሚܣ   = ێێێۏ
ۍ 1 ෤ܽଵଶ ෤ܽଵଷ ⋯ ෤ܽଵ௡1 ෤ܽଵଶ⁄ 1 ෤ܽଶଷ ⋯ ෤ܽଶ௡⋯⋯1 ෤ܽଵ௡⁄ ⋯⋯⋯ 1⋯⋯ ⋯⋯⋯ ⋯⋯1 ۑۑۑے

 (6)																		ې
where   ܽ௜௝ = 1෨, 3෨, 5෨	, 7෨	, 9෨  are fuzzy numbers, which is similar 
to the pairwise comparison-scales [3], explained in Table 1.  

F.  Finding the weights via computing fuzzy Eigen value 

In a crisp pairwise comparison matrix, weights of the attributes 
can be determined through the principal of an eigenvector w of 
the matrix A [6]. 

࢞࡭   (7)																																							௠௔௫࢞ࣅ	=
where, 

݊ is ܣ • × ݊ fuzzy matrix, having crisp numbers 
• ࢞ is non-zero ݊ × 1 crisp-vector represents a crisp 

numbers ݔ௜. 
If the vector (࢞) is normalized, then it becomes the priority 
vector of the IoT entities with respect to the trust attributes (in 
the higher level). ࣅ௠௔௫ is the largest Eigen-value of the matrix ܣ. This process aims to determine the corresponding trust 

weights (preferences) of all service-provider entities according 
to trust factors/attributes in the next higher level. 
 
 

0.0 1 2 3 4 5

Le
ve

l o
f c

on
fe

de
nc

e

Degree of fuzziness
 

Figure 4. Fuzzy parameters defined-alpha cut and index of optimism 
[8]. 

   
As shown in Equation (4), Equation (7) must be converted into 
fuzzy form to complete the analysis of the fuzzy matrices as 
follows.   
 [ܽ௜ଵ௟ఈ ଵ௟ఈݔ , ܽ௜ଵ௨ఈ ଵ௨ఈݔ ] ⊕ ⋯⊕ [ܽ௜௡௟ఈ ௡௟ఈݔ , ܽ௜௡௨ఈ ௡௨ఈݔ ]= ,௜௟ఈݔߣ] ௜௨ఈݔߣ ].																																	(8)		 
where the subscripts ′ݑ′ and  ′݈′  represent the upper and 
lower values of the fuzzy set, which are defined in the fuzzy 
membership-function.  

G. Conversion of Fuzzy Judgment Matrix into Crisp Judgment 
Matrix 

Conversion of the fuzzy preferences/judgment matrix into crisp 
judgment matrix carried out by Equation (9) as follows: 
 ොܽ௜௝ఈ = ߱ܽ௜௝௨ఈ + (1 − ߱)ܽ௜௝௟ఈ ,						∀߱ ∈ [0,1].								(9) 
where ߱ is the index of optimism that indicates the degree of 
optimism in a decision making module toward the selection of 
trustworthy service provider [8]. The triangular set is defined in 
terms of level of confidence (ߙ) and index of optimism (߱), as 
shown in Figure (4). Whereas, ߜ represents fuzziness degree.  

• When ߜ = ߙ	݀݊ܽ	0 = 1, the fuzzy preference and the 
crisp preference numbers have no difference.  

• Otherwise, an indication of the difference between the 
crisp-preference and the fuzzy preference is given. 

If any deviation of alpha_value from 1 (e.g, <1) indicates the 
level of uncertainty, then the level of confidence in the 
candidate service-provider entity decreases. ω, represents the 
behavior of the decision-making module toward the fuzziness 
in the judgment. Consequently,  

•  ߱ approaching 0 reflects that the attitude of the 
decision-making module tends toward moderate value or 
crisp value underestimation.  

߱ 

ߙ = 0.5

(௜௝ܽ)ߤ       

ܽ௜௝

ߜ			ݐܣ = 1 ܽ݊݀ ߙ = 0.5 ∶

ߜ  ߜ

߱ = 0, ܽ௜௝ = 2
ߙ = 1.0

߱ = 1, ܽ௜௝ = 4  
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• ߱ approaching 1 indicates that the attitude of the 
decision-making module tends toward extreme values or 
crisp value overestimation.  

Thus, the fuzzy judgment matrix can be converted into the crisp 
matrix by applying Equation (9) and by substituting the values 
for   ߱	ܽ݊݀	ߙ. We can have the fuzzy judgment matrix as 
follows:  

መܣ = ൦ ොܽଵଵఈ ොܽଵଶఈ ⋯ ොܽଵ௡ఈොܽଶଵఈ ොܽଶଶఈ ⋯ ොܽଶ௡ఈ⋮ොܽ௡ଵఈ ⋮ොܽ௡ଶఈ ⋱⋯ ⋮ොܽ௡௡ఈ ൪													(10)	 
where ܣመ is a crisp form of the judgment matrix. 

H. Utilization of entropy concepts to calculate aggregate 
weights 

The entropy based on the relative frequency is represented as 
follows: 

ێێۏ
ଵଵܵଵܽۍێ ܽଵଶܵଵ ⋯ ܽଵଶܵଵ⋮ ⋮ ⋱ ⋮ܽ௡ଵܵ௡ ܽ௡ଶܵ௡ ⋯ ܽ௡௡ܵ௡ ۑۑے

ېۑ 					= ൥ ଵ݂ଵ ଵ݂ଶ … ଵ݂௡⋮ ⋮ ⋱ ⋮௡݂ଵ ௡݂ଶ … ௡݂௡൩ (11) 
 
where ܵ௞ = ∑ ܽ௞௝௡௝ୀଵ  
The entropy can be calculated as follows: ܪଵ = 	−෍൫ ଵ݂௝൯ logଶ൫ ଵ݂௝൯										௡

௝ୀଵ  

ଶܪ = 	−෍൫ ଶ݂௝൯ logଶ൫ ଶ݂௝൯						(12)௡
௝ୀଵ ௡ܪ ⋮								=				⋮  = 	−෍൫ ௡݂௝൯ logଶ൫ ௡݂௝൯																	௡
௝ୀଵ  

where ܪ௜  is the  ݅th  entropy values.  
Then, entropy weights can be obtained by normalising Equation 
(12) into Equation (13): ܪ௜ = ∑௜ܪ ௝௡௝ୀଵܪ 				,					݅ = 1,2,3, …… . ݊						(13)														 

IV.  NUMERICAL ILLUSTRATION 

In an SOA-based IoT environment, an IoT entity (service-
requestor) wants to choose one service provider to provide the 
specific service. A total of four IoT entities compete for being 
selected as a service-providers.  The trust system specified five 
trust attributes/factors to be considered during service-provider 
selection. The service provider detected by the system at the 
moment of transaction is given in Table 2. The fuzzy weights 
of the trust criteria given by the trust system (subjective 
weights) are shown in Table 3. The processes of Entropy-Fuzzy 
AHP to judge which is the most trustworthy entity among the 
four service providers are demonstrated as follows: 
 
 
 

A.  Construction of Hierarchy Architecture  

The first step in the Fuzzy AHP is the development of a 
representation of the problem in terms of the overall trust for 
every entity, which has a chance to be selected as a service 
provider, the criteria/attributes of trust, and the service provider 
alternatives. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

B. Construction of Pairwise Fuzzy Comparison Matrix  

The pairwise fuzzy comparison matrix is constructed as 
follows: 

We can multiply the fuzzy subjective weight vector ෩ܹ  by the 
corresponding column to assemble the total fuzzy judgment 
matrix ܣሚ.  

Overall Trust of 
IoT entities 

C
om

petence 

W
iliness 

A
vailability 

H
onesty

T
im

eliness 

Entity (1)  Entity (2) 

Figure 5. Trust hierarchy structure 

Entity (3) Entity (4) 

TABLE 3: FUZZY SUBJECTIVE WEIGHT VECTOR ෥ܹ = 
Complete Wiliness Availability Timeline Honesty 
(1, 3, 5) (7, 9, 9) (5, 7, 9) (1, 3, 5) (1, 1, 3) 

 
 
 
 
 =ሚܣ 

TABLE 2: FUZZY JUDGMENT MATRIX 

 Compet
ences  

Wilines
s 

Availab
ility 

Timelin
ess 

Honesty 

Entity (1) (1,3,5)    (5,7,9)    (3,5,7)    (1,3,5)   (1,1,3) 

Entity (2) (7,9,9 ) (1,1,3)    (1,3,5)    (1,3,5)   (3,5,7) 

Entity (3) (1,1,3)    (1,3,5)    (1,3,5)    (3,5,7)  (1,3,5) 

Entity (4) (3,5,7)   (5,7,9)  (1,1,3)    (1, 1, 3 (1,3,5) 
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We establish  ߙ = 0.8  and 	߱ = 0.5  for moderate selection. 
   ොܽଵଵఈ = [(3 − 1) × 0.8 + 1,−(5 − 3) × 0.8 + 5]⨂  [(3 − 1) × 0.8 + 1,−(5 − 3) × 0.8 + 5] ොܽଵଵ = [6.76,11.56] 
 
where ߙ = 0.8. We compute ොܽଵଵఈ  using equation (9) as follows:  ොܽଵଵఈ = 0.5 × 11.56 + (1 − 0.5) × 6.78 = 9.16. The entire 
results are given in Table (6).  
 
 
 
 
 
 
 
 
 
 
 

C. Entropy calculations  

First, the relative frequencies are calculated using Equation (11) 
as shown in Table 7, since ߱ = 0.5. 
 
 

 
 
 
 
 
 

 
 
Then, we compute the entropy by Equation (12) using  

The relative frequencies are shown in Table 7. The resulting 
aggregate weights computed by normalizing entropy values are 
shown in Table 8.  
 

As shown in Table 6, Entity 2 is the best service provider 
when  8.0=α  and ߱ = 0.5. 

V. CONCLUSION 

Trust is a crucial element in the successful interactions among 
IoT entities. In this article, we have focused on trust-based 
service provider selection in IoT. We introduced an entropy-
based fuzzy AHAP model for trustworthy service provider 
selection IoT. The model supports splitting trust into its 
building-blocks (trust metrics), then sorting and assigning 
weights to these trust metrics on the basis of its priorities for the 
transaction context of a particular goal. The numerical example 
demonstrated the efficiency and flexibility of the proposed 
model, especially with the subjectivity of multiple criteria in 
trust-based IoT systems. 
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