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Abstract—Energy Management is of primary importance in
mobile devices due to increasing functionality coupled with rapid
battery drain. Our analysis reveals that users differ in context and
resource usage patterns which can be leveraged for power savings.
A key challenge lies in providing context-adaptive security in an
energy aware manner due to increasing sensitivity of user data
and analyzing energy-security trade-offs. Towards this challenge,
we model the problem of context-adaptive energy-aware security
as a knapsack problem and develop a pseudo-polynomial dynamic
programming (DP) based framework to maximize user utility
corresponding to a power budget. Further, we prove the decision
version of the problem to be NP-hard via a reduction from
KNAPSACK and design a greedy heuristic for optimal assignment of
security levels towards meeting a given power budget. Finally, we
design a Fully Polynomial Time Approximation Scheme (FPTAS)
for the problem which improves upon the DP based approach.
The proposed mechanisms are optimal in that, they can be used to
facilitate efficient allocation of resources pertaining to user needs.

I. INTRODUCTION

Energy Management has become one of the foremost con-
cerns in mobile devices. This is primarily due to the increas-
ing functionality in mobile applications which rapidly drains
battery power in these devices. Security significantly con-
tributes towards energy drain due to the computation-intensive
cryptographic operations involved in securing communications.
These motivate the need for developing energy aware security
mechanisms in mobile devices. Further, these mechanisms re-
quire models for estimating the energy consumption of security
protocols.

Current approaches to security often do not cater to varying
user context thus resulting in inefficient energy usage. Further
they do not adapt to the available energy for making energy-
security trade-offs that vary for individual users. Our analysis
reveals that user patterns are unique and driven by context
which result in varying energy usage. Further, tailoring se-
curity to user context can facilitate efficient usage of energy
thus enabling the user to meet a given power budget. Thus,
context-adaptive security designs are a promising approach for
facilitating efficient energy usage.

Context-adaptive security designs must not only adapt secu-
rity but also prioritize the allocation of resources for mobile

devices. Current approaches to allocation are often static and
do not scale resources pertaining to user needs. In contrast,
approaches for maximizing user utility subject to the power
constraints are needed. This may require the development of
heuristic solutions for optimizing user utility towards meeting
a given power budget. Such an approach can facilitate efficient
allocation of resources which may result in effective energy
usage.

A. Our Contributions

In this work, we model context-adaptive energy-aware secu-
rity for mobile devices as a combinatorial optimization problem
and develop solutions for effective allocation of resources such
that user’s utility is maximized. In particular, we prove that the
decision version of the problem is NP-hard and design greedy,
dynamic programming based, and FPTAS algorithms to solve
the problem for optimal assignment of security levels towards
meeting a given power budget. Our major contributions include:
• Formulating the problem, analyzing different cases and

designing a pseudo-polynomial dynamic programming al-
gorithm to solve the problem.

• Proving that the the decision version of the problem is
NP-Complete through a reduction from KNAPSACK and
designing a greedy algorithm that maximizes security
depending on user context while meeting a given power
budget.

• Design a FPTAS for the problem which improves upon the
execution time of the dynamic programming algorithm.

II. RELATED WORK

Prior approaches to security analyzed the energy consump-
tion of security protocols. Potlapally et al. [1] and Hodjat et al.
[2] evaluate the energy consumed by symmetric and asymmetric
security protocols in traditional wireless networks. Karri et al.
[3] optimized IPSec to suit the needs of the resource constrained
devices. Chang et al. [4], Ganesan et al. [5] and Lee et al. [6]
evaluate the energy consumed by security protocols within the
context of wireless sensor networks.

In addition to energy evaluation, model-based approaches
for understanding energy-security trade-offs were explored.
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Mckay et al. [7] used a decision-theoretic model to analyze
the energy-security trade-offs in traditional wireless networks.
Hwang et al. [8] analyzed energy-memory-security trade-offs
in sensor networks using a key management protocol. Futaci et
al. [9] proposed a game-theoretic framework for modeling the
energy-security trade-offs due to intrusion detection in wireless
sensor networks. Gogniat et al. [10] proposed a re-configurable
architecture for security using FPGAs. Chandramouli et al. [11]
and Massey et al. [12] proposed an optimization framework
that maximizes security subject to power and delay constraints
respectively.

Numerous approaches [13] [14] [15] [16] [17] [18] [19] [20]
[21] have considered the importance of context for security
in mobile environments. These approaches propose adaptable
mechanisms for security which configures security according to
the needs of the environment. In contrast, we model context-
adaptive energy-aware security as an optimization problem
and develop heuristics and FPTAS for optimum assignment of
security levels towards meeting a given power budget.

III. MODEL DESCRIPTION

We consider a scenario where there is a single mobile user
who travels through n different locations. Each location has a
preferred security level. As an example, the level of security of
a Wi-Fi network might vary according to the location of the
user (e.g. home, office, public, etc.). We also consider there are
m security levels {S1, S2, · · · , Sm}. Each security level Si has
a power consumption PSi and a user benefit (in terms of the
amount of security) bi associated with it.

Now the user, who travels through n locations is constrained
by a total energy budget E, which is the amount of energy the
user does not want to exceed during travel. The user also has
a total benefit B, which is the minimum total benefit the user
wants to achieve during travel to guarantee a certain level of
security depending on the locations.
The problem is to find an allocation of security levels (from
the set of m security levels) to the n locations the user travels
through, such that, the total energy consumed does not exceed
E, and the benefit is at least B, subject to the constraint that we
allocate preferred security levels to as many locations possible.
The same energy level can be allocated to multiple locations
(we consider there are unlimited copies of each of the m
security levels).

There can be an offline version of this model where the user
knows the all n locations and their preferred security levels
beforehand. There is also an online version, where the locations
and their preferred levels are revealed one at a time.

A. Problem Formulation

The problem of context-adaptive energy-aware security can
be formulated as follows.

Security Property Protocol
Low Authentication AES

Medium Authentication RC5

High Authentication
Integrity Protection HMAC-MD5

Table I
MULTI-LEVEL SECURITY

CONTEXT-SEC PROBLEM
INPUT: User’s energy budget E with power consumed
due to security, pS1 ....pSm for varying security levels
S1....Sm ∈ S, and the corresponding user benefits
b1.....bm, n locations through which the user travels.

OUTPUT: Maximize
n∑

i∈S
bi subject to

n∑
Si=1

pSi
≤ E.

QUESTION: Given integer B, is
n∑

i∈S
bi ≥ B

such that
n∑

Si=1

pSi ≤ E?

B. Scope of this work

In this work we consider an off-line version of the CONTEXT-
SEC problem where the locations do not contain preferences
of security levels. In other words, we have n locations (without
any associated preferences), and m levels to be allocated to
those locations such that the total energy consumption is at
most E and the total user benefit is at least B.

IV. OUR APPROACH

In this section, we discuss our approach to the context-
adaptive security problem in mobile devices. Specifically, we
analyze different cases such as the special case where there
exists a finite amount of security levels each with corresponding
values and energy estimates and a general case where there
exists a infinite number of security levels.

A. The Special Case

In the special case, we consider a finite amount of security
levels pertaining to user context. To aid in the discussion
of our special case, we propose a multi-level security model
for context-adaptive security in mobile devices. The following
subsection describes the security model for mobile devices.

1) Multi-level Security Model: Table I contains our proposed
multi-level security model for mobile devices. The proposed
approach consists of a 3-level security solution where each level
is associated to a cryptographic algorithm. A higher security
protocol implies a cryptographic protocol with higher security
strength. For instance, AES and RC5 at the low and medium
levels respectively offer authentication but not integrity. On
the other hand, HMAC-MD5 at the highest level offers both
authentication and integrity.

Energy-awareness requires the energy consumption of secu-
rity protocols to be estimated. We estimated the execution time
and energy consumption of security protocols using AvroraZ
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Protocol Time Energy
AES 0.2029s 5.435 mJ

RC5 0.3406s 9.124 mJ

HMAC-MD5 4.547s 121.8 mJ

Table II
ENERGY AND PERFORMANCE EVALUATION

[22], a cycle-level power profiling tool. Table II contains the
results for execution time and energy estimates of security
protocols.

Our model is generic in that it is not confined to the above
security protocols but to address the broader goal of providing
adaptable security in mobile devices. Towards the goal, we
classify security depending on security properties where the
highest level of security provides authentication and integrity
protection. Since users desire higher level of security due to
data sensitivity, higher security translates into increased energy
consumption and performance. For instance, HMAC-MD5 re-
quires a hash and digest to be computed which incurs significant
time and overhead for message encryption and verification.

2) Optimal Dynamic Programming Algorithm: CONTEXT-
SEC can be solved using a dynamic programming algorithm
which computes the optimal assignment of security levels for
users towards maximizing user utility corresponding to a power
budget. We describe the dynamic programming algorithm for
computing the optimal power budget in Algorithm 1.

Algorithm 1 Algorithm for optimal power budgeting
1: procedure OPTIMAL POWER BUDGETING

ALGORITHM(b, pS , n,B)
2: for i = 1:n
3: for x = 0:B
4: if b[i] ≤ x
5: A[i, x]← min(A[i−1, x], A[i−1, x−b[i]]+

pS [i])
6: else
7: A[i, x]← A[i− 1, x]
8: end if
9: end for

10: end for
11: end procedure

Let B be the benefit of the most beneficial security level.
That is, B = maxa∈Sba. From this, we can upper bound the
benefit that can be achieved as nB for the n security levels.
Let Si,b denote a subset of security levels {S1, · · · , Si} that has
a total benefit of exactly b and consumes the least amount of
power possible. Let A(i, b) be the power consumed by the set
Si,b, with a value of ∞ to denote no such subset. For A(i, b),
we have the base cases A(1, b) where A(1, b1) is pS1

, and all
other values are ∞.

In the dynamic programming algorithm, an array
A[0 · · ·n, 0 · · ·B] will be constructed. Any element A[i, b] (for

Approach Time Complexity
Brute-force O(2n)

Dynamic Programming O(n2 ∗B)

Table III
OVERHEAD COMPARISON

1 ≤ i ≤ n and 1 ≤ b ≤ B) will store the least amount of power
consumed by any subset of security levels {S1, S2, · · · , Si}
with a benefit of exactly b. Once all the elements of this
array is computed, A[n,B] will contain the minimum power
consumed with a benefit of B. In other words A[n,B] will
contain an optimal solution for CONTEXT-SEC.

We comparatively analyze the running time of the brute-
force approach and dynamic programming algorithm. Table III
contains the results for the running time evaluation.

The results indicate that the running time of dynamic pro-
gramming algorithm is O(n2 ∗B) where n and B indicate the
number of security levels and the benefit of the most beneficial
security level, and that it performs better than the brute-
force approach. Algorithm 1 is still an exponential (pseudo-
polynomial) algorithm. Its runtime grows exponentially in the
number of bits needed to represent B.

With the input from multi-level security model, we ran the
dynamic programming algorithm for varying power budgets and
estimated the execution time and power consumption using
the Wattch [23] simulator. Figure 1 contains the results for
execution time and power consumption. The results indicate
that as power budget increases, there is a linear increase
in power consumption and execution time of the dynamic
programming algorithm due to the recursive computation.

Figure 1. Performance Evaluation of Dynamic Programming
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B. General Case

In the general case, the decision version of CONTEXT-SEC
cannot be solved using a polynomial time algorithm since there
exists numerous security levels each with different energy and
performance requirements pertaining to user context. We prove
that the problem to be NP-Complete through a reduction from
KNAPSACK. The KNAPSACK problem is defined as follows:

KNAPSACK
INSTANCE: S = (W1, V1), (W2, V2) · · · (Wk, Vk),
V ∈ Z+, W ∈ Z+,
where W and V refer to weights and values respectively.
QUESTION: Is there S′ ⊂ S s.t.
n∑

i=1

W ′i ≤W and
n∑

i=1

V ′i ≥ V ?

Theorem 1. The decision version of CONTEXT-SEC is NP-
Complete.

Proof: Given an arbitrary instance of KNAPSACK, we
construct a definite instance of CONTEXT-SEC as follows:

1) For each i (where 1 ≤ i ≤ k), set pSi
= Wi, and bi = Vi.

2) Set B = V and E = W .
3) The set S of items for KNAPSACK is exactly the same

set of security levels in CONTEXT-SEC.
Since the above reduction function is essentially a bijection, the
following hold
• If (S,W, V ) ∈ KNAPSACK, then (S, E,B) ∈

CONTEXT-SEC.
• If (S, E,B) ∈ CONTEXT-SEC, then (S,W, V ) ∈

KNAPSACK.
Therefore the theorem is true.

C. A Greedy Algorithm

The greedy algorithm greedily maximizes security pertaining
to user context indicated by user benefits while meeting the
given energy budget. We adapt the Max-Value heuristic to this
problem. Algorithm 2 contains the description of the Max-Value
Greedy Algorithm.

Algorithm 2 Max-Value Algorithm
1: procedure CONTEXT-ADAPTIVE ENERGY-AWARE SECU-

RITY(S, E,B)
2: Sort Security levels in descending order of bi

pSi
.

3: Continue adding security levels until we hit a power

level pSi
too high, (

i∑
Sk=1

pSk
> E).

4: Select the better of {S1, S2, · · · , Si−1} and {Si} based

on max(
i−1∑
k=1

bk, bi).

5: end procedure

Algorithm 2 has an execution time of O(n log n), where | S |=
n due to the sorting step.

Theorem 2. Algorithm 2 is a 2-approximation algorithm for
CONTEXT-SEC.

Proof: Let OPT be the output of an optimal algorithm
for CONTEXT-SEC. Now if the solution of Algorithm 2 was
suboptimal, the total power consumption will be strictly less
than E (let it be E −F ). Assume Algorithm 2 was allowed to
select fractional values for security levels. Therefore by adding
E−F
pSk+1

bk+1 to the user benefits, Algorithm 2 will either match
or exceed OPT (since OPT is not allowed to choose frac-
tional values). Therefore either {bi, b2, · · · , bi−1} ≥ 1

2OPT ,
or {bi} ≥ 1

2OPT . Since Algorithm 2 chooses the greater of
the two sets, the output of Algorithm 2 ≥ 1

2OPT .

D. A Fully Polynomial Time Approximation Scheme (FPTAS)

In the FPTAS, we scale down the benefits enough such that
the benefits of all the security levels are polynomially bounded
in n, use dynamic programming on the new instance, and return
the resulting subset. By scaling with respect to the desired ε,
we will be able to get a solution that is at least (1− ε) ·OPT
in polynomial time with respect to both n and 1/ε, achieving
a FPTAS.

Algorithm 3 Fully Polynomial Time Approximation Scheme
1: procedure FPTAS(b, pS , n,B, ε > 0)
2: Let K = εB

n .
3: For each security level Si, define b′i =

⌊
bi
K

⌋
.

4: With these as benefits of security levels, use the
dynamic programming algorithm (Algorithm 1) to find set
with the most benefit, say S′.

5: Output S′.
6: end procedure

Lemma 1. The solution S′ produced by Algorithm 3 has a total
benefit of at least (1− ε) ·OPT .

Proof: Assume O to be the optimal set of security levels
with the maximum benefit possible, and B(S) to be the benefit
produced by set of security levels S. Because we scaled down
by K and then rounded down, any security level Si will have
benefit K ·b′i ≤ bi with the difference at most K. Therefore the
benefit of the optimal set O can at most decrease at nK for K
per possible member of the set. Therefore we have, B(O) −
K ·B′(O) ≤ nK.

Now after the dynamic programming step, we get an optimal
solution with the scaled (smaller) benefits. The solution is
as good as choosing O with the smaller benefits. Therefore
B(S′) ≥ K · B′(O) ≥ B(O) − nK = OPT − εB ≥
(1− ε) ·OPT .

Theorem 3. Algorithm is a fully polynomial approximation
scheme for CONTEXT-SEC.

Proof: Lemma 1, shows the solution produced by Algo-
rithm 3 to fall within a (1 − ε) factor of OPT . The running
time of Algorithm 3 is O(n2

⌊
P
K

⌋
) = O(n2

⌊
n
ε

⌋
), which is

polynomial in both n and 1/ε.
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V. PERFORMANCE COMPARISONS

We are currently in progress implementing the three algo-
rithms described. The development source code is currently
available in the following location in GitHub [24]. For our
implementations, we consider the benefits associated with each
security level as a discrete quantity (e.g. an integer). The
levels with their corresponding power consumptions will be
obtained from the following dataset [25]. We plan to compare
the performances of the three algorithms for the problem in
terms of allocations. We present a few numbers from our initial
performance comparisons here.

VI. CONCLUSION

In this work, a context-adaptive energy-aware approach to
security was developed for mobile devices. In particular, we
modeled the problem of context-adaptive energy-aware security
as a knapsack problem and proposed a pseudo-polynomial
dynamic programming framework towards maximizing user
utility corresponding to a power budget. In addition, we proved
that the decision version of the problem is NP-Hard through
a reduction from knapsack problem and developed a greedy
heuristic which prioritizes the allocation of resources towards
meeting a given power budget. Finally, we designed FPTAS
which improves upon the execution time of the dynamic pro-
gramming algorithm.
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