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Abstract—Routing via multiple paths offers many advantages
such as traffic separation, congestion reduction and quality of
service policies in enterprise, campus and data center networks.
Disjointness of the multiple paths may provide extra benefits like
increased reliability and improved traffic separation. We propose
DMDP, a layer two protocol that discovers multiple disjoint
paths in a switched network by exploration of the network with
multicast frames. DMDP provides fast discovery of node-disjoint
or link-disjoint paths, selecting the fastest disjoint paths available
without any route computation over the network graph. Paths
obtained by DMDP are similar to the multiple paths computed
with a k-shortest path algorithm, but much simpler to find.
Multiple disjoint path search may be implemented as a proactive,
reactive on-demand or hybrid service at edge switches.

Index Terms—Multiple disjoint path routing, Exploring tree,
Spanning Tree, Shortest Path Bridges, Ethernet, Routing bridges

I. INTRODUCTION

Routing only via the shortest paths does not provide max-
imum performance in networks because these paths might
become overloaded. To prevent this, multipath routing uses
multiple alternative paths through a network. Besides reducing
congestion, multipath routing can provide fault tolerance,
increased throughput and improved security. Multiple paths
may be node-disjoint, edge-disjoint or partially overlapped.
Among the available proposals, we focus on disjoint multipath
protocols in layers two and three, as they are the most relevant
for data center and enterprise networks. Wireless networks are
set aside as they represent other casuistry [1].

ECMP and multiple VLANs are the basis for randomized
load balancing currently used in data centers in layer three
(OSPF) and layer two (SPB [2], TRILL [3]) protocols. But
randomized load balancing is usually unfair [4] and often
creates hot-spots surrounded by low loaded links. Additionally,
most protocols neither guarantee the edge or node disjointness
of the paths, nor take into account the actual traffic load on
network links to select the paths.

This paper describes Iterative Discovery of Multiple Dis-
joint Paths (DMDP), a layer-two protocol that uses network
exploration mechanisms to find node-disjoint or edge-disjoint
paths between edge switch pairs of a switched network.
Section II describes the protocol, Section III the evaluation,
Section IV the related work, and Section V the conclusion.
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II. DMDP ProTOCOL
A. The Disjoint-Paths Problem and DMDP

The definition of the disjoint paths problem is as follows:
Given a graph G = (N, L) of a set N of N nodes, a set L
of L links, and two nodes s,t € N. For k£ >0, find k paths
Py, Py, ..., P from s to t, which do not share any common
nodes (or links). The problem is NP-complete in both cases
[5]. DMDP is designed as a distributed protocol that finds
multiple paths between edge switches, having as a metric the
network latency. The environment to be deploy are switched
networks, and its possible uses cases are varied, as for example
multipath routing with MPTCP, QoS routing or resilience.
Nevertheless, these scenarios are out of the scope of this paper.
In short, DMDP finds a specified number (or less) of multiple
paths with the desired restrictions of node-disjointness or edge-
disjointness between two edge bridges. Forwarding between
edge bridges can be performed via encapsulation/decapsula-
tion of the user frames at the source/destination edge nodes.

B. First path set-up
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Fig. 1: Basic control of disjoint paths set up

The start protocol sequence is shown in Figure 1. The
edge switch (A), when requested to find multiple path towards
switch (H), multicasts a Path Request packet, containing the
type of disjoint paths requested, through all its output links
(except the link receiving the request) and waits to receive a
unicast Path Confirm from destination switch. The process is
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repeated until the number of paths found reaches its maximum
limit or until timed out.

Figure 2 shows the pseudocode with the protocol logic
that process the received control frames. For each incoming
Ethernet frame, the EtherType value (type/length field) is
checked. If the EtherType value corresponds to DMDP, the
packet is processed according to the packet type: Path Request,
Path Confirm or Path Delete. The sub consequent actions are,
depending on the packet type, origin and destination address of
frame and their presence or not in the routing table, associated
to a path: confirmation of a path record in table, activate timer
for path confirmation, refresh path timer, delete path record
from table, send Path Confirm or Path Request.

function packet_analisys
if ethertype==DMDP_ethertype
case Path request packet
Path_request_analisys
case Path_confirm packet
Path_confirm_analisys
case Path_delete packet
Path_delete_analisys
else
if path is known
resend packet
else
standard retransmission
return

function Path_reqg analisys
if SRC and DST MAC addresses pair is in table
case node mode
discard packet
return
case link mode
if path iD is the same
discard packet
return
else
create new table entry: associates SRC and DST MAC
addresses with packet input port and path iD
refresh timer
broadcast the packet through all ports less the
input port
return
else
create new table entry: associates SRC and DST MAC
addresses with packet input port and path iD
refresh timer
broadcast the packet through all ports less the input
port
return
return

function Path_confirm_analisys
complete table entry, by adding packet input port.
case non-edge sw
forward the packet to the edge-sw
case edge-sw
start the next exploration sequence
return

function Packet_delete_analisys
case path delete concrete
remove concrete table entry
case all path delete
Remove all entries
return

Fig. 2: DMDP protocol logic

Figure 3a illustrates the first flooding of the Path Request
packet. Switch A sends through all links the multicast frame.

Every switch receiving it (B,C,G) associates the source address
to the input port and forwards it through all links afterwards.
The mechanism used at switches to prevent loops and broad-
cast storms is based on locking the association of the source
address to the first port receiving the frame for a short time,
as in All-Path switches [6].

C. Set-up of additional disjoint paths

1) Edge disjoint paths: Figure 3 shows the complete path
setup process. Once the setup of the first path is completed,
switch A proceeds to create the remaining disjoint paths,
sending a Path Request with Path ID #2. If the type of the
requested path is edge-disjoint, switch A sends the Path request
indicating it in the path type field through all the ports except
the port associated to Path #1. This prevents that the requested
path uses links already assigned to Path #1. Every switch
receiving the Path Request for Path #2 proceeds in the same
way as for the first path, with the only difference of not
forwarding the Path Request via the link assigned to Path #I.
When the Path Request of Path #2 reaches destination switch
H, it is also confirmed with a Path Confirm packet. The process
is analogous for the rest of paths.

2) Node disjoint paths: Figure 4 displays the whole path
setup process. If the requested path is node-disjoint, the
procedure is similar to the previous subsection. Switch A sends
the Path Request packet with the Path Type field set to node-
disjoint value. The behavior of the first path is equal to the
previous example. From Path #2 and successive, the switches
discard the packet if they have a previous confirmed path,
otherwise, they forward the Path Request packet through all
ports except the input port. The path confirmation process is
the same as for edge-disjoint.

3) Maximum number of disjoint paths: The maximum
number of edge-disjoint paths is determined by the maximum
number of source destination pairs (si,#i) that can be routed
in graph G via mutually edge-disjoint si-ti paths. The edge-
connectivity version of Menger’s theorem [7] states that max-
imum number of pairwise edge-independent paths from si to
ti. is equal to the size of the minimum edge cut for ¢ and s (i.e.
the minimum number of edges whose removal disconnects t
from s). The node-connectivity version, for the node-disjoint
paths, states that the maximum number of node disjoint paths
in a network is equal to the minimum number of nodes whose
removal disconnects si from #i.

DMDP protocol is topology agnostic, the limit for the
maximum number of disjoint paths to be requested is set just
with the degree of the edge node having lowest degree of
the two. Both edge switches know this limit because in the
Path Request and Path Confirm packets a field contains the
maximum number of links (i.e. possible paths) that connect
the sending edge switch to the network.

D. Path deletion

Established paths between two edge switches can be deleted
selectively or all at once sending respectively Delete Path #ID
or Delete All Path packets. The Delete Path packet is sent on
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Fig. 3: Discovery of edge disjoint paths.

a unicast frame via the path to be deleted. The path is deleted
as the packet progresses toward the destination. The Delete
All Paths packet is sent as multicast frame through all links.

E. End to end routing

To be able to reach the hosts, edge switches need to know
the edge switch address of every destination host. Similarly
to TRILL, edge switches can build and maintain a complete
host-edge switch list via a periodic multicast announcement
packet sent from every edge bridge, containing the list of the
MAC addresses of its directly connected hosts.

III. EVALUATION

In this section, we compare DMDP with other disjoint-path
routing solutions in terms of the number of paths found.

A. Paths set-up time

The minimum time to set up the paths with DMDP is the
product of the number of paths to be found and the RTT
(measured between edge switches, not between hosts) of the
network. The maximum time spent on search is determined by
the search timer value. A conservative value for RTT in a data

(d) The three edge disjoint paths confirmed
Fig. 4: Discovery of node disjoint paths.

center is 1 ms [8]; so if we assume 2 ms per path, the setup
time for 4 disjoint paths will be 8 ms. Path setup time increases
linearly with the network diameter (6-8 hops typically [9]), so
it does not grow significantly with network size. Latency of
the routing service is null if implemented either as a proactive
or as a reactive on-demand routing service.

B. Experiments

We aim to check if our protocol can find disjoint paths
in network topologies. For that, we construct a testbed in
two different environments. The first one consists of the
implementation of a modified Naive LBA [10] algorithm in
Matlab, as it is a simplified version of Bhandari’s Algorithm
to find disjoint paths [11]. The second one is the node-disjoint
DMDP protocol deployed using the Mininet SDN platform,
due to its convenience for fast development and testing time.
The protocol logic is executed at the OpenFlow controller
(Ryu), which provides results to validate the protocol proof-of-
concept. This centralized operation does not provide realistic
results regarding path setup times because path selection is
delayed by the need of every switch to access the controller
at every multicast frame hop. Also, we generate different
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topologies with BRITE topology generator [12] to compare
the same topology in both scenarios.

For each topology we obtain the node-disjoint paths be-
tween 10 pairs of nodes randomly chosen. Figure 5 shows the
paths discovered in a random topology between the nodes 3
and 9. Both, the Matlab algorithm and the DMDP protocol,
obtain the same paths. Nevertheless, the discover order differs
as the DMDP protocol bases its search on minimum latency
paths while the Matlab algorithm computes over the k-shortest
paths.
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paths. However, the protocol does not guarantee disjointness
of any kind.

V. CONCLUSION

DMDP is a layer-two multiple disjoint path protocol based
on network exploration that provides simple mechanisms for
routing without path computation, then suitable for large data
center networks. Initial results show effectiveness with low
complexity. As future work, our priority is the link-mode
operation and the detailed evaluation in loaded data center
scenarios, with regular and irregular topologies, where the load
adaptivity and scalability may be particularly important.
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