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Abstract—We take the position that the interaction of multiple
software-defined networking (SDN) apps running in parallel must
be thoroughly understood, and the potential conflict arising from
it must be carefully prevented. We first motivate the problem
with a concrete case study that shows that two SDN apps can
cause a network to enter a permanent oscillation state. We
then sketch a rigorous approach for systematically reasoning
about the joint effect of multiple SDN apps, including whether
conflicts may occur. The proposed approach models individual
SDN apps as automata, and then uses standard automaton
operations to compute their interactions. We further propose
to apply sequence-based specification, a well-established rigorous
method for software specification, to derive the automata. The key
novelty and strength of our approach is its ability to reason about
the joint effect of multiple SDN apps precisely (with the capability
of identifying when and how conflicts may occur), proactively
(prior to running the apps), and without the knowledge of the
apps’ implementation details.

I. INTRODUCTION

Software-defined networking (SDN) [2] is an exciting new
paradigm in networking. Compared with the traditional net-
working infrastructure, SDN is designed to be much more
open, agile, and innovation-friendly. This is achieved by the
unique three-tier architecture as illustrated in Figure 1. The
“controller” (middle layer), also known as network operating
system, is a software program that centralizes a network’s
control plane. On the one hand, it manages the hardware
boxes (bottom layer), known as SDN switches, by dynamically
installing and updating configurations (also known as “flow
rules”) to them, via the south-bound API. On the other hand,
it supports and interacts with a set of SDN apps (top layer),
by offering an abstraction of the network resources and states,
via the north-bound API. An SDN app is a software program
that runs on top of this abstraction and typically manages
and optimizes a single aspect of the network, including link
utilization, resiliency, energy efficiency, etc.

The SDN apps are the “brain” of an SDN network, as they
implement sophisticated control logic, dictate the behavior
of the network, and realize the promised benefits of SDN
(such as ease of management, reduced cost, better agility,
etc.). As such, over the past several years, the networking
community’s research and development effort has focused on
building individual SDN apps, and as a result, today a myriad
of SDN apps are readily available (a comprehensive review
of them is presented in [9]), and marketplaces for selling and
purchasing them have emerged as well (e.g., Hewlett-Packard
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Fig. 1: The Three-Tier Architecture of SDN

App Store [1]). Now any organization that operates a software-
defined network may purchase and run SDN apps based on
their networking needs.

As virtually any organization has multiple networking
needs, they will run multiple SDN apps, each optimizing
one aspect of the network. However, relatively little research
effort has been put into understanding and managing their
joint interaction on top of the same network topology. In this
paper, we take the position that the interaction among
multiple SDN apps must be thoroughly studied, and the
potential control conflict arising from such interaction
must be carefully prevented. Control conflicts are inevitable,
given each SDN app being developed by a different vendor,
managing/optimizing a single aspect of the network, and
assuming full control of the network. As we will illustrate
with a concrete example (in Section III), such conflict can
de-stabilize the network and cause unpredictable forwarding
behavior.

We will sketch a fine-grained, formal approach to the sys-
tematic understanding and prevention of the control conflicts
(in Section IV). Our approach has several unique advantages
that we believe are critical to real-world deployment. It enables
precise understanding of the interaction of multiple SDN apps,
how conflicts are caused, and how they can be resolved. It
allows proactive detection of any potential conflict before the
apps are deployed. Finally, it only requires the observable
black-box behavior of the apps as an input, and does not need
any implementation details such as the source code.
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II. RELATED WORK

There has been relatively few prior works on control con-
flicts from running multiple SDN apps, as the problem has
only recently begun to receive attention from the research
community. Corybantic [11] and its newer version, Athens [5],
are among the first work. They take a coarse-grained, at-run-
time approach to preventing control conflicts. More specif-
ically, this approach periodically lets individual SDN apps
propose their intended changes for the network state, and
then lets each app evaluate all proposals from their peers,
based on some pre-defined criteria or voting mechanism. In
the end only one proposal will win and be implemented by
the controller, and thus the network is guaranteed to be free
of control conflicts. However, this approach is unable to shed
light on when and how a conflict is created; moreover, by
admitting only one proposal at a time, it may miss out on
opportunities to simultaneously optimize multiple aspects of
the network by combining multiple proposals. [6] takes a
similar approach (and thus suffers from similar drawbacks),
except that it seeks to combine multiple proposals to form a
globally optimal configuration using an evolutionary approach.
In contrast, a fine-grained approach that formally models the
interaction of multiple SDN apps, such as the one we will
sketch in Section IV, will not have any of those drawbacks.

Prior works [7], [8] detect forwarding policy violations
(such as black holes and loops) at individual-flow level.
However, their approaches cannot be used to detect SDN
control conflicts, as this is a higher-level issue, not a violation
of the flow policy.

III. CONTROL CONFLICTS AND NETWORK STATE
OSCILLATION: A MOTIVATIONAL EXAMPLE

Generally speaking, an SDN app is developed to man-
age/optimize some aspect of a network, by modifying the
network’s state. The state of a network includes multiple
variables, such as traffic load, routing paths, power state of
devices, up/down state of links, etc. [15]. While some of the
variables are not controlled by the network control plane (e.g.,
the total amount of traffic in a network is generated by the end
hosts), others are, typically via configuration of the forwarding
devices (e.g., the link load can be minimized by configuring
the routers to run a load-balancing scheme). SDN apps control
the network state by issuing commands to the controller via
the northbound API (Figure 1); the controller then compiles
each command down to a set of new configurations (typically
in the form of flow rules) to be installed on the data plane.

To meet its optimization objective, each SDN app indepen-
dently issues commands to the controller, to dictate how the
network states should be changed. When multiple SDN apps
are running in parallel, their commands, i.e., the ways they
intend to change the network, may conflict. To demonstrate
the problem in a tangible manner, below we present a concrete
example. The network topology used in this example is shown
in Figure 2. End hosts attach to Routers A and B. Between
them there are two routing paths: one goes through Router E
and the other F. The traffic load (i.e., utilization rate) on each
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Fig. 2: The Network Topology Used in the Case Study

link is modeled as a step function that has three states: high
(H), low (L), and zero (Z). Assume all devices and links have
the same capacity. The network runs a power-saving app and a
load-balancing app, both are commonly used in the real world.
The detailed functionalities of the two apps are as follows:

« Power-saving app: its objective is to minimize the energy
use, by selectively turning off part of the network. To
realize this objective, it looks for opportunities to route all
traffic to one of the two paths (without loss of generality,
assuming it’s always the top path), and then turn off the
router on the other path. More specifically, it checks the
utilization rates of the two links w and v every M seconds;
when the utilization rates of both links are low or zero
for two consecutive cycles, it issues a command to the
controller, instructing the controller to turn off Router E
and route all future packets to the top path. Afterwards,
it continues to monitor the utilization rate of the top link
w. Whenever the link utilization rate is high for two
consecutive cycles, it issues a command to the controller,
instructing the controller to turn on Router E and use both
paths to route traffic.

o Load-balancing app: its objective is to minimize the
traffic load of any link in the network. To realize this
objective, it seeks to spread traffic evenly across all
possible paths. More specifically, it checks the utilization
rates of the two links w and v every M seconds. When
one rate is high and the other is low or zero for three
consecutive cycles, it issues a command to the controller,
instructing the controller to route a larger percentage
of incoming new flows in the next M seconds to the
less utilized path. It stops issuing such commands once
the utilization rates of both links become high, or both
become not high (i.e., low or zero).

Now consider the following sequence of events:

o At Times M and 2M, the utilization rates of both w and v
are low; the power-saving app issues a command at Time
2M to route incoming flows to the top path, so that the
bottom path may be turned off in the future.

o At Times 3M, 4M, and 5M, as a result of the previous
action by the power-saving app, w has a high rate, and v
has a low rate; the load-balancing app issues a command
at Time 5M to route more new flows to the bottom path,
in an attempt to balance the loads of the two paths.

o At Times 6M and 7M, as a result of the previous action
by the load-balancing app, both links have a low rate.
The power-saving app issues a command at Time 7M to
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route incoming flows to the top path.

o At Times 8M, 9M, and 10M, as a result of the previous
action by the power-saving app, w has a high rate, and v
has a low rate; the load-balancing app issues a command
at Time 10M to route more new flows to the bottom path.

Clearly, the network has entered a permanent oscillation
state, and the two apps will never stop issuing commands to
update the network configuration, but neither will ever meet
its optimization objective.

Generally speaking, when two SDN apps, say A and B, are
running in parallel, and if A always changes the network from
State X to State Y, and B always changes the network state
from Y to X, the network will permanently oscillate between
the two states. Depending on what the differences between
the two states are, this could mean constantly powering up
and down devices, enabling and disabling links, routing traffic
flows back and forth on different paths, etc. The problem can
get much more complicated, as the conflict may be caused
by more than two apps, and the network may oscillate among
more than two states.

IV. SKETCH OF A RIGOROUS AND SYSTEMATIC APPROACH

In this section, we present our preliminary thoughts on a
formal approach to the control conflict detection of SDN.
Our approach models the SDN apps as automata, and then
leverages standard automaton operations to compute how
multiple SDN apps will interact and how the interaction will
affect the network state. Below we describe more details of
our preliminary thoughts. We leave the full investigation to a
future full paper.

A. An Automaton-Based Model

We propose to use an automaton to model the working
mechanism of an SDN app running on a network topology.
More specifically, we follow the conventional definition of a
Moore machine:

Definition 1 (Moore Machine): A Moore machine is a 6-
tuple (Q,%,T,0,v,qo), where @ is a finite set of states, ¥ is
an input alphabet, I" is an output alphabet,  : @ X X — @ is
the transition function, v : @ — I is the output function, and
qo € @ is the starting state.

SDN apps can be modeled as a subset of Moore machines,
of which the output alphabet includes the two special re-
sponses: 0 (the null response) and w (the illegal response).

Definition 2 (Network Function Moore Machine): A
network function Moore machine is a Moore machine
(Q,%,T,4,v,q0) with {0,w} CT.

In this model, ) represents the set of software states of the
SDN app (note that these are different from the states of the
network); X represents inputs to the SDN app, which include
the network states such as routing topology, link bandwidth,
and traffic load information; I' represents outputs from the
SDN app, which are commands to the SDN controller that
seek to change the network state; 0 and w are special outputs
representing the null output and the illegal output (i,e., output

that cannot possibly be generated by the app — this is defined
for completeness purpose).

The benefit of using an automaton-based model is multi-
fold, as follows:

o By precisely modeling the working mechanisms of the
SDN apps, it sheds direct light on the root cause of the
conflict, e.g., what apps will conflict with each other, and
under what network conditions; it will also unambigu-
ously determine the consequences of the conflict, e.g.,
whether the network will oscillate among multiple states,
and if so, what those states are. We note that the prior
approaches as we reviewed in Section II are unable to
answer any of those important questions.

o To derive the automaton of an SDN app, we will only
need the observable black-box behavior of the app; in
particular, we do not need to know any implementation
details, such as the source code. As such, this modeling
approach is naturally independent of the implementation
platform.

o Because the black-box behavior of an SDN app may be
obtained from its user manual or by running it on a
testbed, the automaton can be derived before the SDN
app is deployed in the production network. Thus our
approach is capable of answering what-if questions before
deployment, such as how well a set of apps may work
together, how well a new app may fit into a production
environment, and ensure conflict-free deployment.

B. Deriving the Automaton

While the automata may be derived by hand, we believe
such a manual approach will be tedious and error-prone, and
will not scale well. We propose to leverage a well-established
formal method for software specification, which is rigorous,
constructive, and systematic. The method is termed sequence-
based specification (SBS) ' [10], [12]-[14]. SBS enables one
to systematically discover and construct the automaton from an
informal description in natural language of how the software
is supposed to work (this description is termed functional re-
quirements in the field of software engineering). The output of
SBS is a Moore machine representing the working mechanism
of the software (in our case, the SDN app). The approach
has three key steps: identification of stimuli and responses,
sequence enumeration, and automaton construction [10], [12]-
[14].

The main innovation in adapting sequence-based specifica-
tion to the SDN context is to factor in the network topology
as part of its input. Topology information is needed in the
model, because the interaction of SDN apps is affected by the
topology — given the same set of apps, conflict may arise on
one topology, but may not on another. We believe topology
information can be included in the input to SBS, i.e., the
informal description will specify how the SDN app works on

ISequence-based specification and its supporting tools, Proto_Seq [3] and
REAL [4], were developed by the University of Tennessee Software Quality
Research Laboratory.
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a given network topology. We leave the investigation to future
work.

C. Computing the Interaction of Multiple SDN Apps

Since each SDN app is modeled as an automaton, the
interaction of two SDN apps can be straightforwardly modeled
by the standard automaton product, which is defined below:

Definition 3 (Product Network Function Moore Machine):
Given two network function Moore machines M; =
(Q1,%1,T'1,01,v1,q10) and My = (Q2,%2,T'2,02,12,q2,0),
the product of My and Ms, denoted by M; X Ms, is defined
by My x My = (Q1 % Q2,%1 x ¥2,T'1 xT'2,6,v,(q1,0,2,0))>
where ¢ and v are defined by:

6((p. q), (a,b)) = (d1(p, a), 62(q, b)),

v((p,9)) = (v1(p), v2(q))-
We extend the null response and the illegal response to a

product network function Moore machine by assuming 0 =
(0,0) and w = (ry,72) where either 11 = w or ro = w. An
input (a,b) € X1 X Xy is legal if it is physically realizable;
otherwise, it is illegal.

Note that the product operation can be extended to more
operands, so to compute the interaction of more than two SDN
apps, the pair-wise operation can be simply performed in a
successive way. The final product Moore machine formally
models the joint effect of all individual SDN apps.

D. Analysis of the Product Moore Machine

Many important properties of a network can be discovered
by analyzing the product Moore machine. We are particularly
interested in answering the following questions that are of
strong interest to network managers:

« Will a given set of SDN apps cause any control conflict?

o When conflict is possible, will it always occur, or occur
only under certain conditions (and what precisely are
those conditions)?

« What are the consequences of the conflict, e.g., will the
network oscillate among multiple states, and if so, what
are those states?

o Besides the conflict, what is the joint effect of running
the SDN apps in parallel? How will the network behave?

Through our preliminary investigation, we discovered that the
key to answering the above questions is a critical concept that
we termed safe operational region. Informally, this concept
models the set of network states that will eventually lead
to a stabilized network, which is when all SDN apps have
met their optimization objectives and none intends to modify
the network state any more. Note that the network states
are included as part of the inputs to the Moore machines
(Section IV-A). Thus we believe one will be able to compute
the safe operational region by analyzing the product Moore
machine. We leave the full investigation to future work.

Once the safe operational region is computed, the detection
of control conflicts is straightforward: the network is guar-
anteed to be free of conflicts only when the safe operational
region includes all possible network states; otherwise, there
will be some state that once entered, will eventually de-
stabilize the network.

V. CONCLUSION AND FUTURE WORK

We take the position that control conflicts arising from
running multiple SDN apps must be carefully prevented. We
showed with a motivational example that such a conflict could
cause the network to enter permanent state oscillation. We then
sketched a rigorous automaton-based approach for systemat-
ically computing the interaction of multiple SDN apps and
detecting control conflicts. Furthermore, we proposed to apply
sequence-based specification to derive the individual automata
for each SDN app. In future work, we plan to continue our
investigation and develop the proposed approach to a complete
theoretical framework. We also plan to validate the proposed
approach using more and larger-scale case studies.
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