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Abstract—Recent works have shown that the wireless link
between two nodes is neither a shared secret nor unforgeable
by an adversary – questioning the effectiveness of many physical
layer security mechanisms. In this work, we argue that physical
layer security is still valuable when multiple nodes combine
their measurements of overheard adversarial transmissions. This
assumption is applicable to, e. g., industrial wireless networks,
where nodes are spatially close and wireless links are unique.
First, we design a novel physical layer adversary detection
algorithm particularly suited for the scenario of multiple sens-
ing nodes. Second, we evaluate our algorithm with real-world
measurements, which show that already four detecting nodes are
sufficient to significantly increase the detection performance.

I. INTRODUCTION

Physical layer security leverages inherent characteristics of
the physical medium, e. g., wireless channel properties, to
detect adversarial anomalies. Usually, coarse-grained Received
Signal Strength Indicator (RSSI) [1]–[3] or fine-grained Chan-
nel State Information (CSI) [4]–[6] measurements, so called
link signatures are used.

These mechanisms assume that link signatures are an un-
forgeable and shared secret. In the recent past, however, these
assumptions have been challenged by a number of attacks [7]–
[9]. In particular, by choosing an appropriate input signal,
an adversary is able to inject frames in such a way that the
receiver measures a particular link signature [9]. Therefore, an
adversary can inject packets with a forged link signatures of his
choice (using software defined radios), As a consequence, link
signatures cannot be deemed secret, nor are they unforgeable.
As a remedy, Fang et al. [9] propose a countermeasure that
operates on the PHY-layer, whereas our approach functions on
the link layer.

We propose to combine multiple link signature measure-
ments from sensing nodes to restrict the adversary’s degrees
of freedom. When forging link signatures for a single node, the
attacker has one degree of freedom (the signal) and one con-
straint to match (the link signature measurement). If, however,
multiple nodes overhear the same adversarial transmission
and subsequently combine their measurements, the attacker
still has one degree of freedom but multiple constraints to
match. Effectively, the adversary faces an overdetermined set
of equations and is, therefore, unable to simultaneously forge
the link signatures at all overhearing nodes. The idea of

attacker detection with multiple sensors in the presence of an
adversary has been raised in [10]. In contrast to their work,
we focus on CSI measurements instead of RSSI.

The assumption of multiple nodes overhearing a single
transmission holds, for instance, in the domain of industrial
wireless networks, especially in real-time systems where nodes
are often spatially close. Hence, even with directed antennas,
an adversary is likely to encounter at least some nodes that
overhear the adversarial transmission.

In this paper, we propose a new attacker detection algorithm,
the cluster count and classification procedure (C3Po). C3Po is
specifically designed to leverage the properties of scenarios
with multiple sensing nodes. Our algorithm statistically an-
alyzes link signature measurements, similar to related works
such as CSITE [5] and [4]. A significant difference to our
work lies in the setting: CSITE, for example, assumes a
baseline of trusted, encrypted 802.11 data frames alongside
potentially insecure management frames, whereas we make no
such assumption. We evaluate the algorithm with real-world
measurements conducted on commodity 802.11n boards [11].
Our measurements show that already few nodes are sufficient
to significantly increase the detection performance in compar-
ison to single-detector scenarios.

II. NETWORK MODEL

Our network model is motivated by low latency, closed-loop
industrial wireless networks with real-time requirements [12],
which are often organized in star topologies with a central
master and several slave nodes [13]. C3Po is based on link
signatures measured as CSI, which describe how the channel
has altered a signal. Let a denote the original signal sent by
the transmitter; then the signal at the receiver can be defined
as follows: b = ha+η (1), where η is random Gaussian noise
and h is the complex channel impulse response (i. e., the link
signature), which is estimated at the receiver using a known
input signal a. A link signature h can be spoofed by choosing
the input am such that the estimation of h at the receiver
based on bm results in the desired channel estimation hm [9].
We assume a Byzantine [14] / Dolev-Yao [15] adversary with
access to secret key material and arbitrary link signatures who
seeks to violate authenticity and availability.
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Sample 1

Sample 2

Figure 1. Examples of classification for two points. Sample 1 will be
classified as legitimate, whereas sample 2 will be classified as an attacker-
injected packet.

III. C3Po ADVERSARY DETECTION

We built an algorithm that translates CSI inputs into com-
pact and exchangeable decisions on the attack probabilitie for
each received packet. The C3Po combines two main concepts
to achieve adversary detection. A cluster-based detection com-
ponent determines the initial probability of a new sample stem-
ming from its claimed sender. This classification component
is complemented with a cluster counting mechanism, which
improves detection robustness despite changing link signatures
and accumulations of adversarial link signatures. The classifi-
cation component checks whether a new link signature fits into
the cluster of the corresponding claimed sender. Using only
the classification component, it could happen that adversarial
link signatures form their own cluster, which would then lead
to a small mean distance, leading to a wrongly high decision
value. We can detect these separate clusters by estimating the
total expected size of both individual sub-clusters, i. e., the
cluster encompassing all data points of one claimed sender. If
the actual size of the cluster is larger than its expectation, this
is a strong indicator for an attack.

A. Information representation

As information base, the algorithm uses a measurement
space as shown in Fig. 1 for two-dimensional example mea-
surements; the actual measurement space is 30-dimensional.
The algorithm uses past CSI samples for classification; these
are illustrated by the triangle-, square-, and diamond-shaped
points. The shapes correspond to three different senders whose
CSI values are stored by the algorithm. In the example
shown in Fig. 1, the senders form three clusters with different
variances. A sample consists of a CSI value, which is rep-
resented by its location in the plane, as well as the packet’s
claimed sender, which is indicated by the symbol (and color).
Additionally, a sample’s decision value is indicated by its
symbol’s size. A high decision value (represented by large
symbols) indicates trust in the claimed sender being the same
as the actual sender. A low decision value of a CSI sample
vector ~c indicates that the classification algorithm suspects
that the packet was spoofed, i. e., the actual sender differs
from the claimed sender. Defining decisions values in this way

Algorithm 1 Classification and Cluster Count Procedure

1: procedure C3Po(~c, E)
2: ~d← euclidean distances to k nearest neighbors(~c)
3: ~e← claimed senders of k nearest neighbors(~c)
4: tE ← current threshold for claimed sender
5: ~b← decision values of k neighboring samples

6: x← 1
k

∑
1≤j≤k : ej=E bi exp(tE − dj)

7: for sample ~si in the most recent k samples do
8: Check if ‖~si − ~c‖ >

√
me

k · tE
9: if no sample ~si violated the check then

10: x← x+ bd
11: else
12: x← x

2

13: ADDSAMPLE(~c, E, x)
14: tE ← βtE + (1− β)mean(~d)

15: RETURN(x)

allows nodes in the network to generate a global perspective
by aggregating local decisions.

As samples from honest nodes can be acquired within a
few microseconds in real-time industrial wireless networks, we
assume that C3Po has saved link signatures of every benign
sender within a very short training phase before encountering
the first adversary.

B. Classification of new samples

In order to classify newly received samples, the algorithm
takes as input a link signature in the form of a CSI sample ~c =
(c1, . . . , cn), as well as the claimed sender E of a received data
packet. The output is a decision value x, which is calculated
using Algorithm 1.

Assume we want to classify the benign sample 1 in Fig.
1, which claims the diamond sender. In the first step of
Algorithm 1, the euclidean distances to the k nearest neigh-
boring samples are computed and stored in vector ~d. This
is illustrated in Fig. 1 by the three solid black lines (hence,
k = 3) originating from sample 1. In the next step, the claimed
senders of the k nearest neighbors are stored in the vector ~e.
In the example, ~e contains k times the diamond sender.

For each claimed sender E, a soft threshold tE (cf. line 4)
captures the expected dispersion of future CSI-samples of
that particular sender in the measurement space. As shown in
line 14, the threshold for a claimed sender is determined by the
moving average over the mean distances of previously received
samples by the same claimed sender. As link signatures for
each honest sender may vary to different degrees, tE is
maintained separately for each claimed sender.

Next, in line 6, the initial decision value associated with
sample 1 is calculated. The initial decision is determined
by the decision values bi of those neighboring nodes in
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~e = (e1, . . . , ek) that have the same claimed sender E as the
new sample and the distance dj to these neighbors compared
to the expected threshold tE . By incorporating bi, adversarial
packets can be detected although they may form their own
cluster in the measurement space, thereby improving over
existing algorithms [4]–[6].

We normalize the calculated sum using a factor of 1/k.
In doing so, we introduce an additional penalty for likely
adversarial samples. Thereby, the diversity in ~e, which may
indicate adversarial activity, further lowers the calculated ini-
tial decision value.

This concept is illustrated by sample 2 Fig. 1: whereas
sample 1’s k nearest neighbors are all from the diamond
sender, sample 2 has two square neighboring samples and one
triangle sample. Sample 2 is supposed to come from the square
sender, hence, the triangle sample does not contribute to the
decision value calculation in line 6 (indicated by the dashed
line). Since the neighboring samples of 2 already have a small
decision value (as indicated by their size), the overall decision
on 2 will be low.

C. Cluster count detection

As outlined before, a simple comparison of a sample’s mean
distance to its k nearest neighboring samples may not be
sufficient in scenarios with rapidly changing link signatures.
The adversarial samples may form a cluster, which cannot be
detected by this calculation alone. Therefore, line 7 checks
whether the samples of sender E form a single cluster or
whether there are two cluster for the same sender E: a benign
and an adversarial one.

The cluster counting is not only necessary to detect adver-
sarial clusters, but it also helps to adapt to sudden changes in
the channel. It only needs a few (approximately, k) samples
to adapt to new channel conditions, since it compares a new
sample to the k most recent ones rather than the – potentially
older – k nearest ones. In contrast, the classification based on
decision values takes a longer time to react to channel changes,
thereby falsely classifying genuine packets as adversarial in
the meantime.

For the cluster assessment, the expected cluster radius rE is
estimated using the moving average tE . If a sample’s distances
to at least one of the k most recent samples of the same
claimed sender E is larger than the cluster radius rE , we
deduce that there exists more than a single cluster for that
sender. To minimize computational overhead, we approximate
the expected size of the cluster rE using the same threshold tE
that we use for the initial decision calculation. Assume there
are mE CSI samples of a sender E stored by the algorithm.
These mE samples will be uniformly distributed in a disc with
an unknown radius rE . The k nearest neighbors also form a
disc with radius tE . Due to the uniformity, the ratio of points
in each cluster disc roughly equals the area ratio of the disc’s
areas:

k

mE
≈ π(tE)

2

π(rE)
2 ⇒ rE ≈

√
mE

k
tE ,

1
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4
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Figure 2. The three different measurement topologies. Node 1 is the master
and node 3 serves as the attacker.

which yields a simple yet effective heuristic to approximate
rE for use in the cluster counting component. Finally, the
newly classified sample is added to the measurement space,
the exponential moving average tE for the claimed sender E
is updated, and the final decision x is returned. At this point,
the new sample can be accepted locally if the decision x is
larger than a system parameter ba or rejected, otherwise.

IV. MEASUREMENT-BASED EVALUATION

In order to verify our hypothesis that cooperating nodes
increase the detection performance, we evaluate an upper
bound on the achievable performance of C3Po in the following.
To this end, we aggregate multiple local measurements in order
to form a global decision. Each node locally computes xi
which are then sent to and aggregated at the master node
by taking the average. We refrain from assuming a specific
protocol for sending local decisions to the master node [10],
[14], [16], since it may distort the aggregation we wish to
study.

The comparison to CSITE [5] and other related works is
difficult due to different attacker models. As an architecturally
similar approximation, we compare C3Po against a version of
itself without the cluster counting aspect, “No-CC” (for no
cluster counting). For a meaningful comparison we used the
attacker model of [5]: the adversary injects spoofed frames
with node 2’s address into the system but does not spoof CSI
values.

Three different topologies with 5 nodes, each equipped with
Intel 5300 cards that allow to obtain CSI values, were set
up as depicted in Fig. fig. 2. The distances between nodes
vary between ≈ 1m and ≈ 5m. Node 1 is the master node,
whereas node 3 is the attacker. At each topology, 10 trials
with ≈ 11400 sent frames (and thus CSI measurements per
node) were conducted in a TDMA fashion: every node had
a fixed time slot of 0.1 s for transmitting random data. We
chose k = 5 (cf. [5]) and β = 0.05. All figures show the
mean of all trials alongside with error bars corresponding to
0.95 confidence intervals.

In Fig. 3, we see the global sensitivity for N = {2, 3, 4}
sensing nodes. The topology is on the x-axis and the plot
is divided to show the results for different choices of N .
The results show that the detection performance of No-CC
increases with the number of nodes and that just 4 nodes
are sufficient to achieve almost perfect sensitivity. The global
specificity is shown in Fig. 4, where the x-axis shows each
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Figure 3. Global sensitivity (intrusion detection) of all receivers at different
topologies and for N = 2, 3, 4. The aggregation of decision values increases
the detection of adversarial frames, especially for the No-CC classifier.
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(a) N = 2
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Figure 4. Global specificity (honest sender acceptance) rate at different
topologies for N = 2, 3, 4. The aggregation of decisions increases the average
specificity of C3Po by 49.1percent.

sender and the division is by topology. The bar of sending
node ID 1 for No-CC in Fig. 4a in topology A means that
globally, approximately 50 percent of all frames sent by node
1 where classified correctly.

The topology has a significant impact on the results, but
at least for C3Po the aggregation of decisions increases the
specificity of C3Po by 49.1 percent between N = 2 and
N = 4 honest sensing nodes. The decreased performance
of correctly classifying frames from node 2 of C3Po is due
to the attack: the adversary spoofs packets with node 2’s
address, leading to a constant distrust in this node. In summary,
although the results vary between the different topologies,
Fig. 4 clearly shows the benefits of combining multiple link-
signature measurements when using C3Po.

V. CONCLUSION

In this paper1 we proposed C3Po a new link-signature-
based adversary detection mechanism for industrial wireless
networks. Although link signatures are neither secret nor
unforgeable, we argued that combining several individual
measurements is a potential remedy. The evaluation shows
that already few nodes significantly increase the detection
performance and robustness.
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