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Abstract—Software-Defined Networking (SDN) brings great
opportunities to improve network performance. However, due
to budget constraints and technique limitations, Internet Service
Providers (ISPs) can upgrade only a limited number of conven-
tional switches to SDN switches in real backbone networks at
one time. In this paper, we propose one heuristic scheme for
deploying SDN switches in hybrid SDNs. Our scheme works for
two different cases: (1) maximizing the network control ability
with a given upgrading budget constraint, and (2) minimizing the
upgrading cost to achieve the best network control ability. We
evaluate our scheme in real topologies. We evaluate our scheme
in real topologies. The results show that our scheme can achieve
95% of flows controlled with only 10% upgrading cost.
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[. INTRODUCTION

Software-Defined Networking (SDN) technique is widely
used in recent years [1][2]. However, in the global Internet
environment, the deployment of SDN requires a relatively long
period. Therefore, the hybrid SDN, which is composed of SDN
devices and traditional network equipment, will exist during a
long time [3][4].

In BTSDN [5], it states that the SDN switches and the
current Internet can coexist with each other, and the SDN can
be incrementally deployed to the Internet. Generally speaking,
the network upgrade is a complex operation. ISPs consider
not only the budget constraints but also the normal network
operation [6]. Thus, it is not practical to upgrade all network
devices (e.g., switches and routers) in real networks to SDN
devices at one time. Therefore, Internet Service Providers
(ISPs) should trade off financial consideration and the network
control ability (NCA) to deploy! SDN switches in existing
networks [2]. To achieve the efficient upgrade, we are faced
with two real problems: (1) given the requirement to improve
NCA, how to determine the number and the location of nodes
in a network to be upgraded to SDN switches? (2) given a
limited number of SDN switches, how to place them to achieve
the maximum NCA improvement?

In this paper, we propose a heuristic scheme to solve the
problem of incremental SDN switch deployment in the hybrid
SDNss. First, we formulate an optimization problem to achieve
the maximum NCA with little upgrading cost. Due to the high
complexity of the problem, we transform it into two problems
with real constraints: Max-NCA problem, which aims to

'In this paper, we use deploy and upgrade interchangeably.
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maximize the NCA improvement with a given upgrading cost,
and Min-Cost problem, which deploys the minimum number
of SDN switches to achieve the maximum NCA improvement
in a network. We prove that the two problems are NP-hard,
and give a heuristic algorithm to solve the two problems with
low complexity. Simulation results show that our scheme can
achieve 95% NCA improvement with only 10% upgrading
cost.

II. RELATED WORK

Some existing works propose deploying SDN switches to
achieve network security, load balancing and traffic scheduling
[41[6][7]. Dan Levin et al. [8] deploy SDN switches in enter-
prise networks using VLANs and switch ports to enable each
flow to go through at least one SDN switch. The scheme is
limited by the number of VLANS, and needs to set the switch
ports. In [1], the objective is to develop an SDN deployment
scheme that can adaptively and dynamically manage traffic
in a network to accommodate different traffic patterns. The
solution has high complexity and is not feasible in real
networks. Chu et al. [4] propose an approach to guarantee
traffic reachability in the presence of any single link failure.
However, it increases the path stretch of flows and wastes
the flow table entries for pre-configured. In [9], the authors
focus on the hybrid SDN network scenario, and search for an
optimized migration sequence of the routers in the traditional
IP network to minimize the maximum link utilization. But it
does not give a specific SDN switch deployment plan.

A premise is that we do not modify the flow path of
traditional networks. Hence, there is not additional path stretch
in our scheme. We deploy the minimum number of SDN
switches with a given budget and achieve almost all of the
flows go through at least one SDN switch.

III. PROBLEM FORMULATION

We assume that the SDN forwarding elements are a subset
of the nodes in the network. The rest nodes in the network run
standard routing protocol, such as OSPF [1]. We formulate a
network as a graph G = (V, ), where V is the set of nodes,
and & is the set of links. Let F denote the set of traffic flows.
We use v; to represent a node in the network, /;; to represent
the link between nodes v; and v;. Let Cj; denote the capacity
of link I;;, and f}5 (ff € F) be the size of the k-th flow on
link /;;. The notations of this paper are listed in Table I.
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Table 1
NOTATIONS.
% The set of nodes in the network.
M | The number of nodes in the set V.
Q A sub-subset of V (Q C V).
& The set of links in the network.
va The set of flows in the network.
K | The number of flows in the set F.
Vi The i-th node in the network, v; € V (0 < ¢ < M).
L. The link between nodes v; and vj, l;; € £, v; €
YV, €V (0<i<M,0<j<Mi#j).
Ci; | The capacity of link I;;.
" | The size of the k-th flow on link l;;, f& € F.
sF The source node of flow Zk] sFev.
d® | The destination node of flow f; d* e .
Fu; | The setof flows passing through node v; (F,, C F).
5. 0; = 1 if node v; is upgraded to an SDN switch; ¢;
K = 0, otherwise.
Di The number of forwarding ports in node v;.
S; The traffic processing speed of node v;.
o} A given budget for deploying SDN switches.

A. Objective function The goal of incremental SDN
switch deployment is to improve the network control ability
(NCA) by upgrading a small number of switches to SDN
switches at little cost. In [4], the authors show that the hybrid
SDN can achieve fast recovery if the flows pass through at least
one designated SDN switch. In [8][10], it becomes possible to
operate the enterprise network if the source-destination paths
include at least one SDN switch. Therefore, the flow can be
monitored or flexibly scheduled if it traverses at least one SDN
switch in hybrid networks. To quantify the performance of a

network, we introduce some definitions below:

Definition 1. Flow control ability: Since an SDN switch
can flexibly control all flows that traverse it [5], we assume
that if node v; is an SDN switch (e.g., ; = 1), its flow control
ability equals to the total size of flows that pass through the
node; otherwise (e.g., ; = 0), its flow control ability is zero.
For node v; (v; € V), the flow control ability is formulated as
follows:

K

il €€ k=1

]:vi = (l)

0, 6,=0
Definition 2. Network control ability (NCA): The network
control ability is defined as the flows that can be flexibly
managed by deploying SDN switches in the network. In other
words, the network control ability is the total flow control
ability of nodes in the network. Therefore, for Q, a sub-set of
V, we have its network control ability:

w@Q= > | A

Fo;, CFv;€Q

(@)

Definition 3. Upgrading cost: The upgrading cost of a
network is the total cost for upgrading conventional switches
to SDN switches in the network. For switch v;, its cost depends
on many factors, such as p;, the number of forwarding ports
in the node, and s;, the flow processing speed in the switch
[9]. We assume the cost of switch v; is ¢;, ¢; = q(ps, i) =
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ay - p; + as - s;, where a; and ao are constant. Therefore, the
upgrade cost of the network is formulated as:

M

> alpiysi) -6,

i=1

M
Cost(Q) = Zci 26 = (3)
i=1

In [10], the authors choose the next switch u to upgrade by
computing the max degree-cost ratio A(u)/y(u), where A(u)
denotes the number of links incident to w and ~(u) denotes
the cost of upgrading switch u. Similarly, we formulate the
objective function to max NCA-cost ratio as follows:

w(Q) w(Q)
Cost(Q) ~ 201, a(piysi) - 8
B. Problem formulation The problem of the incremental
switch deployment for a hybrid SDN is formulated as below:
w(Q)

(C))

max —3;—— < = (5a)
Zfbil q(pi7 Si) - i
subject to
M
> alpi i) 6 <@ (5b)
i=1
X = X h (5)
ilij € iFsk b §ilji € iFsk b
v, EV
K
D15 <Cy (Se)
k=1
K
fik'7 51 =1
wo) =1 2zt ¥ £
0, =0
5736{0a1}7 veV, QCV, 0<k<K,
fE>0, 0<i<M, 0<j<M, stev, dev.

Constraint (5b) ensures that the cost is less than or equal to
a given upgrading budget. Equation (5¢) indicates that the total
size of incoming flows of a node equals to the total size of
outgoing flows of the node except the source and destination
nodes. Equation (5d) represents the set of nodes which are
upgraded to SDN switches. Constraint (5e) states that the
traffic load of a link cannot exceed its capacity. Equation (5f)
describes the flow control ability of a node.

C. Complexity analysis Since the cost function of a
switch, q(p;, $;), is non-linear to p; and s;, the function
Cost(Q) is a non-linear function [11]. Considering variable
0; is binary, the proposed model is an Integer Non-Linear
Programming problem, and its complexity is O(2M), where M
is the number of nodes in the network. Typically, a backbone
network consists of a large number of nodes [7]. Thus, it is not
feasible to solve the problem by the simple method of brute
force enumeration.

IV. HARDNESS ANALYSIS AND HEURISTIC ALGORITHMS

Due to the high complexity of the problem, we take into
account two real constraints to convert the problem into two



general sub-problems: the Max-NCA problem and the Min-
Cost problem. In this section, we first prove the hardness of
the two problems and then propose a heuristic algorithm to
solve the two problems.

A. The hardness of Max-NCA The Max-NCA problem is
to maximize the NCA improvement under the constraint that
the upgrading cost is less than or equal to a given upgrading
budget: 317, q(pi, si) - 0; < @.

Theorem 1: The Max-NCA problem is an NP-hard problem.

Proof: We can convert the Max-NCA problem to a Weighted
Set Cover problem. In the Weighted Set Cover problem, there
is a link-set £ with n elements: eq,es,...,e,. Link-set F
can be decomposed into m subsets: S, 59, ...,S,, and the
subsets are associated with their weights wy, wa, ..., w,,. We
treat the flow set F as the set of E, and each node v; in
the network as the subset S;. Of course, the flows passing
through node v; correspond to the elements of the subset .S;,
the cost of the switch v; corresponds to the weight w; of the
respective subset .S;. By construction, it is easy to verify that
there exists the maximum number of flows controlled under
the budget, if and only if there exists the optimal solution to the
Weighted Set Cover problem under the resource constraints.
The construction can be done in polynomial time and the
Weighted Set Cover is an NP-hard problem [12]. Hence, the
Max-NCA problem is also NP-hard.

B. The hardness of Min-Cost The Min-Cost problem is
to deploy the minimum number of SDN switches to control
all flows in the network.

Theorem 2: The Min-Cost problem is NP-hard.

Proof: We can convert the Min-Cost problem to the Mini-
mum Weighted Vertex Cover problem. Given an example of
the Minimum Weighted Vertex Cover problem. It includes the
point set IV, which has k elements nq,ng, . .., ng, and the link
set E¥ which has m elements eq,es, ..., e, the points have
corresponding weight wy, wa, ..., ws. All points and links
form a graph. We treat the flow set F as the link set £, and
each node v; in the network as the point n; in the graph. Of
course, the flows go through node v; corresponding to the links
connected to point n;, the cost of each switch corresponding
to the weight of the point. Through construction, it is easy to
prove that there exists the minimum cost to deploy SDN switch
to control all the flows, if and only if there exists the optimal
solution to the Minimum Weighted Vertex Cover problem. The
construction can be done in polynomial time and the Minimum
Weighted Vertex Cover is an NP-hard problem [12]. Hence,
the Min-Cost problem is also NP-hard.

C. Heuristic algorithm  We propose a heuristic algorithm
for the Max-NCA and the Min-Cost problems. In Algorithm
1, line 4 guarantees that the cost of the deployment is under
budget or the set of flows is not empty. Line 5 greedily selects
the optimal node to deploy SDN switch based on the flows
and the cost of the node. For the Max-NCA problem, it adds
the value of the selected node to C'ost(Q) in line 7 of the
algorithm. For the problem Min-Cost, F subtracts the flows
of the selected node in line 10. For the Max-NCA problem, the
time complexity of the algorithm is O(km). For the Min-Cost
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Algorithm 1 Greedy upgrading
: Input: graph G = (V, &), budget P, flow-set F
: Output: the selected SDN switch set Q
Q=0; Cost(Q) <P
: while Cost(Q) < ® or F # @ do
Greedily select node v; (v; € V) from all unselected switch
to update; v; = maximize w(v;)/Cost(v;);

N

6: if Max-NCA problem then

7: Cost(Q) + Cost(Q) + Cost(v;);
8: end if

9: if Min-Cost problem then

10: F —F — Fo;s

11: end if

12: Q«+ 9+ {u};

13: end while

14: return Q and Cost(Q)

problem, the time complexity of the algorithm is O(mn).

V. SIMULATION

In this section, we evaluate our solution against the baseline
scheme in real network topologies. The simulation results of
the following algorithms are compared with each other to
evaluate the algorithm 1.

o Heuristic: The scheme uses Algorithm 1 to update nodes
to SDN switches.

o Degree-first: The scheme in [10], which chooses the next
switch u to upgrade by computing the maximum number
of links incident to the SDN switch.

o Random: The scheme randomly selects nodes to upgrade
to SDN switches in the network.

A. Simulation setup In our simulation, we use two real
network topologies the ISP 1755 and the ISP 3967 from
the Rocketfuel [13]. In real networks, some nodes do not
communicate with others. Thus, we consider two cases. In
Case 1, each node sends flows to all other nodes, while in
Case 2, only a part of node pairs communicate with each other.
Since the flows between node pairs are dynamically generated,
and the size of each flow is also dynamic, we use ¢ to indicate
the percentage of the average number of controlled flows [8].

B. Simulation results

1) Case 1: flows among all nodes.: Fig. 1 shows the results
of the problem Max-NCA in ISP 1755 and ISP 3967. Among
the three schemes, Random performs the worst. In Fig. 1(a),
Random requires 14% cost to improve 55% of o, while
Heuristic needs only 2% cost. Heuristic needs only 10% cost
to realize 98% of o improvement. The performance of the
heuristic is obviously better than the Degree-first when the
percentage of upgrading cost is less than 8% in Fig. 1(a) or
less than 14% in Fig. 1(b). Compared Fig. 1(a) to Fig. 1(b),
we can conclude that as network scale extends, Heuristic’s
advantage is more apparent than Random.

2) Case 2: flows between certain node pairs.: We compare
these results in two instances that 1/3 node pairs have flows to
send in Fig. 2, and 2/3 node pairs have flows to send in Fig. 3.
For the two cases, we randomly generate node pairs 100 times
and ran our algorithms 100 times to get the average value on
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cost.

a high-performance computer. The Fig. 2 shows that, when
we want to control 95% of the number of flows, we need to
upgrade only about 6% of the nodes to SDN switches. Similar
to the results of Fig. 1, the Heuristic algorithm in Fig. 2 also
outperforms Degree-first algorithm. Compared Fig. 2 to Fig. 3,
the heuristic algorithm can achieve good results both 1/3 node
pairs have flows and 2/3 node pairs have flows. In addition,
the Fig. 2 and Fig. 3 show that the results of the algorithms are
similar even in different topologies. Moreover, the Heuristic
is always better than Degree-first in any case. Therefore, our
algorithms are universal and extensive.

VI. CONCLUSION

In this paper, we propose a scheme to deploy SDN switches
incrementally in hybrid SDNs. Taking into account the real
constraints, we propose two general problems: the Max-NCA
problem and the Min-Cost problem. We propose a heuristic
algorithm for the two problems. The simulation shows that
our scheme can control 95% of flows in the network with
only about 10% upgrading cost.
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