
 

 

 

Data Breaches:  
Beyond Exposing Identities 

Why We Need to Rip-off the  
Cybersecurity Band-Aids 

Why Biometric Data  
Use Poses Unique 

How to be Workforce Ready  
and Standout with  

Cybersecurity Hiring Managers  

Are the C-suite and Security 
teams on the same page? 

And much more… 



 

CONTENTS 
 

Data Breaches: Beyond Exposing Identities .......................................................................... 22 

Why We Need to Rip-off the Cybersecurity Band-Aids ......................................................... 25 

Why Biometric Data Use Poses Unique Security Risk ............................................................ 28 

How to be Workforce Ready and Standout with Cybersecurity Hiring Managers .................. 32 

Are the C-suite and Security teams on the same page? ........................................................ 35 

Cross-site Scripting Is an Underrated Vulnerability ............................................................... 38 

Cybersecurity in New York City, the Financial Capital of the United States ............................ 42 

Best Practices for Balancing BYOD with Mobile Security ....................................................... 45 

Some Important Developments in the Cyber Insurance Industry .......................................... 48 

Putting Security in Context .................................................................................................. 51 

The Internet of Things Engineering Insights .......................................................................... 54 

Schrodinger’s vulnerability .................................................................................................. 57 

2019 Risks in Focus: Cyber Incidents .................................................................................... 60 

Why Insider Threats Are One of the Biggest Security Risks ................................................... 64 

Why threat intelligence is the key to defending against Third party risks .............................. 67 

The US Must Catch Up to Other Prominent Powers in Cyberwarfare Defense ....................... 70 

Five Steps to Least Privilege Success .................................................................................... 73 

Security have and have-nots ................................................................................................ 76 

Better, Faster, Cheaper: Changing the Economics of Responding to Cyber Attacks in the 
Healthcare Sector ................................................................................................................ 79 

Want to Secure Your Endpoints? Go Beyond the Endpoint ................................................... 81 

Why Wi-Fi Hacking Will Persist Despite WPA3 ..................................................................... 86 

Operation Eligible Receiver - The Birth Place of Cybersecurity: Configurations ...................... 89 



 
 
 
 

CONTENTS (cont') 
 
Prioritizing Security in a Multi-Cloud World ......................................................................... 93 

Overcoming Software Security Issues Caused by the  Third-Party Software Procurement Model
 ........................................................................................................................................... 96 

Phishing in the Dark: Employee Security Gaps Are Growing................................................. 100 

Automated STIG “Hardening” Finally Comes to Government IT ........................................... 103 

Software Should Come with a “Nutrition” Label .................................................................. 106 

Shattered! Security in a Fragmented World of Workloads ................................................... 109 

How Organizations Should Choose a Load Balancer for Managing and Securing Application 
Traffic in the Cloud ............................................................................................................. 112 

SaaS DNS Security: Are you Protected? ............................................................................... 116 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

@MILIEFSKY 
 

From the 

Publisher…  

 

Dear Friends, 

It’s March 2019 and the RSA Conference 2019 is days away, March 4-9, 2019 in San 
Francisco, CA, USA and it will be our 7th year in attendance as a Media Partner. 

As promised, we’re only a month away of having will have six platforms online and operational.  
Some of them will be a big surprise to you and we hope you enjoy.  Our goal is to be the #1 source 
of original InfoSec content – best practices, tips, tools, techniques and the best ideas from leading 
industry experts.  We’re on path to make this happen entering our 7th year in 2019 with over 7,000 
original pages of searchable InfoSec content.   

We promise excellent, educational and original content, every month on 
www.CyberDefenseMagazine.com for free.  We promise great interviews on 
www.CyberDefenseTV.com and on www.CyberDefenseRadio.com.  We also offer our own 
statistics that you are free to reuse anytime, from this page:  
http://www.cyberdefensemagazine.com/quotables/.   

We are days away of announcing our 7th annual RSA Conference InfoSec Awards for 2019 – 
which will be listed on www.CyberDefenseAwards.com. 

The race to win is long and we, after 7 years of growth, are just getting started.  With honesty and 
integrity, we will win the race.  With much appreciation to our all our sponsors – it’s you who allow 
us to deliver great content for free every month to our readers…for you, our marketing partners, 
we are forever grateful!   

Warmest regards, 

Gary S. Miliefsky 
 
 

Gary S.Miliefsky, CISSP®, fmDHS 
CEO, Cyber Defense Media Group  
Publisher, Cyber Defense Magazine  

 

CyberDefenseTV.com  and CyberDefenseRadio.com are up.  Please check them out! 

http://www.cyberdefensemagazine.com/
http://www.cyberdefensetv.com/
http://www.cyberdefenseradio.com/
http://www.cyberdefensemagazine.com/quotables/
http://www.cyberdefenseawards.com/
http://www.cyberdefense.tv/
http://www.cyberdefenseradio.com/


 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

From the Editor…  
Do you think CyberWar is real?  Do you believe it’s 
happening right now and affecting you and your 
family?  We know it’s real.  We see new forms of 
malware, online exploitation, covert data exfiltration 
and so much more.  We’ll continue to watch and report 
on this trend as it evolves as it appears to be the most 
dramatic cyber security activity of 2019 beyond 
cybercrime.  It affects us all and it needs to be exposed 
for what it is – with no Cyber Geneva Convention 
possible, the blowback may reach into the physical 
realm – with human lives in jeopardy.  WannaCry was 
a tiny example of what’s coming and we need to be 
better prepared with the most advanced cybersecurity 
products, services, tools and techniques.  Let’s 
discuss this and search for them at RSA Conference 
2019, together! 

Please Enjoy This March Edition of CDM! 
To our faithful readers,  

Pierluigi Paganini 
Editor-in-Chief 
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WE’RE CELEBRATING  
6 YEARS OF EXCELLENCE!  

Providing free information, best practices, tips and 
techniques on cybersecurity since 2012, Cyber Defense 
magazine is your go-to-source for Information Security. 
We’re a proud division of Cyber Defense Media Group: 
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SEE US THIS WEEK OF MARCH 4-8 2019 AT…  

InfoSec Knowledge is Power.  We will 
always strive to provide the latest, most 

up to date FREE InfoSec information. 
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Your website could be vulnerable to outside attacks. Wouldn’t you like to know where those 
vulnerabilities lie?  Sign up today for your free trial of WhiteHat Sentinel Dynamic and gain a 
deep understanding of your web application vulnerabilities, how to prioritize them, and what to 
do about them. With this trial you will get: 

An evaluation of the security of one of your organization’s websites 

Application security guidance from security engineers in WhiteHat’s Threat Research Center 

Full access to Sentinel’s web-based interface, offering the ability to review and generate reports 

as well as share findings with internal developers and security management 

A customized review and complimentary final executive and technical report 

Click here to sign up at this URL:  https://www.whitehatsec.com/info/security-check/  

PLEASE NOTE: Trial participation is subject to qualification.  

https://www.whitehatsec.com/info/security-check/
https://www.whitehatsec.com/info/security-check/
https://www.whitehatsec.com/info/security-check/
https://www.whitehatsec.com/info/security-check/
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Data Breaches: Beyond Exposing Identities 
Exploring the implications of adversaries or competitors using compromised networks to gain a 
business advantage under the guise of a data breach 

By Kem Gay, Intelligence Analyst, 4iQ 

 

Exposed data breaches are costly and taxing for companies and customers alike. More 
importantly, breaches are likely to lead to economic espionage as exposed networks may reveal 
a company’s trade secrets, pending mergers and acquisitions, and other proprietary information 
(PI), threatening a business’s overall competitive advantage. This trend isn’t unique, and it has 
become an increasingly common occurrence.  

 
"Studies have calculated that the U.S. loses about 200,000 jobs a year, and Europe loses 
as many as 150,000 due to cyber theft, including digital theft, piracy, and espionage." 

     - The Dawn of the Code War, John P. Carlin with Garrett M. 
Graff 
 
In the past two years, the U.S. Department of Justice has indicted several individuals for 
cybercrimes related to espionage and stolen personally identifiable information (PII). In December 
2018, two Chinese nationals were indicted for conspiracy to commit computer intrusions, 
conspiracy to commit wire fraud, and aggravated identity theft. The pair, members of a known 
advanced persistent threat (APT) group colluding with China’s intelligence services, stole 
sensitive technology-related business information from companies and government agencies 
across 12 different countries. In addition, more than 40 computers were compromised in order to 
steal PII belonging to over 100,000 U.S. Navy personnel.  

In late 2017, three Chinese hackers were also indicted for similar offenses. In March of the same 
year, cyber criminals colluding with two Russian intelligence agents were indicted for 
unauthorized access to a U.S. email service provider resulting in computer hacking, economic 
espionage, and conspiracy. The perpetrators stole at least 500 million email accounts and trade 
secrets related to the company. Although we cannot determine, ‘Which came first: the chicken or 

https://www.amazon.com/Dawn-Code-War-Americas-Against-ebook/dp/B079M8813N
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/us-charges-three-chinese-hackers-who-work-internet-security-firm-hacking-three-corporations
https://www.justice.gov/usao-ndca/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and
https://www.justice.gov/usao-ndca/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and


 
the egg?’ for the aforementioned computer intrusions and theft of PII and PI, we can confidently 
assert that both were targets for cyber criminals and nation state actors. According to a recent 
report from the National Counterintelligence and Security Center, “Cyberspace remains a 
preferred operational domain for a wide range of industrial espionage threat actors, from 
adversarial nation states, to commercial enterprises operating under state influence, to sponsored 
activities conducted by proxy hacker groups.” 

At 4iQ, we’ve continued to observe the flourishing trade of PII in underground communities and 
the dark web, despite efforts by companies to secure their networks with security protocols and 
employee cyber security training. In 2018, 4iQ curated 13,000 data breaches, while in 2017, an 
average of 245 breaches were discovered on a monthly basis.  

Compromised networks can be difficult to detect, and some take years to mitigate. Maintaining 
the integrity or availability of networks is a difficult task for the Chief Information Security Officer 
or others with that responsibility, as risk mitigation can be difficult to manage. There is no universal 
remedy to avoid being compromised, but that doesn’t mean you should feel powerless. Take, for 
instance, the infamous 2017 Equifax breach that affected some 148 million consumers worldwide. 
In the aftermath of the breach, a House Oversight Committee report concluded that the breach 
was entirely preventable given Equifax’s poor and dated cybersecurity practices. This problem 
isn’t unique to Equifax, and therein lies the problem. As a consumer, you expect companies 
holding your sensitive information to practice proper cyber hygiene, but that just isn’t always the 
case.  

 
A company-wide approach needs to be taken in order to safeguard personal data. Minute details, 
such as using unique passwords for all your accounts, often get overlooked, leading to detrimental 
outcomes. If an employee was affected by a third-party breach, and they happened to be using 
the same password for their work email as they were using for their outside account which was 
compromised, your company could indirectly be impacted. It’s cliché, but your organization is truly 
only as strong as its weakest link. Sitting through mandatory cybersecurity training might be a 
pain, but it serves a purpose. Additionally, keeping security software up to date and using a breach 
watch service can help mitigate your organization’s vulnerability, in turn reducing the vulnerability 
of all its stakeholders. Data breaches are an all too common occurrence for businesses in today’s 
global cyber-culture. Why risk adversaries and competitors using compromised networks to gain 
a business advantage under the guise of a breach?  

 

 

 

 

 

 

https://www.dni.gov/files/NCSC/documents/news/20180724-economic-espionage-pub.pdf
https://techcrunch.com/2018/12/10/equifax-breach-preventable-house-oversight-report/


 
 
 

About the Author 

Kem Gay is an Intelligence Analyst for 4iQ, a cyber intelligence 
company that operationalizes the intelligence cycle from open 
source collection and data fusion to secure collaboration on 
complex ongoing investigations. Kem brings deep knowledge 
and expertise as a cyber intelligence analyst, working on 
investigations and training Intel units on tools and best practices 
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previously an intelligence analyst for the Federal Bureau of 
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Why We Need to Rip-off the Cybersecurity Band-Aids  
By Anne Baker, Vice President of Marketing, Adaptiva 

 

Last year at the Berkshire Hathaway annual shareholders meeting, the Oracle of Omaha, Warren 
Buffet, proclaimed, “I don’t know that much about cyber, but I do think that’s the number one 
problem with mankind.” He ranked cyberattacks above the threat of nuclear and biological 
warfare. The admission endures at a time when cyberattacks continue to spike. Cyberattacks are 
projected to cost companies $6 trillion annually by 2021, and the market to defend systems, 
software, and applications is expected to reach $1 trillion within the next three years. 

Plenty of vendors have risen up to take advantage. Estimates on the number of companies 
offering cybersecurity solutions range from 1,500 to well over 2,000. This makes the sea of options 
very difficult to wade through and differentiate at a time when cyber challenges grow increasingly 
complex. It also results in companies cobbling together a huge number of products and services 
that don’t necessarily integrate in a desperate bid to protect their networks.  

Studies have shown that companies frequently utilize in excess of 70 different security vendors. 
Not only does this create massively complex IT environments, but it is expensive and very difficult 
to manage. This leads to problems like the Ponemon Institute found in its 2017 Cost of Data 
Breach Study in which companies reported that it took an average of 191 days for them to identify 
a data breach and another 66 days to contain a breach. These delays underscore how IT 
departments not only struggle to find problems but also have difficulty containing and fixing them 
once they are detected. Let’s reflect for just a minute on all the damage that could occur during 
those months while an attack goes unrecognized. The costs to companies could easily exceed 
millions of dollars. 

 

https://www.businessinsider.com/warren-buffett-cybersecurity-berkshire-hathaway-meeting-2017-5
https://www.businessinsider.com/warren-buffett-cybersecurity-berkshire-hathaway-meeting-2017-5
https://cybersecurityventures.com/cybersecurity-market-report/
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&


 
Rip Off the Band-Aid 

This leaves us with thousands of vendors selling security solutions and companies spending 
record amounts on cybersecurity initiatives yet still grappling with identification and remediation 
of threats and attacks. This would be easier to wave off if attacks were slowing down, but they 
are not. This year, 46% of U.S. organizations have already experienced a data breach, which is 
nearly double (24%) what it was in 2017. Attacks continue to accelerate at an unprecedented 
rate. In fact, Cybersecurity Ventures predicts that by the end of 2019, a ransomware attack will 
occur every 14 seconds, which is staggering when you consider that in 2016, the average was 
every two minutes (still pretty bad). 

I could throw scary stats out all day long to demonstrate the gravity of the situation, but one fact 
is clear: What we are currently doing is not working—despite all of the money and technology 
being thrown at cyberattack problems. Instead of slapping on a Band-Aid, we need to change the 
entire way we think about cybersecurity. The fact of the matter is that threats are changing so fast 
in form and function that companies can’t keep up today. Not only are the nature of attacks 
persistently evolving faster than enterprises can adjust, but the sheer volume of attacks leaves 
companies panicked and underprepared. 

 

Developing Your Cyber Defense Force 

The ever-changing security threat landscape has become the number one concern for endpoint 
security buyers according to Gartner. In this year’s Third Annual Study on the Cyber Resilient 
Organization, 77% of IT professionals reported that their companies do not have a formal 
cybersecurity response plan. This must change. 

Organizations have to accept that attacks will happen, that despite all of their great defenses, 
issues are bound to slip through. The expectation that something will infiltrate the network, 
infrastructure, or an employee device must become the norm, and they need to train for what 
happens when it does. Think of your SecOps team as your very own special forces of sorts, 
constantly vigilant, set to defend, and ready to respond creatively and rapidly in the event of an 
attack. 

To make identification and remediation of security vulnerabilities and issues as simple as 
possible, there are three key areas that must be priorities for your defense forces moving forward. 
While I will dive into each one specifically in subsequent articles, at a high level they are: 

 

• Peer deep: Get visibility of all endpoints—and do so at scale. You have to be able to see 
what’s happening all across the network. And, here’s the kicker: It needs to be in real time. 
If data is not current, the potential remains for a system, machine, network, or device to 
be compromised, and you will lose time fixing it. You also need to view and analyze 
historical data to identify when issues occurred and how long they impacted your 
organization. 

 

https://dtr.thalesesecurity.com/
https://cybersecurityventures.com/ransomware-damage-report-2017-part-2/
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2018_Cyber_Resilient_Organization_Study.pdf?hsCtaTracking=81d7f4d1-c1a7-4ad6-99af-b93cf3a8fe39%7C2480333d-1f9e-4b70-a4e3-d4af11cee2ab
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2018_Cyber_Resilient_Organization_Study.pdf?hsCtaTracking=81d7f4d1-c1a7-4ad6-99af-b93cf3a8fe39%7C2480333d-1f9e-4b70-a4e3-d4af11cee2ab


 
• Act fast: There must be a plan in place to address an issue at the moment it arises—not 

days, weeks, or months down the line. Quarantine systems. Shut them down. Contain, 
contain, contain. Be sure there is a process to take care of any vulnerabilities in real time—
one that can instantly scale across all your organization’s endpoints if needed without 
negatively impacting the network or end users. 

 

• Adapt easily: Today’s environment requires the flexibility to rapidly respond to security 
issues in seconds. The security products you choose to help you respond shouldn’t require 
time-consuming coding and testing every time you need a new containment or remediation 
workflow created. They should easily and intuitively enable you to take action against new 
threats and unexpected attacks. With so many different security solutions at work in your 
environment, it is also important to identify platforms that are adaptable and that can 
integrate easily with the security products you already have in place. 

 

These are strange and dangerous times, but they are not insurmountable. As Seattle Seahawks 
quarterback Russell Wilson likes to say: “The separation is in the preparation.” By evaluating and 
adopting endpoint visibility and control solutions, organizations can discover new ways to mitigate 
and respond to cyberattacks. Once companies switch from an “if” to a “when” mindset, they can 
finally mount meaningful defenses that will rip off the Band-Aids and enable them to tackle future 
security issues head-on. 
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Why Biometric Data Use Poses Unique Security Risk 
By Morey Haber, CTO, BeyondTrust 

 

 

We live in sensitive times. One “sensitive”, under-discussed topic that we need to directly confront 
and have an open conversation about is around the sensitivity of data. Yes, that’s right, what do 
people today consider “sensitive” data? 

 

The definition of Personally Identifiable Information (PII) often includes your name, email 
addresses, usernames, passwords, birthdate, address, social security number, credit card 
information, medical history, etc. I would stipulate that most people can agree that these are all 
sensitive data sets.  

 

But there is an entire classification of sensitive data in the world that we do not discuss and is 
going to be a problem in the very near future. The sensitive data we are failing to adequately 
address is the linkage of our physical, carbon-based human bodies to all the biometric data being 
stored by IoT devices and services in the cloud. If you think this sounds farfetched, ask yourself 
if you or any of your loved ones participated in an ancestry DNA kit or received a new notebook, 
mobile device, or smartwatch that stores health or login data via fingerprints or facial recognition—
I am willing to bet, that either you or someone close to you has.  

 

Compromised biometric data poses unique risks 

To understand the sensitivity of biometric data and why it should be a part of your conversations, 
consider the potential risk. You are a person. Typically, you have one single identity. One could 
argue that, even if you are a spy or have a criminal alias, you still only have one identity since, 

https://urldefense.proofpoint.com/v2/url?u=https-3A__www.lifelock.com_learn-2Didentity-2Dtheft-2Dresources-2Dwhat-2Dis-2Dpersonally-2Didentifiable-2Dinformation.html&d=DwMF-g&c=zv40F1fLARw3E0DreOh6yAu-TpdMyTDZXmGn8YXAvnk&r=ruNtB6xBqJEulNQBnIyNysfY1MiPpNPl8lO02SDTpJI&m=xvZiLvATMGEKrp0UxZPdtr2upasekP44rTveLR5oOkk&s=1lNkAmUAe1NA-fTGRDek4NhpgAQtmGr0IJhN5bu9hOk&e=


 
regardless of your aliases or the names you impersonate, you only have one set of biometric data. 
You cannot change your fingerprints, voice, face, eyes, EKG, or even veins in your arm.  

 

When information technology uses biometric data for either authorization or authentication (and 
yes, they are different), it needs to compare the results with a stored profile of your biometric data. 
The storage is electronic.  

 

While extraordinary safeguards can be placed on the storage and encryption of biometric data, at 
some point, it needs to be reassembled (at least in parts) to compare to assessed input. If the 
storage is flawed by design, has vulnerabilities, or the host system is misconfigured, we have a 
potential exposure of the most sensitive biometric data.  

 

However, the biggest problem with biometric data is not the storage or authentication technology 
used, rather it is the static nature of biometric data itself. If a password is compromised, you can 
change it, putting a stop to password re-use attacks that rely on the compromised password. 
However, if biometric data is compromised, you cannot change it. Your eyes, face, or fingerprints 
are permanently linked to your identity (excluding bio-hacking which is a topic for another day). 
Any future hacks that solely rely on compromised biometric data can be an easy target for threat 
actors.  

 

Biometrics alone should never be used to authenticate or authorize action or commit a 
transaction. Biometrics should be paired with a password or, better yet, a two-factor or multi-factor 
authentication solution for a higher degree of confidence.  

 

Assessing how your biometric data is being used and accessed 

Some vendors emphasize security for biometric data (Apple Secure Enclave), while others treat 
biometric data with little safe regard. If you think my latter claim is questionable, consider VTech’s 
My Friend Cayla doll and the ramification for sales, collection of voice fingerprints, and the 
mischievous potential for a threat actor against you or your children.  

 

The storage of biometric data is quickly increasing, but the implications are just beginning to be 
understood and well-grasped. We need to begin discussing what we will allow to be stored about 
our identity and what is just too risky. And, most importantly by whom.  

 

Just consider all the new technology that may now possess your biometric data: 

 
• Personal Assistants: Devices from Amazon, Google, and Apple all process voice 

recognition commands and can be programmed to understand individual voices. Your 
unique vocal patterns are stored and processed in the cloud. While threat vectors for 
human voice patterns are still very theoretical, be mindful that this data is being stored.  

https://urldefense.proofpoint.com/v2/url?u=https-3A__www.howtogeek.com_339705_what-2Dis-2Dapples-2Dsecure-2Denclave-2Dand-2Dhow-2Ddoes-2Dit-2Dprotect-2Dmy-2Diphone-2Dor-2Dmac_&d=DwMF-g&c=zv40F1fLARw3E0DreOh6yAu-TpdMyTDZXmGn8YXAvnk&r=ruNtB6xBqJEulNQBnIyNysfY1MiPpNPl8lO02SDTpJI&m=xvZiLvATMGEKrp0UxZPdtr2upasekP44rTveLR5oOkk&s=n68o_iJ0RjhpAz0Ildn9_RlGhi6bpFtbr6Tdk-1p1zM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.nytimes.com_2017_12_21_technology_connected-2Dtoys-2Dhacking.html&d=DwMF-g&c=zv40F1fLARw3E0DreOh6yAu-TpdMyTDZXmGn8YXAvnk&r=ruNtB6xBqJEulNQBnIyNysfY1MiPpNPl8lO02SDTpJI&m=xvZiLvATMGEKrp0UxZPdtr2upasekP44rTveLR5oOkk&s=CJsUhAabE6f1yV31_PjvAiRDXnguvk1JqJCRXf6sVzk&e=


 
• DNA Kits: If you purchased or used one of these, your DNA is now on file. And, if you 

give permission, your data can be used by law enforcement to help solve outstanding 
criminal cases. You’re most private and sensitive data, your DNA, is now in the hands of 
a third party. You should be aware of everything they can do with it and what the 
ramifications are if those services are ever breached.  

• Mobile Devices and IoT: Cellular phones, tablets, and even door cameras capture some 
form of biometric data and stores it on the device or in the cloud—even if it is not used for 
authentication or authorization. The risk here is obvious. Some door cameras, based on 
location, capture photos or video based on movement and may capture your picture just 
by your walking or driving past it. Your likeness, unknown to you, is now potentially on 
another end user’s device, or in the cloud. And, your mobile phone or tablet now has 
fingerprints and facial metrics stored within it too. There are plenty of tools and documents 
on how to bypass these security models if you have the device in hand. You cannot trust 
these security models based on biometrics alone, and AI may actually make the matter 
worse by performing the PII linkage for a threat actors. 

 

Opening up a dialogue about biometric data 

Now is the time to begin sensitive discussions on biometric data. When you purchase a device, 
use a new technology, or consider how you are interacting with a new service, ask yourself, and 
potentially the vendor (especially, if the technology is used for work), the following: 

 
• How are you storing biometric data?  
• Where is it being stored? (Especially, what countries, since this may have other legal and 

compliance ramifications.) 
• How is it secured? Who has access? 
• Is my biometric data being purged over time?  
• Do you sell my biometric data? 
• Does law enforcement have access to my biometric data or logs? Even with a warrant? 

 

Biometric data is perhaps the most sensitive information you possess. It is a part of your identity 
and can never be changed. It is a worthy conversation we need to have in this sensitive world. It 
affects everyone, does not discriminate, and as new technology emerges, stands to cause 
potential trouble for everyone unless we understand how our likeness is being captured, stored, 
processed, and ultimately utilized.  

 

 

 

 

 

 

https://urldefense.proofpoint.com/v2/url?u=https-3A__drfone.wondershare.com_unlock_bypass-2Dandroid-2Dlock-2Dscreen.html&d=DwMF-g&c=zv40F1fLARw3E0DreOh6yAu-TpdMyTDZXmGn8YXAvnk&r=ruNtB6xBqJEulNQBnIyNysfY1MiPpNPl8lO02SDTpJI&m=xvZiLvATMGEKrp0UxZPdtr2upasekP44rTveLR5oOkk&s=Bu-HyrHWxQlpR0Sq_oXCrMl0lgq0_oYDfOSI_H29c5s&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__news.berkeley.edu_2018_12_21_advancement-2Dof-2Dartificial-2Dintelligence-2Dopens-2Dhealth-2Ddata-2Dprivacy-2Dto-2Dattack_&d=DwMF-g&c=zv40F1fLARw3E0DreOh6yAu-TpdMyTDZXmGn8YXAvnk&r=ruNtB6xBqJEulNQBnIyNysfY1MiPpNPl8lO02SDTpJI&m=xvZiLvATMGEKrp0UxZPdtr2upasekP44rTveLR5oOkk&s=n2C_lxmPxKrxPe4zBXKfnwwFCgCB_xqDDMzozKv4kz8&e=
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How to be Workforce Ready and Standout with 
Cybersecurity Hiring Managers  
 

 

Millions of job opportunities are available worldwide for qualified cybersecurity professionals. 
What’s one major must-have for those seeking to fill the vacancies? Academic, technical and 
leadership skills, together, that set you apart.  

 

Regent University’s Institute for Cybersecurity, home to one of the nation’s most sophisticated 
commercial cyber ranges, is uniquely qualified to prepare cybersecurity students to enter the 
workforce as professionals who are ready to confidently and expertly take on the daunting task of 
preventing cybercrime, which is predicted to cause more than $6 trillion in damages within the 
next three years. 

 

The Triple Threat in Cyber Skills: Theory, Hands-On Learning, Communication Skills 
Regent’s cybersecurity program is built on professionally focused coursework that provides the 
technical, academic and leadership skills needed to turn the heads of hiring managers. Cheryl 
Beauchamp, Regent’s department chair for engineering and computer science, is one of the 
world-class educators who shepherded the program from its inception to its designation as a 
National Center of Academic Excellence in Cyber Defense Education by the National Security 
Agency and the Department of Homeland Security.  

 



 
“The development of professional skills is core to our cybersecurity program. Our courses not 
only introduce current theory and relevant issues, but they also provide opportunities for students 
to work on collaborative projects that give them hands-on experience that will be invaluable when 
they enter the workforce,” she said.  

 

The ultimate goal of Regent’s cybersecurity program is to graduate well-rounded cybersecurity 
professionals who are equally as comfortable on the frontline of defending assets and information 
as they are walking into the boardroom to present jargon-free assessments of vulnerabilities and 
strategic plans to combat them.  

 

While not required to earn a degree, Regent encourages cybersecurity students to earn 
professional certifications, such as the Certified Cyber Practitioner™, to get ahead of the game.  
Many organizations, especially in the government, require them. 

 

A degree, plus those credentials, make Regent graduates the triple threats of the applicant pool 
in that they have mastered theory, applied it with hands-on learning on the live fire range, and 
gained practical communication and professional skills. 

  

“Many of our students take advantage of our certification preparation courses to round-out their 
competitiveness. Graduating with certifications under their belt is another way to make them stand 
out as professionals,” Beauchamp said.    

 

Leveraging Competitions and Access to Experts 
Participating in events such as the Mid-Atlantic Collegiate Cyber Defense Competition and the 
National Cyber League Competition provide Regent’s students with another venue to hone their 
professional skills. 

 

“These are tremendous opportunities for the students to work on communication, collaboration 
and team-building skills,” Beauchamp said. “It also gives them the opportunity to meet students 
at other universities and network with industry professionals who are looking for recruits,” she 
said.   

 

Regent University is strategically situated in Virginia Beach, Virginia, part of the East Coast’s 
epicenter of military presence and takes advantage of the opportunities afforded by that.    

 

 “Given our location, we can draw upon local, private, government and military cybersecurity 
experts to interface with our students,” Beauchamp said. “Through our cybersecurity forums and 
conferences, we’ve featured some of the country’s leading experts who share their knowledge 
and offer insights into what it’s like to work for entities such as the Space and Naval Warfare 
Systems Command.”  



 
 

Maximiliano Gigli, a third-year cybersecurity student and graduate assistant at Regent, said those 
opportunities have been inspiring. “They give us a personal perspective of the work and their real-
world experiences show how theories are put into action,” he said. 

 

Capstones and Clinics: The Secret Sauce beyond Course Credits 
Further development of professional skills is gained through the required capstone course that 
encapsulates their studies including the principals and methodology of information security 
management, research and project management.  

 

Additionally, Regent recently introduced monthly clinic sessions, offered online and on campus, 
that cover topics such as the Linux operating system, password cracking, ethical hacking and 
penetration testing.  

 

“Higher education tends to focus on taking the courses and getting the credits. Our offering of 
these clinics, outside of the courses, reinforces what they are doing in class and provides them 
with more hands-on experience,” Beauchamp said.   

 

“These are opportunities are for those who really want to gain experience and learn more. It’s like 
a bridge. The skills help them with their self-identity, and their career-identity, so they graduate 
as highly qualified professionals.”  

 

Regent University’s Institute for Cybersecurity is disrupting and transforming the cyber defense 
industry with a state-of-the-art training platform and world-class trainers. To learn more about how 
you can stand out as a cybersecurity professional, visit regent.edu/cyber or contact the institute 
at 757.352.4215. 
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Are the C-suite and security teams on the same page? 
By Matt Lock, Director of Sales Engineers at Varonis 

 

With every week seemingly bringing reports of another serious data breach hitting a high-profile 
organisation, and the EU GDPR ushering in strict new data security laws, cyber security has finally 
become a major priority for most companies. However, establishing a strong security strategy can 
still be a difficult prospect.  

One of the biggest challenges is aligning the various stakeholders in the business and bridging 
the gaps between their disparate priorities and perceptions. In particular, the two most important 
groups influencing the security of a company are the IT and security teams with direct experience 
in the field, and the C-suite making the overall budgetary and strategic decisions. If these two 
stakeholder groups are not on the same page, the company’s security strategy can become 
fragmented and ineffective. Our own research has found that the priorities for the C-Suite and 
IT/security teams can differ drastically in some cases.  

 

The biggest cybersecurity worries   

To begin, we wanted to gauge what kinds of cyber threats were causing the most concern, and 
immediately found that the C-Suite and IT/security teams were in firm agreement that data loss 
and data theft/exfiltration were the biggest worries. This supports the assertion in Europol’s 
Internet Organised Crime Threat Assessment (IOCTA) that data is the ‘lifeblood’ for almost all 
companies; it therefore follows that decisions around its protection, and management are of 
strategic importance.    



 
 

Interestingly, the two groups differed heavily when it came to their third choice. The IT and security 
respondents found ransomware to be the next biggest concern, while the executives were more 
worried about data alteration, where an attacker changes records or the code in something like 
an automated assembly line.   

 

Disagreeing on impact  

While the two stakeholders generally had the same priorities for cybersecurity, we saw a major 
difference in opinion when it came to assessing the business impact of a security incident. 31 
percent of IT and cyber respondents held brand perception as their main concern, followed closely 
by intellectual property loss. Costs such as fines and recovery expenses proved to be a much 
lower priority.  

The C-suite on the other hand took the opposite stance, with costs sitting firmly as the main 
concern. This seems to demonstrate that IT and security practitioners are more focused on trying 
to protect the company’s reputation and operations as a matter of course, while executives see 
the impact on the businesses’ bottom lines as the deciding factor.  

 

A lack of communication?  

The biggest difference in opinion seemed to appear when we asked respondents about their 
security readiness, specially asking if they agreed with the statement “My organisation is making 
measurable progress when it comes to cybersecurity”.  IT and security teams were quite 
optimistic, with 91 percent agreeing with the statement. However, a markedly lower 69 percent of 
executives felt this way.   

The dissimilar perceptions largely stem from a lack of clear communication about the company’s 
security efforts and the impact they have. This was made especially clear when it came to the 
ever-pressing issue of finances. 88 percent of security and IT teams stated that they could quantify 
how cybersecurity measures impact the business, but only 68 percent of the C-suite group felt 
the same.   

Taken together, this strongly suggests that executives need more information about their 
cybersecurity investments and how they are making a quantifiable and justified impact on the 
company’s bottom line. If senior management are not part of the security planning process there 
is a problem: with more at stake in the event of a data breach, companies can no longer lay the 
blame solely at the door of the IT security teams if there’s a security incident.      

 

Time to speak up, security pros  

Clearly, more needs to be done to get the C-suite and IT and security teams on the same page. 
One of the most telling findings we uncovered from our survey was that the IT and security 



 
practitioners appeared to overestimate how well issues were being communicated and 
understood by their executives. 94 percent of respondents believed their company’s leadership 
acted on their advice about security threats. Juxtaposing this, only 76 percent of executives said 
that they took input and guidance from their IT and security staff on security issues.   

To address this, IT and security teams need to make more effort to speak up and ensure that their 
concerns are clearly understood by the C-suite. Over the years, many IT heads have focused on 
the potential damage represented by cyberattacks, but with the threat now more clearly 
understood, they should ensure they communicate the positive impact of their IT and security 
investments as well. Whenever possible, they should relate all cyber issues back to the 
company’s operations as a whole.  

Finally, IT and security teams should also look to secure more facetime with their leadership 
groups, giving them time to fully explain their concerns and the necessary investments, rather 
than just relying on impersonal reports and figures. If they don’t already have one, the C-Suite 
should also be giving the IT team a seat at the executive table to ensure their voice is heard and 
both groups are on the same page.   

 

About the Author 

With 20 years’ cyber security experience, Matt is an expert on data security 
and a regular speaker - and media commentator - on GDPR.  An 
accomplished CISSP Security Consultant, he’s worked with world-leading 
organizations across insurance, pharmaceuticals, legal, health, 
entertainment, retail and utilities. As Director of Sales Engineers at Varonis, 
he heads up the team which undertakes risk assessments and data 
governance projects, helping organizations to secure and manage their 
unstructured data. Through these assessments, Varonis has found alarming 
levels of excessive employee access to sensitive files within organizations: 
its recent report revealed that 58% of organizations have more than 100,000 

folders open to every employee.     

Matt can share insights, based on this first-hand experience on:      

- How failing to lock down access to sensitive files exposes an organization to data breaches  

- Why organizations need to take time to identify sensitive data and apply permissions so it’s 
only accessed by the necessary people (known as a model of ‘least privilege’).   

Based in the London office, Matt can be contacted at mlock@varonis.com and at our company 
website https://www.varonis.com/  
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Cross-site Scripting Is an Underrated Vulnerability 
Find out Why Cross-site Scripting (XSS) is an underrated vulnerability and how this article will 
transform your thought. 

By Pedro Tavares, Founder of CSIRT.UBI & Cyber Security Blog seguranca-informatica.pt 

 

Cybersecurity attacks are an enormous challenge from the point-of-view of people, organization 
and nations. Also called cyberattacks, they represent a malicious attempt by an individual or 
organization to breach the information system of another individual or organization. 

For many years, an injection vulnerability has positioned itself in OWASP's TOP 10 vulnerabilities 
— Cross-site scripting, also known as XSS. These type of attacks work by injecting some piece 
of code into a benign and trusted web application. It occur when an adversary uses a web 
application to send malicious code, typically in the form of a browser side script, to different end 
users. 
The flaws that can be exploited by adversaries are quite widespread and occur anywhere a web 
application uses input from a user within the output it generates without validating or encoding it. 
This article aims to give a lot of things we can do with XSS — an underrated vulnerability. 

 

The Art of XSS 

The principle of XSS is always execute malicious JavaScript code in the victim’s browser. There 
are different ways of achieving this goal, and they are often divided into three types, namely: 

Persistent XSS: Malicious payload originates from the website's database. 

Reflected XSS: Malicious payload originates from the victim's request. 

DOM-based XSS: The vulnerability is in the client-side code rather than the server-side code. 

 

 



 
 

XSS and the Hackers’ Inspiration 

XSS is and underrated vulnerability. In fact, there are three good reasons for that: (i) it’s a client 
side vulnerability, (ii) many white hats just need that popup for proof-of-concepts, and (iii), most 
of the black’s hats don’t know enough JavaScript to make much money with XSS. 

XSS is a powerful attack vector to inject malicious payloads and can be used to impersonate 
something as well. There are a lot of things that we can do with XSS. Next, a list with possible 
scenarios used by adversaries in real attacks are presented. 

Ad-Jacking: Adversaries can inject its own ads in a legitimate website to make money easily and 
based on a persistent XSS. 

Click-Jacking: Hidden overlays can be created in a website to hijack victim clicks and to perform 
malicious actions such as redirects to login pages and exhibit false payment forms. 

Session Hijacking: HTTP cookies can be accessed via JavaScript whenever the HTTP ONLY 
flag is not present in the cookies. 

Content Spoofing: JavaScript is very powerful. In this way, an adversary can modify a page with 
desired content as the JavaScript has full access to client side code. 

Credential Harvesting: Victims put their own credentials in a fancy pop-up created by 
adversaries with the goal of harvest their credentials. 

Forced Downloads: There are several application vulnerabilities that hackers are leveraging. 
One of the most popular example is the Flash Player. Adversaries can force the download from 
a trusted website that the victim is visiting.  

Crypto Mining: Adversaries can use the victim’s CPU power to mine cryptocurrency without its 
consent and knowledge.  

Bypassing CSRF protection: Adversaries can make POST requests with JavaScript. They can 
collect and submit a CSRF token and steal data or even execute critical operations in a third-party 
service. 

Keylogging:  Anything that victim’s type in their keyboard can be harvested. 

Recording Audio: - It requires authorization from the user but adversaries can access 
microphones. This is possible from HTML5 and JavaScript. 

Taking pictures: Adversaries can take pictures from the victim’s webcam (this requires 
authorization from the user).  

Geo-location: That requires authorization from the user but adversaries can access victim’s geo-
location.  



 
Stealing HTML5 web storage data:  HTML5 introduced a new feature, web storage. Now a 
website can store data in the browser for later use and of course, JavaScript can access that 
storage via window.localStorage() and window.webStorage(). 

Browser & System Fingerprinting: JavaScript makes it a piece of cake to find browser name, 
version, installed plugins and their versions, operating system version, architecture, system time, 
language and screen resolution. 

Network Scanning: - Victim’s browser can be abused to scan ports and hosts with JavaScript. 

Crashing Browsers - Adversaries can crash the browser with flooding them with stuff. 

Stealing Information - It’s possible to grab information from the webpage and send it to malicious 
server. 

Redirecting: Adversaries can use JavaScript to redirect users to any webpage. 

Tab-napping: Just a fancy version of redirection. For example, if no keyboard or mouse events 
have been received for more than a minute, it could mean that the user is afk and adversaries 
can sneakily replace the current webpage with a fake one. 

Capturing Screenshots - Adversaries can take screenshots of a webpage. Blind XSS detection 
tools have been doing this before it was cool. 

 

Considerations 

JavaScript is a powerful language and can be used to manipulate user’s behavior when they are 
visiting a web page. Many times, it’s considered as an underrated vulnerability but the malicious 
horizon is giant — as observed during this article. 

Living in this digital era, you always should suspect something strange.  

For developers, there are three brilliant kinds of stuff that I love: (i) escaping, (ii) validating input 
via a whitelist, and (iii), sanitizing. The use of code-review, automatic static code analysis, and 
secure code must be always a mandatory procedure implanted in development teams. 

Finally, next time you find an XSS vulnerability, report it. If you are not attended at the first time, 
then change the PoC. Try submitting an exploit to steal data or other critical stuff — surely, it will 
have another impact. 
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Cybersecurity in New York City, the Financial Capital of the 
United States  
NYC Accelerates the Development of a Cybersecurity Cluster to Protect the Financial Capital 
from Cyberattacks  
By Uzi Scheffer, CEO of SOSA  

 

 

New York City is the financial capital of the United States (and arguably the world) and the 
cybersecurity space in NYC is mostly populated by firms that are creating solutions for the 
financial services industry. 

New York’s position as a financial capital makes the city especially vulnerable to cyberattacks. 
Although Manhattan is an established gateway for financial services and business in general, it’s 
still developing as a cyber hub. As hackers’ tools become increasingly sophisticated, it’s no secret 
that there’s room for improvement in cybersecurity in NYC.  

 

To address this urgent need, the New York City Economic Development Corporation (NYCEDC) 
unveiled Cyber NYC, a huge initiative to transform NYC into a global leader in cybersecurity 
innovation and talent through collaborations with world-renowned partners in tech, academia and 
finance. The city has invested $30 million into the initiative, which will accelerate and support the 
establishment of cybersecurity companies in the city, directly connecting them to NYC-based 
corporations and developing new talent pipelines to train the cyber workforce of the future.   

 

A key element of Cyber NYC is the launch of a state-of-the-art Global Cyber Center. The NYCEDC 
selected SOSA to establish the Global Cyber Center to bring together an international community 
of corporations, investors, startups, and talent to foster collaboration and innovation in NYC’s 

https://sosa.co/
https://www.nycedc.com/
https://www.cyber-nyc.com/
https://sosa.co/locations/sosa-nyc/
https://sosa.co/


 
growing cybersecurity ecosystem. The Center offers structured programming aimed at efficiently 
connecting the  

 

Key stakeholders in this up and coming industry with the goal of creating jobs which are part of 
this new economy.  

In 2019, the size of the global cybersecurity market is expected to reach $167 billion. According 
to the NYCEDC, cybersecurity is already a $1 billion-plus industry in New York, with more than 
100 companies and 6,000 employees. In addition to the overall Cyber NYC initiative and the 
creation of the Global Cyber Center, here’s how Manhattan is going to catch up with world leaders 
in cybersecurity such as Israel and Singapore this year: 

Ongoing regulation will continue to significantly accelerate the development of the cyber security 
cluster in New York. New regulations demanding New York’s banks and financial services 
companies install specific cybersecurity technologies into their systems could represent 
opportunities for the space. Proximity to financial institutions creates opportunities for fintech 
cybersecurity companies to develop targeted solutions that address the requirements issued by 
the New York Department of Financial Services.   

 

Cybersecurity jobs creation will begin in earnest this year, as Cyber NYC is expected to catalyze 
the growth of 10,000 good-paying cyber security jobs over the next decade as part of Mayor De 
Blasio’s New York Works jobs creation plan.   

 

Participation of leading financial institutions will grow as the security of the world’s largest players 
in finance face a constantly growing threat. Banking industry leaders will become more involved 
in the initiative to access cutting edge technologies in this space, and that will help grow the NYC 
cybersecurity industry: already, Chief Operational Risk Officer Phil Venables and Chief 
Information Security Officer Andy Ozment from Goldman Sachs have agreed to serve on Cyber 
NYC’s key advisory boards, lending their expertise to advise on the overall direction of the 
initiative. Top executives and decision-makers from many major financial institutions located in 
NYC are interested in exploring ways to partner with the initiative and to be part of this new, fast-
growing ecosystem.  

 

Innovation hubs will emerge as decision-makers at large financial institutions and corporations 
increasingly feel the need to keep their fingers on the pulse of global innovation, and they will do 
so by interacting with talented individuals in the cyber industry. Leaders from large organizations 
and agile startups will learn from each other and partner to develop new products and services – 
there will be an increase in event programming and meetups for this purpose in 2019. 

 



 
 

A boom in cybersecurity startups serving finance – the number and size of such startups will 
increase as the city continues to attract technology-related companies; Amazon selecting Long 
Island City for HQ2 is a high-profile example. Notable cybersecurity startups currently serving the 
fintech sector, with headquarters or additional offices in New York, include BioCatch, specialized 
in behavioral biometric authentication; Illusive Networks, specialized in deception technology; and 
ThetaRay, which is developing specialized threat analysis and protection technology.  
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Best Practices for Balancing BYOD with Mobile Security 
Protecting Sensitive Data in a Mobile-First World  

By JT Keating, Vice President of Product Strategy, Zimperium 

 

The rapid evolution and advancement of technology has made us almost incapable of separating 
our devices from the way we conduct our everyday lives, personally and professionally. From the 
Apple Watch to wearables, tablets and smartphones, bring your own device (BYOD) is no longer 
something to try to plan for in the future, but something companies have to deal with right now.  

The benefits provided by our devices’ ability to communicate instantly, exchange files and simplify 
complex business operations has skyrocketed productivity rates and made collaborating with our 
colleagues – across offices and borders – practically instant. When computers became essential 
throughout every work environment, however, cyberattacks weren’t far behind. Eventually, the C-
Suite woke up to the reality of cybersecurity and the need to take it seriously to stay afloat in 
today’s competitive landscape.  

However, the increasing reliance worldwide on smartphones and mobile apps has occurred 
perhaps more rapidly than any other endpoint. In fact, Gartner predicts that demand for enterprise 
mobile apps will grow five times against the development capacity in 2017. Amidst this impressive 
growth, the security of mobile devices has been consistently put on the back burner – and hackers 
have taken notice. 

 

Mobile Fraud Is Skyrocketing, While Awareness Is Not  

In a recent survey, Zimperium found that fifty-one percent of respondents reported an increase in 
mobile threats in the last 12 months. In fact, according to the RSA Fraud & Risk Intelligence 
Service, more than 70 percent of fraud is now mobile. In 2018 alone, Zimperium discovered two 

https://www.konstantinfo.com/blog/demand-for-enterprise-mobile-apps-will-grow-five-times-


 
billion risks and threats among its customers, or about 50 per device. The sophisticated tactics 
that hackers use to conduct cyberattacks are bypassing office walls to where employees – and 
thus, their employers – are most vulnerable: mobile. Take phishing, for example. According to 
Verizon, over 90 percent of breaches started with a phishing attack and Adestra notes that over 
60 percent of emails were opened on mobile devices.   

The problem is that mobile devices such as smartphones are fundamentally different from other 
enterprise devices such as desktops and laptops in this vital respect: IT does not administer the 
advice – the user does. Although modern collaboration techniques often require employees to 
create and share unstructured company data from their mobile devices, IT does not have the 
proper amount of visibility into these devices to know what threats the company data may be 
facing. This explains why, in a recent survey, Zimperium found that 42 percent of organizations 
were unsure if mobile devices had been involved in past security breaches involving their 
organization.   

 

Best Practices in BYOD and Mobile Security 

There’s no denying that personal devices in the workplace aren’t going anywhere, given the 
unparalleled value that they bring to organizations. In fact, Forbes recently reported that enabling 
the mobile workforce drives 30 percent better processes and 23 percent higher productivity.  

However, balancing the use of mobile with recognition of and preparation for the growing number 
of cyber-risks these devices face needs to become a top priority for IT teams in 2019. Data 
mandates such as Europe’s General Data Protection Regulation (GDPR) have shown that 
governments and consumers are getting serious about the security of their information. It’s 
essential to keep sensitive company information secured on mobile devices in order to maintain 
trust from customers and, in turn, maintain a competitive edge.   

The bottom line is that organizations need to embrace a healthy mobile security policy that 
protects the organization and its sensitive IP while promoting productivity on mobile devices both 
inside and outside of the corporate network. For enterprises who are struggling to adopt mobile 
security best practices, here are a few key things to consider when balancing BYOD and security: 

• If mobile devices are being used to access corporate data, including from sources 
such as email and mobile applications, the company has a responsibility to ensure 
the data is protected.  This applies to corporate devices as well as BYOD 
devices.  Perhaps the most basic and all-encompassing reason for this is that without 
ensuring data is protected, companies will be out of compliance with one – or multiple – 
regulations. The modern-day business environment means that every company is now a 
technology company. The average company in operation today typically processes and 
stores a large volume of highly sensitive employee, customer and client data that they 
have an obligation to protect. Regulations such as Europe’s General Data Protection 
Regulation (GDPR) show us that today’s consumers and employees are taking the 
mismanagement of their data more seriously than ever before – and so are their 
governments. In addition to avoiding millions of dollars in potential fraud and fines, the 
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proper handling of sensitive data is key to keeping consumer trust and, in turn, staying 
competitive.   

• It's important for all companies to recognize that today’s devices contain highly 
personal information that is private and confidential to the owner of the BYOD 
device – and every precaution should be taken to not impact that privacy. In a recent 
Zimperium research report, 14 percent of companies stated that employee privacy 
concerns were an inhibitor to adopting BYOD. It’s important to keep the security of your 
company data in mind when adopting a BYOD policy, but it’s equally imperative to protect 
your employees’ privacy. BYOD can spike a huge increase in employee productivity, but 
they’ll only capitalize on the opportunities that BYOD brings if they trust that their personal 
data is being kept private. In the same research report, 53 percent of respondents said 
BYOD adoption would increase if IT couldn’t view or alter personal data and apps.  

• To have the greatest chance of adoption and success, any BYOD security policy 
must be as easy and as unobtrusive as possible. Everyone in the security industry 
already knows that IT resources are more strapped than they’ve ever been before. To 
keep both your employees and your IT team happy, the best BYOD policy is a simple 
BYOD policy. Making an effort to ensure your policy is well-communicated and understood 
throughout your organization will help boost adoption rates. Find ways to show employees 
how they can integrate their personal devices into their professional tasks while following 
your BYOD policy and staying secure. Additionally, making security personal by 
emphasizing the ways in which following your BYOD policy benefits employees personally 
as well as the company can help boost adoption.  

Technology’s rapid evolution has revolutionized the ways in which we communicate both 
personally and professionally. In addition to corporate-owned devices, today’s employees also 
expect the ability to bring, connect and fully utilize their own personal devices at work. The 
productivity benefits that BYOD policies bring to the enterprise are well-documented, but in 
today’s era of elevated cyber-risk, sophisticated hackers and high-stakes regulations, it’s 
imperative to balance BYOD with mobile security. By following these best practices, organizations 
can start on the right path toward creating a satisfied and secure workforce. 
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Some Important Developments in the Cyber Insurance 
Industry 
Cyber Insurance: The Ultimate Solution to Mitigate Cyber 

Swati Tamhankar, Jr-Executive-Digital Marketing, Allied Analytics LLP 

 

Technology has become a part of our lives. It is constantly transforming and improving our lives 
with innovations such as the internet of things (IoT), health-tech, 3d-printing, artificial intelligence 
(AI), robotics, and more. However, it also has its share of risks. The expansion of information 
technology in all spheres via social networks, mobile devices, wireless technologies, and cloud 
services resulted in more vulnerability. Cyber risks or threat is a growing concern for individuals, 
institutions, and businesses worldwide. Effective policies are required by organizations to protect 
themselves against threats. Therefore, several organizations are opting for IT security partners 
for their protection or depending on their insurers for cyber insurance products and services. 
Cyber insurance providers basically help companies prepare for cyber threats by contributing to 
minimizing the said loss or damage and bringing the situation back to normal. 

The market for cyber insurance is a rapidly changing and has seen strong growth in the past few 
years. The increase in demand for cyber insurance arises from new regulations, growing 
awareness of cyber risks among top-level high executives as well as the rising number of cyber-
attacks across the globe. However, lack of standardized policies impedes the market growth. As 
per the report by Allied Market on the cyber insurance market, the industry is likely to accrue a 
sum of $14 billion by 2022, registering a CAGR of 28% during the forecast period, 2016-2022. 
Some of the players operating in the market include American International Group, Inc., The 
Chubb Corporation, Zurich Insurance Co. Ltd., XL Group Ltd., Berkshire Hathaway, Allianz Global 
Corporate & Specialty, Munich Re Group, Lloyd’s, Lockton Companies, Inc., Bit Sight 
Technologies, Pivot Point Risk Analytics, and more. 

A series of launches and acquisitions took place in the space recently. One of them is the launch 
of a cyber self-assessment tool by Marsh, a global professional services firm headquartered in 
New York. Another is the acquisition of E-Risk Services, a liability insurance program manager 
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by Nationwide, an insurance company. Kingsbridge Group, a British specialist insurance services 
provider, acquired insurrect company Dinghy. 

 

Marsh Introduces Tool for Cyber Insurance 

In January ‘19, a new cyber self-evaluation tool was launched by Marsh that includes the latest 
insights on cyber security high-quality practices to provide customers with a strong cybersecurity 
program diagnostic. It also helps smoothen the procurement procedure by serving as a single 
application for cyber insurance. The innovation makes use of information on organizational 
cybersecurity controls, technology, and people and figures out the strengths and flag areas of 
concern for underwriters. Thomas Reagan, US cyber practice leader at Marsh said, “In today’s 
fast-evolving cyber risk landscape, firms want to be able to gain greater insight into their 
cybersecurity preparedness. Marsh’s enhanced online cyber self-assessment provides clients 
with a comprehensive view of their cybersecurity program maturity, coupled with a streamlined, 
easy-to-use cyber insurance application process.” 

 

Nationwide Buys E-Risk Services 

In January 2019, Nationwide completed the acquisition of E-Risk Services with the aim of 
enhancing its business by expanding its distribution relationships through the latter’s wholesale 
network. E-Risk Services is a company that provides management liability coverages for various 
organizations such as commercial crime, cyber and technology, employment practices, and more 
via its Business and Management (BAM) package insurance product. According to Nationwide, 
the products offered by E-Risk would strengthen its excess and surplus line offerings for small 
and medium-sized enterprises and enhance its focus on growing both management lines and the 
program business space. Paul Tomasi, president at E-Risk Services, said that Nationwide has 
been a great supporter and partner for the growth of their company and the deal shows 
Nationwide’s true commitment to their wholesale broker distribution partners and several current 
and future policyholders insured through the E-Risk program. He said that they are glad about 
the acquisition as it brings many great opportunities and possibilities for their company. 

 

Dinghy Acquired by Kingsbridge Group 

The acquisition of Dinghy by Kingsbridge Group is aimed at expanding their ability to reach a 
broader segment of the important creative markets where freelancers demand a different 
approach to insurance and an enhanced user experience. Dinghy’s robust product and 
technology and Kingsbridge’s excellent marketing and commercial power allow the two 
companies to enhance their product offering to their clients and thereby accelerate their growth 
opportunities. Dinghy is a company that provides public liability, equipment covers, legal 
expenses, and cyber liability via their mobile-first website and Kingsbridge provides insurance 
services contractors, freelancers, the recruitment and utility industries, and others. 
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Putting Security in Context 
By Tim Minahan, Executive Vice President of Business Strategy and Chief Marketing Officer at 
Citrix 

 

Innovation knows no boundaries. It can happen anywhere, anytime. And it doesn’t occur in a 
vacuum. Innovation flows when employees and contractors openly share technology, ideas and 
information. Smart companies recognize this. But they’re also aware of the security risks such a 
distributed and collaborative innovation model creates. And they’re upping their game to manage 
them. Take Saab, for example. The defense company has a long history of breaking new ground 
on land, sea and in the air and delivering some of the most innovative products the world has ever 
seen. At its core, Saab believes that true collaboration leads to better solutions. And to drive it, 
the company has created an intelligent digital workspace in which its 16,000 employees can share 
technology, ideas and thinking across more than 80 locations in a secure and reliable way to meet 
the needs of its customers and give its business a competitive edge. 

 

An Age-Old Problem 

“We work every day with classified information. And while we need to be open in one end, we 
need to be very closed in another to ensure data integrity for those we serve,” said Mats Hultin, 
Group CIO, Saab. “That’s the key for us – to balance security and agility.” 

In the past, when innovation teams were in a single, physical collaboration environment, such a 
balancing act was a little easier to strike than it is today. Today, innovation teams – from full-time 



 
employees to contractors and sub-contractors – are spread around the globe. Design drawings 
and collaboration must also extend across a multitude of different devices -- from laptops to 
phones and tablets to connected things. And access business apps and sensitive company 
information anywhere is there is a Wi-Fi connection or a cellular signal. 

This dynamic work environment promises to drive new levels of freedom, productivity and 
innovation. It also introduces new vulnerabilities and an expanded attack surface that requires a 
more intelligent and contextual security model that centers on the user rather than the device. 

Savvy IT and security teams will combine centralized policy control, user behavior insights, and 
machine learning and artificial intelligence to administer security policies based on user behaviors 
and access patterns. When an anomaly or risky behavior is detected, the system will contextually 
apply appropriate security measures ranging from requiring a second-layer of authentication when 
logging in from a new device and turning off certain features such as the ability to download or 
print when accessing from a foreign network to blocking access to select (or all) apps after multiple 
failed log-in attempts or access from a dangerous location. 

 

A New Solution  

This is where things like digital workspace technologies, come into play because they allow 
companies to provide access to all the applications their employees need and prefer to use in 
one, unified experience while giving IT a single control plane they can use to onboard and manage 
application performance without getting in the way of the user experience. 

A true digital workspace requires three attributes: 

• First, it’s unified, giving users single-sign-on access to all the apps and content they need 
to be productive in one unified experience. 

• Second, it’s secure, applying contextual security policies to ensure apps and content 
remain safe 

• And third, it’s intelligent, using machine learning, micro-apps and bots to surface key 
insights and guide and automate work. 

In creating digital workspaces, companies can serve up personalized access to the systems, 
information and tools their employees need, when and how they need them while keeping their 
information and systems secure. And they can do it in a way that provides: 

• Standardization and simplification through a single, centralized workspace that unites 
users and keeps business in sync. 

• Deployment efficiencies and cost control, as IT can more easily and cost-effectively stand 
up and provision servers, workgroups and new projects. 

• Greater resilience and security enabled by a flexible, digital perimeter that ensures every 
user is intrinsically secure. 



 
It’s been said that good things come to those who wait. But innovation happens fast. In embracing 
tools that enable them to unify their teams and power a more collaborative and intelligent way to 
work, companies can not only keep pace, but speed ahead and lap the competition. 
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The Internet of Things Engineering Insights 
By Milica D. Djekic 

 

The new millennium would bring a lot of challenges with itself. The main concern of nowadays 
would be some security matters that should provide us an opportunity to proceed with our 
progress and prosperity. It would appear that today’s world would develop at the quite fast pace, 
but the security concerns would always seek from us to re-think our decisions and make a deep 
insight before we make a decision to take any step further. The technology is good as long as it’s 
in the hands of reasonable and responsible people and once it gets into hands of bad guys – it 
can become our nightmare. The period of time that we live at this stage is quite well-known as 
the 4th industrial revolution.  

That era has brought to us so many technological advancements that could impress anyone 
believing the technology is some kind of unbelievable. The fact is the engineering systems would 
rely on the strict laws of mathematics and physics and if we see our nature as something being 
the miracle – we would perhaps experience the emerging technologies as something being so 
sophisticated as well. One of the most known advancements of the industry 4.0 is the Internet of 
Things (IoT) being something so new and so old at the same glance. So many experts would 
agree that the IoT from its engineering perspective is nothing else, but the digital transformation 
of technology we already know from before.  

So, what is the trick with the IoT? The IoT is the application of the existing technological solutions 
and the only new thing is that those improvements got the internet connectivity with themselves. 
This would sound so simple. Basically, it is once it got resolved, but there is a long walk through 
the discovery and development of such a solution. From a today’s point of view, it may appear 
that the IoT is so easy, but the fact is that if you rule over some new technology, it could seem 
there got no complications at all. The point is the way to obtain so was not that simple, in any 
fashion. 

The IoT engineering would demonstrate that those systems would mainly rely on digital, 
mechatronics and embedded solutions and those advancements would deal with some sort of 
the web access. From a technological perspective, it’s the challenge to make such a solution and 
there would be a lot of attempts and failures that would get taken in order to meet so high 
requirements. Any engineering project would start with so smart market’s research and the 
members of the engineering team would conduct so careful expert’s investigation that would 
suggest them the main directions they need to follow in order to design the new product. More 
than two decades back, we would talk about the Internet of People (IoP) and everyone would see 



 
the web as so convenient place to offer a chance to the folks to communicate with each other. 
From the current point of view, it’s so obvious if we could use the internet to make the people talk 
to each other, we could also apply such a technology to make our devices being connected with 
each other using that signal. This could appear as quite simple, right? The fact is you should come 
to such an idea in the past and make such a dramatic change as the 4th industrial revolution is. 
So many engineering teams would work hard on their projects and just like the security 
professionals – they would cope with some procedures and put a lot of effort on in order to 
document every single step of their task. In the area of science and technology, it’s not important 
to get the good idea only – you need to lead your project from its beginning to its end and 
consequently offer some results on.  

So, we would get the secret formula how to develop and deploy the IoT solutions, but any project 
of that kind would seek a lot of hard work and ingenious thinking as well. In our opinion, the good 
preparation and strategic planning could get the appropriate basis in the entire project’s approach 
and conduction. Using the internet signal to make devices communicate with each other is not 
the easy task. In such a case, you need to think so hard how to configure your hardware and 
software and above all; how to produce the next generation solutions. If anyone believes, the IoT 
engineering is about connecting the hardware and waiting for so to begin to exchange the 
information on, he is fully mistaken.  

Any good hardware needs the program that would bring some activity to its operation. In other 
words, the role of the developers in the IoT projects is from a crucial importance. The 
programmers are not necessarily familiar with the engineering, because they would deal with so 
abstract mathematical thinking. In addition, if you want your developer codes something being 
useful – you need the strong engineering team that would get capable to transfer its knowledge 
and ideas to that guy who would lately understand the entire concept and make something that 
would work in the practice.  

Any IoT projects would bring a plenty of engineering challenges with itself and there would be 
needed the hours and hours of brainstorming and project meetings that would provide the chance 
to the entire team to catch up with all the ideas, comments and demands on. The developers are 
commonly the great mathematicians who would think in programming languages as so many 
people worldwide speak the foreign languages.  

The next open question to the IoT engineering solutions is their security. This is not the challenge 
to the defense community, because its members would usually be the end users of those 
solutions. Basically, the IoT security is the big concern to the research and development teams 
for a reason those guys would get required to make something that would work well and find its 
place in some practical applications.  

 

Finally, it’s significant to mention that maybe some innovation in the field of cyber defense could 
bring us the new wave in terms of technological revolutions. For instance, if we make a 
revolutionary new approach to the encryption – we could make the new big boom in the arena of 
science and technology. As many experts would suggest the only certain stuff in the future is the 
change, so let it gets like so!     
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Schrodinger’s vulnerability 
Using exploitability to avoid chasing phantom risk 
By Alex Haynes, Head of Information Security, CDL 
 
 

I recently laid eyes on a pentesting report which had the gravest of warnings. ‘The host may be 
vulnerable to remote code execution’. Dear lord, did they get system access on a host? Nope. 
Was there a public exploit available for that version of software that enabled remote code 
execution? No again. Well why would someone make such a vague alarmist recommendation? 
When I queried this, their logic was that even though there was no public exploit available for that 
version of software, someone somewhere might have developed one but was keeping it secret. 
Also, since it’s a secret exploit that no one knows about, it could also be remote code execution 
because that’s the most common exploit right? 

This is a tongue in cheek analysis of what has reached critical mass in the pentesting industry 
and is now dubbed ‘Pentester syndrome’, the act of making things worse than they appear. You 
are now delivered reports full of junk risk without any kind of proof of concept with far-fetched 
contrived scenarios that will never occur (and have never befallen any company at all). Among 
other things this has led to the rise of crowdsourced security, with many of the world’s biggest 
brands ditching pentesting entirely – as it only delivers actionable vulnerabilities with proof of 
concept due to the nature of their reward models (researchers are only paid if they can exploit a 
working vulnerability and deliver a proof of concept). 

But back to the original issue. Is out of date software automatically vulnerable? Hardly. Many 
software version upgrades stem from functionality changes, not security updates. Even those that 
are for security reasons are for patching specific flaws in the code, or a readily available public 
exploit. When you trawl through an exploit database, the exploits often refer to very specific 
vectors that can only be delivered if the configuration of the asset in question is of a particular 



 
kind. Many of them require some kind of privileged access already and as I alluded to earlier, 
remote code execution is exceedingly rare. 

This brings us to Schrodinger’s vulnerability, a play on the oft used trope of Schrodinger’s cat, 
which to paraphrase implies that until you look in the box, the cat is both alive and dead. A more 
contemporary reference would be the response that former Secretary of Defense Donald 
Rumsfeld once blurted out in reference to ‘known knowns’, ‘known unknowns’ and ‘unknown 
unknowns’ with the latter being the riskiest. 

Let’s map this to an information asset today and call-back the alarmist reference I started this 
article with on. This information asset that is out of date but might have a vulnerability even there 
are none publicly available is going into the region of ‘unknown unknowns’. We know there are 
no publicly available vulnerabilities but there may be a vulnerability that exists that we just don’t 
know about. So how probable is this. Fortunately there’s no need to speculate since there’s plenty 
of research to draw conclusions from. ‘Zero days, Thousands of Nights: The Life and Times of 
Zero-Day vulnerabilities and their Exploits’ is a piece of research by Lillian Ablon and Andy Bogart 
that focuses on this very issue. They found that if a zero-day existed and was hoarded by an entity 
but kept from public view, it would stay that way for an average of 7 years.  

What this means for us is that regardless of what version of software you are on, there may be a 
zero-day that exist (however improbable) but no one will know about it and it will stay that way for 
an average of 7 years. What's worse is that if you update your software to the latest version, then 
that version too may also contain this zero-day, even though you are ‘fully patched’, simply 
because the code refactoring in the new version has not taken into the account the zero-day by 
virtue of the fact that it’s still an unknown. The research does make a distinction for end of life 
software, since this will never be patched again, so if a new zero-day is discovered then it 
effectively becomes ‘immortal’ since the vendor will never release a new patch to cover this. 

Using exploitability for defense 

Combining a few approaches can stave off junk risk and avoid you chasing contrived scenarios 
that will never materialize: 

• Switch from pentesting to crowdsourced security for external assets: Pentesting 
methodology is starting to be considered a legacy approach to offensive security testing. 
It does not emulate a hacker in any way – it only gives you a frozen snapshot of security 
posture at a specific point in time, nothing more. Crucially, crowdsourced also gives you 
actionable threats with proof of concept and their methodology maps more realistically to 
how attackers behave (for example, no time limit on testing), while pentesting focuses on 
theoretical threats. 

• Having out of date software doesn’t mean you’re automatically vulnerable! While this may 
shock some individuals, if the specific threat vector that your version of software is 
vulnerable to isn’t exposed in its current configuration, then you are safe. 

• Practically all attacks focus on known vulnerabilities so updating your software to the latest 
version to protect against ‘zero-day’ attacks is irrelevant. The new version is as likely to 
be vulnerable since no code has been refactored to account for the zero-day, hence its 
unknown status. Updating software is for known threats, not unknown ones. 



 
• Even if you are exposed to a vulnerability, what are the steps needed for it to materialize. 

The likelihood of many vulnerabilities drops to almost zero once you factor in the first two 
variables required: Someone has to want to hurt you and someone has the skill level to 
exploit that vulnerability. The former is more common than the latter, as an offensive 
security skillset is still so rare nowadays even in professionals who work within information 
security. 

• Examine your threat model and know who your bad actors are. Are you protecting against 
nation-state attackers or script kiddies with slap? Many vulnerabilities that focused on a 
contrived chain of attacks or any kind of physical proximity (think Bluetooth and Wi-Fi 
vulnerabilities for example) will never materialize unless you are subjected to a specific 
targeted attack that requires the physical deployment of malicious attackers to your 
geographical location. Aside from nation state attackers this has never occurred so chase 
things that are likely to occur (remote attacks on your assets exposed to the internet) 
rather than those that won’t (Someone taking over your Alexa with a Bluetooth vulnerability 
to pivot into your network). 

 

Naturally I’m not advocating not updating your systems. It’s a good practice to get into but for 
many operational and human reasons many systems are just left behind in the scrum. When you 
have limited resources a view on ‘exploitability’ rather than ‘vulnerability’ can help manage risk far 
better than chasing down every single vulnerability that exists on your assets. If you take into 
consideration your threat model, and then sift through your external assets first viewing 
vulnerabilities through the lens of ‘exploitability’ you will be able to make your infrastructure far 
safer than chasing Schrodinger’s vulnerability. 
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2019 Risks in Focus: Cyber Incidents 
Cyber Risk a core business concern according to 2019 Allianz Risk Barometer 
By Emy Donavan, Global Head - Cyber, Tech and Media PI at  
Allianz Global Corporate & Specialty 
 
 

In the wake of mega data breaches and privacy scandals, major IT outages and the introduction 
of tighter data protection rules in the European Union and other countries, cyber risk is now a core 
business concern in 2019 and beyond, according to the Allianz Risk Barometer 2019. This annual 
survey of global business risks from Allianz Global Corporate & Specialty (AGCS) incorporates 
the views of a record 2,415 experts from 86 countries, including CEOs, risk managers, brokers 
and insurance experts. 

For the first time, cyber incidents is neck-and-neck with business interruption (BI) at the top of the 
Allianz Risk Barometer– with the two risks increasingly interlinked, reflecting the magnitude of the 
threat now posed by a growing dependence on technology and the malicious actions of nation 
states and criminals.  
 
Incidents, such as cybercrime, privacy breaches, BI (including ransomware and distributed denial 
of service (DDoS) attacks) can trigger extensive losses. Cybercrime generates the headlines, but 
often it is more mundane technical failures, IT glitches or human error, which frequently cause 
system outages or data losses for business. The fall-out can be costly.  
 
According to AGCS analysis of insurance industry claims, over the past five years, even the 
average insured loss from a cyber incident is now in excess of €2mn ($2.3mn) compared with 
almost €1.5mn from the average claim for a fire/explosion incident, with losses from the largest 
events in the hundreds of millions or higher. 
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Increasing concern about cyber incidents follows a watershed year. In the wake of the highly 
disruptive global WannaCry and NotPetya malware attacks, 2018 witnessed a stream of major IT 
outages, mega data breaches and privacy scandals, as well as landmark data protection rules in 
the EU’s General Data Protection Regulation (GDPR).  
 
Mega Data Breaches and Attacks Soar 

As organizations hold more and more personal data, breaches are increasing in size and cost. 
Recent mega data breaches include Equifax (143 million individuals), Facebook (50 million) and 
Uber (57 million). Meanwhile, the data breach which impacted around 380 million customers of 
Marriott hotels at the end of 2018 is one of the largest on record.  
 
The number of cyber-attacks worldwide doubled in 2017 to 160,000, although endemic 
underreporting means the true figure could be as high as 350,000, according to the Online Trust 
Alliance. At the same time, the average cost of a cyber-attack has increased 62% over the past 
five years, according to Ponemon Institute and Accenture. A typical data breach now costs a 
company $4mn, according to Ponemon, but very large breaches can cost hundreds of millions – 
the cost of the Marriott breach is estimated between $200mn and $600mn by AIR Worldwide. 
 
Rising Regulation and Litigation 

An important factor driving the cost of data breaches is regulation and litigation. In May 2018, the 
GDPR entered force, introducing greater privacy rights for consumers and greater enforcement 
powers for regulators, backed by the threat of large fines. Other jurisdictions have since 
announced plans to introduce tougher privacy laws inspired by the GDPR ranging from California 
to Brazil to India. Canada and Australia have also established mandatory breach notification 
regimes, in line with the GDPR and similar requirements in the US.  
 
Cyber incidents are also increasingly likely to spark litigation, including securities and consumer 
class actions. Data breaches, IT outages and cyber security incidents can generate large third 
party liabilities, as data subjects, shareholders and supply chain partners seek to recoup losses 
from companies and in some cases their directors. 
 
Already a feature of US data breaches, class actions have spread to Europe, giving consumers 
the right to claim non-financial damages, such as for distress. A number of recent data breaches, 
including that of British Airways, one of the first significant breaches under the GDPR, have 
triggered class actions in the UK while a landmark case against Morrison’s has seen the retailer 
held vicariously liable for a breach in the UK’s first successful data breach class action.  
 
Evolving Threats 

Cybercrime has become pervasive as criminals use more innovative methods to steal data, 
commit fraud or extort money. Worldwide, cybercrime costs an estimated $600bn a year, 
according to the Center for Strategic and International Studies (CSIS), up from $445bn in 2014. 
This compares with a 10-year average economic loss from natural catastrophes of around $208bn 
– three times as much.  
 



 
However, the past year has also witnessed a growing threat from nation states, which increasingly 
use technology to play out rivalries and conflicts, with implications for businesses. Nation states 
and affiliated hacker groups have targeted universities and public sector agencies, looking to steal 
valuable data and trade secrets, as well as the networks and industrial control systems (ICS) of 
critical infrastructure companies. NotPetya was attributed to Russian-backed hackers targeting 
Ukraine while energy companies in the Middle East have been hit with destructive malware 
attacks. 
  
Iot and New Tech 

Advancements in technology are also generating new cyber threats and vulnerabilities. 
Organizations are concerned about the effect of increasing interconnectivity and developments 
such as automation and artificial intelligence. 
 
Vulnerability is also growing with the increase in connected devices, with the Internet of Things 
(IoT), Industry 4.0 and digitalization of supply chains, which create new attack fronts for criminals 
and nation states to exploit.  
 
According to cyber security firm Kaspersky, over three quarters of the companies it surveyed 
expect to become a target of a cyber security attack in the ICS space. However, only 23% are 
compliant with minimal cybersecurity guidance or regulations of ICS. In 2016, a DDoS attack 
against internet company Dyn used a botnet army of corrupted IoT devices, while December 2018 
saw hackers take control of 50,000 connected printers around the world to create posters 
supporting vlogger PewDiePie. 
 
“Silent Cyber” Becomes More Noisy 

The WannaCry and NotPetya malware attacks highlight the growing risk of BI and even physical 
damage from malware and other cyber incidents. They also have accelerated discussions around 
cyber insurance and in particular the need for affirmative cover. 
 
The NotPetya attack is expected to generate around $3bn in losses for insurers, according to 
Property Claims Services. However, some 90% of this total can be attributed to so-called “silent 
cyber” exposure, with only 10% covered by affirmative cover. Non-affirmative cover is where 
cover for cyber incidents may exist in traditional property/casualty (P&C) policies, even though 
this was not the intention of the underwriter. 
 
“Silent” or non-affirmative cyber exposures lead to inadequate protection for businesses with a 
lack of certainty and transparency for all parties involved. As part of a group-wide project, Allianz 
has reviewed cyber risks in its P&C policies in the commercial, corporate and specialty insurance 
segments and developed a new underwriting strategy to address “silent cyber” exposures.  
 
It is clear from these findings that every company needs to adopt an IT security position which is 
adequate to its size, operations and risk profile and invest in technological security solutions, 
proper backup mechanisms and staff training. Companies need to think about all of their 
employees as members of the cyber security team and provide them with proper training and 
empowerment to transform their staff from the ‘weakest link’ to the ‘first line of defense’. 
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Why Insider Threats Are One of the Biggest Security Risks 
By Yuri Martsinovsky, CEO, SoftActivity 

 

Many people think that all of the biggest security threats come from outside sources such as 
hackers. However, the truth is that one of the most damaging threats to a company comes from 
inside the company itself. These insider threats are also becoming increasingly common now with 
a majority of companies having dealt with an insider attack at least once. 

For these reasons, many companies are starting to put more of a focus on preventing insider 
threats before they can inflict any damage. But what exactly is an insider threat and what makes 
them so dangerous? 

 

A Threat from Within 

The term “insider threat” is generally pretty self-explanatory. But an insider threat is any person 
already associated with an organization who then acts in a malicious manner to damage the 
organization. In most cases, this entails things like fraud and theft. 

Although that is the broad definition, there are different kinds of insider threats that should be 
specified. 

Not all insider threats act against their organization on purpose. Some of them are unwilling actors 
who are either tricked or coerced into acting maliciously. For example, perhaps an employee in a 
company that handles financial information is tricked into entering customers’ information into an 
online form, leaking the information to a hacker who will use it for nefarious purposes. 

https://www.ca.com/content/dam/ca/us/files/ebook/insider-threat-report.pdf


 
Some cases of insider attacks are also the result of state-sponsored attacks. In these cases, a 
government has either compelled a current member of the organization into acting maliciously or 
hired someone to infiltrate the company with the intention of stealing information or otherwise 
harming the organization. These kinds of insider threats are often very sophisticated and 
coordinated, making them especially dangerous. 

A famous example of this happened in 2009 when a Boeing engineer named Dongfan “Greg” 
Chung stole trade secrets from Boeing and gave them to the Chinese government.  

When an individual becomes an insider threat of their own accord, it is often an act of greed for 
they feel that they may benefit from it in some way, whether this be from selling sensitive 
information, committing fraud, or directly stealing from the organization. 

 

The Costs and Damages 

Insider threats can be one of the costliest security breaches an organization could ever have to 
deal with. Not only can the damage control required after an insider attack be an expensive 
procedure but, depending on what the attacker was able to access, the attack itself could end up 
costing the organization a large amount of money. 

The average total cost for a data breach in the US is $7.91 million and this amount is increasing 
with every year. 

But money isn’t the only thing that an insider threat can cost an organization. Depending on what 
they end up gaining access to, they could steal valuable and sensitive information such as 
customer data, trade secrets, employee account information, and much more. 

Moreover, if they do end up accessing customer data, such an attack could end up being a PR 
nightmare for the organization and hurt the trust that customers place in them. And this, of course, 
could lead to a loss in business which itself may end up costing the company a large amount of 
money. 

 

On the Defense 

Since there is so much at risk regarding insider threats, it should be no surprise that many 
companies are now focusing a lot of their efforts on preventing them from happening. These 
prevention methods include both early detection as well as prediction. 

A few of the most common ways organizations attempt to prevent insider threats includes using 
employee monitoring software to track employee behavior, employee awareness training 
programs, and a more extensive screening process for new hires. 

However, no prevention measure is ever going to be 100% secure. Mistakes happen and humans 
are always the weakest part of any organization’s security, which makes insider threats all the 
more dangerous.  

https://www.justice.gov/opa/pr/former-boeing-engineer-convicted-economic-espionage-theft-space-shuttle-secrets-china
https://www.nascio.org/Portals/0/Publications/Webinars/Ponemon%20Institute%E2%80%99s%202018%20Cost%20of%20a%20Data%20Breach%20Study.pdf?ver=2018-09-18-152028-060
https://www.softactivity.com/insider-threats/


 
Unlike with outside security threats that largely depend on exploiting known security flaws in 
software, insider threats are much more unpredictable and can still happen even when an 
organization’s security is otherwise flawless. This makes them especially difficult to defend 
against and contributes to them being one of the biggest security threats. 
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Why threat intelligence is the key to defending against 
Third party risks 
By Karen Levy, Senior Director of Product and Client Marketing at Recorded Future  

 

As the march of digitalization continues at an increasingly rapid pace, the business world has 
become steadily more complex and interconnected. Organizations now routinely rely on a 
widening web of suppliers and partners, often trusting them with sensitive data and mission critical 
systems.  
  
The advent of cloud-based services in particular has had a powerful effect on the way businesses 
operate, with an endless array of cloud-based service providers now available to meet practically 
any requirement. The adoption of IoT devices and mobile-centric working practices have likewise 
simultaneously created both more opportunity and more complexity.  
  
While this new interconnected world has unlocked powerful new strategies and business models, 
it can also drastically increase an organization’s exposure to security risks. Cybercriminals often 
use third-party service providers as a stepping stone to attack larger companies, exploiting their 
connections to evade the ultimate target’s security measures.  
 
  
The growing third-party risk  
  
Marking the scale of the problem, leading analyst group Forrester reports that third parties were 
the cause of 21 percent of confirmed breaches in 2018, up from 17 percent the year before. This 
figure is only likely to increase as organizations continue their digital transformation journey and 
incorporate yet more third-party elements into their operations.  
  
Some of the most notable security incidents of the last year were the result of third-party 
connections. The data breach reported by Ticketmaster in June for example was made possible 
by exploiting a flaw in JavaScript supplied by a third-party developer. Credit card details belonging 
to more than 40,000 customers were exposed as a result.  
  

https://www.sailpoint.com/identity-library/identity-management-and-governance-leader-forrester-wave/?elqct=PaidMedia&elqchannel=GoogleSearch_INT-EN-NB-BMM-FORRESTER_forrester-wave-2018&gclid=CjwKCAiAwJTjBRBhEiwA56V7q2W7T-hgaQ5aJSF2UO1L4_or1uo0T59jczYDW4sMPlEKX8KVLzbquxoCFBwQAvD_BwE
https://www.sailpoint.com/identity-library/identity-management-and-governance-leader-forrester-wave/?elqct=PaidMedia&elqchannel=GoogleSearch_INT-EN-NB-BMM-FORRESTER_forrester-wave-2018&gclid=CjwKCAiAwJTjBRBhEiwA56V7q2W7T-hgaQ5aJSF2UO1L4_or1uo0T59jczYDW4sMPlEKX8KVLzbquxoCFBwQAvD_BwE


 
Organizations will also frequently inherit third-party risks through M&A activity, as seen with the 
data breach reported by Marriott International in November 2018. The incident is one of the largest 
in history, with the information of more than 500m customers being stolen. However, the breach 
originated with Starwood Hotels in 2014 and went unnoticed when the firm was acquired by 
Marriott in 2016.  
 
  
Balancing risk and opportunity  
  
While the increased reliance on digital third-party providers can quickly elevate a company’s 
exposure to risk, firms cannot afford to shun digitalization.  The flexibility and efficiency created 
by digital strategies are essential for retaining a competitive advantage, and is all but impossible 
to achieve without the use of third-party providers for cloud, IoT and mobile technology.  
 
This means organizations must be able to balance the opportunities presented by third parties 
against the potential threats they may introduce. While companies are well-used to performing 
similar analysis for calculating ROI and assessing financial risks, evaluating cyber risks is still a 
relatively new and unfamiliar school of thought.  
  
Companies need to ensure that a thorough cyber risk assessment is completed for any new 
partner or service provider they take on as a matter of course. More than this however, they also 
need to have real-time intelligence on the companies already in their ecosystem. The world of 
cyber threats moves so quickly that a previously secure partner could become a potential risk at 
any moment. Organizations need to spot potential threats against their connections before they 
can come to fruition and lead to an attack.  
  
By analyzing real-time threat activity targeting third parties alongside third-party infrastructure and 
vulnerability data, organizations can achieve a more accurate and complete view of risk, enabling 
them to understand current weaknesses and evaluate potential impact against the organization.  
 
  
Searching for risk indicators  
  
To be truly accurate and reliable, threat intelligence must gather data from a number of different 
sources, both open and hidden.  
  
One of the most obvious open risks is the use of vulnerable technology. Third parties that rely on 
web technology that is often exploited by attackers present an increased risk of compromise for 
their partners, particularly if they are failing to keep them patched and updated. Threat intelligence 
can also determine if real threat actors are actively targeting vulnerabilities present in a partner’s 
technology.  
  
Another clear indicator of risk is the presence of IT infrastructure misuse or abuse. The use of an 
IP address hosting a command and control server would present a very clear threat to the firm 
and any of its connections.  
  
Domain abuse presents an additional and powerful example that a company is being actively 
targeted by cybercriminals and is a potential threat. The existence of lookalike “typo squat” 
domains registered to impersonate an organization indicate that it is being involved in a phishing 
campaign or targeted attack.  
  



 
Alongside more openly available sources of information, threat intelligence should also account 
for a third party’s hidden dark web footprint. By monitoring for the presence of corporate emails, 
credentials, and company mentions on dark web forums, it is possible to determine if a company 
is being actively targeted by criminal groups. The more frequently a firm is mentioned, the more 
likely it is to be the victim of an attack in the future. If stolen data is available on underground 
markets, the firm will present a greater risk of being exploited by attacks like credential stuffing, 
phishing and account impersonation, which will in turn present a threat to any connections.  
  
The elevated cyber risk presented by third parties is an inherent part of today’s interconnected,  
Digitally-driven business world. Organizations which are able to identify potential dangers in their 
suppliers and partners in real time will be much better equipped to mitigate any risks and 
confidently pursue the full benefits of their digitalization journey.   
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The US Must Catch Up to Other Prominent Powers in 
Cyberwarfare Defense 
By Bryan Becker, DAST Product Manager, White Hat Security 

 

The terms cyberattack and cyberwar have similar meanings, but there are differences to how we 
should characterize and regard them. Typically, a cyberattack is a single instance attack that may 
or may not be part of a larger “war” between parties. Conversely, a cyberwar - or cyberwarfare - 
usually encompasses a strategy that drives long-term offensive and defensive operations and is 
likely waged by a nation-state backer. Cyberwarfare is an ongoing event that encompasses many 
aspects of information security. 

When we look at the state of cybercrime in the U.S., attackers continue to demonstrate an ability 
to penetrate the perimeter, steal sensitive data and intellectual property, and disrupt operations 
of large and small corporations and private business, as well as federal, state and local 
government entities. Attacks are widespread, and as we've seen during recent elections, 
exacerbated by an unpredictable political climate.  

Given how prevalent cyberattacks are in the U.S., it’s exponentially more complex to consider 
what’s necessary to defend the entire country against a full-blown cyberwar – and it quickly 
becomes apparent how woefully behind the rest of the developed world the U.S. remains, with 
regard to preparedness and ability to defend against a sustained and coordinated cyberwarfare 
campaign. Based on today’s climate, it will easily take at least a decade for the U.S. to catch up 
with its allies and competitors in terms of nation-state attack protection.  

It may or may not come as a surprise that North Korea is near the top of the U.S. cyber adversary 
list, with Russia posing the largest threat - both immediate and long term. The reason for this is 
that Russia and North Korea have invested in and continually grown their respective cyber 
operations dating back as far as the Cold War. Therefore, their experience is decades ahead of 



 
the rest of the world. The biggest differences between these two countries is that North Korea 
tends to focus its efforts on stealing money to enrich the current regime, while the broader Russian 
strategy is clearly about destabilizing a country by amplifying existing divisions. 

China is near the top of the list, as well.  Their main goals in cyberwarfare are separate from those 
of Russia and North Korea – they are more interested in technology theft and obtaining personally 
identifying information on citizens to target for espionage efforts. On the first topic, China’s “Five-
year plan” (currently from 2016 – 2020) can be viewed as a shopping-list for targeted cyberattacks 
attempting to steal information.  If you are in an industry that aligns with a goal in their plan, expect 
to see activity coming from China’s direction. 

On the topic of targeting individuals to further China’s espionage efforts: How do you pick a target 
who is likely to commit a crime for money?  You start by making a list of people who both have 
the access you need and need the money.  You may not be willing to copy a few documents in 
exchange for a new car, but you might be willing to do it to pay for your sister’s chemo therapy – 
this is one reason why healthcare is such a big target. 

Cybercrime is international or transnational – meaning, there are no ‘cyber-borders’ separating 
countries. For this reason, international cybercrimes often challenge the effectiveness of domestic 
and international law and law enforcement. It’s important to make a distinction between defense 
and offense here. The United States Cyber Command can put on a formidable offense based 
upon previous operations (with the assumption that its full capabilities are protected as highly 
classified). Despite this, U.S. defensive capabilities are near the worst when compared to the rest 
of the world. 

Presently, the greatest asset for the U.S. is its cybersecurity industry, which is somewhat fitting 
for a capitalist nation – but, the challenge is procuring support from organizations that may not be 
aware that they need strong cybersecurity measures to protect against foreign powers. For 
example, there is a troublesome hole in the security postures for infrastructure and industrial 
control systems (ICS) that run our utilities. The old adage, “you’re only as strong as your weakest 
link” can be applied here – this vulnerability presents great danger to our country. Of course, more 
and more companies are trying to eliminate the vacuum that exists in this landscape - but 
generally, it has yet to be fully addressed. To understand just how dangerous this type of attack 
could be, consider this: Russia has already infiltrated the control rooms of multiple power plants 
across the U.S. The full extent of these intrusions does not seem to be public information, but this 
is the same thing Russia did to Ukraine in 2015 and 2016, before Crimea was annexed and 
tensions escalated to armed conflict. 
 
It’s important to consider that threats in the cyber realm can easily evolve to the physical realm 
and therefore, U.S. cyberwarfare defenses are best left to the military, and perhaps some very 
specialized contractors, as opposed to relying on the technical expertise of those in the 
cybersecurity industry. In the InfoSec world, there is little relationship between offense and 
defense - that is to say, “the best defense has nothing to do with offense.” 
 
Challenges are looming in the rest of the world, too. Brexit is poised to cause a weakened national 
security posture for both the UK and the whole of the EU, including cybersecurity.  Pushing the 
UK away from Europe only decreases information sharing and trust, while increasing skepticism 
towards “motives” when sharing or cooperating on intelligence operations. 
 



 
The fact is, the wider international community understands and manages physical conflicts, how 
to provide recovery efforts and humanitarian aid. But cyberwars remain somewhat unknown, even 
though they can sometimes be as damaging, and there is a scarcity of international laws to 
regulate the incidents. The digital world we have come to know is something akin to American 
western frontier days; the difference is that now, the outlaws are state-sponsored black hats, 
available to champion any malicious cause for a price. It will take a careful collaboration of 
resources and very many summits to elevate international cybersecurity to the necessary level of 
priority and urgency, so that the U.S. and each ally country can achieve more careful collaboration 
and protection for citizens and global interests.  
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Five Steps to Least Privilege Success 
Getting Organizations Started on a Least Privilege Journey to Reduce Risk 
By Joseph Carson, Chief Security Scientist,Thycotic 
 

 

Organizations today typically face major challenges when seeking to implement least privilege 
because built-in limits on access can impact employee productivity. If users can’t get access to 
an account, a service, or a device such as a printer, they have to spend time calling the IT 
helpdesk for a “fix.” In many cases, busy IT helpdesk workers may give users more privileges 
than needed to expedite resolution of user problems. Least privilege is meant to prevent “over 
privileged access” by users, applications, and services to help reduce the risk of exploitation 
without impacting productivity. 

Let’s get organizations started on the right path to a successful least privilege implementation 
journey. These steps highlight the key stages of activity and are meant to spur further research 
so you can be fully prepared with the tools you need to make least privilege cybersecurity a reality. 

 

Inventory Devices and Software 

Produce a comprehensive inventory of your corporate devices, installed software, and software 
licenses. You also need to determine where applications typically are being installed from, as well 
as the software vendors that are approved to be used within your organization. 

During the inventory process, create a list of trusted vendors, including signed certificate and 
trusted software sources for approved applications. These could include a software delivery 
solution, a software catalogue, a network location, or Microsoft SharePoint. You also need to list 
the places you don’t want software being installed from that could include downloaded program 
files, email attachments, or any download locations on various devices. 

With a complete device inventory, you can develop policies that incorporate trusted and untrusted 
privilege elevation requests. This process ensures employees can use a least privileged account 
to perform privileged actions based on approved policies. 

 



 
Integrate Compliance and Regulations 

Almost every organization faces some kind of compliance mandate or regulatory requirement. 
There have, for example, been major recent updates to regulations such as the Payment Card 
Industry Data Security Standard, National Institute of Standards and Technology, Cyber 
Essentials, EU General Data Protection Regulation, and the California Consumer Privacy Act. 
They all include requirements for data privacy meant to rein in over privileged access by users. 
Therefore, you must integrate compliance and regulations that apply to your organization into 
your data impact assessment, risk-based assessment, and privileged access management 
(PAM). 

 

Combine PAM and Least Privilege to Control Access and Actions 

A PAM solution helps with defining policies, discovering privileged accounts, applying security 
controls, auditing usage, and alerting abuse. Combining PAM with least privilege security allows 
an organization to elevate privilege On Demand, offer onetime passwords, and increase and 
decrease privileges based on dynamic risk and threats. PAM helps control privileges, so they’re 
available when needed, and end-users aren’t over privileged all the time. 

 

Incorporate Application Control 

Application control is technology that enables an organization to elevate application privileges so 
trusted and approved applications can execute even if users don’t inherently have access. On the 
flip side, application control prevents untrusted applications from executing even if the user has 
the privileges that permit them to install applications. If an application is unknown, it can be 
“quarantined” and prevented from executing until further analysis determines whether the 
application is malicious or authentic. 

 

Manage/Protect Privileges Granted to Users 

Separating least privileged users from privileged accounts allows an organization much more 
control and security over how privileges are granted to users and determines a risk-based 
approach to what’s an accepted risk. This step allows the organization to adopt a zero-trust 
security posture that’s enforced by a least privilege strategy, reducing the risk from cyberattacks 
but maintaining empowered employees and productivity without the pain. 

Applying the core principles of least privilege is a foundational element of your cybersecurity 
strategy. By removing local administrative privileges on endpoints, you reduce your attack surface 
and block the primary attack vector, preventing the vast majority of attacks from occurring.  

 

 



 
 

Before you start implementing next-generation Endpoint Protection Platforms (EPP) or complex 
Endpoint Discovery and Remediation solutions (EDRs), you should consider a least privilege 
strategy with application control solution. Proactive protection based on least privilege means less 
time and resources spent detecting an infection, chasing down hackers once they’ve already 
entered your network, and remediating the damage. 
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Security have and have-nots 
How organizations can stay above “The Security Poverty Line” 

By Javvad Malik, security advocate, Alien Vault 

 

Way back in around the 2010 / 2011 timeframe Wendy Nether coined the phrase "The Security 
Poverty Line" in which she hypothesized that organizations, for one reason or another (usually lack 
of funds), can't afford to reach an effective level of information security. 

Nearly a decade on, and while the term has suck into frequent usage within the information 
security community, are we any better at solving the issue now that we've identified it? 

I asked Wendy on her thoughts, to which she said, “I don’t think we’ve even come close to 
understanding it yet. And I think solving it will take an effort on the level of US health care reform.”  

It’s a morbid thought, and can leave one with a feeling of helplessness. So, I thought I’d try to 
scratch beneath the surface to see what we can understand about the security poverty line.  

 

Technical Debt 

The term technical debt has become more prevalent within information security over the years. 
Whereby a company will accrue technical debt, or information security risk over time due to 
decisions they've made. For example, if a service is launched before undertaking a full penetration 
test or code review, it adds to the debt of fixing any subsequent issues in a live environment.  

 

 

 

http://idoneous-security.blogspot.com/2011/12/security-poverty-line-and-junk-food.html
http://idoneous-security.blogspot.com/2011/12/security-poverty-line-and-junk-food.html


 
Exponential losses 

One of the challenges with technical debt is that it doesn’t occur in a linear manner, rather the 
debt, or fall below the poverty line occurs at an exponential rate.  

Speaking to people who run small businesses, things become a bit clearer as to some of the 
challenges they face.  

Cyber security needs investment in different areas, initially that is to hire expertise, or invest in 
technologies. Neither of which are necessarily the smallest of investments. But when there are 
ongoing costs, the cost to maintain security, to undertake ongoing testing. Then, when wanting to 
do business with larger companies, the smaller company is usually subject to a 3rd party 
assurance process where they need to demonstrate they meet all the cyber security requirements 
of the larger company, even in instances where the controls may not be directly applicable. Finally, 
in the event of an incident, a company that has already under-invested in security is faced with 
loss of business, or even legal action from partners, regulatory fines, as well as the cost of incident 
recovery and PR management.  

 

How much Information security is enough?  

With such a seemingly endless laundry list of things to consider in the security world, the question 
on the minds of most businesses is, ‘how much is enough’? Unfortunately, if you’re looking for a 
hard number, you’ll be disappointed. Because the threats and challenges present in the cyber 
world represent a moving target. 

But this doesn’t mean all effort is futile, it’s more a case of looking at the world differently.  

One way to look at this could be through the lens of finite and infinite games, as coined by James 
Carse in his 1986 book of the same name. 

The idea is that there are two kinds of games, finite, and infinite games. Finite games are those 
which have rules such as number of participants, boundaries, time duration, and so forth. After a 
certain period of time, a winner is declared in accordance with the agreed upon rules.  

If you try to look at cyber security as a finite game, you will inevitably pull your hair out in frustration 
and turn into precisely how urban dictionary describes InfoSec.  

Cyber Security is more of an infinite game - one where there is no set rules or boundaries or even 
a winner or loser as defined in the classical sense. Rather the purpose of an infinite game is to 
always be in a position to continue the game.  

 

Continuing the game 

Asking companies to continue the game when resources are scarce and they’re living on the 
security poverty line. But once you understand the game, the players, the pieces, and the moves, 
it becomes easier to plan your strategy. For that, it’s useful to consider the following points.   

https://www.urbandictionary.com/define.php?term=Infosec


 
1. People  

Having the right people can be the difference between making it or not. It doesn’t necessarily 
mean hiring an entire security department. Sometimes, all it needs is a consultant to help provide 
guidance and steer towards best security practices to ensure security is built right from the 
beginning.  

2. Technology 

IT Security technologies have come a long way in the last decade. While the constant news cycle 
may feel like things are getting worse, we actually see more attacks that focus on attacking 
humans through phishing, or compromises through third parties.  

Therefore, it makes sense to invest broadly in technologies that offer a broader set of capabilities. 
These be more affordable, not just to buy, but to maintain on an ongoing basis. 

3. Outsourcing 

In today’s age of the cloud and service providers, for many cases it doesn’t make sense keeping 
everything in-house. Securing the services of a reputable MSSP can take away the need to run 
your own security operation center. Or having a PR agency on a retainer can help smooth over 
any incidents that need reporting.  

4. Insurance 

Finally, where risk can’t be mitigated or accepted, consider transferring it to an insurance provider. 
Not only can insurance help alleviate the financial cost of a breach, but it can a long way in 
demonstrating to customers, shareholders, or partners that insurance was part of a broad cyber 
security plan to keep data secure.  
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Better, Faster, Cheaper: Changing the Economics of 
Responding to Cyber Attacks in the Healthcare Sector 
By John Attala, Director, North America, Endace 

 

The healthcare sector has been and continues to be under attack. As long as malicious criminals 
and hackers have the upper hand in agility, healthcare organizations, frequently under-resourced, 
face a never-ending struggle to defend themselves and their data. 
 
Hardware appliances constitute the majority of security solutions required to defend healthcare 
companies from cyber-attacks. They are expensive to buy and maintain—and can become 
obsolete before being fully depreciated. The result is that NetOps and SecOps teams are 
habitually stuck with outdated security solutions during what is often a time-intensive upgrade or 
replacement process. Getting approval, raising budget, evaluating vendors, running proof-of-
concept tests, deploying and configuring new solutions can often take months or years. Cyber 
thieves don’t have the same constraints, often using their victims’ own infrastructure to attack 
them.  
 
For a healthcare organization to be truly agile and able to respond more quickly and more 
effectively to attacks, it must be able to move beyond hardware-based security solutions. A 
common platform that allows security analytics solutions to be deployed as virtualized applications 
removes dependence on specific hardware and allows agile deployment of new functionality as 
needs evolve. 
 
Virtualizing security functions has the potential to deliver the same benefits that virtualization has 
delivered in the data center, removing the overhead of managing huge numbers of individual, 
hardware-based servers and making deployment inexpensive, fast, and relatively easy.  
Healthcare security teams face another challenge: the challenge of dealing with a flood of security 
alerts that their security tools raise. The sheer number of security alerts, and the time it takes to 
triage, prioritize and investigate each alert is overwhelming.  Research from McAfee states that 
93% organizations can’t adequately triage relevant threats and are unable to sufficiently 
investigate 23% of the alerts that are raised. 
 
The fact is, investigations simply take too long. Traditional investigation methods involve a slow, 
cumbersome, and often inconclusive, process of collecting and collating evidence from multiple 



 
sources (such as syslog’s, Net Flow data, authentication logs, and application logs) and trying to 
reconstruct what happened.  
 
Leading US healthcare organizations’ security teams are turning to continuous packet capture to 
give them an edge in dealing with the flood of alerts and helping them accelerate the investigation 
and response process. Recording what happens on their network lets SecOps teams go from a 
security alert in their monitoring tools directly to definitive, packet-level evidence.  Real-life 
examples include: 
A hospital group in the Northeastern US is preventing malware attacks by extracting and 
reconstructing executable email attachments from recorded traffic and running them in a sandbox 
to validate whether they are malware or not. It also uses recorded network history to successfully 
thwart phishing attacks and identify potentially compromised credentials before attackers have an 
opportunity to use them to access systems. It can also identify when hospital staff have had their 
personal credentials compromised while on the hospital’s network (e.g. banking logins 
compromised through phishing) and as a result can warn them to change their passwords 
immediately.  
 
A large healthcare organization based in the Southern US uses recorded network history to 
accelerate the investigation of security alerts raised by their security monitoring software tools, 
such as Darktrace, and collected by their Spelunk SIEM. The security team can swiftly retrieve 
the packets relating to an alert to see precisely what has occurred, and immediately go into 
analysis mode to know how to respond and what the scope of the threat is.  
Virtualizing and streamlining security functions on a common platform can enable organizations 
to continually evolve their defenses and keep ahead of security threats. With access to a packet-
level history of network activity, analysts can examine the actual packets relating to a security 
alert to make sure they have the definitive evidence they need to quickly and conclusively 
investigate and respond to security threats and reduce the backlog of unexamined alerts.  
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Want to Secure Your Endpoints? Go Beyond the Endpoint 
By Jai Balasubramaniyan, Director of Product Management, ColorTokens Inc.  

 

 

Traditional endpoint security control has always been about malware, threat analysis, and 
remediation. However, it is useless for an endpoint to be pristine and clear when it is unaware of 
the environment it is in as it will continue to get polluted even after cleanup. An endpoint protection 
solution myopically focused on files, sequences and malware residing on the endpoint without 
understanding the network it is part of, the user who sits behind the endpoint or the application 
they are trying to access from their endpoint, simply put, is missing the point. 

The Endpoint security market is now at the cusp of a significant innovation and change. A next-
generation endpoint security solution needs to be able to recognize the user behind the endpoint 
and what his/her behavior should be. Likewise, it would need to have a deep understanding of 
applications the user is trying to access, to ensure they have the right roles and access.  

Traditionally some of these functions have been done by network security vendors. Unfortunately, 
they do not work well today’s scenario. The disappearing network perimeter and workloads 
migrating to the cloud has made perimeter security controls, like on premise firewalls, limited in 
usefulness as they are simply not in the path of a lot of these communications. Similarly, the rising 
use of encryption will continue to make the network increasingly dark, as they cannot effectively 
decrypt traffic at high speeds.  

Security vendors have tried to bridge this gap between the network, endpoint, user and application 
by bringing in a multitude of boxes in the network layer and a multitude of agents at the endpoint 
with the hope that they will talk to each other and solve the problem. But this has not happened 
till date.  

https://colortokens.com/malware-trends-enterprises-protection/


 

 

Limitations of Current Endpoint Security Approaches 

Endpoint security has traditionally been about comparing an endpoint with a signature in a 
database. The signature database was initially downloaded from a central server to a local server 
in the organization. Every endpoint would then check with this database to compare file-hashes 
on their system with signatures to determine if a file was malicious or not. As the signatures went 
into billions of hashes, databases started growing bigger and bigger and started moving to the 
cloud where a central database served as a repository to all known good and bad file hashes.  

 

This did not solve the problem of zero-day malware which by-definition was a malicious file that 
has not been seen before, and hence does not have a hash in the cloud. To solve this problem, 
organizations started deploying machine learning and sandboxing solutions. Sandboxing 



 
solutions simply played or executed this zero-day-file that was not seen before in a safe 
environment where its behavior was analyzed to see if it displayed malicious behavior. Likewise, 
machine learning was used to look at files that have taken source code from a known exploit but 
changed the code a bit to create a new executable and hence a new hash. This form of attack, 
where you changed a known malware slightly to create a brand-new malware with a new hash 
value, but the source code was essentially the same, was called polymorphism. 

 

The Birth of Endpoint Detection and Response (EDR)  

The security industry changed with Operation Aurora, a series of cyber-attacks conducted against 
well-known technology companies by a nation state. Operation Aurora exploited a well-known 
vulnerability in Internet Explorer to spawn a PowerShell that could be used to execute commands 
on the target system. The earlier approach of checking file hashes would not have worked as 
Internet Explorer and PowerShell are legitimate commands; it is the sequence that is illegitimate. 
A browser could spawn another browser, it could spawn a music player but should not be 

spawning a power-shell under normal circumstances.  

 

The rise of nation state attackers who kept infiltrating each other’s private enterprise and critical 
sectors such as finance and energy contributed to this trend. 

Endpoint detection and response tools work by monitoring endpoint and network events and 
recording the information in a central database where further analysis, detection, investigation, 
reporting, and alerting take place. Endpoint Detection and Response solutions had four 
components:  

1. Detection  

2. Threat hunting  

3. Response & Remediation 

4. Managed Services 

It all starts by recording everything at the endpoint – every file access, every registry call and 
every network connection was recorded from the endpoint and sent to the cloud. These actions 
were stitched together and scanned to see if there were malicious or suspicious sequences of 
activities, such as an internet browser spawning a PowerShell. Likewise, an attacker running port 
scans and scanning systems laterally using known windows utilities would evade signature 
defenses but be caught by an endpoint detection and response system as his behavior would 
trigger an alarm. 



 
For effective detection, most EDR solutions provide threat hunting tools to scan all the endpoint 
data coming from millions of endpoints to see the spread of the infection or malicious intruder 
activity. They allow the administrator to then remediate the infected endpoint by providing tools 
such as a remote shell where the administrator can login to the infected endpoint and remove the 
malicious files.  

However, EDR solutions also have certain limitations. Customers and solutions can get 
overwhelmed with the amount of data that needs to be recorded and analyzed to see malicious 
behavior. Remediation becomes increasingly hard. The volume of data will only increase as a 
company keeps adding headcount with more employees who generate more data. This is the 
reason why EDR solutions often package managed security services along with their product as 
regular customers are not able to handle the complexity of managing a Security Operations 
Center and personnel who can analyze this data.  

 

Whitelisting, Blacklisting and Process Controls 

A doctor rarely tells you to eat everything and then runs a series of tests to tell you what is wrong 
and prescribes medicines to control your ailment. Rather, (s) he asks you to avoid certain types 
of food which could make you sick. It is no different with security. Rather than allow the user to 
run every possible application and every possible sequence of commands and then check in the 
cloud whether a sequence was malicious or not, an alternate approach would be to simply stop 
the user from doing certain sequences of actions or running certain applications.  

Whitelisting and Blacklisting techniques are extremely effective in fixed function devices and 
environments with limited change to the endpoints. Here, it would be much easier to simply 
analyze all the running processes, create a set of process controls and then lock the device down. 
With this approach, rather than scan the universe for all possible bad sequences, vendors prefer 
to lock down systems to known good behavior. In such an approach, any new process created 
outside the known list of allowed processes would trigger an alert or be blocked before execution. 
Likewise, any process which triggers a network connection other than the well-known utilities like 
a browser or a file transfer utility will trigger an alert or be stopped prior to execution.  

 

Bringing It All Together - ColorTokens Approach to Security 

At ColorTokens we want to bring the power back to endpoint and make it smarter. The endpoint 
is the start of any communication and therefore the best place to enforce security. We start by 
sitting at the endpoint, understanding the user who is at the endpoint, understanding his/her 
access permissions, understanding what applications (s) he uses, and of course all the files (s) 
he downloads as payload using these applications. The rest of the endpoint security is all about 
the last part where we focus on analyzing the files (s) he downloads into their endpoint and 
examining the malicious behavior of the payload. 

Color Tokens RADAR360 performs the analysis of the files using traditional Endpoint Protection 
Controls. We record events to ensure that some malicious sequence is not skipped. However, we 

https://colortokens.com/
https://colortokens.com/radar-360/


 
also add sophisticated whitelisting, blacklisting, and process controls. If a user is accessing a risky 
file-sharing application which ends up downloading malware into his system, we do not wait for it 
to happen and then try to recover like a traditional endpoint security solution. We bring in user 
and application context to the endpoint so it can quickly recognize this behavior as risky and stop 
it. We can always revert to the traditional endpoint security behavior of seeing the malware and 

cleaning it up or preventing its execution, but we first and foremost try to stop bad behavior from 
happening.  

 

The ColorTokens platform can be deployed across any endpoint or workload in the cloud 
(Amazon, Azure and other vendors) and brings the complete network and endpoint context in one 
simple, easy to use solution. 

 

About the Author 

Jai Balasubramaniyan is the Director of Product Management at 
ColorTokens Inc. He has been instrumental in creating award 
winning Enterprise Security Products at Cisco, Trend Micro, Check 
Point, Zscaler, Gigamon, Crowd Strike and ColorTokens. Jai was the 
architect and developer of the Cisco Router Firewall and led the 
creation and launch of DMVPN solution winning the Pioneer Award, 
Cisco’s highest technology award. He has also led Product 
Management of Trend Micro Deep Discovery Solution which won 
the NSS Lab tests for highest efficacy and Gigamon Security 
Delivery Platform. Jai has several patents and publications in the 
security field. He has a Masters in Computer Science from Purdue 
University and an MBA from the Kellogg School of Management. Jai 
can be reached online at jai.bala@colortokens.com and at our 
company website https://colortokens.com/  

mailto:jai.bala@colortokens.com
https://colortokens.com/


 
 

 

 

 

 

 

 

Why Wi-Fi Hacking Will Persist Despite WPA3 
By Ryan Orsi, Director Product Management, WatchGuard Technologies 

 

 

In 2017, the famed Key Re-installation Attack or “Krack” attack shocked the world by defeating 
WPA2 encryption. As a result, the Wi-Fi industry has rallied to release WPA3 with improved 
security protections. Unfortunately, WPA3 alone will not be enough to stop Wi-Fi attacks; not by 
a long shot. Before we explore why this is, let’s take a step back and examine the appeal of Wi-
Fi attacks in the first place.  

The Wi-Fi attack surface is one of the most desirable to hackers for a variety of reasons. Just 
about any Wi-Fi network is highly exposed to vulnerabilities attackers can use to steal sensitive 
data, eavesdrop, and infiltrate further into the network. Why is it such an easy target? Nearly every 
cyber security company focuses on layer 7 application attacks (such as zero-day malware and 
ransomware), while historically very little effort has been made to defend against layer 2 Wi-Fi 
attacks. In fact, protections for layer 2 have only recently been introduced, leaving 20 years’ worth 
of Wi-Fi access points, routers, and clients wide open to attack.  

A primary goal for most Wi-Fi attackers is to gain position as the “man-in-the-middle (MitM).” This 
involves tricking a victim’s device into believing it’s connected to the internet through a legitimate 
Wi-Fi SSID, when in reality, an attacker is broadcasting the SSID and the victim’s traffic is flowing 
directly through to the attacker, allowing them to see everything the victim is doing, typing, 
watching and more. This type of attack is surprisingly common, and much easier to fall victim to 
than you might think. 

Back to the problem at hand. As I mentioned, the Krack attack roused the industry to develop 
WPA3, with security enhancements designed to address the shortcomings of its predecessor, 
WPA2. WPA3 contains a Personal and Enterprise implementation and its security improvements 
include the forced use of Protected Management Frames (PMF), which protect against 

http://www.watchguard.com/
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http://watchguard.com/wips
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eavesdropping on unicast and multicast management frames and the replacement of WPA2’s 4-
way handshake and Pre-Shared Key (PSK) system with Simultaneous Authentication of Equals 
(SAE). This essentially eliminates offline dictionary attacks. These security enhancements will 
help eliminate the various tricks and tools attackers have been using for years to intercept WPA2’s 
4-way handshake packets, and upload to multiple free services that advertise “recovering your 
Wi-Fi password”. 

Open Wi-Fi networks supporting WPA3 also have improvements intended to prevent 
eavesdropping. Referred to by the Wi-Fi Alliance as “WPA3 Enhanced Open,” Wi-Fi networks 
that don’t require passwords will utilize Opportunistic Wireless Encryption (OWE), where each 
device will receive its own key. This will prevent others on the same open network from sniffing 
packets out of the air. 

But despite these welcome security improvements, at least one of the six Wi-Fi threat categories 
– Rogue AP, Rogue Client, Evil Twin AP, Neighbor AP, Ad-Hoc Networks, and Misconfigured 
APs – can still be used to compromise WPA3 networks. Each of these types of threats represent 
a unique method attackers can use to either position themselves as a MitM or eavesdrop on 
network traffic silently. That’s why more and more IT departments are creating Trusted Wireless 
Environments that are capable of automatically detecting and preventing Wi-Fi threats. Relying 
on WPA3 alone for Wi-Fi security is a mistake.  

Take the Evil Twin AP attack, for example. This threat is very likely to be used in Enhanced Open 
Wi-Fi networks, since OWE can still take place between a victim client and an attacker’s Evil Twin 
AP that is broadcasting the same SSID, and possibly the same BSSID as a legitimate AP nearby.  
Although OWE would keep the session safe from eavesdropping, the victim’s Wi-Fi traffic would 
flow through the Evil Twin AP and into the hands of an MitM, who can intercept credentials, plant 
malware, and install remote backdoors. One massive issue with WPA3 it doesn’t account for the 
fact that users and devices connecting to an SSID still have no way to confidently know that the 
SSID is being broadcasted from a legitimate access point or router. The SSID can still be 
broadcasted, with WPA3 enabled, from a malicious Evil Twin AP for example.  

Don’t get me wrong, the emergence of WPA3 is a solid step forward toward addressing today’s 
significant Wi-Fi security issues. That said, it should be looked at as a complimentary security 
control rather than a cure-all. Any organization operating a Wi-Fi network needs to ensure that 
they’ve built a Trusted Wireless Environment that can identify and defend against Wi-Fi threats 
automatically. This way, the access point deployment itself prevent users and devices from 
connecting and falling victim to malicious threats. How much trust can you put into your wireless 
environment? 
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Operation Eligible Receiver - The Birth Place of 
Cybersecurity: Configurations 
 

 

More than twenty years ago, the National Security Agency conducted an exercise to test the 
response capabilities of critical Department of Defense information systems in the case of a 
breach. The exercise was named Operation Eligible Receiver 97, and it concluded with startling 
results. Utilizing only hacking techniques available publicly, the NSA was able to completely 
infiltrate the DoD network and gain super user access into high-priority devices; however, one of 
the only known cases of prevention from the NSA reaching their targets occurred when a marine 
noticed suspicious traffic on the network and immediately changed configuration settings to lock 
down permissions. 

After a two-year review of the exercise, recommendations were made for an increased focus on 
configuration management for all entities. Though best practices were not formally codified, the 
configuration management practices within compliance frameworks reflect the results of the 
exercise. These frameworks include NIST 800-53 and Security Technical Implementation Guides 
(STIGs). 

Operation Eligible Receiver highlighted the importance of organizations understanding what 
systems they have, how they are configured, what has changed, and who made changes. With 
this knowledge security teams are better equipped to meet regulatory compliance and identify 
configuration drift.   

 

Today’s Common Mistakes 

In order to improve security posture, organizations must understand what they have, and in doing 
so, should conduct a reliable asset inventory. It is essential for security teams to know how their 
network is configured and what has changed over time. When done manually, the process of 
keeping track of configuration changes can take large amounts of time which many security 
professionals do not have. A manual approach will typically rely on guesswork when answering 



 
questions such as, “Who added a workstation to a domain?” or “When did this user receive 
administrative privileges?” 

These questions pose many potential answers. Configurations may change due to user 
modifications, settings being misconfigured initially, or machines being turned off when group 
policies are entered. When configuration changes go unnoticed, organizations are left facing 
easily exploitable vulnerabilities. These vulnerabilities are one of the main reasons security 
frameworks recommend that security teams utilize a form of configuration management 
automation that provides consistent security metrics, as opposed to a manual process.  

 

Setting a Standard 

A majority of today’s security frameworks, such as NIST 800-53, include configuration 
management requirements that reflect the results of Operation Eligible Receiver 97. Guidelines 
within NIST 800-53 suggest practices such as setting a configuration baseline and limiting 
systems to only provide essential capabilities in a control known as “least functionality.”1 
Frameworks provide a basis for general requirements but do not provide details on how 
configuration should be set.  

Security teams utilize validated standards, such as Security Technical Implementation Guides 
(STIGs) from the Defense Information Systems Agency (DISA), for specifics of how configurations 
should be set. These STIGs are required configuration standards for all Department of Defense 
devices and systems and have provided a guideline to secure areas of risk within networks since 
1998.2 Following these established standards provides security teams with clear direction in their 
configuration management process, while ensuring compliance with frameworks and improving 
the security posture of their organization.  

 

Monitoring Configuration Drift 

Even when organizations follow a configuration guideline like STIGs, without a proper monitoring 
solution, the risk for configuration drift remains. Drift occurs as devices, software, or users are 
added to a network and can be almost impossible to track manually. An example of drift affecting 
an organization’s security posture can be seen when looking at user rights assignments, 
specifically the ability to debug a program. Debug rights are typically only granted to administrative 
accounts, but misconfigurations and drift lead to regular users receiving them unnecessarily. 
Another common case is insecure software requiring SeDebugPrivilege to be turned on. When 
partnered with an inability to properly set permissions, organizations are put in danger of 
Ransomware. Attackers often use these debug rights assignments to run hash tools against files 
and collect passwords. 

 

                                                                 
1 https://csrc.nist.gov/csrc/media/publications/sp/800-53/rev-5/draft/documents/sp800-53r5-draft.pdf 
2 https://iase.disa.mil/stigs/Pages/index.aspx 



 

(The User Privileges Report in Aristotle Insight lists all user privileges across all domains or only 
specified domains. The report may be filtered by a specific user and/or computer. The image 
above shows an example of viewing which user accounts have permission to debug programs.) 

 

 

To overcome configuration drift, organizations require a solution to continuously monitor current 
configurations, along with a history of changes. Security teams need to be able to immediately 
determine what changed, when the change occurred, and who made the change. Although the 
importance of this information was learned over twenty years ago during Operation Eligible 
Receiver 97, accessing these details is an area in which most organizations still struggle today.  

 

Accessing the Details with Aristotle Insight 

Aristotle Insight continuously identifies risk, directs remediation, and documents results from 
security functions such as Configurations, Vulnerabilities, Privileged User Management, Asset 
Inventory, and Threat Analytics. 

Utilizing the revolutionary UDAPE® technology, Aristotle Insight collects reliable data from the 
process level from users, devices, applications, and endpoints. A unique Bayesian Inference 
Engine sorts through the kernel level data highlighting actionable items to help organizations save 
time and better manage cybersecurity posture. 

Aristotle Insight is based on Operation Eligible Receiver 97 and is the solution for cybersecurity 
teams attempting to implement their security process. Whether completing an audit or addressing 
internal policies, mature cybersecurity professionals find that Aristotle Insight is a next-generation 
Cyber Diagnostics solution. 
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Prioritizing Security in a Multi-Cloud World 
By Scott Manson, Managing Director, Middle East & Turkey, McAfee 

 

 

Cloud awareness and adoption continues to grow, as more enterprises take advantage of the 
benefits that come with multiple cloud platforms. In fact, in a recent Voice of the Enterprise (VotE): 
Cloud Hosting and Managed Services study, conducted by 451 Research, 90% of respondents 
indicated they have some type of cloud services in place and several are already using multi cloud 
environments. Closer to home in the Middle East, research by MarketsandMarkets predicts that 
the cloud market in the region will triple to $2.4 billion by 2020, driven in large part by adoption of 
multi cloud.  

But on the flip side, we’re seeing an increase in cloud related security incidents. According to 
research from the October 2018 McAfee Cloud Adoption and Risk report, the average 
organization generates over 3.2 billion events per month in the cloud, of which 3,217 are 
anomalous, and 31.3 are actual threat events. This is cause for alarm given that 21% of all files 
in the cloud contain sensitive data (up17% over the past two years). 

Against this backdrop, whether you are switching up your multi-cloud strategy or starting from 
scratch, here are a few things your organization needs to know first about multi-cloud. 

 

Determine what features will either make or break your multi-cloud strategy  

When picking the best multi-cloud structure for your business, be bold. Build a vision for what you 
need cloud services to do for your company―worry less about “how” and more about the “why” 
and “what” you need from your providers. The reality is that top cloud providers in IaaS/PaaS and, 
separately, SaaS spaces, are offering extremely versatile capabilities and compelling value. It is 
important to understand what features are critical and which ones change the way your 
organization works when it comes to selecting vendors. 

Outside of single requests for a new or different capability, your organization needs to rationalize 
the different needs for each, down to “collections” of related needs. For example, consider SaaS 

https://www.thenational.ae/business/technology/gitex-technology-week-multi-cloud-platforms-to-steer-middle-east-firms-towards-profits-1.779982


 

 

for well-known, repeatable needs first, then look to move or re-deploy capability into IaaS or build 
natively in PaaS for efficient applications. 

 

Security measurements are important when architecting a multi-cloud structure 

First and foremost, avoid looking at your new cloud infrastructure as a separate environment. It’s 
not merely a new data center, so an organization also needs to consider how switching to a cloud 
infrastructure will shift how the organization secures assets. Consider looking to resources like 
the MITRE ATT&CK matrix and the Center for Internet Security’s Basic and Foundational 
Controls list as a guide for answering this question: “In the future, how do I maintain unified 
visibility and security when I incorporate new cloud providers?” 

For a successful multi-cloud migration, use your cloud access security layer and a platform that 
ultimately unifies your policy and threat identification approaches. Identity is another common 
challenge area. Moving to the cloud at scale often requires your organization to “clean up” your 
identity directory to be ready and accommodating of shared sign-on. By using an identity 
management and/or aggregation platform to expose identity to well-known cloud services, you 
will be able to ease the cloud implementation burden and threat exposure of any given provider. 

 

Ensure compliance 

It’s important to know that your organization’s compliance requirements are not mitigated or 
transmuted simply because the data has left your internal environment and entered the one your 
cloud provider(s) uses. As your organization matures, the way you manage and align your cloud 
provider’s capabilities to your compliance requirements should evolve accordingly. 

Initially, ensure that your company requires business unit executives to apply or accept the risk 
of compliance obligations where service providers may not have every requirement. Your legal 
team should be a part of the initial purchase decisions, armed with technical knowledge to help 
identify potential “rogue” cloud services and policy guidelines that dissuade employees from 
adding services “on a credit card” without appropriate oversight. 

As your organization gains more experience with the cloud, request that providers share copies 
of the SSAE16 attestations / audits. This, together with more formal due diligence processes, 
should become commonplace. Organizations looking to advance in this space would be well-
advised to look at the Cloud Security Alliance’s STAR attestation and the associated Cloud 
Controls Matrix as a ready accelerator to benchmark cloud providers. 

 

Secure buy-in from exec/C-level on a multi-cloud strategy 

Use of cloud services should reflect the strategic focus of the business. Technology leaders can 
leverage the benefits of these services to underpin initiatives in efficiency, bringing innovation to 
market and controlling costs. To strengthen this message, technology department heads should 

https://attack.mitre.org/wiki/Main_Page
https://www.cisecurity.org/controls/
https://www.cisecurity.org/controls/
https://www.mcafee.com/enterprise/en-us/products/skyhigh-security-cloud.html
https://cloudsecurityalliance.org/star/#_overview
https://cloudsecurityalliance.org/download/cloud-controls-matrix-v3-0-1/
https://cloudsecurityalliance.org/download/cloud-controls-matrix-v3-0-1/


 
consider the metrics and operations adjustments that will allow them to demonstrate the 
enhanced value of the cloud beyond just the bottom line. If you are trying to get exec/C-level buy 
in, consider the following: 
How will you measure the speed of introducing new capabilities? 
Are new areas of value or product enhancement made possible through cloud services? 
How will the organization measure and control usage to hit your cost targets? 
How do you know whether your organization is getting what you have contracted for from cloud 
providers? 
Do you have a mechanism for commercial coverage of the organization when things go wrong? 

 

Protect your organization and secure the cloud 

Organizations will often “upgrade” in some areas of basic security (perimeter, basic request 
hygiene) when making the move to well-known cloud providers. How the overall security posture 
is affected depends heavily on the level of diligence that goes into onboarding new cloud 
providers. Implementing critical technical measures like the Cloud Access Security layer and 
policy around how the cloud is procured and technically implemented should drive basic control 
requirements. 

As the number of cloud providers scales in the environment, your organization needs to assess 
and document them based on how much your organization depends on a given service and the 
sensitivity of the data those services will hold. Services that are prioritized higher on these two 
fronts should have increased organizational scrutiny and technical logging integration in order to 
maintain the overall defensive posture of the company. 

Finally, as with any other technology trend, the missteps in making the transition to business and 
consumer cloud services have received outsized coverage. Take the time to dive into the “how’s” 
and “whys” of early cloud breaches to avoid becoming a potential victim—after all, when it comes 
to security, it is better to learn from someone else’s (unpleasant) experiences! 
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Overcoming Software Security Issues Caused by the  
Third-Party Software Procurement Model 
 

 

As software becomes more sophisticated, organizations of all sizes continue to harness its 
capabilities to transform their go-to-market strategies and streamline their operations. Whether 
the software is developed in-house, through third-party vendors or is of the pre-packaged, off-the-
shelf variety; businesses are looking to exploit the latest innovations in order to more effectively 
compete in the marketplace.  

With the rise in the value of intangible software-based services and the data collected through 
those services, companies have invested heavily in security software and systems in order to 
protect their most important assets. At the same time, DevOps have been given the mandate to 
implement more and more innovative functionality, as quickly as possible.  

This has put the security and DevOps teams at cross-purposes. Getting software provisioned as 
quickly as possible has not given the security team’s adequate time to ensure full product security. 
Until recently, ensuring software security has not had the same priority.  

That is changing. With new data security and privacy regulations being enacted in some states 
and the E.U., the C-Suite is pushing hard to have its cake and eat it too. In other words, CEOs, 
CIOs and CSOs are mandating that software be more capable, developed and provisioned more 
quickly, while being more hardened against attack. 

The current third-party software procurement model makes the previously mentioned C-Suite 
goals unattainable.  

 

 



 
 

Today’s Third-Party Software Procurement Model 

By sourcing third-party code instead of developing all software internally, DevOps teams lower 
their overall development costs and quickly add innovative capabilities to help their businesses 
remain competitive. Leveraging third-party software components increases efficiency because it 
saves months or years of originally required development time. 

In fact, the majority of the custom software in today’s enterprise is sourced externally or contains 
code from third-party vendors that is built using open source code components. Interestingly, the 
third-party code is almost always delivered in binary format. Though this delivery method protects 
the third-party development teams’ intellectual property, it makes it almost impossible to 
accurately account for all open source software (OSS) components in the provided binaries. This 
problem is compounded when an enterprise platform is updated by different software vendors, 
over extended periods of time and integrated with off-the-shelf applications. 

 

Why Open Source Components Matter 

More than 90 percent of all the software written and in use today integrates some open source 
code. Such code is used in operating systems, network platforms and applications. This trend will 
only continue to grow because, by leveraging open source, DevOps can lower integration costs 
and quickly add new innovations the C-Suite was clamoring to have yesterday. 

Whether software is proprietary or open source, it harbors security vulnerabilities. Because of its 
transparent and collaborative development model, open source code tends to be better 
engineered than a comparable piece of proprietary code. And thanks to its openness to extension 
and reuse, open source code is used extensively. This means that a security vulnerability in a 
piece of open source code is likely to exist across a multitude of applications and platforms.  

The open source community is becoming increasingly active in finding and publishing new 
security vulnerabilities. Consequently, known open source software vulnerabilities become a 
road-map for hackers to target and attack businesses’ systems. Those systems that contain 
known vulnerabilities that have been left unpatched or unaddressed are likely to fall victim to data 
loss and theft. 

For the past three years, we have seen an escalation in the number and severity of security 
breaches and data thefts. In many cases, the access point has been hackers leveraging known 
open source software vulnerabilities. The most costly to date, the 2017 Equifax breach, was due 
to a vulnerability in Apache Struts that had been known about for months. The Equifax team’s 
failure to patch the vulnerability in their software was catastrophic. 

 

 

 



 
 

Implementing Security Checks at Strategic Points & Addressing Them 

Businesses will continue to rely on third-party vendors to supply their custom software. IT 
departments will continue to purchase off-the-shelf software and rely on system integrators for 
customized software components. DevOps teams, custom software providers, system integrators 
and off-the-shelf software will continue to leverage the collective, innovative power derived from 
open source. 

Given that these trends are likely to accelerate further, businesses can address a significant 
number of known open source security vulnerabilities by implementing vulnerability checks at 
strategic points – and then fixing them. 

In a typical platform, it is impossible to know what open source code elements exist in the 
software. Most platforms are an amalgamation of software developed in-house and by third-party 
contractors. It has likely gone through several upgrades, and key purchasers and contributors are 
no longer with the business or the custom software vendors.  

Exacerbating the issue is that while custom software makers provide their clients with lists of 
software components in the code they are delivering, they themselves are unlikely to know all of 
the open source code elements that exist in their code. This is just as true for the in-house 
development teams.  

A solution is to use a binary code scanner to determine open source code components any time 
new software is procured or developed. This will give the security team the opportunity to 
understand what exactly the software is composed of, and gives the DevOps team the ability to 
address known vulnerabilities prior to deployment, while ensuring compliance with all applicable 
licenses.  

Additionally, whether the software development model is waterfall or Agile, it is critical for these 
scans to be built into the early part of the development cycle. Recognizing the existence of known 
open source security vulnerabilities in the code is not enough. There must be adequate time to 
address them through patching and/or other workarounds. 

With the constant drive to improve software functionality for every aspect of a business, 
companies will increasingly rely on third-party software that contains open source code 
components. Failing to understand and address open source code license issues and known 
vulnerabilities in newly developed or procured software is a recipe for brand damage and financial 
loss. Implementing binary scans early in development or procurement and allowing the DevOps 
teams to have the software corrected will save businesses time and money in the long-run. 
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Phishing in the Dark: Employee Security Gaps Are Growing 
By Atif Mushtaq, CEO of SlashNext 

 

 

Phishing is often equated with phishing emails containing malware attachments or links to 
malicious sites. However, as email security solutions improve and phishing awareness training 
makes employees more careful about what they click, threat actors are moving to new phishing 
attack vectors where defenses are not as strong and users’ guards may be less vigilant. Most 
organizations are ill-prepared for these new attack vectors or the growing number of unknown, 
zero-hour phishing threats lurking on the web.   

The phishing threat landscape has already expanded well beyond email and shows no sign of 
abating. Increasingly, employees are being subjected to targeted phishing attacks directly in their 
browser and via specialized apps outside their inbox. These targeted attacks are executed with 
highly legitimate looking sites, ads, search results, pop-ups, social media posts, chat apps, instant 
messages, as well as rogue browser extensions and free web apps. Users who encounter these 
threats on the web or embedded in apps can easily make a disastrous click that opens their 
company up to costly data breaches, ransomware, or other extortion attempts. 

 

 

 



 

 

 

Figure 1: Phishing threat vectors have expanded beyond the inbox  
 

Most companies lack adequate safeguards against this new phishing threat landscape and many 
IT security leaders do not fully understand how prevalent the dangers are from this growing threat. 
As a result, organizations are left in the dark when it comes to understanding their exposure to 
modern phishing risks and how to evaluate needed solutions to protect their employees. 

The 2018 Phishing Survey we conducted of 300 IT security decision-makers shows that 95 
percent of respondents underestimated how frequently phishing is used to breach enterprise 
networks. Only 5 percent of survey respondents realized that phishing is involved in over 90 
percent of successful breaches. Most also do not realize how fast phishing threats move, typically 
lasting minutes to just a few hours before sites are taken down and cybercriminals move on to 
evade existing security controls.  

This survey data suggests a dangerous lack of understanding about the implications of new 
phishing attack vectors and the implications of short-lived, fast-moving phishing threats on the 
web. Despite layered security controls and phishing awareness training programs for employees, 
many organizations remain unaware of their increased vulnerability to this threat landscape. 

Another data point to note was that nearly two-thirds of respondents cited shortfalls in employee 
awareness and training as their top concern for protecting workers against social engineering and 

https://www.slashnext.com/slashnext-2018-phishing-survey/


 
phishing threats. Furthermore, almost half of respondents (45 percent) said that they experienced 
50 or more phishing attacks per month, and 14 percent said that they received more than 500 
phishing attacks per month. 

In addition, only a third (32 percent) agreed that current threat feeds and blacklists are adequate 
to protect users from new phishing sites, and 39 percent doubt the ability of their current defenses 
to reliably detect phishing attacks. So, what can be done? 

 

A Real-Time Shield against Fast-Moving Phishing Threats 

According to Webroot, 95 percent of web-based attacks now use social engineering to trick users. 
The methods are becoming more sophisticated, in large part because users are increasingly 
trained to recognize security risks, as well as owing to improvements in network, application and 
browser security. Organizations that are increasingly vulnerable must rethink how they plan their 
defenses, and a new approach is clearly needed. 

A more effective security approach combines solutions for real-time as well as preemptive 
phishing site detection that can definitively spot malicious sites based on page contents and 
server behavior rather than relying on URL inspection and domain reputation analysis — methods 
which are easily fooled by more sophisticated hackers. When combined with automated ingestion 
of real-time phishing site blacklists by URL filtration or blocking defenses, organizations can better 
shield their users from fast-moving, zero-hour phishing threats which would typically be 
unblocked.  

Note that not all URL filtration and blocking defenses such as firewalls, web proxies, gateways, 
and DNS servers are capable of continuous blacklist updates, but the security industry is 
improving.  It is what is needed to close the gap on phishing security measures to better protect 
employees. 
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Automated STIG “Hardening” Finally Comes to 
Government IT 
 

 

For the thousands of hard-working men and women responsible for securing government IT 
networks to the Defense Information Systems Agency’s mandatory “STIG” standards, the task 
can be daunting and even somewhat thankless.  

That is because the STIGs (Security Technical Implementation Guides) outline hundreds of pages 
of detailed rules that must be followed to properly secure or “harden” the government computer 
infrastructure.   
 
Given that this work is typically a manual process, it can be extremely tedious and time consuming 
for IT personnel.  In fact, it is estimated that the government spends hundreds of millions annually 
to remain in compliance with the STIG standards.   
 
So, as new software tools enter the market that automate the process to near push-button 
simplicity, the first reaction after “sounds too good to be true,” is considerable relief.   

By automating the process, a task that once took weeks – or even months – can be completed in 
a few hours across all endpoints.  Ongoing security updates are also automatic and can be 
completed in minutes.   

 

Explaining the STIGs  

To be fair, there can be a considerable “fog” surrounding the STIGs. 
The STIGs essentially exist because government networks are largely built using commercial 
operating systems (Windows/Linux), database management systems, web servers and other 
network devices.  The STIGs, therefore, define alterations in operating environment settings so 
these environments can be configured in the most secure manner possible. 
 



 
Unfortunately, once an application environment is hardened to the STIG specifications, it can 
cause installed application to “break,” meaning it won’t install and/or run properly.  This impacts 
both new and legacy applications installed on the system. 
 
Why do applications break?  Because they are rarely designed or tested to operate in STIG 
environments. 
 
For example, if the STIGs require altering some of the controls of the Windows or Linux operating 
system the application is built on, the application will break.  If an application requires specific 
capabilities to operate and the STIGs prohibit or blocks those capabilities, the application will fail 
to load or operate.  And so on. 
 
Unfortunately, there are no generic set of STIG “rules” that can be applied to all applications.  
Instead, server policies must be manually adjusted on an application by application, server by 
server basis - which can take many weeks and cost in excess of $10,000 annually, per server 
instance.   
 
“If the same policies and configurations could be implemented on all systems, STIG compliance 
would be a rather easy exercise,” explains Brian Hajost of Steel Cloud and an expert on 
automated STIG compliance.  “Commercial and government applications respond to security 
policies differently.  The controls for each system, therefore, have to be uniquely adapted or tuned 
to each application environment.”  
 
This painstaking task often falls to system administrators, application administrators or information 
assurance staff.  

“There are thousands of IT people across government that are asked to address the STIG 
compliance manually, but many times are not experienced or trained to do so,” says Hajost.  “So, 
they muddle through, but the initial hardening effort can take weeks or even months.” 

Fortunately, new automated tools are available that automate STIG compliance.  Products such 
as ConfigOS from Steel Cloud harden existing government networks automatically, even across 
complex and disparate infrastructures with varying security levels.   

ConfigOS identifies and hardens all controls considered a potential security risk.  As outlined in 
the STIGs, risks are categorized into three levels (1/2/3) with Category 1 being the most severe 
and having the highest priority.  

The software then produces a domain-independent comprehensive policy “signature” including 
user-defined documentation and STIG policy waivers.  In this step alone, weeks, or months of 
manual work can be completed in an hour. 

 
The signature and documentation are included in a secure, encrypted signature container that is 
used to scan endpoints (laptops, desktops, physical/cloud servers) without being installed on any 
of them.  The time it takes to remediate hundreds of STIG controls on each endpoint is typically 
under 90 seconds and ConfigOS executes multiple remediations at a time. 
 
“The government publishes the [STIG] book and we are just automating the tedious work to get 
the job done,” says Hajost.   
 



 
ConfigOS supports over 6,000 standard STIG controls in a wide range of tested content.  
However, the software is also designed to allow users to tailor controls to respond to an 
application’s requirements.   
 
“We could enforce the STIGs to the letter, but that doesn’t work if it means the application will not 
run,” explains Hajost.  “So ConfigOS creates an operational policy that is as close to the published 
STIGs as possible, but still allows the application to function as designed,” explains Hajost. 
 
The signature containers can then be transported across large and small networks, classified 
environments, labs, disconnected networks, and tactical environments with connected and 
disconnected endpoints.   No other changes are required to the network, security and no software 
is installed on any endpoints. 

To date, ConfigOS has been licensed by just about every branch of the Department of Defense, 
as well as parts of DHS, HHS, and Department of Energy.  The product is also used by large 
defense contractors and in programs for all branches of the military.   

Hajost adds that automation is even more important given that STIG compliance is an ongoing 
process with new security updates introduced periodically 
 
The STIGs, for example, are updated every 90 days to account for newly discovered 
vulnerabilities as well as changes and updates to by the vendors supplying the major operating 
environment components.   
 
With ConfigOS that means that within two business days after DISA publishes a new version of 
the STIGs, new tested production content is made available to customers.   
 
“When it is a manual task, security updates to existing applications and operating systems are 
typically delayed by months,” says Hajost. 
 
The software can also speed implementation of new network applications, servers and appliances 
by evaluating and hardening each prior to installation. 
 
Hajost estimates automating the process reduces initial hardening time by 90%, while reducing 
system security policy maintenance expenses by about 70%.   
 
Given the potential cost savings of automating STIG policy compliance exceeds hundreds of 
millions of dollars annually, IT personnel struggling to secure government networks manually may 
find this one task they are happy to automate. 
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Software Should Come with a “Nutrition” Label 
By Tae Jin "TJ" Kang, CEO, Insignary, Inc. 

  

 

During the latter half of the 18th Century and throughout the 19th Century, the Industrial Revolution 
fundamentally changed the geographical, political and commercial landscape in Europe and the 
United States. Citizens that had previously lived in predominantly agrarian, rural societies found 
themselves in living in urban and industrial ones.  

This industrial and decidedly technological shift in the Western economies meant that people 
became focused on creating, building and selling more specialized products and services. While 
businesses produced a seemingly endless variety of higher quality products, the sheer amount of 
choice engendered consumer confusion and some fraud. 

By the start of the 20th Century, consumers were often lied to in advertisements and the 
composition of the food and medicine they were consuming was difficult to determine. In 1906, 
the United States passed the Food and Drug Acts. Still in effect today, they prohibit interstate 
commerce in misbranded and adulterated foods, drinks and drugs. 

In 1990, the Nutrition Labeling and Education Act was passed. It required all packaged foods to 
bear nutrition labeling and all health claims for foods to be consistent with terms defined by the 
U.S. Government. As a result, the food ingredient panel, serving sizes and terms such as “low 
fat” and “light” were standardized. It is almost inconceivable that a consumer would purchase a 
product without this information today.  



 
Why should software be any different? 

Consumer data and privacy is put at risk daily by the software they use in the PCs, smartphones, 
tablets and other consumer devices. The software-based services they use are also at risk. Their 
retailers’, banks’, credit monitors’ and governments’ systems are being hacked at a higher 
frequency and cost.  

 

Open Source Software – Boon & Bain 

A great deal of this is due to the increased use of open source code elements in software today. 
It is estimated that more than 90% of the software in development and use today contains open 
source. Its use is tied to its ability to be quickly integrated, delivering tremendous levels of 
innovation. However, this innovation comes with a cost. In 2018, 16,555 known software 
vulnerabilities were published by National Vulnerability Database (NVD), a new record. 

The open source community is now constantly finding and publishing new security vulnerabilities. 
Consequently, known open source software vulnerabilities become a road-map for hackers to 
target and attack businesses’ systems. Those systems that contain known vulnerabilities that 
have been left unpatched or unaddressed are likely to fall victim to data loss and theft. 

 

Build Your Own Software Composition “Nutrition” Label 

Be it developed in-house, custom-built by a third-party, off-the-shelf or some kind of 
amalgamation; the level of software sophistication and complexity continues to grow rapidly. 
Someday, in order to better protect businesses and consumers, governments may mandate, like 
they have in the food and medicine industries, software composition or “software nutrition” 
labeling.  

Until that day comes, businesses should require their software vendors to provide them with this 
information. Unfortunately, not all software vendors provide this information citing many reasons, 
such as protection of proprietary IP, among others.  Smart businesses can take a more proactive 
approach by analyzing third-party software and building a software component list of their own.  

While a great deal of the code delivered today to enterprises is accompanied by documentation 
that lists the software components, many third-party vendors do not provide their clients the list 
of software components. 

Additionally, third-party software products are likely to be a combination of in-house developed 
and procured code. This makes analyzing and tracking open source software elements incredibly 
challenging. Given that this code is delivered in binary format, businesses have had to take the 
composition documentation on faith. 

New fingerprint-based binary scanning technologies make building a software “nutrition” 
composition label relatively easy and straightforward. Additionally, these scanners find small, 
open source code elements, catalog them and match them against databases of known security 



 
vulnerabilities. If they find vulnerabilities, they alert the DevOps and security teams so they can 
be addressed. 

Like the vendors at the turn of the 19th Century, software providers are coming under ever 
increasing scrutiny by their enterprise, SMB and consumer customers. In order to increase brand 
trust and reap larger profits, software vendors should look to provide the most accurate software 
composition documentation with their binary files. Until that time, business software purchasers 
should look to protect themselves and their downstream customers from potential data theft and 
privacy loss by leveraging fingerprint scanning technologies to accurately understand the 
composition of their software, before it is deployed. 
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Shattered! Security in a Fragmented World of Workloads 
By Satyam Tyagi, Director Product Management, ColorTokens Inc. 

 

 

Look at me, I'm in tatters! 

Don't you know the crime rate is going up, up, up, up, up? 

To live in this town you must be tough, tough, tough, tough, tough! 

You got rats on the West Side 

Bed bugs uptown 

What a mess this town's in tatters, I've been shattered 

Enterprise IT and applications have evolved over the last decade with the adoption of 
virtualization, micro services, hybrid data centres, and dynamic multi-cloud environments. The 
value of data has increased with extensive digitization of every information and process necessary 
to run the business. 

Maintaining a consistent and comprehensive security posture is a challenge. Security teams have 
to do a lot of heavy lifting to work in these challenging environments. This fragmented and 
incomplete picture and always playing the catch-up game with the dynamic infrastructure puts a 
lot of pressure on the admins, resulting in misconfigurations and inconsistent security posture, 
paving the way for breaches.  

More and more about some useless information 



 
I can't get no satisfaction, I can't get no satisfaction 

Cause I try and I try and I try and I try 

I can't get no, I can't get no  

When I'm driving' in my car, and the man come on the radio 

He's telling' me more and more about some useless information 

Supposed to fire my imagination 

Traditional security solutions like firewalls and antivirus are insufficient and incomplete. More 
firewalls and more antivirus are not going to cut it.  

The fact is only 15% of the traffic flows through the perimeter firewalls and no matter how good 
or sophisticated the firewall is, it can only do so much. And traditional antivirus and signature-
based techniques can only catch a small percentage of attacks.   

There are multiple vendors who are pushing different security tools in the cloud, from server 
hardening, vulnerability management, visibility, micro-segmentation, system integrity 
management, application control whitelisting, EDR etc. 

The biggest challenge is that these solutions are fragmented and are artificially put together with 
a SIEM, which is cumbersome, requires months if not years of tuning and teams of analysts 
dealing with false positives. 

Get what you need, oh yeah!  

But if you try sometimes you just might find 

You just might find 

You get what you need, oh yeah 

What the security team needs is a comprehensive and integrated security platform for their 
endpoints and workloads.  

 

Need 1: Understand the Comprehensive Security Picture 

Security teams need a place where they can see the complete picture. A consolidated view where 
one can understand vulnerabilities in the context of exposure. Malware infections in the context 
of the threats they pose. And network traffic and application access in the context of the 
authorization policy. Without a comprehensive picture, security teams can neither understand the 
situation nor communicate it to the stakeholders. 

 

Need 2: Enforce Business Security Needs 

https://colortokens.com/unified-threat-visibility-analytics/


 
Once security can see the comprehensive picture, they need the ability to enforce business 
needs. Which applications are dealing with sensitive data and need to be isolated and protected; 
which users are privileged or need access to privileged data and applications to perform their 
business function? This needs to be done in a way such that it can scale. If every environment, 
cloud, operating system, software, application, and user device needs a separate control, then it 
does not work. The work of the security teams becomes constantly translating the ever-changing 
business needs into infrastructure specific technologies which are never the same. 

 

Need 3: Simplified Incident, Investigation and Remediation Centre 

Acknowledgement that you need to have the ability to detect and remediate attacks is crucial – 
no matter how sophisticated our protection maybe. Having a consolidated platform means that no 
fine tuning of the incident centre for months to integrate all products. No cumbersome and time-
consuming false positives because the disjoint products have no context, where one product 
understands vulnerability but does not understand it is shielded and quarantined, where another 
understand botnets and malware but does not know the business value of compromised systems. 

At ColorTokens we provide a comprehensive security platform that is designed around these key 
needs of security teams. In fact, we offer a complete managed service around our SaaS cloud 
based technology. Such that the security teams can say … 

Hey, you, get off my cloud 

Hey, you, get off my cloud 

Don't hang around because two's a crowd 

On my cloud, hey, you. 

 

About the Author 

Satyam Tyagi is the Director of Product Management at 
ColorTokens Inc. He is an industry thought leader in security and 
networking, responsible for significant advances in end-point, 
mobile and application security. He was awarded four patents in 
application security and networking, including products sold by 
Cisco and Avaya. An inaugural director of Samsung Mobile 
Enterprise Lab, Satyam led the team originating Samsung Knox 
smartphone security enabling Samsung phones to be certified for 
US military use. At Zscaler, he led mobile security products 
protecting sensitive data for some of the world’s largest 

enterprises. Satyam also held roles in product management and engineering at Juniper, Sipera 
(Avaya) and Cisco. He holds a Master’s in Computer Science from University of North Texas and 
Bachelor’s in Computer Science and Engineering from IIT (BHU). Satyam can be reached online 
at satyam.tyagi@colortokens.com and at our company website https://colortokens.com/ 

https://colortokens.com/unified-intent-based-enforcement/
https://colortokens.com/unified-intent-based-enforcement/
https://colortokens.com/
https://colortokens.com/


 
 

 

 

 

 

 

 

 

 

How Organizations Should Choose a Load Balancer for 
Managing and Securing Application Traffic in the Cloud  
By Kamal Anand, Vice President and General Manager, Cloud Business Unit at A10 Networks 

 

Load balancing of application traffic has been around for a long time. But, as more organizations move 
to the private and public cloud, it’s undergoing significant changes. Let’s look at some of the important 
considerations of this evolving technology. 
 
Three major requirements underlie IT operations and DevOps today: agile, efficiency and, multi-cloud 
operations. 

• Agile: The movement toward public cloud is arguably driven by an organization’s desire to deliver 
more functionality faster. Public clouds like Microsoft Azure and Amazon Web Services (AWS) 
allow organizations the capacity and capability necessary to drive that agility. 

• Efficiency: Doing more with less puts a great amount of pressure on IT operations. 
With infrastructure as a Service (IaaS), management is divided into infrastructure 
management and application management. IaaS addresses availability, elasticity and efficiency 
of operations, and cost. Application teams then address the efficiency of application delivery. 

• Multi-Cloud Operations: Companies prefer to keep their data within their own data centers. Most 
adopt a multi-cloud infrastructure to balance privacy and efficiency. Less-sensitive data may be 
stored in public clouds while sensitive data remains in their private cloud. 

 

Current State of Load Balancing in the Cloud 

Advanced load balancing has emerged as an important element of modern operations. Load balancing 
has evolved given these three requirements of DevOps. Load balancing historically only handled 
distributing the traffic amongst servers and, in some cases, SSL offload. 

https://www.a10networks.com/resources/articles/load-balancing
https://devops.com/
https://en.wikipedia.org/wiki/Multicloud
https://en.wikipedia.org/wiki/Infrastructure_as_a_service
https://searchcio.techtarget.com/definition/infrastructure-management
https://searchcio.techtarget.com/definition/infrastructure-management
https://www.a10networks.com/categories/application-delivery
https://www.a10networks.com/resources/articles/ssl-offload
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Load balancers are in the middle of an organization’s application traffic. They’re place in a critical position 
to see a tremendous amount of information about the flowing traffic. 
Advanced load balancing provides more value and efficiency to the operations team. This is especially 
true with micro-services architecture and the deployment of datacenter 
containers or Kubernetes environments. 
 

5 Benefits of Advanced Load Balancers for the Cloud 

The advantages of advanced load balancing can be condensed into five main categories: 
1. Increased visibility, insights and analytics. 
2. Integrated security. 
3. Centralized management. 
4. Automation and integration. 
5. Container and Kubernetes integration. 

 

Let’s take a closer look at each benefit and why advanced load balancing plays an important role in 
promoting team agility, improving security, streamlining workflows and using new technologies. 

 

1. Increased Visibility, Insights and Analytics 

Increased visibility, insights and analytics allow organizations to accomplish a number of goals, spanning 
from basic to cutting-edge. 

• Improve network traffic monitoring by including application traffic with traditional infrastructure 
monitoring. Organizations can learn what traffic is coming and how efficiently it is being served. 

• Detailed reports and health statistics, and thus better understand how their infrastructure is 
performing. 

• Operations teams can complete the troubleshooting process more efficiently. 
• Analytics and insights become proactive rather than reactive. A company might notice a latency 

issue and work to fix it before users start sending in support tickets. 
• Use the insights to perform actions automatically. Automatically adjust the infrastructure due to a 

change in application traffic, or block a user identified as an attacker. 
 

2. Integrated Security 

Load balancers are placed directly into the flow of all network traffic. That placement presents an ideal 
opportunity to understand the behavior and differentiate between good and bad traffic. Load balancer 
can automatically detect anomalies and, as a result, stop malicious traffic. 
Infrastructure security is the responsibility of public cloud providers like AWS and Azure. Application-level 
security is still the responsibility of application owners as per Shared Security Responsibility. It is 
essential organizations understand the importance of full stack security and look for load balancers with 
integrated security. 
Security products have traditionally been overly complicated and difficult to configure. Modern security 
products’ makes it easy for operations teams to quickly configure and use critical functions. Advanced 

https://docs.microsoft.com/en-us/azure/architecture/guide/architecture-styles/microservices
https://www.networkworld.com/article/3297379/data-center/efficient-container-use-requires-data-center-software-networking.html
https://www.networkworld.com/article/3297379/data-center/efficient-container-use-requires-data-center-software-networking.html
https://en.wikipedia.org/wiki/Kubernetes
https://www.a10networks.com/blog/application-security-cloud-whos-responsible
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load balancers capable of integrating with advanced security products can increase efficiency and 
strengthen defenses. 
 
 

3. Centralized Management 

Centralized management eliminates the need to log in to individual load balancers. There you can see 
the entire application stack within a single pane of glass. Public clouds allow the application stack to run 
across multiple regions. Centralized management allows application traffic to be managed across all 
regions within a single console. This provides both efficiency and easy manageability. 
 
Advanced load balancers integrate with centralized management. Central management of policies is 
even more valuable when load balancers are deployed across multiple clouds. This power adds 
centralized visibility and analytics of the environment. The centralized analytics correlates data coming 
from various sites. This facilitates actionable insights across the entire environment. 
 
Observations from one site, especially related to cyber security attacks, can be used for proactive actions 
on other sites. For example, a cyber attacker is identified at one site they can be blocked at all sites from 
a central console. 
 

4. Automation and Multi-Cloud Integration 

More than 70 percent of organizations have a multi-cloud environment. Any technology they adopt today 
must integrate across the entire environment. This includes public clouds, private clouds, data centers, 
and bare-metal servers. This requirement applies to choosing a load balancer. 
 
It’s important that load balancers have APIs for integration. Many enterprises have already 
implemented continuous integration/continuous delivery pipelines. Load balancers need to integrate with 
DevOps toolchain and infrastructure platforms. 
 
Full integration is achieved only when API calls are possible in all directions. DevOps tools can call the 
load balancer API. Load balancer can call the external API in case of an alert or event. 
 

5. Containers and Container-Orchestration Integration 

The industry is adopting containers and container orchestration systems. According to a recent survey 
by 451 Research, 71% of enterprises are either using or evaluating options like Kubernetes and Docker. 
 
Applications are moving from monolithic to a micro service architecture. Deployments are migrating from 
traditional hardware servers with virtual machines running on the cloud, to containers running on multiple 
environments. 
 

https://searchconvergedinfrastructure.techtarget.com/definition/single-pane-of-glass
https://docs.microsoft.com/en-us/aspnet/aspnet/overview/developing-apps-with-windows-azure/building-real-world-cloud-apps-with-windows-azure/continuous-integration-and-continuous-delivery
https://dzone.com/articles/introduction-to-container-orchestration
https://docs.microsoft.com/en-us/azure/architecture/guide/architecture-styles/microservices
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Kubernetes and Docker have been adopted by many of the industry’s top players, including Google, 
Amazon, Microsoft, VMware, RedHat, IBM and more. Docker and Kubernetes have as a result become 
de-facto standards. 
 
Data center criteria should include integration with container technologies. It must automatically scale 
containerized applications as needed while simultaneously maintaining complete visibility. This 
eliminates the need to manually configure policies or manage scaling. 
 

 

About the Author 

Kamal is responsible for A10 Networks Cloud Business, including the 
Management and Analytics platform. He joined A10 Networks via its acquisition 
of Appcito, where he was the co-founder and CEO. Apachito was a venture-
funded provider of a SaaS, multi-cloud ADC solution. Kamal has over 25 years’ 
experience in the areas of software, networking and security. 

Julia can be reached online at (kanand@a10networks.com) and at our company 
website http://a10networks.com  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://a10networks.com/


 

116 

 

 

 

 

 

 

 

 

 

SaaS DNS Security: Are you Protected? 
By Kanaiya Vasani, Executive Vice President, Products and Corporate Development at Infoblox 

 

Are Software as a Service (SaaS) security solutions truly the panacea they are publicized to be?  

The answer is, it depends on how the SaaS solution is architected. A majority of SaaS-only security 
solutions are “overlay” solutions that simply provide an additional layer of security on top of an enterprise’s 
existing network and security infrastructure. These overlay solutions are easy for the vendor to develop, 
but difficult for the customer to combine with other existing security solutions and derive value from. In 
contrast, a hybrid approach to security is one that tightly integrates SaaS solutions with an enterprise’s 
existing IT infrastructure and leverages SaaS capabilities to seamlessly extend and scale on-premise 
solution performance. With a hybrid solution, the vendor does the heavy lifting of seamless integration 
with existing infrastructure, thus providing a unified solution, which unlocks valuable context available 
from the on-premises infrastructure. Such context allows the hybrid solution to prioritize threats better. In 
addition, the unified solution enables sharing of data with broader security ecosystem for an efficient and 
optimized incident response. 

 

DNS as a Security Tool 

As enterprises gear up to handle the barrage of increasingly targeted and sophisticated cyber-attacks, 
security architects must take advantage of the visibility that each IT asset can provide. DNS is an 
excellent example of a scalable and pervasive network infrastructure protocol that offers unmatched 
visibility into network traffic patterns, malicious and otherwise. If used optimally, DNS can provide an 
affordable and scalable first line of defense for detection and mitigation of the vast majority of known 
threats. Behavioral analysis of DNS traffic can also serve as an “early warning system,” flagging potential 
zero-day threats in the network.  
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When it comes to DNS security, many organizations are interested in cloud-based SaaS-only solutions, 
which they think will be easier to implement and provide sufficient functionality to identify infected devices 
and protect against threats like malware and phishing attacks. SaaS for DNS security can be effective, 
but only when integrated with on premise systems. 

 

Overlay (SaaS-only) solution challenges 

The way most SaaS-only DNS security solutions work is to enable businesses to forward their DNS traffic 
to the cloud, where DNS queries are processed and potential malicious activity is detected and flagged. 
In order to identify the infected end host, these solutions require the deployment of DNS forwarding 
proxies (running on virtual machines) deep inside the enterprise network or the use of endpoint agents. 
As enterprises move their workloads into private and public clouds, deploying and managing these 
proxies can become even more complicated.  

Most enterprise DNS servers support the ability to block access to domains via configuration of response 
policy zones. By directing all DNS traffic to the cloud, SaaS-only solutions fail to leverage these existing 
security capabilities, which allow an enterprise to block the most egregious threats at the very first DNS 
server that detects it.  

Further, because overlay solutions do not integrate with the incumbent enterprise DNS architecture, they 
leave enterprise administrators stuck with operating two separate and siloed management systems and 
having to manually correlate data between the two. Beyond the inefficiencies of managing two separate 
DNS systems, an even more significant drawback is that you sacrifice visibility and security context. 
Specifically, overlay solutions are unable to leverage the rich contextual data available in the enterprise 
DNS, DHCP, and IP address management systems (DDI). This context can help with prioritization of 
security threats, a key requirement for security analysts who are swamped with alerts they can’t keep up 
with. 

 

Why a hybrid approach for DNS security 

To recap, a hybrid DNS security approach weaves security right into the network control fabric of the 
enterprise. Tight integration with the incumbent enterprise DNS, DHCP, and IPAM infrastructure 
simplifies deployment and management brings efficiency and scale and improves overall security efficacy 
and effectiveness.  

Hybrid solutions offer enterprises complete flexibility in terms of deployment options – the best 
combination of on premise and SaaS. And regardless of the deployment model, enterprises get all the 
benefits of integration with their DDI infrastructure:  

• Reduces complexity: Hybrid solutions take away the hassle of deploying proxies throughout the 
network. The on premise component of the solution can be configured to forward recursive DNS 
traffic to the DNS service in the cloud while preserving the ability to identify the end host 
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associated with any security event detected in the cloud. This ability can be seamlessly extended 
to workloads running in private and public clouds as well.  

• Increases flexibility: With a hybrid solution, customers may choose to leverage their on premise 
DNS servers to block access to domains based on curated low false positive threat intelligence 
and leverage the cloud for a more comprehensive threat assessment based on a lot more threat 
data as well as big data analytics.  

• Improves visibility: Hybrid solutions offer a single pane of glass for managing security across the 
enterprise DNS infrastructure.  

• Enables threat prioritization: Rich network context data, e.g., where the device sits in the network, 
who is the user, how critical is the asset from a business standpoint, etc., that was locked up in 
network control protocols located on premise can be made available in the security dashboards 
and used to intelligently prioritize threats for remediation.  

• Improves intelligence: On-premise network and user context is automatically shared with the 
SaaS component of the solution, and security events detected in SaaS can be shared back with 
the security ecosystem on premise, creating a closed intelligence loop across the enterprise. 
Indicators of compromise can be shared in real time with existing security infrastructure (on 
premise or in the cloud) including endpoint security, NAC, vulnerability management, and SIEM 
solutions for an automated incident response such as quarantine, scan, or killing of malicious 
processes running on suspicious devices. 

 

About the Author 

Kanaiya is an executive leader with a proven track record of bringing 
new technology to market as well as managing large businesses and 
product P&Ls. He leads product management, product & technical 
marketing, corporate development and business development for 
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at Juniper Networks including Corporate VP for Business and Corporate 
Development and VP of Product Management for Juniper’s core routing 
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Terayon, Lantern Communications, ADC Telecom, and Network 
Systems Corp. He holds Masters Degrees in Management of 
Technology and Computer Science from University of Minnesota.  
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https://www.terrapinn.com/exhibition/connect-id/


 

121 

 

 

https://registration.n200.com/survey/1ssiw4dpq4ltz?cid=bm_Vs_DRV20190215|1&actioncode=CON56
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https://www.cloudsecurityexpo.com/
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https://www.rsaconference.com/events/us19/register/why-attend-rsac-2019?utm_source=mb-cyberdefense&utm_medium=referral&utm_campaign=v-mblp-register-us2019
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https://www.terrapinn.com/exhibition/identity-week/
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http://www.internetofthingsasia.com
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https://www.critical-communications-world.com/
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https://www.dataprotectionworldforum.com/
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Meet Our Publisher:  Gary S. Miliefsky, CISSP, fmDHS 

“Amazing Keynote” 

“Best Speaker on the Hacking Stage” 

“Most Entertaining and Engaging” 

 

Gary has been keynoting cyber security events throughout the year.  He’s also been a 
moderator, a panelist and has numerous upcoming events throughout the year.   

If you are looking for a cybersecurity expert who can make the difference from a nice event to 
a stellar conference, look no further email marketing@cyberdefensemagazine.com  

http://www.cyberdefensemagazine.com/about-our-founder/
mailto:marketing@cyberdefensemagazine.com
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We’ve launched http://www.CyberDefenseTV.com and http://www.CyberDefenseRadio.com  

Over 40 amazing interviews and growing each year.  Watch.  Listen.  Learn. 

Market leaders, innovators, CEO hot seat interviews and much more. 

A new division of Cyber Defense Media Group and sister to Cyber Defense Magazine. 

 

http://www.cyberdefensetv.com/
http://www.cyberdefenseradio.com/
http://www.cyberdefense.tv/
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Free Monthly Cyber Defense eMagazine Via Email 

Enjoy our monthly electronic editions of our Magazines for FREE. 
 

This magazine is by and for ethical information security professionals with a twist on innovative 

consumer products and privacy issues on top of best practices for IT security and Regulatory 

Compliance.  Our mission is to share cutting edge knowledge, real world stories and independent 

lab reviews on the best ideas, products and services in the information technology industry.  Our 

monthly Cyber Defense e-Magazines will also keep you up to speed on what’s happening in the 

cyber-crime and cyber warfare arena plus we’ll inform you as next generation and innovative 

technology vendors have news worthy of sharing with you – so enjoy.    You get all of this for 

FREE, always, for our electronic editions.   Click here to sign up today and within moments, 

you’ll receive your first email from us with an archive of our newsletters along with this month’s 

newsletter. 

By signing up, you’ll always be in the loop with CDM. 

 

 

 

 

https://cyberdefensemagazine.tradepub.com/free/w_cyba24/prgm.cgi?a=1
https://cyberdefensemagazine.tradepub.com/free/w_cyba24/prgm.cgi?a=1
https://cyberdefensemagazine.tradepub.com/free/w_cyba24/prgm.cgi?a=1
https://cyberdefensemagazine.tradepub.com/free/w_cyba24/prgm.cgi?a=1
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Cyber Defense Magazine 

PO Box 8224, Nashua, NH 03060-8224.  
EIN: 454-18-8465, DUNS# 078358935. 
All rights reserved worldwide.  
marketing@cyberdefensemagazine.com  
www.cyberdefensemagazine.com   
 
NEW YORK (US HQ), LONDON (UK/EU), HONG KONG (ASIA) 
Cyber Defense Magazine - Cyber Defense eMagazine rev. date: 03/01/2019 
 

mailto:marketing@cyberdefensemagazine.com
mailto:marketing@cyberdefensemagazine.com
mailto:marketing@cyberdefensemagazine.com
http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/wp-content/uploads/2018/01/Cyber-Defense-Magazine-Media-Kit-01-01-2018.pdf


 

153 

 

TRILLIONS ARE AT STAKE 
 
 

No 1 INTERNATIONAL BESTSELLER IN FOUR CATEGORIES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.amazon.com/Cryptoconomy-Bitcoins-Blockchains-Bad-Guys-ebook/dp/B07KPNS9NH
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Regent University’s Institute for Cybersecurity is disrupting and transforming the Cyber 
Defense industry with a state-of-the-art training platform and world-class trainers. To learn 
more about commercial training offerings, visit regent.edu/cyber or contact the institute at 
757.352.4215. 

Learn more about this program: https://www.regent.edu/institutes/cybersecurity/industry-
training/     

Space is limited, so register today: https://regent.emf360.com/explore/search   

 
 

 
 

 

https://www.regent.edu/cyber
https://www.regent.edu/institutes/cybersecurity/industry-training/
https://www.regent.edu/institutes/cybersecurity/industry-training/
https://regent.emf360.com/explore/search
https://www.regent.edu/institutes/cybersecurity/industry-training/
https://www.regent.edu/institutes/cybersecurity/industry-training/
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https://www.goanywhere.com/request-white-paper/users-to-put-on-your-security-watch-list?code=cmp-0000002614&ls=717710000&utm_source=cyberdefense&utm_medium=ppc&utm_campaign=ln-miscellaneous&utm_content=early
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