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Abstract

Personliche Bluetooth-Tracking-Gerate, wie AirTags, sind nutzliche zum Au nden verlo-
rener Gegenstande. Allerdings konnen diese Tracker auch zur Verletzung der Privatspha-
re, d. h. zum Stalking, missbraucht werden. Bislang ist die Erkennung von Bluetooth-
Trackern, die in die Privatsphare eindringen, schwierig. Der derzeitige Stand der Forschung
legt nahe, dass es moglich ist, Bluetooth-Tracking-Gerate anhand ihrer ubertragenen Pake-
te zu erkennen. Andere Forschende haben gezeigt, dass maschinelle Lernmodelle zwischen
Paketen von Tracking-Geraten und Nicht-Tracking-Geraten unterscheiden konnen. Ziel
dieser Arbeit ist es, diese binare Klassi zierung zu einer kategorialen Klassi zierung von
Bluetooth-Tracking-Gerate und deren Status zu erweitern. Daruber hinaus sollte die Klas-
si zierung auch in stark frequentierten realen Umgebungen funktionieren, um praktisch
nutzbar zu sein. Zu diesem Zweck werden Bluetooth-Pakete von einer Vielzahl von Geraten
aufgezeichnet, um einen grossen Datensatz fur das Training von maschinellen Lernmodel-
len zu generieren. Die erfassten Daten werden dann ausfurlich analysiert, um geeignete
Klassen fur die kategoriale Klassi zierung zu bilden. Mehrere verschiedene maschinel-
le Lernmodelle werden auf diesem Datensatz trainiert und evaluiert. Schliesslich wird ein
maschinelles Lernmodell fur die Inferenz auf reale Daten verwendet, um Bluetooth-Pakete
zu Klassi zieren, die am Hauptbahnhof Zurich aufgezeichnet wurden. Diese Klassi zierung
wird mit einem qualitativen Ansatz evaluiert, indem die auf der Grundlage der Klassi zie-
rung erstellten Gra ken interpretiert werden. Die Evaluation zeigt, dass die kategorische
Klassi zierung von Bluetooth-Tracking-Geraten in stark frequentierten realen Umgebun-
gen mit einem hohen Grad an Genauigkeit moglich ist.
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Personal Bluetooth tracking devices, such as AirTags, are useful for locating lost items.
However, these trackers can also be misused for privacy invasion, i.e., stalking. As of right
now, the detection of privacy-invading Bluetooth trackers is di cult. The current state
of research suggests that it is possible to detect Bluetooth tracking devices based on their
transmitted packets. Other researchers have shown that machine learning models can
distinguish between packets of tracking and non-tracking devices. The goal of this thesis
is to extend this binary classi cation to a categorical classi cation of Bluetooth tracking
devices and their states. Furthermore, the classi cation should also work in high-tra ¢
real-world environments to be practically usable. For this purpose, Bluetooth packets
from a variety of devices are captured to generate a large dataset for training of machine
learning models. The captured data is then analyzed extensively to form appropriate
classes for categorical classi cation. Several di erent machine learning models are trained
and evaluated on this dataset. Finally, one machine learning model is used for inference
on real-world data to classify Bluetooth packets captured at Zurich central station. This
classi cation is evaluated with a qualitative approach by interpreting plots generated
based on the classi cation. The evaluation shows that the categorical classi cation of
Bluetooth tracking devices in high-tra c real-world environments is possible with a high
degree of accuracy.
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Chapter 1

Introduction

Personal Bluetooth-based tracking devices like the AirTag from Apple or the SmartTag
from Samsung have recently gained in popularity. These devices are helpful in nding lost
items such as keys or handbags. However, similar to tracking lost items, these trackers
can also be misused for the malicious purpose of stalking. It does not require a lot of
imagination to come up with ideas on how this could be achieved without the victim's
knowledge. As these trackers are relatively small in size, sometimes only as large as a
coin, they can be hidden practically everywhere. Therefore, detecting malicious Bluetooth
trackers by the naked eye can be challenging, if not impossible. For instance, a tracker
could very well be mounted under a vehicle and, therefore, be nearly invisible and hard
to spot.

Therefore, as high as these trackers' utility is, so is the privacy risk they impose. Addition-
ally, this risk of privacy intrusion is certainly not bene cial to the widespread adoption

of these (useful) devices. Therefore, vendors of these Bluetooth trackers, such as Ap-
ple, have created smartphone apps that can detect malicious privacy-invading trackers of
their brand [1]. In other words, the tracker detection app from Apple can detect Apple's
AirTags and Apple's AirTags only. This is not the most consumer-friendly approach. It
would, therefore, be highly bene cial to have a universal approach for tracker detection
that could detect trackers of various vendors.

1.1 Motivation and Thesis Goals

Given that the current state of detection of malicious Bluetooth trackers is not consumer-
friendly and inadequate from a privacy point of view, this thesis attempts to create a
machine learning model for Bluetooth tracker detection. Machine learning is known to
be highly e ective in classi cation tasks, especially when trained on large-scale training
datasets.

In an ideal scenario, machine learning models generalize from the given training data and
learn the underlying hidden patterns in the data to reach their target. This is especially
important in the case of previously unseen data samples where adequately trained machine

1



2 CHAPTER 1. INTRODUCTION

learning models thrive in contrast to traditional, more rule-based approaches. General-
ization is essential because collecting data from all Bluetooth devices, Bluetooth trackers,
and other non-tracker Bluetooth devices would never be possible. Any approach for Blue-
tooth tracker detection must be able to correctly classify data samples from devices not
seen during training. Therefore, the strengths of machine-learning-based approaches are
promising for identifying Bluetooth trackers.

From a practical point of view, the actual identi cation of the devices, i.e. the inference
on the machine learning models, should happen in a real-world high-tra ¢ environment.
The environment should contain typical Bluetooth devices, i.e., be real-world", and the
more devices that are seen during inference, the more there is to evaluate. Hence, the
environment should be high-tra c.

Therefore, the goals of this thesis are:

" Collect Bluetooth packet data from Bluetooth devices, both trackers and non-
trackers.

~ Train a machine learning model on the collected data.

" Use the machine learning model to identify Bluetooth trackers in real-world high-
tra ¢ environments and evaluate the result.

1.2 Description of Work and Scope

As this thesis is rather extensive, this section shall give some guidance on the scope and
the most important content of this thesis:

" There is a brief introduction to the functionality of Bluetooth tracking networks
and Bluetooth Low Energy (BLE). This does not aim to provide a deep dive into
Bluetooth. A look into the Bluetooth Core Speci cation might be advisable to gain
a deeper understanding.

A focus of this thesis is certainly the aspect of data collection. This is reasonable
given that the quality of machine learning models largely depends on the data they
were trained on. One out of the many results of this thesis is, therefore, an extensive
dataset collected over 600 hours and containing 30 million Bluetooth packets. This
dataset could potentially be used by other researchers.

Given the large amounts of data involved, a custom solution for data processing
became necessary. The result of this is the Task-Group-Framework, a high-level
implementation for complex data pipelines focusing on exibility at runtime. An
entire chapter is dedicated to outlining the core aspects and functionality of this
framework. A detailed documentation of the framework does not exist yet as of
writing this thesis.



1.3. THESIS OUTLINE 3

" Three approaches for data preprocessing and subsequent modeling are detailed in
this thesis. Two of these three approaches were then applied to the training dataset
using various machine learning models. These models are the main result of this
thesis. All of these models were also evaluated on separate test sets.

One of the numerous created machine learning models was ultimately selected for
inference on real-world data collected in a high-tra ¢ environment, Zrich central
station (HB). The result of this inference is evaluated to the best of my abilities
using insightful visualizations. These plots are the thesis's highlight.

Additionally, the Python source code, including the Task-Group Framework, my Jupyter
Notebooks, all plots, and the entire dataset, can be found on the GitHub page for this
thesis. The link to the repository is in the appendix.

1.3 Thesis Outline

The following chapters of this thesis cover roughly the following topics. At the end of
every chapter, a brief section summarizes the key takeaways.

Chapter 2 introduces fundamental theoretical concepts that are essential for understand-
ing what follows. Reading through this to understand the terminology and de nitions
used in this thesis is especially recommended.

Chapter 3 discusses related work. Furthermore, it outlines a baseline feasibility experiment
that mimics and summarizes the current state of research.

Chapter 4 discusses the data collection process in detail, ranging from an overview of
popular BLE trackers to a deep dive into the challenges faced during data collection,
especially labeling.

Chapter 5 introduces a custom data processing framework focusing on runtime exibility,
the Task-Group-Framework. This framework was created for this thesis to tackle the
challenges of processing the large amounts of data that were collected.

In Chapter 6, the collected data is extensively analyzed with visual plots in order to gain
insights for feature extraction and modeling.

Chapter 7 covers the training and evaluation of various machine learning models following
di erent approaches.

In Chapter 8, the most relevant chapter, the machine learning models from the previous
chapter are used for inference on a real-world data set collected in a high-tra ¢ environ-
ment. The result is evaluated and discussed with visual plots.

Finally, Chapter 9 analyzes the success of this thesis in the context of the goals set above
and outlines potential future work.
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Chapter 2

Theory

This chapter introduces numerous theoretical concepts and de nitions crucial to this the-
sis. Therefore, it is split into three sections, which are only loosely connected with each
other. Any other extensive theoretical introduction is omitted for brevity.

The rst section introduces the fundamental concepts behind these devices. This includes
the de nition of trackers, an introduction to tracking networks, and an introduction to
the operating states of trackers. Next, there is a brief introduction to the functionality
of Bluetooth Low Energy (BLE) on a protocol level, focusing on aspects relevant to this
thesis. The nal section introduces numerous machine learning approaches for BLE device
classi cation and discusses their respective advantages, disadvantages, and limitations.

2.1 Bluetooth Tracking Devices

2.1.1 Tracking Networks

As of writing this thesis, there are two fundamentally di erent types of trackers: GPS
trackers and the already discussed BLE trackers. On the one hand, there are GPS trackers
that use a GPS receiver to locate themselves and a cellular modem to transmit the location
data to the trackers' owner via the Internet. These trackers can operate everywhere as
long as GPS and cellular signals are present. However, their technical complexity, size,
and battery life limit their applicability for privacy invasion.

BLE trackers, on the other hand, have neither a GPS module nor a cellular modem
onboard. They contain nothing but a tiny logic board, a small battery (usually a coin
battery), and a Bluetooth modem, precisely a Bluetooth Low Energy modem, to save
power compared to traditional Bluetooth. Therefore, these trackers are often tiny and
not larger than a coin. Instead of relying on GPS and cellular networks, these trackers
rely on so-called tracker networks for locating.

BLE tracker networks enable device location using the following method, explained here
using Apple's Find My network [2] as an example (Figure 2.1). Other tracker networks,
such as those from Samsung or Tile, operate similarly.

5



6 CHAPTER 2. THEORY

Figure 2.1: Apple Find My Tracker Network [2]

1. The tracker is linked to the tracker network via an owner device, typically a smart-
phone. Both a public and a private key are generated during this linking process.
The public key is stored on the tracking device, and the private key is stored on the
owner's device.

2. After the linking process, the BLE tracker starts broadcasting the public key via
BLE advertising packets periodically.

3. Other devices registered to the same network, often smartphones, can pick up these
BLE advertisements, including the public keys. These nder devices need to have a
GPS module and an Internet connection. When a foreign public key is picked up via
Bluetooth, the nder device locates itself via GPS, encrypts the location data using
the public key, and uploads this encrypted data to the network provider's server
using its Internet connection.

4. The owner's device can download the encrypted location data from the network
provider's servers and decrypt the data using the previously generated private key.
The result is an approximate location of the (lost) BLE tracker.

The above description of tracker networks and the technical implementation of BLE track-
ers lead to three important conclusions:

" Due to relying on Bluetooth Low Energy instead of GPS and cellular, BLE trackers
are tiny and have extensive battery life, thus making them a potential privacy risk.
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" The greatest strength of BLE trackers, i.e., relying on BLE, is also their most signif-
icant weak point. Because they must regularly broadcast BLE packets for locating,
they can possibly be detected by packet sni ng.

" If it was possible to reliably classify these sni ed packets as tracker or non-tracker,
for instance, with machine learning, malicious BLE trackers could easily be detected
and their privacy risk somewhat mitigated.

2.1.2 De nitions of Trackers

In this thesis, BLE trackers shall be de ned as devices that are trackable via the tracking
networks described above. This includes the conventional BLE tracking devices such as
AirTags or SmartTags and, in addition, other trackable devices such as iPhones, which
are also trackable via Apple's Find My network. Therefore, this de nition is signi cantly
broader than the conventional de nition of BLE trackers, which in most cases only extends
to devices used for tracking purposes only, such as AirTags or SmartTags, and does not
cover other devices, such as mobile phones.

This de nition was chosen because, in the context of privacy invasion, it does not matter
whether a device is a phone, a conventional BLE tracker, or anything else. As long as a
device is potentially trackable via a Bluetooth-based tracking network, it is a potential
privacy concern and can be detected via Bluetooth packets.

In addition to Bluetooth trackers, there are also non-Bluetooth trackers. These are devices
that are remotely trackable only by methods other than Bluetooth, such as the cellular
network and GPS. However, for the sake of this thesis, it seems to be of little gain to
cover devices that are trackable only over non-Bluetooth-based networks. If a device is
only trackable via such a network, it is not necessarily possible to capture any Bluetooth
packets for such a device and, therefore, detect it. However, from a privacy point of view,
it would make sense to attempt to detect such devices, if somehow possible.

As of April 2024, most Android phones were examples of non-Bluetooth trackers, as they
were only trackable through Google's Find My Device service, which relies solely on cel-
lular networks. Therefore, Android phones could be considered privacy-invading trackers,
even though it is impossible to detect them via Bluetooth, as they do not necessarily
transmit any Bluetooth packets. Bluetooth could be turned o entirely on such devices,
yet they were still trackable.

At this point, there are two things to add for clari cation:

A

iPhones and other Apple Devices are BLE trackers under the de nition of this thesis
as they are trackable via Apple's Find My network, which, as described above, works
over Bluetooth.

While writing this Thesis, Google launched its Bluetooth tracking network for An-
droid devices similar to Apple's Find My network [3]. Therefore, as of May 2024,
Android phones can principally no longer be classi ed as non-Bluetooth trackers
and would be considered trackers under the de nition of this thesis. However, the
launch of this network was too late to be covered in this thesis.
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2.1.3 States of Trackers

Bluetooth trackers can be in various states. In this context, a state shall be de ned as any
externally observable behavior of the tracker depending on its environment, con guration,
usage, time, or other factors. Typically, this behavior manifests in the structure of the BLE

packets transmitted by the device. Di erent states result in di erent packets transmitted.

At this point, it is important to di erentiate between Bluetooth-only trackers (ex: AirTag)
and other non-Bluetooth-only trackers (ex: iPhone) that can also be tracked via non-
Bluetooth methods, such as the cellular network. The types of states and their exact
de nitions vary depending on the kind of tracker. The states outlined in the following
paragraphs are de ned in accordance with the de nitions commonly found in related
literature.

Note: This di erentiation between Bluetooth-only trackers and non-Bluetooth-only track-
ers di ers from before when we separated between Bluetooth trackers and non-Bluetooth
trackers. An iPhone is a tracker under the de nition of this thesis (as it is trackable via
Bluetooth). Still, it is not a Bluetooth-only tracker but a non-Bluetooth-only tracker (as

it is also trackable via the cellular network). An Android phone (trackable via Google's
Find My Device network) is neither. It is not a tracker under the de nition of this thesis,
as it is not trackable via Bluetooth, and it is, therefore, also neither a Bluetooth-only
tracker nor a non-Bluetooth-only tracker.

The most important states for Bluetooth-only trackers and their de nitions are:

powerless: The tracker is not connected to power, i.e., the battery is not inserted
or not su ciently charged. In this state, the tracker is not trackable and cannot
transmit any BLE packets. Hence, the tracker is not detectable via BLE packets.
For this thesis, this state is irrelevant.

unpaired: The tracker is not linked to a tracking network. In this state, the tracker
is not trackable but potentially detectable via BLE packets. This state typically
occurs right after the tracker is unboxed and turned on for the rst time to initiate
the setup and pairing process.

nearby: The tracker is in Bluetooth range of its owner device, and therefore, the
tracker does not have to be located via other nder devices, i.e., the public key does
not need to be transmitted. In this state, the tracker is trackable and potentially
detectable via BLE packets.

lost: The tracker is far away from its owner device, and other nder devices in the
network are used to locate the tracker. In this state, the tracker is trackable and
potentially detectable via BLE packets.

searching: The tracker is searching its owner-device. This state typically occurs
directly after the initiation via the press of a button on the tracker itself. In this
state, the tracker is trackable and potentially detectable via BLE packets.

After some time, the tracker will automatically leave this state and return to its
original state, which is often associated with some form of an acoustic signal.
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It is essential to add that not all Bluetooth-only trackers necessarily need to support all
of the above states. It is perfectly reasonable for some trackers not to support certain
states. For instance, not all trackers might support the searching feature. Hence, not all
trackers need to have a "searching"” state. Some trackers also have additional states, not
covered in the list above.

Most of the above states and their de nitions must be slightly adapted for non-Bluetooth-
only trackers. A non-Bluetooth-only tracker does not require any pairing process to an
owner device. Therefore, it has neither an '"unpaired” nor a 'hearby" nor a 'lost" nor
a "searching" state. Given that those trackers can also be tracked via the Internet and
their trackability is at least partially dependent on an Internet connection, such as a
cellular connection, it seems viable to di erentiate between the availability/unavailability
of an Internet connection for such trackers. Therefore, the states abn-Bluetooth-only
trackers shall be de ned as follows:

powerless: The tracker is not connected to power, i.e., the battery is not inserted
or not su ciently charged. In this state, the tracker is not trackable and cannot
transmit any BLE packets. Hence, the tracker is not detectable via BLE packets.
For the scope of this thesis, this state is irrelevant.

unregistered: The tracker is not registered to a tracking network. In this state, the
tracker is not trackable but potentially detectable via BLE packets.

online: The tracker is connected to the Internet. In this state, the tracker is trackable
via the Internet and Bluetooth. Therefore, the tracker is potentially detectable via
BLE packets.

oine: The tracker is not connected to the Internet. In this state, the tracker is
trackable via Bluetooth only and potentially detectable via BLE packets.

At this point, further discussion of the "unregistered” state might be necessary. Non-
Bluetooth-only trackers are typically automatically linked to the tracking network during
the initial setup process of the device, so unregistered trackers are a rare anomaly. Fur-
thermore, one might ask whether such trackers would be detectable in the "unregistered"”
state. The tracker is not registered to the network, so it does not have to transmit any
BLE packets. Unlike Bluetooth-only trackers such as AirTags, non-Bluetooth-only track-
ers do not need to transmit BLE packets for pairing in the unregistered state. Therefore,
non-Bluetooth-only trackers are likely not detectable in the "unregistered" state.

Having discussed the various relevant states for Bluetooth trackers, one can apply those
to the context of privacy protection. From a privacy point of view, it is most relevant to
distinguish between potentially privacy-invading trackers and non-privacy-invading track-
ers. As discussed previously, non-detectable states, such as "powerless" or "unregistered”,
are out of the scope of this discussion.

The "ost" state is most privacy-invading for the Bluetooth-only trackers as it allows for
tracking foreigners. The 'unpaired” and 'nearby" states are signi cantly less privacy-
invading than the "ost" state. A tracker in the "unpaired" state is not trackable; there is
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no privacy risk. In opposition to this, the 'nearby" tracker is theoretically trackable but
unsuitable for privacy invasion. A tracker in the "nearby" state is - in all likelihood - the
tracker of the person it is following/close to, as it is within proximity of its owner device.
In other words, trackers do not invade privacy in the 'nearby" state as they presumably
belong to the person/owner-device they are closest to.

Therefore, it seems sensible to at least di erentiate between the 'lost" state and the other
two states. If possible, it would be preferable to be able to distinguish all three states, as
the "nearby" tracker could - at least theoretically - still be a privacy risk.

Only two relevant states are left for the non-Bluetooth-only trackers: "o ine"and "online".
The "online" state is signi cantly more privacy-invading than the "o ine" state. In the
‘online” state, the tracker can be tracked via the Internet and Bluetooth, whereas only
the latter is possible in the "o ine" state. Therefore, a di erentiation between the states
would be highly preferable if possible.

In conclusion, trackers of all kinds can be in various states. It would be highly preferable to
be able to distinguish these states as the privacy risk imposed by them varies signi cantly.

2.2 Bluetooth Low Energy

This section discusses some aspects of Bluetooth Low Energy (BLE) that are relevant
to packet classi cation. However, it is outside the scope of this thesis to elaborate on
the functionality, implementation, and potential upsides and downsides of Bluetooth Low
Energy (BLE) to any meaningful extent. A detailed understanding of the underlying
technology and implementation of Bluetooth is not relevant for classi cation. The sources
for the content of this section are the Bluetooth Core Speci cation from page 2645 onwards
[4] and the Core Speci cation Supplement 9 [5].

It is su cient to have a high-level understanding of how BLE packets are structured
and how this structure could potentially di er among packets and devices. Therefore,
this section aims to explain how the structure of BLE packets can be used for feature
extraction. As long as two packets di er in one feature, this is potentially already su cient
to di erentiate them and classify them correctly.

2.2.1 BLE Packet Structure

Bluetooth Low Energy packets follow a certain structure. On the link layer, packets are
structured as follows (Figure 2.2):
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Figure 2.2: Packet Structure of a BLE Advertising Packet[6]

1. Preamble: This is used for various purposes, such as synchronization between de-
vices, and is irrelevant for classifying packets.

2. Access Address:Most BLE packets share the same access address "'OX8E89BEDG6",
hence this is irrelevant for classifying packets.

3. Protocol Data Unit (PDU): There are two types of PDUs, the "Advertising Physical
Channel PDU"and the "'Data Physical Channel PDU". For this thesis, only the rst
one is relevant. There are many types of PDUs, which are explained in more detall
below.

4. Cyclic Redundancy Check (CRC): This is used for error detection and correction
and is irrelevant for classifying packets.

From the general structure of BLE packets, only the PDU can reasonably be used for
feature extraction, as the other three components are either (pseudo-)random or the same
across all relevant packets. On a higher level, there are two types of PDUs: the "Adver-
tising Physical Channel PDU" and the "Data Physical Channel PDU".

The 'Data Physical Channel PDU"is only used on full connections, i.e., with a master and
slave. To my knowledge and research, BLE trackers do not use full connections. Therefore,
the 'Data Physical Channel PDU" is irrelevant to this thesis. The "Advertising Physical
Channel PDU" is typically used when devices do not need a full connection, for instance,
in the context of master-slave detection or broadcasting; the latter is the case for any
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BLE tracker. They broadcast packets that are meant to be picked up by nder devices
to localize them.

The "Advertising Physical Channel PDU" itself has numerous sub-types. The most rele-
vant ones are:

" ADV_IND

" ADV_DIRECT _IND

" ADV_NONCONN_IND
" ADV_SCANLIND

" SCAN_REQ

" SCAN_RSP

All these PDUs above serve various purposes. However, for packet classi cation, a packet's
purpose does not matter. It is only relevant that the PDU di ers among packets.

The rst four PDUs on the above list belong to a group called "Advertising PDUSs", which
are prominently used by trackers due to their most notable aspect, the payload. Like all
"Advertising Physical Channel PDUS", they are led by a header indicating, among other
things, the exact PDU type and length. A payload of variable length then follows the
header.

This payload begins with the source address of the advertising device. Next, there can
be an arbitrary number of advertisement data types. Each advertisement data type is a
block containing some data following a prede ned structure.

These blocks can be variable in length, depending on the data they contain. Some adver-
tisement data types may also appear multiple times within the same payload of a PDU.
Technically, it is also possible to have no advertisement data types within an "Advertising”
PDU. Combined, all the advertisement data types may not exceed 37 Bytes in length.

Given that advertising data types can contain arbitrary data and that trackers frequently
use the "Advertising” PDUs containing these advertising data types, it is relevant to
investigate these data types further for classi cation as they possibly contain vital features
for feature extraction.

2.2.2 Advertisement Data Types

There are many di erent advertising data types. Therefore, only the most relevant ones
in the context of BLE trackers will be discussed here.
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2.2.2.1 Manufacturer Specic

The manufacturer speci ¢ advertising data type consists of a company identi er from an
assigned set of numbers (company ID). These numbers can be interpreted as strings, as
every number is attached to a unique company name. For instance, 0x004c is the company
identi er assigned to Apple. The company identi er is then followed by an arbitrary data

set by the device manufacturer. The data can be of any length as long as the entire PDU
does not exceed its maximum length.

2.2.2.2 Service UUID

In the context of Bluetooth, Service UUIDs describe unique identi ers used to identify
manufacturers of devices or services provided by devices. On a higher level, the Service
UUID advertising data type comes in two variants: the bar-bones Service UUID containing
only the Service UUID and the Service Data UUID advertising data type including both

a Service UUID and Service Data of some prede ned length.

The Service Data UUID then has three sub-variants, depending on its data length: 16-bit,
32-bit, and 128-bit. Furthermore, those three variants can be "complete” or '‘incomplete”.

2.2.2.3 Flags

The ags advertising data type contains four boolean ags indicating the device's capa-
bilities and state.

2.2.2.4 TX Power Level

The TX power level advertising data type indicates the power level at which packets
are transmitted. This advertising data type contains a single 8-bit integer indicating
the power level at which the packet was transmitted. This can be useful for estimating
distances between devices.

2.3 Approaches for Machine Learning Device Classi cation

So far in this thesis, the term 'classi cation of packets" has been used loosely to describe
the process of classifying BLE packets, i.e., assigning a device label to a particular packet
based on its features. However, the ultimate goal is not to classify packets but rather
devices. From a privacy point of view, it is only relevant whether a device is a potentially
privacy-invading tracker. The packets themselves are irrelevant. Simply assigning a label
to every packet is, therefore, not su cient.
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At this point, it becomes vital to di erentiate between devices and source addresses. Every
BLE packet contains a source address of the sending device. However, a device, i.e., a
physical BLE transmitter, can simultaneously transmit BLE packets using various source
addresses. In other words, every source address belongs to precisely one device at any
point in time, but multiple source addresses might belong to one device simultaneously.
Therefore, two packets might have di ering source addresses when they are coming from
the same physical device. This poses a signi cant challenge for this thesis, as it makes
it impossible to classify devices based on BLE packets. It is only possible to classify
Bluetooth source addresses, not Bluetooth devices. Therefore, this thesis proposes three
methods for classifying source addresses (and technically not devices).

On a higher level, the rst step in training the machine learning models is to extract
features (such as the packet length) from the packets into one-dimensional feature vectors.
Additionally, the label of the sending device must be known for every packet. In the next
step, the labeled packets (i.e., vectors) are transformed into labeled training samples by
various methods (these resulting samples can be of arbitrary shape). The nal step in
training is to use these labeled samples to train a supervised machine-learning model. In
other words, the source addresses are irrelevant for training.

However, the above steps need to be slightly adapted for inference, i.e., the classi cation
of previously unseen data, as the ultimate goal is to classify source addresses and not
packages/samples. Firstly, the packets are transformed into unlabeled samples using the
same transformation steps. Secondly, the samples are grouped by their source address.
Next, all samples are fed through the machine learning model to generate the predictions
for every sample. Given that there can be multiple samples per source address, there can
also be multiple di erent predictions per source address. For instance, one sample might
be predicted as a non-tracker and another sample as a tracker, even though both samples
stem from the same source address. Therefore, it is necessary to pick one of the predicted
labels from the samples to assign a label to the source address. One way of doing this is
to choose the label with the highest occurrence per source address.

In addition to explicit features as described above (such as the packet length), it is also
possible to incorporate implicit features into the training process. An example of such an
implicit feature is the packet rate, i.e., the rate at which packets are sent. Therefore, this
thesis proposes two approaches for including the packet rate as an implicit feature in the
training process in addition to the plain classi cation of packets.

2.3.1 Packet Classi cation

The most straightforward approach for classifying source addresses is to directly classify
the individual packets, i.e., the one-dimensional feature vectors. This simple method
completely ignores the aspect of the packet rate.

The main advantages of this approach are:

~ A single packet is su cient for classi cation. There is no need for multiple packets
to obtain a result.
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Every source address can be assigned a label. There can never be too few packets
for classi cation, as a single packet is already su cient.

Classi cation, i.e., the inference is very fast for typical machine learning models as
the size of the input data is bounded by the dimensionality of the input vector, i.e.,
the number of features.

The preprocessing of the data is relatively simple. There is no need for complex
aggregation or high-dimensional data structures (tensors).

Many di erent types of machine learning models can be used with this approach.
There is no restriction to speci ¢ kinds of models, such as deep learning models.

However, this simple approach also has its limitations. The most relevant ones are:

" There can be ambiguity in the classi cation of source addresses. If two or more
packets were captured from a single source address, the classi cation of the various
packages may di er. This ambiguity could be solved by selecting the majority class
that was predicted most often for this source address.

The package rate as an implicit feature is ignored. However, it would theoretically
be possible to incorporate the package rate to some extent by adding an additional
explicit feature, such as the time interval between the current and last packet. Those
extensions are, however, not covered in this thesis.

2.3.2 Aggregated Packet Classi cation

To overcome the main limitation of the simple packet classi cation, i.e., the ignorance of
the packet rate, one can extend this approach by adding aggregation.

First, the data preprocessing and feature extraction are executed as before, with the
di erence that the packets' timestamps and source addresses must be kept as features,
l.e., a column in the table containing the data. Second, all other 'real" features must be
strictly numerical. Categorical features must be one-hot encoded (Table 2.1).

Time Source Address | Packet Length Label
0 2E-B0-D0-63-C2-26 160 AirTag
1 2E-B0-D0-63-C2-26 80 AirTag
3 2E-B0-D0-63-C2-26 200 Tile
4 2E-B0-D0-63-C2-26 80 AirTag
6 C9-2D-8B-7F-9B-A6 120 SmartTag
12 | C9-2D-8B-7F-9B-A6 120 SmartTag
13 | 2E-B0-D0-63-C2-26 200 Tile
14 2E-B0-D0-63-C2-26 80 SmartTag

Table 2.1: Example Packets with Time (in seconds), Source Address, Packet Length (in
bits), and Label
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In the third and nal step, the packets' feature vectors are averaged over a xed non-
overlapping time interval, e.g., 5 seconds. This means that for every source address,
the packets are aggregated into one feature vector (i.e., a sample) for each time interval
(resampled). This is done by rst summing all samples for every feature, and then the
intermediate result is divided by the length of the time interval. This results in features
that represent the average value per second. For instance, the feature "packet length"
(in bits) would be converted to the average packet length per second (in bits), which
conveniently translates to the gross data rate of the transmitting source address. In case
there are no packets within a resampling interval, a zero sample is generated indicating
the absence of packets.

As a label for the aggregated samples, the label most frequent for every source address
is picked. Afterwards, the models are trained on the aggregated samples (Table 2.2).
Finally, for inference, all the preprocessing steps from above (with the exception of the
pick of majority labels) must be executed before feeding the sample through a model.
During inference, the label of the source address can then be determined by picking the
predicted majority label across all the predicted labels of the aggregated samples.

Time Source Address | Packet Length Label
0 2E-B0-D0-63-C2-26 104 AirTag
5 2E-B0-D0-63-C2-26 0 AirTag
10 | 2E-B0-D0-63-C2-26 56 AirTag
5 C9-2D-8B-7F-9B-A6 24 SmartTag
10 | C9-2D-8B-7F-9B-A6 24 SmartTag

Table 2.2: Aggregated Example Packets with a Resampling Interval of 5 seconds

It is important to add that in a perfect world, every source address should belong to a
device with a xed label. In other words, for a given source address, every packet should
have received the same label in the training and test dataset. There should never be
ambiguity over the correct label for any given source address.

However, mistakes can happen, and it is very much in the realm of possibility that a
packet in the training data set is incorrectly labeled; therefore, there could be ambiguity
over the correct label for a source address given a set of packets. To rectify such mistakes,
the majority label is picked during aggregation (as seen in Table 2.2). In the case of
(mostly) correctly classi ed packets, the pick of the majority label can not lead to an
incorrect label for the aggregated sample. However, this is possible in the case of many
incorrect labels (i.e., greater than 50 percent).

Compared to the baseline packet classi cation, the only tangible advantage is that the
packet rate is appropriately modeled. As this method is based on the simple packet
classi cation, it also inherits some of its advantages:

" The actual inference is still very fast, as the input data size is bounded by the
dimensionality of the input vector.

" The same broad range of machine learning models can be used.
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Some general disadvantages of this method are:

" For some source addresses, assigning a label might not be possible. Suppose packets
were not captured over a time period exceeding the time interval used during aggre-
gation. In that case, generating even a single sample is impossible, and therefore,
no classi cation can be done. The longer the time interval used during aggregation,
the larger this problem becomes, i.e., the more source addresses can potentially not
be classi ed.

There is a tradeo between incorporating the packet rate and the number of source
addresses that can be classi ed. If the time interval is very long, the packet rate
becomes more important, but it might not be possible to generate samples for many
source addresses (see point above). If the time interval is very short, the packet rate
is practically ignored, but most source addresses can be labeled. Therefore, picking
an appropriate time interval is crucial for the success of this method.

A complex multi-step preprocessing pipeline is required on top of any existing pre-
processing.

2.3.3 Recurrent Neural Networks

A third and nal method for classifying BLE source addresses is to use recurrent neural
networks. Recurrent neural networks come in many variants; one prominent example is
the LSTM block. The main advantage of recurrent neural networks is that the input data
can be a sequence of independent vectors, i.e., a matrix. This allows the models to learn
longer-term dependencies between individual samples, such as the packet rate, or other
patterns, such as alternating PDU types.

Before training a recurrent neural network, the data containing the feature vectors of the
individual packets must be converted into a three-dimensional tensor (with shape "Number
of Sequences" x "Sequence Length" x "Number of Features"). A signi cant problem is
that sequences of BLE packets are unevenly spaced. l.e., the time interval between two
consecutive packets varies and is not xed. It would be possible to train recurrent neural
networks with unevenly spaced time series data, but this is not recommended if the results
should be of any meaningful quality. Therefore, before converting to tensor, the sequence
of BLE packets must be converted into an evenly spaced time series.

This conversion can be done using the same method as described in the subsection above
about aggregated packet classi cation, albeit with a short time interval, such as one sec-
ond. By choosing a short time interval, most packets are aggregated only with themselves,
as there are no other packets within the same time interval. However, if no packets were
captured within a time interval, the corresponding time slot would be lled with a zero
vector. Therefore, the shorter the time interval for aggregation, the more zero vectors
there are.

After converting to an evenly spaced time series, the data must be converted to a higher-
dimensional tensor. First, a xed sequence length is picked, i.e., how many sequence
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elements (aggregated samples) are bundled into one two-dimensional sample. Here, the
same tradeo as discussed with aggregated packet classi cation applies. A high sequence
length is bene cial to the accuracy and incorporation of the packet rate but might make

it impossible to assign labels to some source addresses.

Next, the samples are grouped by the source address. For every source address, the
aggregated one-dimensional samples are converted into two-dimensional matrices with
shapes "Sequence Length" x '"Number of Features", and every matrix is assigned a label
based on the majority label of the aggregated samples. Depending on the number of
aggregated samples per source address and the chosen sequence length, some aggregated
samples may be left over in the end (zero padding might help here).

Finally, all the two-dimensional samples of every source address are stacked into one tensor
of the shape "Number of Sequences"x "Sequence Length"x "Number of Features" (Figure
2.3). The vector with the target labels should be one-dimensional and of length "Number
of Sequences". The recurrent models can then be trained on these tensors. For inference,
the same complex preprocessing steps must be applied to the data before feeding it into
the network.

Figure 2.3: Structure of a 3D Tensor for recurrent Neural Networks [7]

The only positive aspect of this method that comes to mind is improved accuracy com-
pared to the other two methods discussed before. In other words, this method should
only be used if the performance obtained by the other two methods is insu cient. Some

of the numerous disadvantages of this method are:

" It can only be used with deep learning, i.e., neural networks. Other models, such as
decision trees, are not compatible.

Very complex data preprocessing and high-dimensional data structures are required.

As with the aggregated packet classi cation method, for some source addresses, it
might not be possible to assign a label depending on the chosen sequence length.

Potentially slow inference due to the nature of recurrent neural networks (the input
data size is potentially massive, and every sequence element must be fed through
the network individually).
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2.4 Summary of Theory

The

most relevant insights from this chapter are:

Many devices can operate as BLE trackers, not only conventional trackers such as
AirTags but also other devices such as iPhones.

There are also privacy-invading tracking methods other than BLE, such as Apple
Find My over the Internet.

BLE trackers can be in various di erent states. Depending on the state, the tracker
can be more or less privacy-invading. The 'ost" state is particularly privacy invad-

ing.

BLE packets follow a prede ned structure that can be used for feature extraction.
The payload of advertising data types, such as manufacturer speci ¢ data, is espe-
cially interesting for feature extraction.

It is impossible to classify BLE devices; therefore, source addresses are to be classi-
ed.

For the classi cation of BLE source addresses, this thesis proposes three di erent
approaches: Simple packet classi cation, aggregated packet rate classi cation, and
recurrent neural networks with 3D tensors.

These classi cation approaches vary signi cantly in complexity, limitations in ap-
plication, and presumably accuracy. Each method has its advantages and disadvan-
tages. Typically, there is a tradeo between complexity (i.e., presumed accuracy)
and practical applicability.
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Chapter 3

Related Works and Initial Feasibility
Experiment

3.1 Introduction

As of writing this thesis, there are only a few pieces of related scienti ¢ work. It is essential
to note that the quality and thoroughness of the vast majority of the research is insu cient

to classify BLE devices in the real world, let alone in high-density environments. The real
world is not a laboratory. Often, authors conduct experiments on a small scale and then
generalize inappropriately. This is highly problematic in real-world environments, as such
generalizations can lead to false conclusions and will lead to sub-par classi cation results
at best.

Therefore, this related work chapter is split into two parts. The rst brie y covers other
pieces of related work and discusses their key ndings (and not- ndings/de cits). The
second part consists of an initial feasibility experiment | conducted. This experiment is
also run on datasets collected on my own.

3.2 Related Works

3.2.1 1oT Device Classi cation

There is a lot of related work concerning the general classi cation/ ngerprinting of 10T
devices in typical Ethernet-based computer networks, such as the work in the paper
"Automatic Device Classi cation from Network Tra ¢ Streams of Internet of Things"[8].
Some examples of typical 10T devices are video surveillance cameras or smart TVs. These
devices often must be connected to the Internet for full functionality, e.g., remote access
to a video surveillance camera or streaming services on a smart television. However,
compared to other online devices such as smartphones or computers, 10T devices often
do not receive regular software and security updates, if they receive them at all. This

21
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poses a signi cant security and privacy risk for home networks in the form of a potential
weak point for network intrusion. This is especially problematic for devices equipped
with cameras and/or microphones. Therefore, identifying 10T devices is relevant from a
privacy point of view, similar to identifying BLE trackers.

However, as those 10T devices operate mostly over Ethernet or Wi-Fi and not Bluetooth,

the results and insights are not directly transferable to the issue and research gap this
thesis is trying to address. BLE packets and Ethernet frames (or IP packets) have very
little in common. The only relevant takeaway from these works is the general methodology,
i.e., data should be collected rst, then analyzed, features extracted, and nally, machine

learning models built.

The well-established CRISP-DM process model would be a more general framework for
data-driven work ows. This model emphasizes an iterative procedure. Many process
steps should and can be repeated at any point in time if necessary. Therefore, this thesis
followed a exible work ow inspired by the CRISP-DM model and the many papers on
loT device classi cation.

3.2.2 BLE Device Classi cation

Jie Liao's master thesis, conducted in 2023, is the work most closely related to this thesis's
goal [9]. His thesis is also the rst result on Google when searching for BLE device
classi ers; therefore, it is presumably a highly relevant piece of literature.

In his thesis, Jie Liao collected data for various trackers and non-tracker devices. Some of
the trackers covered in his thesis are the Apple AirTag, the Tile Slim, and the HuaweiTag
from Huawei. He then trained various machine learning models (neural networks, decision
trees, and support vector machines) to distinguish between tracker and non-tracker, i.e.,
binary classi cation. His methodology for classi cation follows the packet-based classi-
cation proposed in Chapter 2. The resulting classi cation accuracy on the test sets of
well over 90% indicates that it is possible to distinguish trackers from non-tracker devices
with machine learning models.

However, this thesis has numerous aws, some of which are outlined in the following:

The data was not collected thoroughly enough. There seems to be incorrectly labeled
data.

The process of data collection is undocumented. For instance, it is unclear how the
data for trackers in the 'nearby" state was collected and labeled.

The conversion from the PCAP les from Wireshark to CSV les with extracted
features is not documented.

The feature extraction process is not documented either, and there is a signi cant
discrepancy between the extracted features and the proposed (relevant) features
based on the theoretical underpinnings of BLE. For example, the PDU type is not
considered a feature.
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" The states of trackers are ignored. A tracker in the unproblematic "unpaired"” state
and one in the highly dangerous "ost" state are both just classi ed as trackers.

Therefore, the key takeaway from this master thesis should be that it is possible to dif-
ferentiate between tracker and non-tracker with machine learning models. Whether any
further distinction, i.e., a more complex categorical classi cation, is possible is to be seen
and examined by this thesis. Additionally, all the ndings of this master thesis should be
taken with a signi cant grain of salt as many highly relevant aspects of the work ow are
not adequately documented.

3.2.3 Reverse Engineering the Apple AirTag

Many authors have extensively examined the ins and outs of the functionality of BLE
trackers. One example would be the reverse engineering of the AirTag conducted by
Adam Catley [10]. He tried to understand in detail how the AirTag operates, including

a complete teardown of an AirTag. The entire work is very detailed, and the process is
documented thoroughly. For instance, he used an nRF logic board similar to the one used
in this thesis to capture the BLE packets. Some of his ndings most relevant to this thesis
are:

" AirTags have many di erent states of operation. His description of states includes
an 'unregistered" state, a 'nearby" state, and a 'lost" state, but he also goes beyond
that by de ning many more states that are very speci c to the AirTag.

However, most of these additional states are irrelevant for device classi cation as
they are often only encountered in absolute edge case scenarios and, for the most
part, only last a few seconds at max.

Depending on the state, the AirTag shows a broad behavior variance, even on the
physical layer. For instance, the packet rate is dependent on the device state. This
could be useful for feature extraction.

The AirTag uses manufacturer specic advertising data in its BLE packets. The
data also changes over time and is not constant.

It is important to note that | can't entirely agree with all of his ndings. My research
in this thesis contradicts some of his conclusions. Finally, one should add that similar
research exists for other tracking devices, such as the Samsung SmartTag.

3.2.4 Apple Continuity

Apple devices such as iPhones, Macs, and AirTags support a family of features called
"Continuity”. In short, continuity features allow users to use functionality and services

across devices; an example would be the 'universal clipboard" feature that allows for
copy-paste between di erent devices. Many of these features use Bluetooth packets for
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communication between di erent Apple devices. One of these features is Apple's Find
My network [11].

Many researchers have examined the structure of the Bluetooth packets used for continuity
in detail. A particular point of interest is the manufacturer speci ¢ data. Most, if not all,

of the BLE packets used for continuity carry manufacturer speci c advertising data. The
structure Apple uses within the manufacturer speci ¢ data on a bit-level is not public
knowledge and, therefore, needs to be reverse-engineered. This is especially interesting,
as a detailed understanding of this data potentially allows for feature extraction tailored
towards the di erentiation of states of AirTags.

On GitHub, there is a great collection and summarization of the ndings of various re-
search papers about Apple continuity and the structure of its BLE packets [12]. However,
at this point, it is of the utmost importance to warn about the current state of research
regarding Apple continuity and reverse engineering. The exhaustive data collection con-
ducted during my thesis showed that the current state of research regarding this topic is
lackluster at best.

Much of the current research seems incomplete, misleading, entirely wrong, or outdated.
Therefore, the current state of research regarding Apple's continuity may serve as nothing
more than inspiration rather than an actual source of knowledge. My thesis also showed
that many types of BLE packets used for continuity are entirely undocumented to this
date.

Finally, similar research exists for other tracker vendors, such as Samsung, albeit not as
exhaustive as in Apple's case [13].

3.3 Initial Feasibility Experiment

In addition to the literature review, an initial feasibility experiment was conducted for
this thesis. This initial experiment is heavily inspired by the work of Jie Liao's master
thesis [9] and builds upon his work. For instance, it will be assumed that a binary
classi cation 'tracker" vs. 'non-tracker" is principally possible, even though his results
were not especially pleasing, with a classi cation accuracy sometimes as low as 90%.

3.3.1 Goal and Limitations

This initial feasibility experiment aims to determine a baseline for any subsequent work.
In particular, I am interested in the following:

" Can the simple binary classi cation 'tracker" vs. 'non-tracker" be extended to a
more complex categorical classi cation that also aims to identify the model of the
tracker, i.e., Apple AirTag or Samsung SmartTag?

" What features need to be extracted to perform this categorical classi cation?
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" How robust is this classi cation in the case of unseen devices, i.e., can the problem
of open-set classi cation be solved e ectively?

" Is machine learning necessary for this classi cation task, or can it also be solved
with other, less complex arti cial intelligence methods?

Some relevant limitations of this initial experiment are:

" The data collection process is omitted for brevity; this will be discussed later in this
thesis. The datasets will be regarded as given and correctly labeled.

" Di erent states of trackers are not discussed. All data used in this experiment is of
trackers in the "ost" state to keep complexity manageable.

" The obtained machine learning models will only be evaluated on a test set and not
used for real-world inference.

3.3.2 Datasets and Devices

The data for this experiment was collected on various tracker and non-tracker devices.
There is one separate dataset for every tracker device and exactly one dataset for all the
non-tracker devices, as the data for these devices was collected with all devices transmit-
ting simultaneously. All datasets used in this experiment will also be used later in this
thesis. The data collection process for these datasets is discussed extensively in Chapter
4.

In this experiment, three popular tracking devices were used, these are:

" The AirTag from Apple, labeled as AirTag "
" The SmartTag from Samsung, labeled asStartTag"

~ Tile Mate from Tile, labeled as Tile"

The following devices were used as non-tracking devices. All of them are in one dataset,
and the entire dataset is labeled asother Device"

A Lenovo Yoga Laptop

" A Lenovo Tab 12 Pro tablet, with Bluetooth pencil and keyboard
An Ultimate Ears Boom 2 speaker

" A JBL BT 510 headphone

" A Logitech K810 keyboard and an MX Anywhere 2S mouse

" A Samsung Galaxy S23 Ultra smartphone

A

An Xbox One controller
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3.3.3 Feature Extraction and Analysis

The feature extraction for this baseline experiment was kept as simple as possible. There-
fore, only one feature, which seemed very promising for classi cation because it is pre-
sumably unique to this exact device, was picked for every tracker device.

Upon visual inspection of the three datasets of the tracker devices, a few aspects are
noticeable:

For every device, all the packets it transmits are very similar, if not identical, in
structure and payload. There is little, if any, di erence between individual packets
of the same tracker.

All three trackers transmit packets regularly on all three available advertising chan-
nels, typically every few seconds.

All three trackers only transmit advertisements of the PDU type ADV.IND.

All three trackers use a very similar structure for their packages. They either use
manufacturer speci c data or Service Data to transmit the public key.

The complexity of the packet structure between the three trackers varies widely. For
instance, the number of advertising data types ranges from one (AirTag) to three
(Tile).

Based on these observations, the following two features were picked to di erentiate the
three tracking devices. For the other devices, i.e., non-tracker devices, no features were
picked:

" The company ID in the manufacturer speci ¢ advertising data. The Apple AirTag
uses manufacturer speci c data and advertises Apple's company ID.

" The UUID in the Service Data. Both the trackers from Tile and Samsung use Service
Data. However, their manufacturer's UUIDs di er (Tile and Samsung, respectively).

Following the above feature extraction, the company ID and UUID were one-hot encoded
for modeling. However, only the company ID "Apple”and the UUID "Tile"and "Samsung"
were kept as columns. The one-hot encoded columns of other company IDs and UUIDs
were dropped. Additionally, a label column was added to label all packets with their
corresponding class label. The table below visualizes the resulting rows (Table 3.1). For
each class, one representative row is shown.

Company ID Apple | UUID Samsung | UUID Tile Label
1 0 0 AirTag
0 1 0 SmartTag
0 0 1 Tile
0 0 0 other Device

Table 3.1: Examples of Rows after One-Hot Encoding
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It should be clear that these feature columns make the four classes separable. However, to
ensure this is the case among all packets and not just representative ones, the distribution
of these feature columns, i.e., manufacturers, can be visualized in a plot.

Figure 3.1: Distribution of Manufacturers among Tracking Devices

From the plot above, it becomes obvious that these one-hot feature columns are su cient
to distinguish all the classes for 100% of the packets (Figure 3.1). The trackers all have
their unique company ID or UUID, and the "other devices" never transmitted a package
containing one of the company IDs or UUIDs used by the three trackers. This is especially
interesting in the case of the Samsung SmartTag, as one of the other devices is a Samsung
Galaxy S23 smartphone, a device made by the same manufacturer that could potentially
use the same UUID (which is not the case).

In conclusion, the two extracted features (company ID and UUID) are likely su cient
to achieve a high classi cation accuracy. Therefore, the next step is to pick and train a
machine learning model.

3.3.4 Modeling

The nal step before the actual training of the model is the preparation of the dataset for
training. After the above-described feature extraction and one-hot encoding, the following
steps were taken:

" The dataset was balanced by under-sampling. In other words, su ciently many
labels were picked randomly and removed for every class so that the dataset contains
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the same number of samples/rows for all classes. No samples were removed from the
class with the fewest samples. After balancing, there were roughly 32'000 samples
per class, i.e., 128'000 samples in total. This was done to ensure the model learns
equally from all classes and generalizes appropriately.

The balanced dataset was split into a training and a test set with a 75/25 split. The
training set contains roughly 96'000 samples, and the test set roughly 32'000.

At this point, the dataset is ready for modeling. A simple model was picked for this
initial experiment: a decision tree. Decision trees have advantages in that they are easy
to understand/interpret and quick to train. As a library, sci-kit learn (i.e., sklearn) was
used. The decision tree was instantiated with default parameters, i.e., no hyper-parameter
tuning was applied to get a baseline performance. After training, the model was evaluated
on a test set using a confusion matrix. The confusion matrix was normalized across the
true label axis (Figure 3.2).

It is clear at rst sight that the classi cation result is awless. All classes are predicted
with 100% accuracy in all cases. This shows that it is perfectly possible to classify devices
(in this example, strictly speaking packets) based on BLE packets. Plotting this tree
using the sklearn library makes it possible to understand the model's inner workings
better (Figure 3.3).

The decision tree's visualization shows that the model learned as intended. The decision
tree uses the provided features appropriately to separate the classes. For each tracker
device, a unique feature column was used for classi cation, and if no feature was present,
the model correctly predicted "other Device". However, to obtain this kind of result, it
IS not necessary to use a machine learning model as this can also be achieved with other
less complex methods of arti cial intelligence, e.g., an if-else statement (Listing 3.1).
def predictLabel(row):
if bool(row['UUID Tile']):
return 'Tile'
elif bool(row['UUID Samsung']):
return 'SmartTag’
elif bool(row['Company ID Apple']):
return 'AirTag’

else:
return 'other Device'

Listing 3.1: Manual Labeling

This if-else statement works similarly to the decision tree. It checks for the presence
of a particular feature and predicts the corresponding class, e.g., "AirTag", in case the

company ID Apple is present. The statement predicts "other Device" with the else block

if all features are absent. This if-else statement can also be applied to the same test set
as before, and its performance can be evaluated with a confusion matrix (Figure 3.4).
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Figure 3.2: Confusion Matrix - Decision Tree (Introduction)

Figure 3.3: Decision Tree (Introduction)

29
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Figure 3.4: Confusion Matrix - manual Labeling

Unsurprisingly, the performance of the if-else statement is equal to the decision tree's
performance. This is expected, given that the if-else statement perfectly mimics the
decision tree. Therefore, it is not necessary to use machine learning for BLE device
classi cation. However, given more features, it might still be convenient to use machine
learning, as manual programming of if-else statements might become challenging and
impractical.

3.3.5 Discussion of Results

So far, the scope of this experiment might have been small, but the awless results are
nonetheless interesting and certainly exceed expectations. As discussed before, the scope
of this experiment is limited. For instance, states of trackers are ignored. However, as
outstanding as the result might be, it also has its (signi cant) limitations, which shall be
shown in the following subsection. What happens if new devices are added to the garbage
class, i.e., the class labeled "other Device™?

To examine this, a second and third dataset labeled 'other Device" were added to the
existing pool of four datasets. These additional datasets contain BLE packets captured
from an iPhone and a MacBook. As an iPhone and a MacBook are neither an AirTag nor
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a SmartTag nor a Tile tracker, they were labeled as "other Device", even though they are
trackers under the de nition of this thesis. The goal is to understand whether a decision
tree would still be able to distinguish between the three trackers and all the other devices.

All six datasets were subject to the same feature extraction and test/train split as before.
Given that the datasets are balanced, the size of the training and test set stayed the same.
Next, a new decision tree was trained on this new training set (including data on the
IPhone and MacBook labeled as 'other Device"). When the resulting model is evaluated
on the test set with a confusion matrix (Figure 3.5), the results are mostly the same as
before. However, for the majority of samples (57%), the other devices are misclassi ed
as "AirTag". In other words, the model cannot distinguish between the AirTag and the
other devices.

Figure 3.5: Confusion Matrix - mixed Classes

However, the distribution of the manufacturers (i.e., the one-hot encoded feature columns)
provides a perfectly reasonable explanation for this mediocre performance (Figure 3.6).
Many packets labeled as "other Device" also show the company ID Apple feature, i.e., the
packets contain the Apple company ID.

This can be explained given that iPhones, MacBooks, and AirTags are all made by the
same company, Apple. Because Apple uses a very similar packet structure across all their
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Figure 3.6: Distribution of Manufacturers among mixed Classes

devices and BLE packets, their company ID is not exclusively used by the AirTag. Hence,
a decision tree cannot separate these devices.

This false positive detection of other devices, such as AirTags, is highly problematic from
a practical point of view. Let's assume that in real-world environments, the ratio between
the number of AirTag packets and other devices is 1:100, i.e., 1 of 101 BLE packets are
coming from AirTags, and the other 100 are from other devices. This is reasonable as
there are many more other devices out there than AirTags.

If 57% of packets of these other devices are falsely classi ed as "AirTag" and 100% of the
AirTag packets are correctly classi ed as "AirTag,"” then 57 out of 58 detections (98.3%)
of AirTags would be false positives. In other words, in 57 out of 58 cases (98.3%), a device
detected and classi ed as AirTag would not actually be an AirTag but an other device.
This would render the classi cation model useless in a practical application.

3.3.6 Conclusion

This initial feasibility experiment outlined several important aws of current work and
how to improve upon this work to obtain a machine learning model for the real-world
detection of tracking devices. Some of the most relevant conclusions for this thesis are:

~ It is not su cient to collect data from a few devices. Data should be collected from
as many devices as possible and feasible.

" The collected data should include similar devices, i.e., devices made by the same
vendor. Similar devices are likely to share features such as the packet structure or
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payloads with identical company IDs and have a potential for false-positive classi -
cations.

The feature extraction should be targeted toward the uniqueness of features for
speci ¢ devices, as this worked well for some devices, such as the Tile tracker. In
other words, features that are promising for classi cation should be picked. Features
that are the same across many devices should be avoided, as they are not helpful
for classi cation.

The extracted features should be analyzed before modeling. If, and only if, the
features allow for the unique identi cation of all classes, the classi cation will be
successful. Otherwise, there is a risk of high false-positive rates.

Machine learning models are technically not required for this task, but given the
complexity, they are highly advisable.

3.4 Summary of Related Works and Initial Feasibility Ex-
periment

The most relevant insights from this chapter are:

The current state of research does not cover categorical tracking device classi cation.
However, plenty of work exists on general 10T device classi cation. This is valuable
guidance for my thesis.

Existing research is often not thorough enough to tackle the problem of real-world
classi cation. Data collection and general documentation, in particular, seem to be
a problem.

There is related work on the reverse engineering of tracking devices and their imple-
mentation at a packet/protocol level. This could be useful for feature extraction.

The initial feasibility experiment showed that categorical classi cation of tracking
and non-tracking devices with high accuracy is possible, albeit within a minimal
scope.

Categorical device classi cation is somewhat tricky, even within a limited scope. A
lot of data and sophisticated feature extraction are required for acceptable perfor-
mance.

The more advanced classi cation of device states might be more challenging due to
presumed similarities in BLE packets. The current state of research does not cover
this.

Whether or not categorical device classi cation in the real world is possible, and if
so, to what extent and quality is to be seen and shall be answered by this thesis.
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Chapter 4

Dataset Generation

The rst step to creating machine learning models is to collect training data. There are
two fundamentally di erent approaches to data collection.

1. Collect existing data from foreign sources. Examples of such sources are typically
platforms like Kaggle or GitHub.

2. Collect data yourself without relying on foreign sources.

As established in the previous chapter, the dataset for this thesis must meet the following
requirements cumulatively:

" For all the various device states, data is required. If the model should be capable of
distinguishing device states, it must have been trained on data of all relevant states.
It is not su cient to have data from some states and none of others.

Data for both the conventional BLE trackers, such as AirTags, and other BLE
tracking capable devices, such as iPhones, should be included. As mentioned before,
a model can only recognize devices whose data it was trained on.

Many other relevant devices besides the trackers should be covered, as the more
devices the models can be trained on, the better the inference results will be. Here,
relevance refers to their potential to be seen in a real-world environment.

Given that Zwrich central station was selected for the real-world environment, de-
vices typical for that environment should be present in the datasets. Such devices
include smartphones, tablets, headphones, or laptops (list not exhaustive). An atyp-
ical device would be, for instance, a smart fridge, a television, or a car. Such devices
are generally not seen at train stations and, therefore, only have a negligible chance
of showing up during inference.

For each device and state, many samples, i.e., packets, should be captured. The
more samples a model is trained on, the better.

35
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This is especially true for deep neural networks. Deep neural networks have many
trainable parameters; hence, much data is required. This is even more true for
recurrent neural networks. Firstly, recurrent neural networks have more parameters
than comparable non-recurrent networks (due to the additional weight matrices for

the recurrence). Secondly, every training sample is a matrix consisting of individual
sequence elements, i.e., every packet can be a sequence element. Therefore, the
number of training samples (matrices) can be as low as the number of packets
divided by the sequence length.

Additionally, any aggregation will reduce the number of training samples. For in-
stance, if a device's packet rate is 10 packets per second and every 15 seconds of
packets are aggregated into one sample to incorporate the packet rate (i.e., apply the
aggregated modeling approach as seen in Chapter 2), then the number of training
samples reduces from 600 samples per minute down to 4 samples per minute (one
for every 15 seconds). This is a reduction by a factor of 150.

As of writing this thesis, | am unaware of any existing dataset that would su ce its needs.
For instance, a search on the data science platform Kaggle yielded no results. Therefore,
| was forced to collect an extensive dataset. The following sections of this chapter will
go into great detail, explaining and discussing this extensive process. The entire data
collection took place roughly from February to April 2024. Approximately 30 Million
packets were captured over a time frame of more than 600 hours.

However, not all data collected is directly used in this thesis. The dataset provided
on GitHub does not contain all the data | collected. It only contains the data used to
create the written thesis, i.e., what was required in the Jupyter Notebooks found on
GitHub.

Roughly half of the collected data is not on GitHub. This can have several reasons:
The data was not collected in a format usable for the nal result, for instance, over
a too short time period.

" The data contains errors, such as a device not being in the desired state.

The data was (no longer) needed.

~

The data served a purpose other than training or analysis, such as validation of
results.

4.1 Device Overview

The devices needed for this thesis can be roughly put into three categories:

" Conventional BLE trackers, such as the AirTag, the SmartTag, or the Tile.
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" Other BLE tracking capable devices. This category includes mainly Apple devices
ranging from iPhones to MacBooks to accessories such as AirPods headphones. All
devices capable of being tracked via Bluetooth tracking networks that are not in
the category above are in this group. Often, these devices are also trackable via the
Internet, i.e., they are non-Bluetooth-only trackers.

Other BLE devices that belong into neither of the categories above. There are
countless examples of devices in this category. From a practical point of view,
almost all Bluetooth devices are in this category. In machine learning, this category

is called a garbage category or garbage class. Sometimes, these devices are trackable
via the Internet (such as Android phones).

The following subsections detail the selection of speci ¢ devices and the reasoning behind
the respective choices.

4.1.1 BLE Trackers

The BLE trackers were selected based on popularity in the Swiss tracker market. The
more popular a BLE tracker is, the more likely it appears during inference. The popularity

was evaluated by visiting Switzerland's most popular online marketplace, Digitec Galaxus.
All BLE trackers available on the said marketplace when writing this thesis were ordered
and are part of the dataset of this thesis. These trackers are:

The AirTag from Apple operating on Apple's Find My network. This tracker is
labeled with the class label "AirTag".

The SkyTag from 4Smarts operating on Apple's Find My network. This tracker is
labeled with the class label "SkyTag".

The One from Chipolo operating on Apple's Find My network. This tracker is
labeled with the class label "Chipolo™".

The SmartTag from Samsung operating on Samsung's Galaxy Find network. This
tracker is labeled with the class label "SmartTag".

The Mate from Tile operating on Tile's network. This tracker is labeled with the
class label 'Tile"

Some vendors, such as Tile, sell multiple very similar tracker models. For practical reasons,
only one of each vendor's trackers was selected, given that they presumably use an identical
approach for tracking, i.e., the same packets or similar packet rates.

As a side note, other BLE trackers are available from popular vendors like HUAWEI.
However, not all trackers are available on the Swiss market, let alone popular. As a point
of reference, Apple and Samsung have a cumulative market share of over 70% in the local
smartphone market [14].
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4.1.2 Other BLE Tracking capable Devices

In addition to the conventional BLE trackers, some non-conventional trackers were con-
sidered. These devices are also trackable through Bluetooth tracking networks. Some
relevant examples are:

" Most Apple devices are trackable via their Find My network. This includes iPhones,
iPads, MacBooks, AirPods, and other devices. Given the widespread adoption of
Apple devices, Apple's Find My network is Switzerland's most relevant tracking
network.

Some devices support tracking via Tile's tracking network. Examples of these de-
vices are laptops from HP and Lenovo.

As of May 2024, Google launched its own Find My Device network in Switzerland,
making many Android Phones capable of BLE tracking [3].

Given the large number of devices available in this category, a selection had to be made
to limit the scope of this thesis. It would be best to capture all devices exhaustively;
however, this is not feasible for a Bachelor thesis. Therefore, devices were chosen based
on relevance and availability.

Given that Google's tracking network only launched at the very end of this thesis, no
devices from this tracking network are part of this thesis. No data was collected for any of
these devices. Additionally, the dataset captured at efrich central station was captured
before the launch of Google's Find My Device network. Therefore, this inherent training
data bias does not skew the nal results.

The Tile network only supports a handful of these devices. As none of them were available
to me, | could not collect data for them except for the Tile tracker itself. The resulting
data bias is negligible, if not irrelevant, given that none of the supported devices seem
relevant to me from an adoption point of view compared to other devices, such as Apple
or Samsung products.

This leaves the Apple Find My network as the nal one to consider. Given the widespread
adoption of Apple devices in Switzerland, as many devices as possible should be covered in
this thesis. It is safe to assume that any Apple device is highly relevant from an inference
point of view. Omitting a device from the dataset must result in relevant data bias.
Therefore, | collected data on all the Apple devices | could access. The Apple devices
included in the dataset are:

~ An iPhone 11. This device is labeled with the class label 'IPhone".
" A 3rd generation iPad Pro 12.9". This device is labeled with the class label 'iPad".
~ A 2019 MacBook Pro 15" This device is labeled with the class label "MacBook".

" 3rd generation AirPods. This device is labeled with the class label "AirPod".

Another important Apple device that should have been considered is the Apple Watch.
However, | did not have access to one for this thesis.
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4.1.3 Other BLE Devices

Data on other BLE devices, in addition to tracker devices, needed to be collected. It
would be best to collect data exhaustively from as many devices as possible. The more
devices in the training set, the smaller the data bias. However, given the availability of
devices, the following devices were chosen to be included in the dataset. All of these
devices are labeled with the class label "other Device™

A Lenovo Yoga Laptop

A Lenovo Tab 12 Pro tablet, with Bluetooth pencil and keyboard
An Ultimate Ears Boom 2 speaker

" A JBL BT 510 headphone

A Logitech K810 keyboard and an MX Anywhere 2S mouse

A Samsung Galaxy S23 Ultra smartphone

An Xbox One controller

This thesis's single most signi cant limitation is that the garbage class of other devices only
contains data from these few devices. This must hurt the model's capability to generalize
su ciently and will impact the nal results during inference (negatively). Presumably,

the only way to tackle this limitation would be to use synthetic data as an exhaustive
collection of data from all available BLE devices seems infeasible. Popular approaches for
data synthesis include rule-based approaches or the usage of deep learning in the form of
variational autoencoders (VAES) or general adversarial networks (GANs). However, this
is outside the scope of the written thesis and was covered in the nal presentation on the
15th of July instead.

4.2 BLE Capture

After selecting the devices for the training dataset, the data needed to be collected, i.e.,
BLE packets had to be captured. There are two fundamentally separate challenges to
tackle when it comes to dataset generation for categorical classi cation:

" The data collection process, i.e., how the BLE packets are captured.

A

Labeling the collected data. Only labeled data is useful for the training of supervised
machine learning models/categorical classi cation.

This section will cover the rst of these two challenges: physical data collection. The
following section covers the signi cantly more challenging labeling of the collected data.
However, it isn't easy to separate these two aspects. Therefore, this section on capturing
BLE packets will already discuss certain aspects relevant to labeling.
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4.2.1 Process of BLE Capture

In general terms, capturing BLE packets means sni ng packets from transmitting devices
with a receiver. However, raw bit data for BLE packets is not necessarily useful. Therefore,
the packets must be dissected in the next step, i.e., interpreted on a raw bit level. These
dissected packets then need to be stored on disk and converted to a data format usable
for machine learning models, preferably in a tabular form. The following subsections will
detail the process of sni ng, dissection, and storage of BLE packets.

4.2.2 Packet Sning

An nRF 52840 DK logic board from Nordic Semiconductor was used for packet sni ng.
This logic board is typically used for Bluetooth device development and is capable of
Bluetooth 5.4, the latest version of Bluetooth, which includes support for Bluetooth Low
Energy.

The nRF 52840 DK can sni all three primary advertising channels, 37, 38, and 39, quasi-
simultaneously. The manual indicates that the sni er hops through the channels one after
another, i.e., it starts at 37, proceeds through 38 to 39, and then begins at 37 again ([15]).
Principally speaking, this is not simultaneous. However, this hopping happens at a rate
exceeding 1000 Hz based on my measurements (and it might be much higher). Therefore,
this can be considered quasi-simultaneous.

The nRF 52840 DK is connected to a computer via a USB Micro B cable. All the captured
BLE data is sent via the USB cable to the computer where any further packet dissection
takes place. For the packet sni ng, default settings were used on the nRF 52840 DK logic
board.

However, while sni ng packets from wireless devices, one will eventually encounter an
inevitable obstacle: tra c from other devices. From a dataset generation point of view,

it would be highly preferable to capture individual devices in radio isolation without
sni ng packets from other unwanted devices. If the sni er only captures packets from
one device, it is straightforward to label them because there is only one device. If the
sni er also captures packets of other unwanted devices, the labeling process would become
very challenging, especially if source address randomization comes into play. Therefore,
the nRF 52840 DK and the device from which BLE packets must be captured should be
isolated from any unwanted background tra c.

Because the nRF 52840 DK is capable of real-time packet Itering by RSSI values, perfect
radio isolation is unnecessary. Background devices with low RSSI values below -70 dBm
were lItered out in real-time. However, (almost) perfect radio isolation is necessary for
some devices. All trackers except for the Tile tracker can sometimes switch states very
quickly, i.e., if the owner device comes near, the tracker will almost immediately switch
from the 'lost" state to the 'nearby" state. Therefore, trackers need to be perfectly isolated
from any owner devices.
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