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Abstract. Almost all major remote communication in Europe today is
digital and routed through the Internet. With a very limited set of en-
terprise networking gear vendors, Europe’s dependency on foreign net-
working technology is shockingly high. Through the Snowden revelations
we have learned that foreign manufacturers have to collude with intel-
ligence services to install backdoors and make their hardware remotely
accessible. This PhD proposal offers a way towards European Network
Sovereignty, by first designing a fingerprint to detect the router manufac-
turer, second finding alternative routes to avoid non-trusted routers in
the routing infrastructure and third investigating the potential of Open
Source concepts in the enterprise networking market.

1 Introduction

Today’s world is heavily relying on the Internet as a medium to communicate
and exchange information. Critical infrastructures, cars, smart homes and, of
course, almost every person in the modern world that is using a smartphone,
tablet or PC is connected to the Internet of Things (IoT) that is estimated to
consist of more than 20 billion devices by 2020 [1] [2].The routing infrastructure
of the Internet itself is built upon networking devices that are being produced
by very few international companies including e.g. Cisco (U.S.), Juniper (U.S.),
HPE (U.S.), and Huawei (Chinese) [3]. Since these countries follow their own
national interests and some of the systematic state sponsored wiretapping and
eavesdropping programs have become public [4], the security of the infrastruc-
ture has to be questioned, as not only single entities but whole countries are
totally dependent on its confidentiality, integrity and availability.

We have seen in recent years, especially through the Snowden leaks, how
government agencies ensure their access to information. Several backdoors being
present for years in networking devices have been documented [5] [6]. Moreover,
it was reported, that backdoors are actively installed by the NSA in networking
devices that are shipped to clients outside of the U.S. [4] On the other hand,
the U.S. government is suspecting other governments to do likewise and banned
Chinese networking gear as well as Russian anti virus products from use in U.S.
government facilities |7] [8] [9]. Additionally, fiber optic cables transferring data
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between Internet nodes have been proven to be tapped on by government agen-
cies |10]. Considering the huge amount of unveiled surveillance activities, it is
very likely that networking hardware that is actively used these days in Euro-
pean data centers is compromised and can therefore be monitored or shut down
by external parties, e.g. via a kill switch, to interrupt communication.

2 Research Problem and Questions

To get closer to European Network Sovereignty we first need to be able to iden-
tify the manufacturers of Internet routers between source and destination. If
a manufacturer is deemed untrustworthy the second step is to establish an al-
ternative route only containing trusted networking devices. To solve the overall
problem of trust issues between a country using foreign networking equipment
and the vendor under the influence of his government, the third step is to change
the current model of how networking gear is manufacturered and where respon-
sibilities lie. We believe, that the concept of Open Source is a solution to this
problem. We therefore define the following research questions:

1. (Detect) How should a digital fingerprint be designed that makes the detec-
tion of the manufacturer of an enterprise networking router/switch possible?

2. (Avoid) How can routing decision in the Internet be influenced to avoid
untrusted networking devices?

3. (Replace) What benefit can Open Source technology provide in the reduction
of dependencies and resolve of trust issues?

3 Approach

In order to answer research question number one, we will look at existing tools
and techniques of detecting and fingerprinting IT hardware within networks in
general, and then drill down on the specifics of enterprise networking equipment.
The most important tool to mention here is Nmap, an open source network se-
curity scanning tool which is considered the swiss army knife within the network
security community [11]. One challenge that can already be foreseen at the cur-
rent state and has to be overcome is that enterprise providers like to keep their
infrastructure details confidential and therefore try to block any scanning re-
lated activities within their networks. Another approach is to fingerprint routers
by observing their normal behaviour (e.g. ICMP messages), instead of scanning
the device itself (TCP/UDP ports). One study looked at initial TTL values of
ICMP replies in response to certain packets to fingerprint routers [12]. Moreover,
the same authors used again ICMP replies to detect middleboxes by comparing
the original packet with a copy of the packet encapsulated in the ICMP reply
[13]. Apart from initial TTL values, there has no other literature been found on
other features that could be utilized to fingerprint a router, but the authors in
|12] suggest additional research potential. Also, we plan to utilize projects such
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as PlanetLab [14] with numerous vantage points to perform scans of Internet
Service Provider (ISP) networks in order to build an inventory of currently used
devices.

Once an identification of enterprise networking hardware is possible, the next
step is to investigate if we are able to influence the routing infrastructure in
such a way that untrusted routers on the route to our packet destination can
be avoided. This answers research question number two. As the routing protocol
Border Gateway Protocol (BGP) is required of most ISPs to establish routing
between one another, the approach to answer this research question is to carry
out a review of existing techniques and methods on BGP and investigate whether
any of these can be leveraged to aid in influencing BGP in such a way that non-
trusted routers can be avoided.

To answer research question number three, we will first look at the current
model of how enterprise routers and switches are build. They are shipped as one
device where hardware and software are produced by the same manufacturer. It
is not possible for the buyer to deviate from the preinstalled Network Operating
System (NOS). A thriving paradigm that separates the data plane (hardware)
from the control plane (software) is Software Defined Networking (SDN) [15].
It allows the user to separately purchase hardware and software (just like in
the PC/server market). A router from one manufacturer can be bought and
software from another manufacturer be installed. From a security perspective
SDN has many advantages, the most important one is that software is more
likely to be released as Open Source and therefore can be checked and altered
by everybody themselves. The concept of Open Source resolves trust issues, as it
is not necessary anymore to trust the vendor. Also, more flexibility is introduced,
as the buyer can make modifications to the existing NOS. The use of SDN allows
innovation in both, the hardware and software segment independently from each
other and smaller companies have a lower entry barrier to enter the enterprise
networking market as they can only focus on one part instead of having the need
to provide a complete solution. A tool that will be utilized in order to evaluate
SDN architectures is Mininet [16]. We plan to evaluate the current status of SDN
and its future potential. Moreover, we would like to build prototypes to answer
this research question.

4 Final Considerations

The PhD research proposed is aiming at developing a fingerprint for Internet
routers and exploring possibilities of finding alternative routes containing only
trusted deviced. Also, we will investigate the potential of Open Source concepts
in the networking market. Together, the proposed approach is reducing Europe’s
dependency on foreign enterprise networking equipment and therefore paving the
way towards European Network Sovereignty.
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