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Abstract. Botnets are a major threat to the Internet landscape and
have been responsible for large scale distributed attacks on online ser-
vices. To make take down measures more difficult, Botnet operators
started to incorporate anonymous networks into their software to pro-
tect their users and their Botnets. Although privacy and anonymity is an
important goal of such services, cyber criminals also benefit from these
properties, hiding their identity and location in the shadow of anonymity.
This work investigates Botnets in anonymous networks and proposes mit-
igation strategies against such threat. This research is still in its initial
state and is planned to result in a Ph.D. thesis.
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1 Introduction

In recent years, research of anonymous networks gained increasing interest as
more and more people, businesses and governmental agencies worldwide make
use of them to protect their identity and communication. Online censorship pro-
hibits users from accessing services and information on the Internet [1], and
projects like Tor and I2P are vital contributions to allow individuals to commu-
nicate without risking their privacy [2].

However, the use of such anonymization networks by cyber criminals also
became more popular and their malicious activities within these networks affect
service operators and legitimate users. One approach to mitigate the effects of
malicious activities within anonymous networks currently relies on an entire
block of the use of anonymous networks and thus any hidden service [3,4].

Moreover, Botnets have evolved to a major threat to the Internet land-
scape causing damage by cyber criminals launching Distributed Denial of Service
(DDoS) attacks, stealing data or distributing spam [5]. Within the shadow of
anonymity and confidentiality, Botnet operators have started to move their com-
munication and recruitment of Botnet-zombies to anonymous networks and thus
make it difficult to take down [6,7]. Blocking specific malicious services such as
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Botnet controllers hosted on hidden services in the dark web, is difficult to per-
form and the identification of a Botnet target still remains a challenge [5,8,9,10].

By using anonymous and encrypted communication channels, detecting and
blocking Botnet activity within anonymous networks is still in its initial phase [8].
Existing take down measures rely on identifying the Command & Control (C&C)
servers to block Botnet traffic. With the increase of Botnet activity within anony-
mous networks, detection methods are required to perform mitigation [4].

The aim of this work is to provide an extensive characterization of Botnet ac-
tivities within anonymous networks and to propose mitigation solutions against
Botnets using these networks. In addition, this research will contribute to the
understanding of what anonymous network services are used by Botnets and if a
single Botnet uses multiple anonymous networks to obfuscate its communication.

2 Research Goal and Questions

The overall research goal of this work is to propose methods against the rising
threat of Botnets within anonymous networks. To achieve this goal, we split up
the overall research goal and investigate four research questions as depicted in
Figure 1.
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Fig. 1. Research questions overview.

Traditionally, Botnets have been controlled via protocols like Internet Relay
Chat (IRC) [11]. These protocols are used by Botnet operators to hide their
communication, avoid take down measures and obfuscate their identity [10]. We
investigate the use cases of Botnet operators using anonymous networks and
its services. We also analyze how Botnet operators integrate such networks into
their applications. Thus, the first research question is as follows:

RQ1: Do Botnet operators use anonymous services and if yes, how?

Communication in anonymous networks is routed in such way which makes
it difficult to identify the end-to-end communication partners [12,10]. Due to the
encryption of all network traffic within an anonymous network, it is not easily
possible to gain insight into transmitted data [10]. To gain an understanding
of Botnet communication, we will characterize Botnet traffic within anonymous
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networks and services. As a result of the characterization, we will derive features
that serve as input parameters to build automatic classifiers. Thus, the second
research question is as follows:

RQ2: What are the characteristics of Botnet traffic using anonymous
networks?

Besides the development of a classification model, the detection of Botnet ac-
tivities within anonymous networks is required to propose mitigation strategies.
Traditional Botnet C&C traffic detection methods are using honeypots, active
and passive traffic analysis techniques [10] and are based on the use of state
of the art algorithms [13,14,15,16]. Although network traffic within anonymous
networks is encrypted, behavior of Botnets can be detected with the aforemen-
tioned approaches by using their characteristics [14]. Thus, the third research
question is as follows:

RQ3: How can Botnet traffic in anonymous networks be detected?

To make detection and take down measures more difficult, we assume that
Botnet operators make use of multiple anonymous networks and services for a
particular Botnet. Therefore, we investigate if Botnet operators distribute their
anonymous communication over several anonymous networks. In case distributed
anonymous Botnet communication is used, we analyze its benefits and how the
Botnet traffic is distributed. Thus, the fourth research question is as follows:

RQ4: Does a Botnet use multiple anonymous networks and if yes,
how?

3 Proposed methodology

In this Section, we present the approach of this work to answer the research
questions.

3.1 Analysis of Botnets in anonymous networks

To answer RQ1, we perform a systematic literature review according to the well-
established review methodology described by the Cochrane Community [17].
This systematic review results in an overview presenting Botnets that make use
of well-known anonymous networks and its service. In particular, we focus on
the most famous anonymous networks Tor and I2P. Furthermore, the systematic
review results in an overview presenting the current state of the art Botnet
detection methods in context of anonymous networks.

In addition to the systematic literature review, we find evidence of how Bot-
nets use anonymous networks by studying source code of Botnets. Source code
of Botnets have become available on the Internet and can be studied by re-
searchers [18,19]. Such implementation details will give insight if and how Botnet
communication is actually made by using anonymous networks. The contribu-
tion of the results of RQ1 will be an extensive insight of Botnets in anonymous
networks and how they communicate.
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3.2 Collect traffic data and characterize anonymous Botnet traffic

An important part of this work are measurements of real-world traffic within
anonymous networks. Therefore, we deploy measurement nodes within the anony-
mous networks to collect traffic using OnionScan [20]. In addition, we will create
a testbed for anonymous networks using the available Botnet software to create
fingerprints of anonymous Botnet traffic. The recorded data allows the classifi-
cation and detection of Botnet traffic to answer RQ2.

3.3 Create a model to detect Botnet traffic in anonymous networks

The results of the Botnet traffic characteristics serve as input parameters to
design a model that distinct between Botnet traffic and non-Botnet traffic in
anonymous networks. We create a method for Botnet detection based on state of
the art algorithms [13,14,15,16]. To evaluate and optimize our approach, we first
test our classifier within our test environment and second, deploy our detection
algorithms on real-world anonymous networks. The results of this approach will
answer RQ3.

3.4 Investigate in multiple anonymous networks

In this work, we have presented the use case of Botnets hiding their presence
in anonymous networks. Using the results of RQ1 to RQ3, we investigate if a
single Botnet uses multiple anonymous networks to hide their communication.
We attempt to find correlations of Botnet traffic within multiple anonymous
networks to answer RQ4.

4 Early results and Final Considerations

Early results of our research revealed that Botnets are using anonymous net-
works to hide their communication [18,19]. In addition, an initial web search
identified the availability of Botnet source code to study Botnet communication
and evaluate our detection model. This research is still in its initial phase and
the main goal of this work, as described previously, must be achieved within a
period of four years, as part of a Ph.D thesis.
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