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Abstract. A rising amount of mutually interconnected and communicat-
ing devices puts increasing demands on cybersecurity operators and their
tools. With the rise of end-to-end encryption, it is becoming increasingly
difficult to detect threats in network traffic. With such motivation, this
Ph.D. proposal aims to find new methods for automatic detection of
threats hiding in encrypted channels. The focus of the proposal is on
correlating the data still available in the encrypted network flows with
the data contained in the logs of network applications. Our research is in
the initial phase and will contribute to a Ph.D. thesis in four years.
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1 Introduction

The network traffic constantly evolves as new user applications and services are
being introduced. On the one hand, they provide new possibilities for users, on the
other hand, they pose new challenges for cybersecurity experts and the Network
Intrusion Detection Systems (NIDS) designed for network threat detection. One
of the latest challenges the NIDS must cope with is encrypted communication.
We detected that approximately 60 % of the traffic generated by nearly 43 000
devices on our campus network used encryption in September 2017. This share
will surely rise even higher in the future [2].

Current NIDS mostly use threat detection based on the network flow analy-
sis [12]. It is a fine strategy suitable for detection of previously unknown attacks,
but as attacks evolve and patterns in network traffic change, it must be continu-
ously adapted to remain reliable. Initially, the network flow analysis was only
able to analyze network traffic based on its source, destination, timestamp and
the amount of transferred data. Recently, it allows for more fine-grained analysis
based on the data from the application layer [3]. This way, it can identify appli-
cations and protocols in transfer and thus better distinguish between malicious
and benign traffic.

Unfortunately, content analysis is not straightforward for encrypted traffic.
The lack of information lost in encryption is recently approached from two
directions. The first approach lies in the analysis of information that remain

© IFIP Proceedings | SBN 978-3-903176-12-6



unencrypted, for example, initial handshake to establish encryption parameters.
The second approach encompasses the analysis of statistical data that we can
measure even for encrypted traffic. The measurements include parameters like
length and volume of the transmission, packet inter-arrival times and frequency
of sent and received packets. Kovanen et al. provide a whole set of statistical
features, which might indicate a threat [7]. The experiments with a combination
of the above approaches were conducted by Anderson et al. [1]. We plan to achieve
better results by adding another data source.

A different approach to security analysis of network traffic is event log mon-
itoring. Logs are generated either on the key infrastructure elements such as
the servers and routers or on the endpoints such as user devices. Some of these
devices like IoT and mobile devices might be unable or unwilling to provide their
logs. However, they still leave traces in the logs of the network infrastructure.
Security Information and Event Management (SIEM) systems currently in use
are designed specifically for threat detection by log analysis. They monitor and
correlate events that are generated inside their constituency. This way, they are
able to not only detect anomalous behavior, but also reconstruct a sequence of
actions, for example, all actions of a user in a specific time window.

To our knowledge, intrusion detection is currently done separately in network
flows and logs. Gu et al. [5] combined both approaches for the purpose of botnet
detection. However, logs and flows were analyzed separately to achieve better
detection accuracy. In this Ph.D. proposal, we intend to use the logs of network
applications as an additional information input along the network flow data.
When appropriately correlated, this new base of data will provide new insight
into network traffic and extend the range of detectable attacks. Specifically, we
expect that including logs will improve detection rate for attacks in encrypted
traffic.

2 Research Questions

The main objective of the proposed research is to detect advanced threats in
evolving network traffic. We formulated the following research questions that
need to be answered in order to achieve our goal.

1. How can we ameliorate the network flow analysis with logs to
detect threats in a constantly evolving environment?
The monitoring of network flows provides insight into network events from
a different perspective than the monitoring of network logs. We plan to
investigate possibilities of correlating information contained in both network
flows and logs so that a common base of data can be established. The
parameters we identified for the correlation so far are the timestamp and
source and destination addresses that can help to identify specific service
and its corresponding log. We expect that when starting from this extended
base, detection methods can achieve higher accuracy and detect threats that
currently remain hidden.



2. How can the network flow and log correlation improve the threat
detection rates in encrypted traffic?
The content analysis and the deep packet inspection is not possible for
encrypted communication, but information can still be gained from the
unencrypted handshakes and statistical analysis. For example, the SSL/TLS
handshake may be extracted from a flow of a client-server communication and
correlated with the corresponding server log based on the client IP address
and timestamp. The handshake then provides list of available cyphers and
the log provides the service name and the actions executed by the client, thus
extending the base of data available for analysis.

3 Proposed Approach

3.1 Stream Representation of Logs and Flows

There are many different ways to store logs, and log entries themselves differ
from application to application as they usually combine runtime variables with
human-readable text. Therefore, the logs must be first transformed into a unified
form and then directed to central storage where further analysis takes place. The
unified form must contain all the information from the original log entry. It must
be processable automatically and, should be similar to the form in which network
flows are processed.

A log processing model is naturally represented by the event-driven architec-
ture [4]. When the event-driven architecture is applied, a log entry corresponds
to an event entity. The application that generates network logs fits the role of an
event producer, and the central log storage acts as an event consumer.

The event entity unifies log entries generated by diverse log producers through
the use of parameters. The parameters are either generic, for example the times-
tamp and source, or producer-specific. The producer-specific parameters differ
by a producer and also by log entry type. For example, an SSH log producer
may generate authentication success, failure, disconnection and other messages
that each have a different set of specific parameters. Nevertheless, the result is a
unified data structure that represents various log entries. It can be automatically
processed and does not omit any information contained in the original log entry.

Typically, network applications generate a large number of log events. These
events may be grouped into streams by the originating network application or
by the actual device that was the source. This allows specifying the scope of
monitoring either locally or on the whole network. The possibilities of event
grouping into streams were researched by Tovarniak [11].

The stream-based processing of network flows is possible, as shown by Jirsik
et al. [6]. The log event stream can be correlated to the flow stream based on
similar properties that will be the subject of our research. A possible approach is
through timing-based correlation since timestamp is a parameter present both in
flows and log events. However, time synchronization is rarely accurate over the
network so a tolerance scope must be defined. While a large tolerance scope will
lead to an inaccurate association of logs to flows, a too small tolerance scope will



struggle to associate any logs to flows. This is also an issue that we plan to focus
on in our research, along with exploring other parameters for correlation.

3.2 Threat Detection in Encrypted Traffic

The challenge of the encryption poses for threat detection might be demonstrated
on botnets. Botnets often use domain names instead of IP addresses to com-
municate [9]. In network flows, the domain name might be learned either from
the Server Name Indication (SNI) parameter of application layer or the DNS
communication. Currently, the SNT is unencrypted in SSL/TLS communication.
However, recent drafts of TLS 1.3 propose encrypting the SNI to improve com-
munication privacy [10], and DNS communication might also be encrypted by
DNSSEC. Adding logs to flow analysis helps to resolve this issue. The domain
name can be obtained by correlating the communication flows with the DNS log.

Most of the current threat detection methods for encrypted traffic use machine
learning techniques, particularly clustering algorithms, to identify anomalies in
the network flow [13]. The k-means and k-nearest neighbor algorithms are the
most and second most used one respectively. The popularity of k-means is due
to its variability, which allows it to be fine-tuned for various purposes. The
algorithm variability is an important property since the detection method must
meet several criteria. First, it must be fast enough to process a huge amount
of data supplied by the monitoring infrastructure. Second, it must be accurate
enough to detect as many attacks as possible. It will pose a challenge to balance
speed and accuracy, as both may prove mutually exclusive.

3.3 Testing Methodology

The most prevalent public datasets currently used for detection method testing
are DARPA98 and KDD99, released in 1998 and 1999 respectively [12], despite
the fact that the limitations of the DARPA dataset were extensively covered
by McHugh et al. [8]. Since network traffic changed drastically during last 20
years, a newer dataset will be used to better represent the current environment.
The testing will be done by injecting manually labeled malware samples into
background traffic and logs captured on a real network. This approach allows the
creation of different datasets by changing the background traffic and belittles the
issue of overfitting. We will share the samples to ensure results reproducibility in
the future.

4 Conclusion

In this research, we aim to expand the base of data used by current detection
methods to discover threats in network traffic. We consider logs as an information-
rich source that, when properly correlated with network flow data, will provide
new insight into the network traffic. We expect that our research will bring
following contributions. Firstly, we will define new methods for log and flow
correlation. Secondly, we will use the correlated data to improve NIDS threat



detection rates. Lastly, our testing datasets will be available for future detection
methods verification.
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