Best Practices
for Automated
Traceability

Automated traceability applies information-retrieval techniques
to generate candidate links, sharply reducing the effort of
manual approaches to build and maintain a requirements trace
matrix as well as providing after-the-fact traceability in legacy
documents.The authors describe nine best practices for
implementing effective automated traceability.
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equirements traceability, defined as the ability to “follow the life of a

requirement in both a forward and backward direction,”! provides critical

support for software engineers as they develop and maintain software sys-

tems. Traceability helps determine that researchers have refined require-

ments into lower-level design components, built them into the executable
system, and tested them effectively. It further helps analysts understand the impli-
cations of a proposed change and ensures that no extraneous code exists.

Numerous standards include traceability as a recommended or legally required
activity. For example, IEEE Std. 830-1998 states that a software requirements spec-
ification must be traceable. The standard defines an SRS as traceable “if the origin
of each of its requirements is clear and if it facilitates the referencing of each require-
ment in future development or enhancement documentation.” Backward traceability
is required from requirements to “previous stages of development,” while forward
traceability proceeds from requirements to “all documents spawned by the SRS.”?2

Further, organizations building safety-critical systems are often legally required to
demonstrate that all parts of the code trace back to valid requirements. Laws such
as the US Sarbanes-Oxley Act of 2002 require organizations to implement change-
management processes with explicit traceability coverage for any parts of a soft-
ware product that potentially impact the balance sheet.

Unfortunately, many organizations fail to implement effective traceability prac-
tices either due to difficulties in creating, assessing, using, and maintaining trace-
ability links or because they succumb to the misconception that traceability practices
return little value for the effort involved.’

Traditionally, traceability links are physically stored in spreadsheets, text files,
databases, or requirements management (RM) tools such as Telelogic’s DOORS or
IBM’s Rational RequisitePro, and such links tend to deteriorate during a project as
time-pressured team members fail to update them.! Offshoring and outsourcing
exacerbate this problem by creating temporal and physical distance between subject-
matter experts and developers.

Because manual traces are often created in an ad hoc fashion according to the
developers’ whim, they tend to be inconsistent and often incomplete. Current RM
tools provide limited support for link creation and maintenance, offering features
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Figure 1. Automated traceability solutions retrieve links based on the similarity of terms across documents.

such as drag-and-drop techniques for creating links, sim-
ple visualization for depicting traces, and flagging of
“suspect” links—those for which one of the associated
artifacts has been modified, suggesting that the links
might have become outdated. Unfortunately, this type
of support does not sufficiently ease the burden of man-
aging traceability links, and practitioners often find that
increasingly larger percentages of links become suspect.

Further, there is almost universal failure to establish
traceability between requirements and supplemental doc-
uments such as stakeholders’ rationales, vision docu-
ments, or other free-form textual documents. For many
organizations seeking to attain a corporate-wide standard
such as Capability Maturity Model Integration (CMMI)
Level 3, achieving traceability in projects for which it was
not initially a systematic part of the development process
can seem like an arduous and often unachievable task.

Automated traceability methods aggressively tackle these
problems by decreasing the effort needed to construct and
maintain a set of traceability links and by providing trace-
ability across a much broader set of documents.

THE AUTOMATED SOLUTION
Automated traceability relies on various information-
retrieval algorithms*$ that use techniques such as the vec-
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tor-space model* or the probabilistic network models” to
compute the likelihood of a link based on the occurrence
and distribution of terms, as Figure 1 shows. During the
preparsing phase, VSM- and PN-based algorithms remove
stop words such as “this” and “the” representing extremely
common terms from the artifact text and stem remaining
terms to their root forms so that similar words such as “reg-
isters” and “registered” are considered equivalent. For code
and Unified Modeling Language (UML) documents, the
algorithms separate method names that follow standard
conventions of uppercase and lowercase usage and appear
in forms such as “getLastName()” into individual words
such as “get last name.” They also remove program-related
keywords such as “while” and “for.”

VSM- and PN-based algorithms calculate a similarity
score based upon the frequency and distribution of terms
in the artifacts. Both types of algorithms belong to the
tf-idf (term frequency-inverse document frequency) fam-
ily of information-retrieval methods, which consider
rarer terms to be stronger indicators of a potential link
than more common ones.

Probabilistic network model
To better understand how these algorithms work, con-
sider the PN-based approach. In this model, the basic



probability of a link between a query q and a traceable
artifact g, is defined as

k
priaja)=| X priaft)priat) | /pr(@).
i=1

The first two parts of the formula, pr(a/t) and pr(q,t),
represent the dispersion of the term ¢, within the artifact
a;and query g, respectively. These are estimated by com-
puting the normalized frequency of terms. For example,
pr(ajt) is calculated by considering the frequency with
which #; occurs in the artifact, normalized over the total
number of words in the artifact. This is represented as

L
Y freqlaysty,)
k

Similarly, pr(g,t,) is calculated by considering the fre-
quency with which term ¢; occurs in query g, normal-
ized over the total number of potential queries in which
£, occurs.

In the third part of the formula, pr(g) is computed as

m@=2m%m.

using simple marginalization techniques and represents
the relevance of the term #;to describe the query concept
q. The resulting probability is inversely proportional to
the number of artifacts con-

trucks shall display a map of the de-icing route.” Of the
top 10 results displayed on the screen, five were actu-
ally correct; the analyst accepted these and rejected the
other five. Several of the incorrect links were retrieved
because the term “map” was used broadly across a num-
ber of requirements. A filtering feature (not shown) can
be used by an analyst to help remove some of these
extraneous links.

Experimental results

Researchers have conducted extensive experiments to
assess the effectiveness of automated traceability meth-
ods. Results are typically evaluated using two metrics.'°
The recall metric measures the extent to which all of the
desired links are retrieved:

Correct links m Retrieved links
Correct links

The precision metric measures the percentage of retrieved
links that are relevant:

Correct links m Retrieved links
Retrieved links

There is typically a clear tradeoff between recall and pre-
cision, so that as one increases the other decreases.

A third metric of particular importance in auto-
mated traceability measures the retrieval algorithm’s
ability to place more good links at the top of the can-
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BEST PRACTICES

Best practices for automated traceability fall

into three categories. The first category describes
best practices for establishing a traceability envi-

ronment, the second describes the structuring

and content of the artifacts, and the third
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describes a process for introducing automated
traceability into an organization.

Traceability environment
The first three best practices relate to estab-
lishing the traceability environment.

Trace for a purpose. During the software devel-

Figure 3.Trace retrieval results for several data sets. Data sets 1-3 all
returned acceptable precision results ranging from 19 to 32 percent
when recall was fixed close to 90 percent, while data set 4 returned an

abysmal precision rate of 4 percent at recall levels of 58 percent.

didate list and to place bad links at the bottom. This
can be calculated either by considering precision at
various levels of recall or by utilizing the lag metric,
defined as the average number of false links that occur
in an ordered list of candidate links above each good
link.”

Figure 3 shows experimental results for several data
sets using the PN method. Because industrial applica-
tions of automated traceability are only considered
successful when they achieve high recall levels, preci-
sion results are reported at a fixed recall level close
to 90 percent.

The first data set represents the requirements and UML
classes of a system for managing de-icing of roads in a
public works department. The Ice-Breaker System (IBS)
includes 180 functional requirements and 75 primary
classes.® The second data set represents an event-based
traceability (EBT) system that includes 54 requirements
and 60 classes.’ The third data set, provided by Siemens
Logistics and Automation, represents a system for
automating the layout of product lines in a factory. The
artifacts used in the L&A experiment included business
use cases (BUCs) and system use cases (SUCs), both rep-
resented as relatively terse requirements in RequisitePro.
A subset of SUCs, labeled as “rich” in Figure 3, had addi-
tional associated information modeled in UML activity
diagrams.

Data sets 1-3 all returned acceptable precision results
ranging from 19 to 32 percent when recall was fixed
close to 90 percent. In contrast, data set 4 performed
poorly, returning an abysmal precision rate of 4 percent
at recall levels of 58 percent.

These results suggest that not every data set will per-
form well. In fact, we have found that although auto-
mated traceability can provide a viable and economically
beneficial solution, returning a good set of candidate
traces requires properly structuring and specifying
the artifacts.
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opment life cycle, project stakeholders create
numerous work products that introduce the
potential for a vast number of links. Although
automated methods support after-the-fact trace-
ability of legacy documents, stakeholders can per-
form day-to-day trace tasks more seamlessly if they
determine in advance which types of artifacts they will
trace and which types of artifacts they will trace to. For
each identified traceability path, stakeholders must iden-
tify the artifact type at the origin and destination of each
link, establish where each artifact is physically located,
and determine in what format or third-party case tool it
is stored.’

As an example, consider the traceability framework
established for the L&A project’s requirements. This
project captured several different types of requirements
during the project’s life cycle from several unique role-
oriented viewpoints. These included business goals,
stakeholder requests, minimal marketable features
(MMFs) that defined units of business value, MMF
groups, BUCs, BUCs grouped by life-cycle stages, SUCs,
and concrete system capabilities (CSCs), which were fur-
ther refined into concrete system components.

A guiding principle during the requirements process
was that it would express domain-specific requirements
in the vocabulary of that domain’s participants. As a
result, stakeholders were interested in different subsets
of artifacts and had different traceability needs. For
example, business end users would need to answer
questions such as “Do all MMFs trace to one or more
business use cases?” or “Are all system requirements
derived from one or more MMFs, and through which
BUCs do they trace?” In contrast, as developers would
need to know how accurately and completely their sys-
tem requirements were aligned with business priori-
ties, they would need support for queries such as “Do
all CSCs trace to one or more SUCs?” Figure 4 shows
the artifacts, traceability paths, and rationales for each
link.

Making up-front decisions and explicitly modeling the
traceability needs of the project stakeholders provide
the necessary physical infrastructure to support auto-
mated traceability.
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Figure 4. Requirements framework developed for Siemens L&A. Making up-front decisions and explicitly modeling the traceability
needs of project stakeholders provide the necessary physical infrastructure to support automated traceability for business-, IT-,

and organization-wide-motivated links.

Define a suitable trace granularity. Project stake-
holders also must decide on the appropriate level of trace
granularity for each artifact type. For example, when
tracing to UML class diagrams, they could generate a
trace at the package, class, or method level.

Alexander Egyed and colleagues evaluated the eco-
nomic value of tracing at lower levels of granularity mea-
sured by the effort needed to create the links versus value
returned through tracing at various levels of precision.!!
Even ignoring the costs of maintaining links, they found
that the benefits of improving the granularity of trace
links beyond a certain level were very limited. In fact,
their case study showed a tenfold increase in granular-
ity returned only a twofold improvement in precision
(correct links/all retrieved links).

Granularity must be carefully determined to effectively
support stakeholders in their traceability tasks, while

minimizing the effort involved to analyze and utilize the
set of returned links. This can be especially problematic
in large, weakly structured documents that might not
contain clearly defined components at the desired gran-
ularity level. To mitigate this problem, automated trace-
ability tools can cluster sentences into meaningful
semantically related groups and then generate traces to
those groups.

Support in-place traceability. In a software project,
developers generally use a wide variety of third-party case
tools to manage artifacts, and traceability should be pro-
vided to these artifacts as they reside within their native
environments. We refer to this as in-place traceability.

Poirot delivers in-place traceability through an enter-
prise-level architecture, shown in Figure 5, that uses cus-
tomized adapters to parse and reconstitute data from
within third-party case tools. Each adapter uses the
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Figure 5. Poirot delivers in-place traceability through an enterprise-level architecture that uses customized adapters to parse and

reconstitute data from within third-party case tools.

third-party case tool’s API to retrieve the traceable data
and transform it into a standard format. The data then
passes to the Poirot server, which removes stop words,
stems terms, counts term frequencies, and carries out
other related activities. Customized adapters are cur-
rently available for a limited number of model types
within various third-party case tools.

To facilitate reuse, an adapter must also allow the user
to define filter conditions to retrieve targeted artifacts
and sift out unwanted ones. For example, the SUCs in
the L&A project represent a subset of activity diagrams
embedded deep within an IBM Rational Rose hierarchy.
A filter based on model types, pathname, partial file-
names, and keywords differentiates SUCS from other
activity diagrams.

Given the proprietary nature of many third-party case
tools and the complexity that exists in the organization
of artifacts within real-world data sets, it is essential to
use an in-place traceability tool that is capable of estab-
lishing advanced filters and understands the nuances of
specific third-party case tools. More general solutions
such as enterprise-level search engines generally fail in
this respect.

Creating traceable artifacts

In addition to the traceability environment, require-
ments that are well written and organized in meaning-
ful ways also tend to return better traceability results
than those that are haphazardly created. Several require-
ments best practices can significantly improve auto-
mated traceability results.

Use a well-defined project glossary. A well-con-
structed project glossary, defined during initial discovery
meetings with stakeholders and used consistently through-
out product development, will generally increase consis-
tency in term usage and subsequently improve traceability.

In one of our experiments, we enhanced the basic
probabilistic formula to weight terms found in the glos-
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sary more highly than other types of terms.'? In the IBS
project, for which developers used glossary terms
throughout the design process, this enhancement fac-
tor led to precision improvements from 20 to 25 per-
cent at recall values of approximately 95 percent, and
from 55 to 74 percent in the top 5 percent of the
links—that is, the change pushed good links to the top
of the candidate list. In contrast, glossaries created for
other projects at the end of the development phase
led to no improvement in precision. In related work,
Huffman Hayes and colleagues also showed that using
a project glossary could improve the quality of re-
trieved traces.”

Write quality requirements. Requirements should
exhibit generally accepted qualities of a good specifica-
tion such as being correct, unambiguous, complete,
consistent, prioritized, verifiable, understandable, iden-
tifiable, and so on. The qualities of completeness and
conciseness are specifically important for automated
traceability. In fact, this could be considered a best prac-
tice for requirements in general, but it is typically only
consistently attainable in an organization that provides
requirements specification training.

Construct a meaningful hierarchy. Including a strong
hierarchy of information, such as headings within a
requirements document or meaningful package names,
can enable a trace retrieval tool to strengthen the seman-
tics of individual requirements and help construct more
accurate links.

Poirot’s probabilistic formula incorporates hierarchi-
cal information as follows:

priajl)=| X Dpriagglrprias) | [pra),

gepay(a) i

where pap(a,) represents the set of parents of a;, that is,
higher-level artifacts representing titles, subtitles, pack-



age names, and so on. The probability pr(a,glt) for any
parent g of 4, is computed as

freq(a/, t;) freq(g,t;)
Zfreq(aj,tk) b Y freq(g, )
b k

priaj,g |t,')
where the probability pr(g,z,) is defined as

prig,t;) | freqlq,t;) + By X, prialh) freq(h,t;) | [n;.
hean,(q)

The probability term pr(glh) is computed as pr(qlh)
= 1/(My,; + 1), with M, ,; being the distance of the
ancestor from the query. The term pr(gqlh) can be
regarded as a measure of the extent to which an ances-
tor document contributes information about a query
q. A closer ancestor, such as a parent, is assumed to
provide stronger information about g than more dis-
tant artifacts in the hierarchical topology.”

The optimal weights f3, and B, shown in these for-
mulas were experimentally discovered as being 0.5 and
1, respectively. Experimental results showed that in cer-
tain data sets containing strong hierarchical informa-
tion such as the IBS system, precision of trace results at
a fixed recall value of 90 percent improved from approx-
imately 26 to 31 percent when the retrieval process
incorporated hierarchical data.

Bridge the intradomain semantic gap. As a single pro-
ject typically includes various groups including customers,
software developers, and systems engineers, stakehold-
ers must often generate traces across domains containing
artifacts developed using very different terminology to
describe the same concepts. The semantic gap can be
resolved by defining intradomain synonyms and utilizing
a tool that can support domain-specific synonym match-
ing. It is also essential to avoid reusing the same term to
describe different concepts in different domains, as this
will ultimately result in the generation of unnecessary
links and decrease traceability result precision.

Create rich content. Elizabeth Hull, Ken Jackson,
and Jeremy Dick"? described the value of incorporating
rationales and domain knowledge into the traceability
infrastructure, and this approach can be useful for sup-
porting automated traceability.

For example, the infrastructure shown in Figure 6a
includes no rationale information; the only common terms
shared between user requirement UR21 and the three sys-
tem requirements (SR15, SR32, and SRS3) are the stop
words “the,” “shall,” and “to,” and the word “vehicle,”
which is a relatively common term in this particular appli-
cation and would likely return numerous links at fairly low
levels of confidence. In contrast, the satisfaction argument
included in Figure 6b introduces the additional shared
terms “weight,” “clearance,” and “power,” which are suf-
ficient to support automated trace generation from the user
requirement to each of the targeted system requirements.

The Siemens L&A data set for terse and rich SUCs
illustrates the value of enhancing terse or hard-to-trace
requirements with supporting rationale and domain
information. This data set contained a total of 263 SUCs,
including 221 terse ones containing an average of 5.3
words per requirement and 42 rich SUCs represented as
activity diagrams. The highest achievable recall for the
terse requirements was 58 percent with 4 percent preci-
sion, while the rich requirements achieved 90 percent
recall with 31 percent precision. In the IBS, LC, and EBT
data sets, which had average requirement word counts of
10.3, 17.0, and 13.3, respectively, requirements were
traced successfully without the need for supporting data.

Introducing automated trace processes
Introducing new methods into an organization usu-
ally requires a planned process improvement initiative.

UR 21: The driver shall be
able fo deploy the vehicle
over terrain type 4A.

SR 15: The vehicle shall
transmit power to all
wheels.

SR 32: The vehicle shall
have ground clearance
of not less than 25 cm.

SR 53: The vehicle shall
weigh not more than

1.5 tons.
(a)
UR 21: The driver shall be
able to deploy the vehicle
over terrain type 4A.
—
SR 15: The vehicle shall
Terrain type 4A transmit power fo all
specifies soft wheels.
wet mud,
requiring SR 32: The vehicle shall
constraints have ground clearance
on weight, of not less than 25 cm.
clearance,
and power SR 53: The vehicle shall
delivery. weigh not more than
1.5 tons.

(b)

Figure 6.Rich trace support for automated traceability, as
illustrated by Hull, Jackson, and Dick."? (a) The only common
terms shared between the user requirement and system require-
ments are meaningless stop words (italicized) and the word
“vehicle”; automated traceability is not supported. (b) The intro-
duction of additional shared terms (boldface) facilitates success-
ful automated traceability between the system requirements
and the user requirement. Figure adapted with permission.
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This leads to the final best practice: Use a process
improvement plan.

Three basic scenarios describe organizations that wish
to adopt automated traceability methods.

The first scenario represents an organization with no
traceability process currently in place. This organization
desires to implement cost-effective traceability methods
to more efficiently manage change and possibly meet
more formal process-improvement initiatives. It might
have large amounts of legacy data and no effective
means for tracing it.

The second scenario represents an organization that
has introduced traceability into a limited subset of arti-
facts such as high-level or critical requirements, code,
and test cases but seeks to broaden its scope to include
supplemental stakeholder documents without signifi-
cantly increasing the effort involved.

The third scenario represents an organization that has
traceability practices in place but is looking to replace
them with more cost-effective and scalable methods.

Organizations can initiate a move to automated trace-
ability by applying the best practices described here and
implementing a pilot study designed to evaluate the
traceability performance of a given data set. Experiments
should be conducted to compare the results obtained
from automatically created traces with manually cre-
ated ones. Prior studies suggest that 20-35 percent pre-
cision should be achievable at recall levels of 90 percent.
Where necessary, training and process improvement ini-
tiatives can improve results.

e derived these nine best practices from our

experiences in applying automated traceability

against several data sets. Researchers and prac-
titioners interested in traceability continue to investigate
automated methods to improve the performance of trace
results and to provide increasingly sophisticated tool
support.

The Center of Excellence for Software Traceability
(www.traceabilitycenter.org), which is currently funded
by the National Science Foundation, Siemens Corporate
Research, and NASA, has been established to advance
traceability research and to transfer traceability solu-
tions to industry. Further information about automated
traceability tools and other traceability support is avail-
able through the COEST Web site.
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