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High Assurance Embedded Systems
Model-driven development
Roundtrip engineering of
Requirements

— Patterns for requirements models

— Simulate and validate models

— NL patterns for properties

— Analysis of models (model checkers)

— Visual feedback of analysis results

Introduction

Introduction

UML Formalization|
Req. Patterns
Process

Conclusions
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Future Work

Many embedded systems require high assurance
(e.g. automotive, medical)

Requirements modeling and analysis
— One of the most difficult tasks in software development
— Focus on behavioral specification of system activities
— Describes a system’s modes of operation and events that
cause mode changes
Challenges for embedded system development:
— Software does not execute in isolation:

+ Environment (including User)
* Hardware
— Current technology involves ad hoc techniques from
natural language specifications to code

ES community interested in using OO and UML




ML AT Problem Statement

Introduction

» Desirable properties of requirements
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Reg. Patoms analysis documents:

Process E t . t t

Conclusions - asy O In erpre

Future Work — Structural description of system

— Behavioral description of system
— Descriptions should be concise and correct
— Requirements analyzable for critical properties

Blystems Lab 5
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Model-driven Development

* General trend towards MDD
— Platform-independent models (PIM)
— Platform-specific models (PSM)
— (Automated) transformations from PIMs to PSMs

« Contributing factors
— Traceability throughout development process

— Separate platform-independent and platform-
specific information

— Enables domain-specific code generation
— Automated test case generation

] oftware
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Model-driven Development
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Challenges to RE community
— Most efforts in MDD start with design

* Need to start with requirements-level models
— Leverage previous experience

* Reuse RE artifacts (e.g., templates, patterns)
— Make formal techniques more accessible

» Complement current testing techniques

» Provide assistance in identifying critical properties
— Analyze requirements for critical properties

* Need analysis feedback loop to focus model
refinement

Model-driven Development

] oftware
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+ Challenges to Automotive RE community
— Most efforts in MDD start with design

* Need to start with requirements-level models

* Automotive embedded systems can be modeled with
MDD diagrams

» Well-defined domain facilitates automated code
generation from models.

— Leverage previous experience

» Reuse RE artifacts (e.g., templates, patterns)

* Well-defined domain can yield generic requirements
— Make formal techniques more accessible

» Complement current testing techniques

» Provide assistance in identifying critical properties

* Well-defined domain can yield generic properties
— Analyze requirements for critical properties

* Need analysis feedback loop to focus model
refinement




Bridge the Gap Between Informal and Formal Methods
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General Approach

— Easy to use notation and technique for capturing

— Notation must be amenable to rigorous analysis

Provide process and requirements-level patterns for

Formalize UML enables automated analysis of UML

Natural language templates for property specifications

— Dr. L. Campbell, Dr. W. McUmber, Dr. E. Wang
— R. Bourdeau, G. Coombs, M. Deng, H. Goldsby, S.

UNIVERSITY
Overview: . .
+ Objective:
(UM Formalization] /
(Reg Patems ) requirements
« Proposed Solution:
Future Work _
constructing UML diagrams
diagrams
* Project Collaborators:
] oftware
9 ngineering & Konrad
NS
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— Eaton, Detroit Diesel, Siemens, General Dynamics

Visualize analysis errors in terms of original UML diagrams

10




Roundtrip MDD

MICHIGCAN STATE
UENIEVER STET Y
| < Approach :

Overview:
A model-driven software analysis approach for
embedded systems can be made formal and

accessible through the use of four key elements:

- Specification
UML Formalization patterns
T
- :
Object analysis > Inff.)_rma_l

patterns specification

Model-driven
S ngineering & Object Analysis

ystems Lab
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UML Formalization

Overview:

» Automate translation of diagrams into a
formal language

_Re . Patterns . .

_ — OMT Formalization

» [TSE95, ICSE97, J. SEKEO0O, TSE02, IWSSD00, DSNOOQ]

— UML Formalization [HASE99, ICSE01]
» General framework for mapping diagrams to multiple
formal languages
* Embedded systems domain
» Currently targets Promela

» Mapping from UML to the target language (such as
Promela, VHDL)

» Enables execution through simulation and analysis

i oftware through model checking
S ngineering &
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Introduction

RT Spec. Patterns
NL Specification
Case Study
Related Work

Concl. + Fut. Worl

Roundtrip MDD
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* Approach :

A model-driven software analysis approach for
embedded systems can be made formal and
accessible through the use of four key elements:

UML Formalization Fpzolioiion
patterns
Object analysis Informal
patterns specification

Model-driven
Object Analysis

MICHICAN STATE
UNTVERSITY

Background: Object Analysis

Overview:

System
Requirements

NI
Blystems Lab

» Development processes focused on embedded systems,
(such as COMET [Gomaa 00] and ROPES [Douglass 99])
advocate analysis phase (i.e., late/detailed requirements)

— Produces conceptual (analysis) object model
— Key objects and their interactions
— Focus on functional requirements, e.g., no implementation

Requirements'
Analysis
Systems
Analysis

Analysis Object

Object Analysis Model

Behavioral
Object
Analysis

Design
Patterns

Analysis
Patterns




MICHIGAN STATE . i
wmasnnl  Object Analysis Patterns Template
Overview: A . .
Design Pattern Template Object Analysis Pattern Template
+ Pattern Name and > PRI NI Sl
Classification . ICItasstlflcatlon
* Intent ntent
+ Also Known As . '\c/'g:\;f:g: t(;ncl- use cases)
(Fuwewox ) || * Motivation ) Sran

+ Applicability * Applicability _

» Structure » Structure (class diagram)

+ Participants + Behavior (sequence, state)

» Collaborations  Participants

» Consequences + Collaborations

* Implementation + Consequences

* Sample Code - Design Patterns

* Known Uses + Also Known As

* Related Patterns . Related Patterns
[q ngineering &
B]ystems Lab 16

wiaern; Object Analysis Pattern Overview

OA Pattern

Structural Behavioral

Communi- Detector-
cation Link Corrector

Actuator- Controller User
Sensor Decompose Interface

Computing Fault
Component Handler

» BewividetiiterhsPREtiie B wigPerties

- BRiG 'detiitatB8havior of reactive objects
- %Bl’?ﬁir@asltﬁ%%%isms of object correlation

] etwork
Blystems Lab 17
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Introduction

RT Spec. Patterns
NL Specification
Case Study
Related Work

Overview:
OA Patterns

Concl. + Fut. Worl

Roundtrip MDD
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* Approach :

A model-driven software analysis approach for
embedded systems can be made formal and
accessible through the use of several key elements:

Specification

UML Formalization

T

Object analysis
patterns

patterns

Informal
specification

Model-driven
Object Analysis

] oftware
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el Problem Description
overview: « Formal specification languages rarely used:
— Perceived as difficult: cryptic, declarative
— Extensive training in formal methods needed
- Specification pattern systems:

— Collection of generalized descriptions of commonly occurring

ackgrount .
t

requirements - o

— Increase usability and applicability
ecification

— Focus on qualitative properties
— Specified properties may still be hard to comprehend

QA -R AQR) = (P = (-RU (S A -R)) UR)

Specification pattern [Dwyer 99]:
“‘Between Q and R, S responds to P.”
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Introduction

RT Spec. Patterns
[_Patter Tempiate J
NL Specification
Case Study

Related Work

Overview:
OA Patterns
Pattern Template
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Real-time Specification Patterns
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Two-pronged approach:
1.  Templates for real-time temporal logic
specifications of software properties

1. Assess 9 existing requirements documents for real-
time properties (some of them with UML models)

2. Create taxonomy of real-time properties
3. Develop representations in three real-time temporal
logics (MTL, TCTL, RTGIL)
2. Natural language handles

—  Develop structured English handles to specification
patterns

20

RT Specification Pattern Template

Introduction

RT Spec. Patterns
[_Patten Tempiate |
NL Specification

Case Study

Related Work
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Real-time Specification Pattern
Template

* Pattern Name and
Classification

» Structured English
Specification

» Pattern Intent

Real-time Temporal Logic

Mappings

+ Examples and Known Uses

» Relationships

v

:

» Variation of the specification pattern template by Dwyer et
al. [Dwyer 99]

» Most notable change is the addition of the “Structured
English Specification” field

22
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Introduction

RT Spec. Patterns
Background

NL Specification
Case Study
Related Work
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Introduction

RT Spec. Patterns
Background

NL Specification
Case Study
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RT Specification Pattern Template

Real-time Specification Pattern
Template

Pattern Name and
Classification

Structured English
Specification

» Pattern Intent

Real-time Temporal Logic
Mappings

+ Examples and Known Uses
» Relationships

» Variation of the specification pattern template by Dwyer et
al. [Dwyer 99]

* Most notable change is the addition of the “Structured
English Specification” field

23

Classification and Repository

» Collected 80 RT requirements from 9 requirements
documents for industrial applications
+ Classified into three broad categories:
1. Duration: Properties to place bounds on the duration
of an occurrence
1. Minimum Duration
2. Maximum Duration
2. Periodic: Properties that address periodic occurrences
1. Bounded Recurrence
3. Real-time Order: Captures properties that put real-
time bounds on the order of multiple occurrences
1. Bounded Response
2. Bounded Invariance

Complementary
to Dwyer

24
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Description

Background
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RT Specification Pattern Template
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== o Pattern Name and

==p + Structured English

=P - Real-time Temporal Logic

Real-time Specification Pattern
Template

Classification

Specification
» Pattern Intent

Mappings
+ Examples and Known Uses
» Relationships

» Variation of the specification pattern template by Dwyer et
al. [Dwy99]

* Most notable change is the addition of the “Structured
English Specification” field

25

HIGAN

@0 stryctured English Grammar: Usage

Description

Background

MICHI
Overview:

Assuming user needs to specify a
RT cause-effect relationship in MTL

1.

N

Identify Bounded Response pattern:
“Glopally, it is always the case that iﬂE holds,
then|S|holds after at most[d time unit(s).”

. Replace placeholders (P, S, and c¢) with

concrete elements:

“Globally, it is always the case that if
holds, then holds after at most| 6/time

unit(s).”

. Specify the property using the

specification pattern temporal logic
template:

N{G=0] = v =1p

26
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Background
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RT Specification Pattern Template

Real-time Specification Pattern
Template

==+ Pattern Name and

Classification

==+ Structured English
Specification

» Pattern Intent

== + Real-time Temporal Logic
Mappings

+ Examples and Known Uses

» Relationships

Variation of the specification pattern template by Dwyer et
al. [Dwy99]

Most notable change is the addition of the “Structured
English Specification” field

27

The Real-time Temporal Logics

— Rationale for choosing MTL,
TCTL, and RTGIL:

1. Related to temporal logics used in
Dwyer et al.’s patterns
— LTL, CTL, and GIL

2. Tool support
— Run-time verifier, model checker,
theorem prover
3. Syntax and semantics

— MTL and TCTL cover linear and
branching time

— RTGIL covers linear time and provides
graphical notation

28
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RT Spec. Patterns
Background

NL Specification
Case Study
Related Work
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“Between Q and R,
holds at least

it is always the case that P
every c time unit(s).”

MTL: [00(@ A -R A OR) — ((O<.(P V R)) U R))]

TCTL: [AG((@ A —R) —

A[((AF<.(P V R)) V AG(=R)) W R1)|

)

E —
C =

---

RTGIL:

]

(b) Between Q and R

29

Roundtrip MDD

Introduction

RT Spec. Patterns
NL Specification
Case Study
Related Work
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* Approach:

embedded systems

A model-driven software analysis approach for

accessible through the use of four key elements:

can be made formal and

UML Formalization

Specification
patterns

T

Object analysis
patterns

Informal
specification

Model-driven
Object Analysis

30
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Structured English Grammar

OA Patterns

Description
1. Derivation
2. Instantiation

3. Mapping
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Overview:

Description
1. Derivation
2. Instantiation

3. Mapping

* Generalize NL handles into grammar that
can be used to derive properties

* Non-recursive structured English
grammar w/o repetitions

« Sentences in the finite language of the
grammar are formally analyzable
qualitative and real-time properties

» Advantages to using a grammar:
1. Identifies the subset of natural language

2. Highlights similarities between NL
sentences capturing different patterns

3. Supports syntax-guided derivation and
instantiation process

31

NL Specification

3 step process:

1. Derivation

» Derive a NL property template from a structured
NL grammar

2. Instantiation
* Instantiate the NL property template with model-
specific elements
3. Mapping
* Map the NL property to a formal specification
understood by the targeted analysis tool and
execute the analysis
SPIDER (Specification Pattern Instantiation and
Derivation EnviRonment)
Prototype implementation of the specification
process
Customizable through the use of XML and plug-
ins

32

15



CHIGAN ST/
TVERS

==
SI=

1. Property Deriver Component

BE
—<irm

overviow « Used to derive NL property

Introduction

templates

RT Spec. Patterns . .

NL Specification ° Syntax-dlrected editor

:

— Guided by structured natural
language grammar

3. Mapping - . .
Gase Study — Offers additional descriptive
Relsted Work information

 User interface
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33
LS 1, Property Deriver Component
i

Grammar Options Help
Property Deriver
NL Property Being Derived ﬂ

scopeChoice, itis always the case that if P holdsorderChoice.

Select Cancel
Instantiate

] oftware
[q ngineering &
NI

B]ystems Lab
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1. Property Deriver Component

-10f x|

Choices : .

| Property Deriver
1: ‘Global’ scope ; S—

Derivation History

2: 'Before R’ scope ‘Rhit(s). ? [ property

. ? specification (1)
3: 'nﬂe[ Q' scope ? specificationChoice (2)

! ? realtimeType (4)

.t . erty: i

4' BEtween Q and R scope hat a property has to hold over ? 9 realgg:len‘l;;/i;;ggrgn;:v((sg)
5: -Aﬂer Q uI’Itll R- scope hat  property only halds up fo ! scope (3 houndedRecurrencePattern (7)

[bs that a property has to hold after

‘[ denotes that the property only
hich @ holds and a state in which
-Jhich R holds after a state in which
ired to be satisfied after Q.
ecifies that a property has to hold
-Jptil a state in which Q holds. The
never holds after a state in which

Non-Terminal: scopeChoice (8)

Instantiate

B]ystems Lab
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1. Property Deriver Component

£ Property Deriver

Grammar Options Help

NL Property Being Derived

Choices

2: ‘Before R’ scope

[3: "After Q" scope

4: ‘Between Q and R’ scope
5: "After Q until R scope

Description

Globally, it is always the case | -

1: 'Global' scope :

Specifies the scope of the property:

1: The ‘Global’ scope denotes that a property has to hold over
khe whole execution.

2: The 'Before R' scope denotes that a property only holds up to
state in which R holds.

3: The 'After Q@' scope determines that a property has to hold after
a state atwhich @ holds.

4: The 'Between Q and R' scope denotes that the property only
has to hold between a state in which Q holds and a state in which
R holds. Ifthere is no state in which R holds after a state in which
( holds, the property is not required to he satisfied after Q.

5: The 'After @ until R' scope specifies that a property has to hold
after a state in which R holds until a state in which Q holds. The
nroperty might hold infinitely if @ never holds after a state in which
R holds.

| 16)

‘RunencePattern (6]

‘BRI scopeChoice (8)

=1olx|

| A

] oftware
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Background: UML

Introduction

RT Spec. Patterns
NL Specification
Case Study
Related Work

Concl. + Fut. Worl
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Unified Modeling Language:
— Object modeling and specification language

Object Management Group standard

— Three types of models:
1. Functional

O
model =

Actor

2. Object : =
model

3. Dynamic

o neoing & model
B]ystems Lab 37
.
1. Property Deriver Component
ol
Grammar Options Help
Derivation History
? property
NL Property Being Derived ? specification (1)
Globally, itis always the case thatP holds at least every ¢ time 4 ? specificationChoice {2)
Choices Description ¢ realtlmﬁTyp_er(4) Choi 5
Specifies the scope of the prd ¥- & reaitimeTypeChoice (5)
2: ‘Before R’ scope 1: The *Global' scope denotes ? periodicCategory (6)
3: "After Q" scope ;‘i:h‘gefexe;‘m““ denot houndedRecurrencePattern (7) 6]
4: 'Bet dRr : The 'Before R’ scope denote]
- 'm:i::n?if ;. sms?pe state in which R holds. ? scope (3)
- P 3: The 'After Q' scope determin scopeChoice (8
a state atwhich @ holds.
[+: The Between Q and R'scoplf - [Non-Terminal: scopeChoice (8) ]
has to hold between a state in
R holds. If there is no state in
Q holds, the property is not req
15: The 'After Q until R' scope g
lafter a state in which R holds
property might hold infinitely if
R holds.
K] oftware Undo
[q ngineering & .
NS
B]ystems Lab 18
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2. Property Instantiator Component

Overview:
Introduction
OA Patterns
RT Spec. Patterns
NL Specification
Description
1. Derivation
2. Instantiation
3. Mapping
Case Study
Related Work

[Condl. + Fut. wor
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Used to instantiate placeholders in NL
property template
* Aids in constructing syntactically correct
statements
— Provides templates
— Provides special predicates
* enter (..)
e call(..)

— Performs syntax checks of
statements

* User interface

39
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2. Property Instantiator Component

£ Property Instantiator

Diagnostics

=10l x|

Sentence Instantiation

Globally, it is always the case that if I holds, then I eventually holds.

o = Environment
¢ = MotionSensor

© checkMotion
© currentMotion
@ getMotionSensorOper |
© restartMotionSen T
@ tempGetMotvalue
? @ StateMachine1
® Active

® nitial

Lee JLw JL= ]l e ]

T AnabsIS

® Restart
o = Switch

[«]

o = Usetnterface
‘ ‘ C> o = _SYSTEMCLASS_
<] i | ]
Analyze ‘ Abort ‘ Visualize Counterexample ‘ Options w ) Insert Template

] oftware
[q ngineering &
NI

B]ystems Lab
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2. Property Instantiator Component

—
9 = MotionSensor
Sentence Instantiation = ° ChECkMOtIDI"I
I MotionSensor I -
Globally, it is alway) BEn0) hol o currentdotion |
enter(MotionSensg @ getmoﬁonsensoroper
\\\\\ @ restartMotionSen
@ tempGethotvalue
¢ [%4] StateMachine1
° ® Active
/" _SYSTEMCLASS_.ready g C h e C k
1 getMotionSensorOperationalState { ) _ In |t| al
_ JcheckMotion: =1 Check ® Restart
[checkMotion=1])/~Computing serinterface
L Component.ccok SYSTEMCLASS A
[checkMation=0] q »
/~Environment.readyEnvironment \_V ¥ tempGetMotvalue ( )
Licio gComponent.setCurrent
MotionValue(currentMotion) Insert Template
TprestartMotionSen ( )
JcheckMation: =0

ISnginee g &

NEEIS

B]ystems Lab 41

2. Property Instantiator Component

< Property Instantiator — Dlﬂ
Diagnostics
Sentence Instantiation

Sensor

eckhMotion
o currentdotion |
@ getMotionSensorOpel
@ restartMotionSen
@ tempGetMotvalue

e ] oo ¢ [ StateMachine1
&8 >
@ Active

enter(MotionSensor:Initial)

[enter@votionSensorinitial

Analysis

[

Visualize Counterexample Options

anaze || avort

[q ngineering &
NETNS
B]ystems Lab
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Diagnostics

Z Property Instantiator

2. Property Instantiator Component

=] B3

Sentence Instantiation

[ Model Information

Globally, it is always the case that if holds, then

eventually holds.

ETOTIIET
¢ = MotionSensor
© checkMotion
© currenthotion
@ getMotionSensorOpel

Analysis

@ restarthotionSen
@ tempGetMotvalue
? ES!ateMachmﬂ
® active
® Check
® Initial
® Restart
o Userlnterface
o

_SYSTEMCLASS
[l il I [»]

Lee Lo J[ > ]« ]

000000000

[«]

‘ Visualize Counterexample ‘ [ Slicing \i )

Insert Template

[q ngineering &

B]ystems Lab

43

=

ICHIGAN ST,

E
NIVERSITY

SES
&

3. Formal Analysis Tool Connector

Overview:
Introduction
OA Patterns
RT Spec. Patterns
NL Specification
Description
1. Derivation
2. Instantiation
3. Mapping
Case Study
Related Work

Concl. + Fut. Worl
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Specific to formal modeling language and
analysis tool used

* Plug-in to SPIDER
» Consists of two components:

1. Formal Model Interpreter:
» Extracts information from the formal model
2. Property Analyzer:

 Translates the NL property to formal
property

» Performs optimizations

* Invokes the analysis tool, interprets
analysis results, and provides visualization

44

21



=
=

NIVIER S

=

Overview:
Introduction
OA Patterns
RT Spec. Patterns
NL Specification
Description
1. Derivation
2. Instantiation
3. Mapping
Case Study

Related Work

Concl. + Fut. Worl
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E

Sl 3 Formal Analysis Tool Connector

Specific to formal modeling language and
analysis tool used

* Plug-in to SPIDER
» Consists of two components:
1. Formal Model Interpreter:
« Extracts information from the formal model
2. Property Analyzer:

 Translates the NL property to formal
property
» Performs optimizations

* Invokes the analysis tool, interprets
analysis results, and provides visualization

45
MICHICAN STATE .

wwmeasnnl 3. Formal Analysis Tool Connector
Overview: * Analysis Results:

.

- Forma! analysis tool connector parses
analysis tool output

— Displayed in textual form:

__Description « o »”

Property successfully verified

* “Counterexample found”

*  “Analysis error”

— Displayed in terms of traffic light icon:

O O O

S Prr— Counterexample Property Analysis

3 ngineering & found verified error
NI
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Problem Description
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Proposed Solution
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OA Patterns

Related Work

Specification Real-time specification

Proposed Solution

Overview: * A roaCh

A model-driven software analysis approach for
embedded systems can be made formal and
accessible through the use of several key elements:

Remaining Invest.

patterns patterns [ICSE05,TSE06]

Syntax-guided speci-
fication [RE05,LNCS06]

Integration
formal-informal

patterns patterns [RE02,TSE04]

Current
investigations

Iter.,incremental
modeling
and analysis

<=
<=

UML model « Object analysis
<4==

S ngineering &

ystems Lab 52
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OA Patiems + Each Model increment must adhere to properties

associated with increment and all previously
specified properties
— Related to test-driven development
» User specifies and associates properties associated
with each increment before modeling
— Incorporates some XP principles
* Incremental changes
» Rapid feedback

Related Work

Current Investigations
i * i2MAP (Incremental, Interative Modeling and
Analysis Process):

— Incremental, iterative model development
guided by goals

Remaining Invest.

S [EL
S ngineering &
] etwork
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i Current Investigations

» Extensions to existing components:
— Real-time extension of object analysis

patterns
DetStart()[Jtimer:=0
e |
DetStop()[)/

[Violation
found)/

Counting

timer<=c

[timer=c]/

[No violation found)/
timer:=0

( Violation
entry/Indicate violation
cntwlRepon fault to local fault handler

Check
do/Check conditions

After the start of a detector until the detector is
stopped, it is always the case that a constraint
violation check occurs at least every c time units.

54

i Current Investigations

* Changes to existing components:
— Enable applicability to distributed systems

Communication Network

» Address distributed real-time embedded
systems (DREs)

55
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Current Investigations

Motivation
OA Patterns
RT Spec. Patterns

NL Specification

Related Work

4
o
2
®
E

Remaining Invest.

* lterative, incremental UML Modeling and Analysis
Process (i’MAP)

* Incorporates Extreme Pro ——oea—=
.. * Test-driven development
05] principles

» OA patterns constraints

1. Specif
increment

» Create UML model

N

Incremental ch

* Analyze all properties

» XP principle: Rapid
feedback

M - Fix errors if present

- artifacts 2. Realize
= Reg'lres_sw“ - OA UML model e
analysis templates
« XP principle: |* Replace free-form NL

text with boolean

propositions

\ 3. Instantiaf

properties

e
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Current Investigations

Motivation
OA Patterns
RT Spec. Patterns

NL Specification

Related Work
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Remaining Invest.
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« lterative UML Modeling and Analysis
* Incorporates Extreme Programming (XP)
[Beck 05] principles

1. Specify
increment \
4. Regression . . 2. Realize
. One iteration increment

3. Instantiate
properties

57
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« Address RE challenges

— Leverage what has been done in MDD
+ Expand definition of modeling

— Capture and leverage reusable RE
artifacts

— Insist on assurance for Automotive ES

 Make Software a first class citizen

— Software has
requirements/contraints/assumptions too

58
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Future Work
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Future Work
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* Current and future work:

— Extend our tools and patterns to support discrete timing
aspects [ASE-04]

— Extend our pattern repository to address security
[RHASO03]

— Explore integration between goal modeling and UML
modeling.

— Examine how to abstract model specifications
— HPCC for performing model checking (10 fold speedup)

» Other projects:

— RAPIDware (ONR adaptive middleware project)
Safeness and Correctness of adaptations
Feature Interactions
Use AOP to weave adaptability
Code generation for adaptations.

59
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