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Introduction

The Department of Informatics (IFI) of the University of Zurich, Switzerland works on
research and teaching in the area of computer networks and communication systems.
Communication systems include a wide range of topics and drive many research and
development activities. Therefore, during the spring term FS 2021 a new instance of the
Communication Systems seminar has been prepared and students as well as supervisors
worked on this topic.

The areas of communication systems include among others wired and wireless network
technologies, various network protocols, network management, Quality-of-Service (QoS)
provisioning, mobility, security aspects, peer-to-peer systems, multimedia communication,
and manifold applications, determining important parts of future networks. Therefore,
this year’s seminar addressed such areas in more depth. The understanding and clear
identification of problems in technical and organizational terms have been prepared and
challenges as well as weaknesses of existing approaches have been addressed. All talks
in this seminar provide a systematic approach to judge dedicated pieces of systems or
proposals and their suitability.

Content

This new edition of the seminar entitled “Communication Systems XIV” discusses a num-
ber of selected topics in the area of computer networks and communication systems.

The first talk, Talk 1, highlights the technical foundations of Electronic Identity as well
as the risks and opportunities involved. Further, selected implementations of electronic
identity systems are discussed, namely the cases of Estonia, Switzerland, and the Eu-
ropean Union. Talk 3 gives an overview of the use cases and key technologies of 5G,
bringing light on various cybersecurity aspects. Talk 4 provides an overview of 6G net-
works, highlighting technologies that enable their implementation, such as machine learn-
ing, holographic communications, and ubiquitous connectivity. Talk 7 is a survey on
quantum communication networks, introducing quantum computing and quantum Inter-
net concepts, and providing an overview of the state-of-the-art technology of quantum
communication. Talk 8 presents the InterPlanetary File System (IPFS), focusing on its
underlying technologies. Furthermore, this talk shows valuable use cases, outlines advan-
tages and disadvantages, and identifies factors of key importance for the future success or
failure of the IPFS. Talk 9 provides an overview of Machine Learning (ML) for network
management, describing commonly used ML methods and presenting how ML methods
can be used with novel network architectures. Talk 10 is a survey on anonymization
techniques for Blockchain transactions. This talk presents privacy-focused projects, ana-
lyzing technical factors, algorithms, and economic factors. Talk 11 provides a literature



4

review on Software-Defined Networking (SDN) and cybersecurity, analyzing specific at-
tack schemes and vulnerabilities on SDN and highlighting mitigation strategies. Finally,
Talk 12 describes the state-of-the-art research on detection and analysis for Fake News,
explaining the core principles of fake news detection and illustrating their limitations and
open challenges.

Seminar Operation

Based on well-developed experiences of former seminars, held in different academic en-
vironments, all interested students worked on an initially offered set of papers and book
chapters. Those relate to the topic titles as presented in the Table of Content below.
They prepared a written essay as a clearly focused presentation, an evaluation, and a
summary of those topics. Each of these essays is included in this technical report as a
separate section and allows for an overview on important areas of concern, technology
architectures and functionality, sometimes business models in operation, and problems
encountered.

In addition, every group of students prepared a slide presentation of approximately 45
minutes to present its findings and summaries to the audience of students attending the
seminar and other interested students, research assistants, and professors. Following a
general question and answer phase, a student-lead discussion debated open issues and
critical statements with the audience.

Local TFI support for preparing talks, reports, and their preparation by students had
been granted by Muriel Franco, Christian Killer, Sina Rafati, Bruno Rodrigues, Eder
John Scheid, Eryk Schiller, Rafael Ribeiro, Alberto Huertas, and Burkhard Stiller. In
particular, many thanks are addressed to Rafael Ribeiro organizing the seminar and for
his strong commitment on getting this technical report ready and quickly published.
A larger number of pre-presentation discussions have provided valuable insights in the
emerging and moving field of communication systems, both for all groups of students and
supervisors. Many thanks to all people contributing to the success of this event, which
has happened in a lively group of highly motivated and technically qualified students and
people.

Zurich, June 2021
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Chapter 1

Electronic Identity: Risk or Opportunity
for Digital Authentication?

Niels Kibler

Nowadays, many countries provide E-Government systems for their residents. These sys-
tems often provide access to sensitive data such as criminal history records. The sensitiv-
ity of the data involved necessitates the use of trusted authentication. FElectronic identity
serves precisely this purpose as it provides authentication using government-guaranteed
identities. The paper highlights the technical foundations of Electronic Identity as well
as the risks and opportunities involved. This includes models for identity management
but also current research topics such as self-sovereign identity. Furthermore, selected im-
plementations of electronic identity systems are discussed, namely the cases of Estonia,
Switzerland, and the European Union.
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1.1 Introduction

Numerous countries use electronic identities to provide E-Government services to their
residents. The fundamental problem is: how to prove that an Internet user is whom
she claims to be? While this question can be answered by using public Identity Providers
(IdP) (e.g., Google, Microsoft, or Facebook), it misses an important point: E-Government
applications provide access to highly confidential data, which require a trusted identity,
in this case, identities that the government guarantees. In the context of this paper,
Electronic Identity (EID) is referred to as a government-trusted identity for use on the
Internet.

This paper is structures as follows: Basics of Identity Management provides an overview
over electronic identities in the form of Identity Management (IdM) models, which is
the basis for the discussion of Protocols and Implementations. The section FElectronic
Identity Systems shows how the protocols discussed in the approaches are used in the real
world, namely in Estonia, Switzerland, and the European Union. Furthermore, section
FEvaluation and Discussion shows opportunities, risks and political debates that come
with EIDs. Finally, a summary of the contents and conclusions are provided.

1.2 Basics of Identity Management

This section covers the conceptual foundations of IdP systems. Basic definitions, and
an overview of relevant IdM models are presented, including introducing the concept of
self-sovereign identity, which is the subject of current research.

1.2.1 Definitions

The upcoming sections of this paper require a common understanding of the terminology
in order to avoid misunderstandings. Therefore, the following definitions are important:

e [I] defines authentication as ”[...] the process of verifying an entity’s identity, given
its credentials. The entity could be in the form of a person, a computer, a device, a
group of network computers, etc.”

e Authorization refers to the process of obtaining information about what a user is
allowed to do [5].

e Single sign-on (SSO) is an approach that ”[...] permits users to log in once and to
access multiple services by delegating user authentication from service providers to
authentication services” [2].

1.2.2 Identity Management Models

In order to discuss EID implementations, it is essential to understand the basic models of
IdM. These models define different architectures and properties, which are explained in
the following paragraphs.

Isolated Identity is a widely used model for IdM, its basic idea being that a service
provider is also the IdP at the same time [4]. The consequence is that a user has to
use and manage a different set of credentials for each service she wants to use [3]. From
a technical standpoint, this makes sense because the service providers can only accept
identities issued by themselves. For the users, this leads to a trade-off between security
and usability [3]: If a user uses different credentials (e.g., passwords) for each service,
security aspects are fulfilled, but it is very inconvenient to use. If a user uses the same
credentials for different services, it might be convenient to use, but security would suffer.
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The problem with using the same credentials is that if your password is exposed (e.g., due
to a provider leak or cyber-attack), all of the other identities using the same credentials
are also endangered. Due to the isolation of identities, it is not possible to provide a single
sign-on experience with this model [3; [4].

With the Centralized Identity model, services and identities are not provided by the same
entity. Instead, IdM is provided by a central IdP, which all service providers use. With this
model, it is possible to provide an SSO experience for all service providers attached to the
same central IdP. This is already an improvement with regards to credential management
compared to the isolated model. Centralized identities are often used inside organizations,
where a central IdP can be easily established [3}; 4].

The idea of Federated Identity is to have multiple IdPs that recognize each other’s issued
identities. As in the case of centralized IdM, IdPs are usually separated from the service
providers, but it is not a strict requirement. Federated IdM allows to provide SSO func-
tionality: As a result, users can use one set of credentials to access a variety of services
[3; [4]. Federated identities allow use-cases in a broader range, as they can be used both
inside and beyond the borders of an organization [3].

Self-Sovereign Identity (SSI) is an identity concept which aims to give the user complete
control over her data [6]. It differs from conventional IdM models in that it is a decentral-
ized model, which means there is no single point in the system that could expose all the
personal data at once [7]. The decentralization is achieved by implementing self-sovereign
identity based on blockchains or distributed ledgers [6; [7], which means that it relies on
decentralized public-key infrastructure and public-key cryptography [5]. An example of
an SSI implementation is discussed in section [I.3.2]

1.2.3 Discussion

In the context of EID, the aforementioned IdM models are not equally feasible for imple-
menting an EID system. This section briefly discusses the suitability of each model for
implementing an EID system. Furthermore, exemplary scenarios a provided.

Isolated identity is not suitable for implementing an EID system, as it is neither capable
of providing SSO, nor different identity and service providers know and accept each other’s
identities. These properties would render such a system useless, as for each service, there
would have to be a separate identity issued [3; 4]. This leads to problems regarding user
acceptance: An EID system using isolated identities would most likely not be very well
perceived by the users, as they would have to manage yet another set of credentials.
Centralized identity fits the needs of EID systems better, but introduces a single point
of failure to the system [3]. An example for a centralized IdM would be the scenario
where a government is the single IdP in the system, which is actually implemented in
some countries. The problem with centralized IdM is that one single entity stores large
amounts of user identities, which makes them an attractive target for cybercriminals [5].
Clearly, data breaches concerning identifying data have to be avoided, mainly if this data
can be used to access E-Government and E-Commerce services.

Federated identity is able to provide SSO, as it is also the case for the centralized ap-
proach, but without the need for one central IdP [3]. Instead, multiple IdPs exist and
they accept each other’s identities. An example for a federated EID system could be a
government delegating identity provision to third-party IdPs, which would implement and
operate the EID system. Federated identity still has some downsides [5]: IdPs are still
an attractive target for cyber criminals, because they store large amounts of user identi-
ties, but this is already an improvement over centralized identity systems. Also, privacy
concerns have been issued, as IdPs are able to track the logins of their users.
Self-sovereign identity is able to address some of the problems of conventional (central-
ized) IdM models. It does so by abandoning the concept of accounts and using peer-to-peer
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relationships based on blockchains and distributed ledgers instead [5]. Consequently, SSI
can provide better data protection due to its decentralized nature, where the user has
control over her own data. While this model does not require IdPs, it is still necessary
that a trusted entity asserts identities, as this is a requirement for other peers trusting an
identity [5]. An example for an EID system based on SSI could be a system as described
by [9], where public attributes are stored on a public ledger, while private attributes are
stored on a private ledger. Section discusses this example in more detail.

1.3 Protocols and Implementations

IdM models on their own are not enough to build an EID system. The models discussed
earlier act as a conceptual basis for the protocols in this section. Two kinds of protocols
are discussed, namely conventional protocols, which rely on centralized protocols and
decentralized protocols.

1.3.1 Conventional Implementations

This section presents two protocols commonly used on the Web in general and in EID
systems. The term conventional is used in this case to refer to the centralized nature of
the presented protocols.

1.3.1.1 OAuth

OAuth is an authorization protocol that lets web services communicate with each other
on behalf of the user [I1I]. The OAuth protocol has the following actors, who are shortly
explained [12]:

e Client: Application that wants to access resources on the resource server on behalf
of the user.

e Resource Owner: Usually the end-user owning the resources on the resource server.

e Authorization Server: Authenticates the end-user in order to issue an access token
for accessing the desired resource on the resource server (authorization).

e Resource Server: Server holding resources, which can be requested by clients with
an access token.

The message flow of the OAuth protocol (depicted in Figure works as follows [12]:
1. The client application sends an authorization request to the resource owner.

2. The resource owner then grants authorization and returns the response back to the
client.

3. With the authorization grant, the client application then requests an access token
from the authorization server.

4. If the authorization grant provided by the client is valid, the authorization server
responds with an access token.

5. The client application can then use this access token to request a protected resource
from the resource server.

6. If the access token is valid, the resource server returns the requested resource back
to the client application.



12 Electronic Identity: Risk or Opportunity for Digital Authentication?

:Client | :Resource Owner | | :Authorization Server | | :Resource Server

Authorization Request

|
|
4 Authorization Grant :

|
Authorization Grant

Accesd Token

Access Token

Protected Resource

Figure 1.1: The OAuth flow based on [12]

1.3.1.2 OpenID Connect

OpenID Connect is a protocol that is based on OAuth, with the purpose of providing
both authentication and authorization [I13]. Authentication is provided by the OpenID
protocol. Tt consists of the following actors [13]:

e Client: Also called Relying Party, is the application that wants to identify the user
and access protected resources.

e End-User: Person using the application.

e OpenlD Provider: OAuth server, with the task of authenticating and authorizing
end-users.

The message flow of the OpenlD Connect protocol (depicted in Figure is similar to
OAuth, but it additionally includes authentication (identifying) data [13]:

1. The client application sends an authentication request to the OpenlD provider.

2. The OpenID provider then asks the End-User to authenticate and provide autho-
rization.

3. If both authentication and authorization are successful, a response is sent back to
the OpenlID provider.

4. Now, the OpenlD provider sends an authorization response back to the client ap-
plication, containing an identity token as well as an access token.

5. With the access token, the client application can request user information (claims)
from the OpenlD provider.

6. The OpenlD provider validates the access token and returns the requested user
information to the client.
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Figure 1.2: The OpenID Connect flow based on [13]

1.3.2 Decentralized Implementations

Decentralized identity systems promise to solve many of the issues of centralized identity
systems. This section discusses the case of Sovrin, which is one of the most famous SSI
implementations.

1.3.2.1 Sovrin

Sovrin is a decentralized identity implementation that is based on Hyperledger Indy, which
is a public permissioned ledger [6], providing SSI [§]. Figure shows an overview over
the Sovrin architecture, which works as follows:

As there are no IdPs in this system, Sovrin relies on the concept of relationships between
users and service providers (or between users for that matter). Each relation uses separate
identifiers to prevent service providers from correlating user data. This is an improvement
over centralized identity systems, where correlation cannot be prevented by users [9].
The ledger itself stores the public keys of all the peers, such that they can verify the
signatures of the incoming messages from the peer they are communicating with. The
messages are signed with the private key of the respective peer, which is not stored on
the ledger as it is a secret that must be stored in a secure manner with the user [9].
Another important element of Sovrin are claims. Claims are identity properties of a peer,
and they can be either self-asserted, or asserted by someone else. Service providers who
want to verify a claim will usually ask for assertion by a trusted entity, e.g., a government
that guarantees for the claims to be true. Self-asserted claims can be problematic, because
they are only asserted by the identity subject itself, which could claim anything it wants
about itself [9]. In a way, self-asserted claims are comparable to self-signed certificates,
which are not acceptable in situations where trust is crucial. In order for peers to verify
the claims of an identity, Sovrin provides disclosure proofs [9]. With disclosure proofs, it
is possible for identity subjects only to reveal claims that are really needed for the service
to be consumed. This is called selective disclosure. An even more privacy-preserving
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Figure 1.3: Sovrin overview [9]

method of selective disclosure is the usage of zero-knowledge proofs, which allows a user
to proof, that her claim is valid without revealing its value [3].

From a technical standpoint, the Sovrin ledger has a set of actors and roles [I0]: It consists
of trustees, which are responsible for technical governance, which includes the approval of
stewards. Stewards are responsible for operating network nodes, which can be validator
nodes or observer nodes. The validator nodes run the consensus algorithm (Redundant
Byzantine Fault Tolerance) in order to write transactions to the ledger, while the observer
nodes are only capable of reading the ledger.

1.4 Electronic Identity Systems

EIDs are widely used across the world. This section focuses on the implementations in
three regions: Estonia, Switzerland, and the European Union.

1.4.1 Estonia

Estonia was one of the first countries in the world to introduce a government-issued
EID. After the fall of the Soviet Union, Estonia became independent, which meant that
the existing identity documents were suddenly invalid. This meant that new identity
documents (i.e., passports, ID cards) had to be designed. During this design phase, they
started to work on the concept of an EID in 1997, which lead up to the first EID being
issued in 2002. The EID is integrated into the physical identity card [14].

1.4.1.1 Capabilities

The Estonian EID (eID) is a mandatory document for permanent residents of Estonia. It
is based on the Personal Identification Code (PIC) from the Estonian Population register,
which is a number that uniquely identifies a person. As it is based on the physical ID
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card, the ID card contains two certificates: One for authentication and another for digital
signatures. Both certificates require a separate PIN for usage. The elD is intended for
both online, and real-world usage [15].

This hybrid between physical and digital identity enables many use cases [14 [I5]: The
primary area of application is in E-Government systems. FEstonia provides a variety of
services to their residents, such as their citizen portal, tax declarations but also access to
their e-Health system and even remote Internet voting [14]. Another area of application
are digital signatures: elD owners can user use their ID card for signing digital documents
[14; 15]. On top of these online use cases, the eID can also be used in the physical world.
This includes the classical use case of physical identification, but also involves using the
ID card to travel within the European Union [15]. Furthermore, the eID can be used as
a ticket for public transportation, as well as a proof of owning a driver’s license [14].

1.4.1.2 Architecture

In the Estonian electronic identity management system (eIDMS) [14], the IdP is a gov-
ernment agency, namely the Ministry of Economic Affairs and Communications [15]. Cer-
tificate management and ID card manufacture are not done by the government, but by
private companies, which are discussed in the upcoming paragraphs.

Issuance: Residents who need an eID contact the Police and Border Guard Board (PBGB)
(formerly: Citizenship and Migration Bureau [16]) to fill in an application. The PBGB
then requests Triib AG Baltics to create a new ID card for the applicant, for which
Triib AG contacts the certificate authority AS Sertifitseerimiskeskus to order the pair of
certificates for authentication and digital signature. When receiving the certificates, Triib
AG embeds the certificates in the ID card and sends it back to the PBGB. Note that the
PIN codes are sent separately from the ID card. The final step for the PBGB is to hand
over the ID card and the PINs to the applicant [14]. This process is shown in figure [I.4]
Usage: The usage of the EID involves two important processes, which provide alternatives
for authentication [I7]: This first process is to check whether the certificates used are on
the certificate revocation list (CRL) (shown in figure [L.5]). If they were on this list, it
would mean that the certificates are invalid. The second process to check the validity of
the certificate is by using the online certificate status protocol (OCSP) (shown in figure
. With OCSP, the certificates can be validated in real-time, whereas the CRL approach
works with a copy of the certificate revocation list periodically updated.

1.4.1.3 Stakeholders

The Estonian elDMS consists of both governmental, and private actors.
e Triib Baltics AG is responsible for manufacturing the ID cards. [14; [15]

e The Ministry of Economic Affairs and Communications develops the software and
is also responsible for coordination the governmental IT system landscape. [14; [15]

e AS Sertifitseerimiskeskus (SK) is the certification authority of the eIDMS, which
means that SK is responsible for managing and validating certificates. SK has also
developed a software for applying and validating digital signatures [14: [15].

e The Police and Border Guard Board (PBGB) is the successor of the Citizenship
and Migration Bureau (CMB) [16]. It is responsible for IdM, which also involves
handling resident’s applications for IDs [14} [15]
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Figure 1.4: EID issuance in Estonia [14]

1.4.2 Switzerland

Switzerland introduced a law on electronic identities (BGEID) in 2019 [19]. The goal
was to provide a legal basis for the development of an EID system, covering important
aspects such as the responsibilities of the stakeholders and data protection. In this case,
the government is not the IdP. Instead, this role is delegated to private companies and
institutions [18].

1.4.2.1 Capabilities

In Switzerland, the EID serves the purpose of providing a government-guaranteed EID
for use on the Internet, especially for E-Government and E-Commerce applications [28§].
This means that it does not serve as a travel document (e.g., passport, id card) in the
real world [24]. The Swiss EID architecture is not tied to a specific technology, instead,
the law explicitly states technology neutrality [19]. This is an important property, as it
allows for future innovations and reduces the risk of being stuck with old technology.
EIDs are issued in three different security levels, which are low, substantial, and high (cf.
Table . With increasing level of security, an EID contains incrementally more personal
data and validation is required more often. Applications that require the security level
low must also offer another method of authentication for users who do not want to have
an EID, which is important to keep the EID on a voluntary basis (nobody is forced to
have an EID) [19].
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On a technical level, IdPs are obliged to accept identities issued by other IdPs: This
requirement is stated in the law, which says that interoperability between IdPs must be
achieved [19].

1.4.2.2 Architecture

The basic idea of the Swiss EID architecture is that third parties (companies, cantons, or
municipalities) act as [dPs. The government argues that identity provision could be much
more efficiently done by private actors instead of the government itself, leading to a faster
time-to-market while being audited and supervised by governmental instances [24]. This
section dives into the details of issuing and using electronic identities within the Swiss
concept.

Issuance: In order to apply for an EID, residents contact an IdP. They then have to show
a physical identity document (e.g., passport or id card) to the IdP to identify themselves.
If the identification is successful, the IdP then contacts the information system of the
Federal Office of Police (fedpol) and requests the transmission of identity attributes of
the person applying for the EID. The fedpol information system sends back the requested
identity attributes, with which the IdP can finally issue the EID to the resident [28]. This
process is depicted in Figure

Usage: When an EID owner wants to use a specific online service (e.g., E-Government
application) which is offered by a service provider, the user contacts the service provider
by using its software. For the service provider to be able to grant access to the application,
it asks the IdP for user identification. The IdP then asks the user to identify using the EID
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and to give consent to transferring identity attributes from the IdP to the service provider.
The IdP confirms the identity of the user to the service provider and also includes the
requested identity attributes. After this step, the service provider grants access to the
user to use its service [28]. This process is depicted in Figure , which also shows one
of the governments responsibilities: The IdPs are supervised by the government, which is
discussed in more detail in section [1.4.2.3

1.4.2.3 Stakeholders

The law on electronic identities (BGEID) [19] defines the rights and responsibilities of the
stakeholders involved in the EID system.

e Swiss Residents: Residents of Switzerland, which are the users of an EID system.
They are the identity subjects, meaning that they can own an EID.

¢ Eidgendossiche E-ID Kommission (EIDCOM): The EIDCOM is responsible for rec-
ognizing and supervising IdPs. This means that the EIDCOM decides on who
becomes an IdP, and it can also revoke this permission later, in case an IdP is not
complying with the law [19].

e Bundesamt fiir Polizei (fedpol): Fedpol operates an information system aggregating
personal identification data from other federal information systems. This informa-
tion system acts as a data source for the IdPs, including validation of EIDs. In
addition to the personal identification data, fedpol also stores protocols of EID us-
ages and user consents [19].
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Table 1.1: Security levels of Swiss EIDs [I9]. Use cases annotated with (?) are assumptions.

Level Validation Required Use Cases
Interval Personal Data
Low Annually | EID registration number Age Verification [24]
Last name Address Validation [25]
First name
Date of birth
Substantial | Quarterly Low plus: Criminal history record [24]
Gender File tax return (?)
Place of birth
Citizenship
High Weekly Substantial plus: Entry in the land register (?)
Photograph (face) Accept an inheritance (7)
Staat liefert
Attribute
elektronisch
s |
s ottt \[2] Einverstananis
IdP und E-ID-System der Person
_IdP beantragt
Ubertragung der
Identititsattribute
o IdP gibt E-4D
e an Person ab ﬁ
Paraaii Person beantragt E-ID ’ 1dP TR

mit Ausweis
E-ID-System

Figure 1.7: EID issuance in Switzerland [2§]

e Identity Providers: In the Swiss EID concept, companies and organizations (i.e.,
companies, cantons, municipalities) act as IdPs. IdPs are responsible for implement-
ing and operating an EID system [19]. As of 2021, there are two well-known IdPs
in Switzerland:

— SwissSign Group and their product SwissID have been founded by major Swiss
companies in 2017, with the intention to unify their digital identities. In 2020,
EID functionality was implemented [20; 23]. Technology-wise, SwissID uses the
OpenID Connect protocol to provide authentication and authorization [25].

— Procivis is another well-known IdP for the Swiss EID. With its product elD+,
Procivis has implemented an EID system for the canton of Schaffhausen and
the city of Zug, which are two well-known examples [21]. With Procivis elD+,
it is not explicitly known what the underlying authentication technology is,
but one can assume that it is probably OpenlID Connect, as they mention open
authentication protocols in their blog [22].

1.4.3 European Union

The European Union does not provide its own EID system as such. Instead, they estab-
lished the eIDAS regulation, which aims to provide interoperability between the national
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Figure 1.8: EID usage in Switzerland [28]

EID systems of the EU member states [26]. From an IdM standpoint, it is an identity
federation (using the SAML protocol) between the IdPs of the EU member states [3].

1.4.3.1 Capabilities

The capability of this federation is to make it possible for the owners of any EU EID to
use it for services in other EU member states. For that reason, the system is based on the
idea that every country provides an eIDAS node. The eIDAS node is the element that
enables identity federation between the member states, as all the other member states
participating have to register with the eIDAS node of a country [3].

1.4.3.2 Architecture

Issuance: Because the eIDAS forms an identity federation, it does not issue any electronic
identities. Instead, this is the responsibility of the EU member’s national EID systems
[3].

Usage: Figure shows an example of an authentication process in the eIDAS system.
If a user wants to use the services of a service provider that is not located in the country
where her EID has been issued, the user can still log in with her EID. In this case,
the user is asked to authenticate, which is done by redirecting the user to her own IdP.
This is done by passing the authentication request to the elDAS connector of the service
providers country, which in turns forwards the request to the proxy service of the eIDAS
node of the country where the EID has been issued. Optionally, this is also the moment
where the user can consent on the identity attributes that are to be transferred back to
the service provider. After authentication with the IdP, the response is returned to the
eIDAS node proxy service which forwards the result to the first eIDAS node connector.
The authentication result is then returned to the service provider, which completes the
authentication process [3} 27].

1.4.3.3 Stakeholders

As the eIDAS system is integrating the EID systems of its member states, there is a board
variety of stakeholders. This section does not focus on country specifics, but instead,
stakeholders are looked at from a bird’s-eye view [3]:

e Residents of EU member states are the users of the eIDAS system.



Niels Kiibler 21

USER =  COMPANY A
COMPANY B el elDAS-Node
o TR
¥ '
i 5
i ‘ SN  CONNECTOR
: I Provider g —--—
1 |
i i
| :-------_-__ _____ {' 1 2 s :
1 L "- 1 1
1 1 I
] 1 :__- -
e 1 i 1
@ @002 K A,
(- ] :
i COMPANT 5 | 1
1 ! eIDAS-Mode :
]
i
i i !
i R 1 1
i Identity Provider I !
: = LDAP : b
== g &CIM - - a

Figure 1.9: Identity federation in the European Union [3]

e National EID IdPs are responsible for the IdM of their citizens and residents. Their
identity systems are connected to the country’s eIDAS node.

e Service providers provide E-Governance and E-Commerce applications to EU resi-
dents. Authentication requests for foreign EID systems are forwarded to the service
provider country’s eIDAS node.

1.5 Evaluations and Discussion

EID systems provide both opportunities and risks. The balance between these two aspects
is subject to intense political debates. Opportunities and risks are used by both proponents
and opponents to form their arguments. This section discusses these aspects.

1.5.1 Opportunities

The use of electronic IdM offers a variety of potential benefits. These benefits especially
affect the areas of E-Government and E-Commerce, which have been studied extensively
in the studies by [3; [14; 28] as well as in the literature by [5].

The use of electronic IdM enables new and innovative use cases in E-Government and
E-Commerce applications. One notable example for innovative use cases is shown by [14].
The EID system enabled the introduction of remote Internet voting in Estonia, which is
a use case that requires strong authentication mechanisms due to its sensitive nature. In
the area of E-Commerce applications, age and address verification can also benefit from
using an EID [2§]. In this example, the EID would both simplify the verification process
(a user would not need to enter her data for every service provider), as well as improving
its significance due to government-guaranteed identity attributes.

From a security standpoint, electronic IdM has the potential to improve the security of E-
Commerce and E-Government applications [2§]. According to [5], EID systems based on
SSI have the advantage over centralized systems that they do not expose all the identity
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data at once in case of a cyber attack. This is due to the decentralized nature of EID
systems that are built according to the SSI paradigm.

Another important opportunity is increased usability: By having electronic IdM in place,
SSO services can be provided to the residents of a country. This means, that they can
(at least in theory) use one single set of credentials to access all the services they are
interested in. Thus, it would solve the problem of cumbersome credential management

3.

1.5.2 Risks

Potential risks in the usage of electronic identities can be classified into three main cat-
egories: interoperability, data protection, and security. These risks have been covered in
the context of political debates by [19; 30] as well as in the literature by [5].

1.5.2.1 Interoperability

Interoperability is primarily a concern for EID systems which consist of several 1dPs,
such as in the case of Switzerland [19]. But it can also be a concern when looking
at multinational EID system, such as the eIDAS system [3]. The problem of lacking
interoperability is that it might not suffice for users to have a single EID in order to
access all the services they need. This defeats the purpose of EID systems and decreases
their usability. In other words, lack of interoperability increases complexity in IdM and
causes security issues, which are comparable to the isolated IdM models.

In the case of Switzerland, interoperability is accounted for in the BGEID [19], which
prescribes interoperability between the EIDs of different IdPs. This means that Swiss
IdPs have to access each other’s issued identities, so that it does not matter for the user
from which IdP an identity is issued.

With the European eIDAS federation, interoperability between the national EID systems
is provided, while the implementation of national EID systems is left to the EU member
countries [3].

1.5.2.2 Data Protection

Data protection is obviously a very important topic when talking about EID systems. In
Switzerland, data protection concerns have been raised because of third party IdPs storing
sensitive personal data [30]. People tend to distrust private organizations of storing their
personal data in a safe manner, without using the data for their own purposes. This is
a problem that could be solved by using a decentralized IdM system, following the SSI
principle. By doing so, the user has full control over her own data [6], which eliminates
the third parties storing the data. This is called privacy by design, as the system considers
privacy aspects in its design from the beginning [5].

1.5.2.3 Security

Depending on the specific architecture of an EID system, security issues can arise. For
centralized approaches, there is the problem of the single point of exposure (and failure).
Having central databases with large amounts of personal user data makes an IdP a very
attractive target for cyber attacks. This is another problem that could be solved by using
decentralized IdM systems, such as Sovrin. In the case of Sovrin, the personal data would
be stored by the user, which can selectively grant access to her data. No single entity
stores all the personal data of the users, so there is no single point to attack from a hackers
perspective [5].
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1.5.3 Political Debate

This section focuses on the political debates in the aforementioned countries. Interestingly,
the intensity of discussions varies largely between these regions.

1.5.3.1 Estonia

In Estonia, no debates about data privacy were held. There was one exception, concerning
an incident where an LDAP directory was publicly available. The purpose of this LDAP
was to hold the certificates of the eID system, which allowed everybody to find out personal
details about other people [14].

1.5.3.2 Switzerland

In the run-up to the vote on the EID law on March 7th 2021 [18], both opponents and
proponents prepared their arguments. These arguments are presented in this section,
including the outcome of the vote.

Proponents argued that the EID law would provide a foundation for a secure and simple-
to-use EID system. Simplicity would be reached because of SSO, which would help
to reduce the problem of complex credential management. In their opinion, everybody
would profit from the EID law, as it provides new opportunities for E-Government and
E-Commerce applications. They also considered the acceptance of the new law necessary,
because it would be a required basis for Switzerland to stay innovative and competitive.
On top of this they state that it is not mandatory for anyone to have an EID if they do
not want to [29].

Opponents expressed their concerns with regards to trust in private companies as IdPs.
In their opinion, electronic identities should be issued by the government instead of pri-
vate organizations. They also argued that data protection is a problem, because private
companies would have access to very sensitive data. Furthermore, they mentioned that 8
out of 26 Swiss cantons were against the new EID law. Last but not least, the opponents
were concerned that elderly people would de facto be forced into having an EID, because
of lacking alternatives, which could be overwhelming for them [30].

The vote on March 7th 2021 turned out to provide a very clear result: 64.4% of the
Swiss voting population and all the cantons voted against the EID law, preventing its
introduction [31].

1.5.3.3 European Union

Similar to the case of Estonia, no indications of a public debate or controversy around
the eIDAS regulation could be found. It is possible that this is due to eIDAS being a
federation of the national EID systems and not a standalone EID system in itself.

1.5.4 Discussion

Comparing the progress of the Swiss EID system with the European Union, and Estonia
in particular, it becomes clear that Switzerland is far behind in this regard. From a
time perspective, Estonia had already reached 300’000 EID users by 2009 [14], which is
6 years before Switzerland even started working on a concept [23]. The outcome of the
vote in Switzerland does not help to close the gap between Switzerland and its European
neighbours, and it will be very important for Switzerland to come up with a new concept
for their EID system as soon as possible.

Looking at the features of the aforementioned EID systems, it becomes clear that the
Estonian solution has a wider range of use cases compared to the Swiss EID. While Swiss
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EID is limited for online use [2§], the Estonian EID can be used both online and in the
real world [14].

1.6 Summary and Conclusion

Electronic identities are an intensely debated subject. While some countries such as
Estonia already introduced their first EID systems in the early 2000s, other countries such
as Switzerland are still in the process of defining their EID architecture. Opportunities
arising from electronic identities include the digitalization of government services as well
as increased security for E-Commerce applications. In the case of E-Government services,
both the residents as well as the governments of the respective countries benefit from
using systems based on electronic identities. The risks include lack of interoperability,
data protection as well as security concerns. The balance between opportunities and risks
heavily depends on the architecture and implementation chosen for an EID system. As a
consequence, it is not possible to find a single generic answer to the question: "Electronic
identity: risk or opportunity for digital authentication?”

EID will definitely gain importance over the following years, leading to a variety of inno-
vative EID systems. The area of decentralized IdM based on blockchains and distributed
ledgers offers many interesting topics for future research.
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Chapter 3

Cybersecurity in Beyond 5G: Use Cases,
Current Approaches, Trends, and
Challenges

Tivm Brunner

With the current deployment of the 5G network, it is now the proper time to look at its
cybersecurity and most importantly, think about future trends for 6G and its cybersecurity.
If we look at the existing and future security issues now and try to solve them until the
implementation of 6G, the chance for a secure cellular network will be much higher than
if we fail to discuss its security. With this in mind, this report aims to give an overview of
the use cases and key technologies of 5G and the possible use cases and key technologies for
6G. This is done by introducing the previous generations of cellular network and briefly
discussing the security aspects for all of them. After examining the first four generations
of cellular network, this report will focus on the fifth and sizth generation and bring light
on various cybersecurity aspects.
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3.1 Introduction

In the current age of information exchange, the users’ mobility becomes more important
than ever. This lead to the rise of new wireless communication technology in a very short
time. While mobile phones could only be used for calls 30 years ago, today’s devices
come with a vast amount of computational power and storage capacity and thus need to
be addressed like a computer. This shift from fixed network structures to flexible and
heterogeneous networks brings not only advantages. The interconnections of all the new
devices pose a new threat to the security and privacy of modern society. As academia and
industry are advancing to new technologies in the wireless communication area, it still
has to face these threats from the older generations. On top of that, private and business
users will have to deal with new sorts of cybersecurity attacks and privacy threats.
Cellular networks are currently in its fifth generation (also called 5G). The current trend
is that approximately every ten years, a new generation gets introduced to the customer.
If this trend still holds for the next generation, 6G, then researchers have enough time
to think about its requirements, and more important, its security and privacy risks. If
scientists and experts can lead a constructive discussion now about privacy and security
in 6G, the possibility of success are higher, as the technology advances will only aggravate
our problems if we do not act on them.

As of today, there are no papers that give an overview over both 5G and 6G networks
use case and key technologies regarding their cybersecurity. Such an overview is needed
to discuss current as well as future issues.

To achieve the goal of having a secure future of cellular networks, this work aims to give
an overview of cybersecurity aspects of the older generations of cellular network (1G to
4G), introduces the reader to key aspects of the current generation (5G) and discusses
different possibilities and predictions for the future (6G).

The remainder of this document is organized as follows. First, Section introduces
the previous generations of cellular network, from 1G to 4G. In each generation, a short
overview of requirements and cybersecurity issues are given. The previous generations are
followed by the current generation 5G. This generation is analysed in Section from
the use cases and key technologies perspectives. Both perspectives are first introduced
and then discussed according to their cybersecurity issues. After the current generation,
Section presents the next generation of cellular networks by introducing potential
use cases and key technologies for 6G. The cybersecurity issues are discussed after the
introduction, as in the 5G case. Finally, some conclusions are provided in Section [3.5

3.2 Historic background for modern mobile communication

As our current generation of communication systems build up on the previous genera-
tions, this section reviews the first generation of wireless networks and then continues
with the generations two, three and four before discussing the current and future gener-
ations. Since the introduction of 1G in 1979, much work has been done in the area of
mobile communication. Each Generation has new functionalities and better performance
in regard of the previous generation.

To be able to discuss about security threats and privacy risks along the different gener-
ations, this section will briefly look at the key technologies, use cases and vulnerabilities
of each generation.
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3.21 1G

The very first generation of mobile communication was based on analog technology. It
primarily supported voice phone calls from more or less mobile devices [7]. The supported
phone calls provided good voice quality but were not only unreliable, they were also
expensive and insecure. The maximum speed of 1G was 2.4kbit/s [12].

In 1G, only the phone had to authenticate itself to the base station. The authentication
of the base station to the phone did not happen. This was a major security flaw, as an
attacker could pose as a legitimate base station and let the phone connect with the false
believe of connecting to a base station of the service provider. Additionally, the phone
call itself was not encrypted, it was directly modulated on the carrier signal.

Because a phone call was not encrypted, an attacker could easily listen to the conversation
by tapping into the signal. This act is also called eavesdropping. If an attacker had access
to an antenna, he/she could use it to build a fake base station. This base station could
be used to attract victims to connect them to this antenna, which could then be used
to again listen to the conversations or even manipulating the data that was being sent
[7]. Such devices were also called Stingrays (which was first the name of a specific device,
but later became the general name), and were used by the military and law enforcement
agencies of different countries. This attack is called man-in-the-middle attack.

3.2.2 2G - GSM

The second generation of mobile communication (2G) was a major upgrade from 1G. It
was introduced 1991 in Finland. 2G used the "Global System for Mobile communication”
(GSM) standard. GSM is digital [12]. To use GSM, a user had to operate a mobile
phone with SIM-card, to activate the phone in a given network. This allowed the phone
to be operated in different countries, which was not possible in 1G. Over the course of
nearly a decade, the 2G standard improved from GSM to "Global Packet Radio Service”
(GPRS), EDGE and finally EDGE+. Those improvements were not formally declared
into a new generation, but are informally named 2.5G(GPRS) and 2.75G(EDGE). The
maximum speed of 2G was 40kbit/s with GPRS, 384kbit/s with EDGE and 1.3Mbit/s
with EDGE+ [17].

With the 2G network, users were not only able to have voice calls, but it was also possible
to send an SMS or an MMS. Phone calls became less expensive in 2G, which is one of
the reasons why it was a worldwide success. Today, approximately 80% of the world
population use 2G for wireless phone calls.

The 2G network addressed one big flaw of the first generation: It used encryption between
the base station and the end device. This encryption was symmetric and the key used
was known by the provider and the end device by using the SIM-card module. There
were several algorithms at hand that could be used to perform this encryption. Unfor-
tunately, the encryption algorithms were shown to be breakable and the encryption was
only between the end device and the base station. Inside the network, the traffic was sent
without using any form of encryption. While this flaw has been addressed, the possibility
for a fake base station still existed [7].

Even though the encryption made it more difficult for attacker to eavesdrop, it was still
possible as the encryption algorithm was shown to be breakable. Again, connections
were still vulnerable to devices which intercept the communication between the user and
the service provider. Such a device mimics the service provider/end user to the end
user/service provider and can listen to or even manipulate the data transmission [7].
With the introduction of SMS and MMS, there were services that could effectively be
manipulated.
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3.2.3 3G - UMTS

For the third generation of mobile communication (3G), further improvements were made
on the basis of the GPRS and the EDGE standards of 2G. The 3G cellular network allowed
for data rates of at least 144kbit/s. By further improving 3G, the network was able to
reach 14Mbit/s under High Speed Packet Access (HSPA).

As 2G improves on the security of 1G, 3G improves on 2G. 3G introduced new encryp-
tion algorithms, which still had some vulnerabilities, but where overall more secure than
the algorithms used in 2G. Additionally, 3G allowed the end device to authenticate the
network that it is connecting to [14].

The newly introduced two-way authentication procedure made the use of Stingrays harder
but not impossible. A Stingray could demand the connection to be held on the old 2G
standard. This is also called a downgrade attack. By using this attack, a Stingray could
use all vulnerabilities of the old standard and thus operate as before.

3.24 4G - LTE

[18] The fourth generation of mobile communication (4G) is also called (LTE). Even
though the first release of the LTE standard was not formally 4G, as it did not meet the
technical requirements, later releases were compliant and could be called 4G. By enhancing
the already existing technology, 4G could improve the download speed over the network
significantly in comparison with 3G. While 3G had a top download speed of 300Mbit /s,
4G could handle even up to 1Gbit/s (if all conditions were optimal) [14].

The download speed allowed users to use their mobile device for various applications. User
could watch HD-television over the mobile network, or they could have a face-to-face call
with their loved one at nearly real time. Most current mobile devices support from 2G to
4G.

The security of 4G improved on the encryption of 3G network. To the best of our knowl-
edge, there are no known vulnerabilities of the algorithm used for the encryption of the
communication in 4G, thus it can be regarded as safe to use. The use of Stingrays is
still possible in the 4G network. As the end devices of the 4G network will communicate
closer with the internet, more traditional attacks like malware or ransomware also are to
be considered [7].

3.3 Current generation of mobile communication: 5G

With the introduction of 5G nearly complete in western and Asian countries, its imple-
mentation is an interesting topic to look at right now. This generation of cellular networks
is being tested since 2018 and will bring data rates of up to multiple Gbits/s, with latency
times around 10ms and higher device density than before. In the first few years, 5G will
be implemented alongside with 4G (also called non-standalone mode) as the standalone
mode is not yet fully developed [19]. 5G comes with exiting new use cases, modern key
technology and security aspects of them both. This section presents the use cases and the
key technologies, to later discuss their security aspects.

3.3.1 Use cases for 5G

The fifth generation of cellular networks will provide users with a download rate of up to
10Gbit/s and with a latency as low as a millisecond. This allows for new use cases, that
were not possible in 4G. This section presents some use cases of 5G.

Internet of Things, IoT:
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The IoT is the term for using smart sensors in many different applications. These sensors
are connected to a controller via Ethernet, cellular networks, Bluetooth or other communi-
cation standards. It is going to profit of 5G, as it will have the possibility to communicate
with a variety of devices at the same time with close to no latency time. Additionally,
these devices can communicate without needing a cable or a Wi-Fi connection to connect
to the network. This makes IoT much more flexible than before.

These IoT solutions can be applied in various environments: the industry can use IoT
devices to boost their efficiency, smart cities will improve the quality of life of its citizens,
[oT in agriculture can help to decrease pesticide use while increasing crop rate and in
healthcare, IoT can help the doctors and nurses to react more quickly and efficiently [20].
Autonomous driving & drones:

With the advancement of artificial intelligence (AI) and machine learning (ML), it be-
comes possible to have machines which can perform certain tasks on their own. Today’s
applications are self-driving cars, fully automated factory machines and many more.
Autonomous driving and drones can be used more efficiently, by providing them with the
possibility to communicate with nearby devices, without needing a huge overhead [21].
Also, they can communicate with their controller over 5G instead of using a separate
frequency, which will boost their operational range significantly up to the limitation of
the devices battery. This could allow for delivery drones, which can deliver smaller packets
directly to the user.

Cloud gaming & streaming:

With the recent trend for infrastructure, platform and software as a Service (IaaS / PaaS
/ SaaS), cloud gaming and streaming will become more prominent in the future. By
offering these services as SaaS, companies have the possibility to keep the software up
to date and the users profit by only paying for the time they spent, and not the whole
fee. Cloud gaming will also profit from the introduction of 5G, as it allows devices with
lower computational power to stream a game directly from a gaming server, while the
user sends controls over the device to the server [29]. Streaming will have a much higher
quality then before.

3.3.2 Key technologies of 5G

As each generation has done before, 5G introduces new technology to is mobile commu-
nication system. These technologies guarantee a better quality of service (QoS), better
data rates and try to improve the security of the previous generation. The fifth generation
cellular network has multiple such new technologies. While 5G also inherits many key
technologies from the previous generations, this section focuses on the new technologies.
This section looks at the new radio frequencies, massive multiple input multiple output,
ultra dense networking, software defined networks and network function virtualization.
These are not all new technologies used in 5G, but as this work aims to give an overview,
it would be not in the scope to address them all.

New radio frequencies

The new 5G standard has defined two main frequency bands for the 5G network. The first
frequency spectrum is is from 410 MHz to 7.125 MHz. This spectrum includes frequencies
that are already in use by previous generations of cellular networks. The new spectrum
includes also new, unused frequencies.

Additionally, the new standard also includes a totally new spectrum of frequencies. This
range goes from 24,25 GHz to 52,6 GHz. These new ranges are also called mmWaves,
because the wavelength is in the millimeter area. The 5G network can achieve higher
available bandwidth than its predecessors, but is also more limited as the range of these
frequencies is shorter than with traditional frequencies [24].

Massive multiple input multiple output, massive MIMO
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By using multiple antennas at both ends of mobile communication, a channel can be
further multiplexed by using the spatial dimensions. With this technique, antennas can
increase sector throughput, energy efficiency and capacity. This can be done by splitting
the cell of a cellular base station in sectors. Each sector can be served independently of
the other sectors [22].

Massive MIMO is an improvement of the classical MIMO. While MIMO uses two to eight
antennas, the new massive MIMO can use up to 1’024 antennas. Base stations equipped
with massive MIMO are scalable with the number of antennas. It means that the more
antennas a base station has, the more devices can be served. This allows the base station
to not only reach more devices, but also to have the ability to reach the devices with more
precision and signal power while consuming less energy. The higher precision allows the
base station also to communicate with devices that are further away then before [24].
Ultra dense networking, UDN

With the introduction of the new radio frequencies, the range of the cells using these
frequencies decline dramatically. The mmWaves have difficulties to penetrate through
walls and windows, and their range is further limited if it rains or snows. This introduces
the need for either more powerful cells or more smaller cells.

The use of so called ultra dense networks is not really a new technology, but rather a
paradigm shift. It introduces new smaller cells, that can be used for a very limited space,
but which are very widespread. These new cells will mostly be used in urban environments,
where the device capacity is high [25].

By splitting the network in a larger number of smaller cells, the network can use its
resources more efficiently. This can be done by splitting the physical space in smaller
parts, which are mostly separated from each other. Thus, frequencies can be better
reused in a given area [25]. This advantage can be mostly used in very dense areas like
malls or sport stadiums.

Software defined networks, SDN

In the past few years, the setup of a network was a long and tedious work. Every device had
to be configured by itself and was possible reachable remotely by its [P-address. Today,
the management of a network can be done by a centralized network controller, by using
predefined and standardized communication gateways between the network controller and
the switch being used. This makes it simpler and less error-prone to incorporate changes
on the network. Additionally, the network can automatically react to certain events in
the network [28§].

In SDNs, the network is split up in the controller plane and the data plane. Network
switches become simple forwarding devices which are controlled by the centralized con-
troller. The controller has overview over all the devices inside the network and can manage
the data flow dynamically [2§].

This allows to have a view over the whole network and enables administrators to react
flexibly to new threats and requirements. With the centralized network controller, ad-
ministrators can profit from a higher grade of automation, as the controller has all the
information needed to perform basic tasks.

Network function virtualization, NFV

The trend of virtualizing has now reached the network devices. Hardware specifically
designed for one task can be moved to a virtual machine (called VM) that is run in the
network. This move to VMs can be done for many devices: Carrier Grade NATs, DNS,
Firewalls and more. This is called the network function virtualization (NFV). This allows
to place network functions at various locations in the network at run time. As the NFV
are virtualized, they need a host system they can run on, this system is called hypervisor
[23]. A hypervisor can host many different guest operating systems (OS).
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The NFV is done by implementing various virtualized network functions (VNF). These
functions are running on the VMs and are orchestrated by an centralized control plane,
where resource allocation, dependencies and availability are managed [23].

This allows the network to be more flexible and dynamic. If the requirements of a network
change in a short span of time, the needed functions can be adjusted accordingly by giving
the VMs the resources they need. This enhances the reaction time to a given task or
problem extremely. NFV is used together with SDN, as both technologies complete each
other to a certain extent.

Network slicing

Network slicing allows network administrators to to split the physical infrastructure mul-
tiple logical networks, where each networks is defined according to its own requirements.
This is done and controlled by a centralized controller called network slice manager (NSM).
This slices coexist with each other without letting traffic from one slice transit to another
slice inside the network [3].

This allows to have a network with multiple slices, where each slice has its own use case
and requirements. For example, one slice can be used for IoT and sensors by using lower
frequencies with smaller data rates, while another slice is used high-bandwidth consuming
devices with high data rates. This allows the network to be more robust and reliable while
maintaining the needed flexibility.

3.3.3 Cybersecurity of 5G

This sections aims to provide an overview over the known cybersecurity issues of the
beforehand presented use cases and key technologies. This is done by firstly looking
at the possible aspects of a use case/key technology and secondly by analysing known
vulnerabilities and attacks.

3.3.3.1 Use cases

This section presents some cybersecurity issues and some protections offered by the use
cases of 5G. Table provides an overview of the discussed issues and protections.

Internet of Things:

A big problem for the security of IoT devices is their sheer number of devices there
will be connected to the network. Most of these devices will be small and have limited
computational power at hand. Additionally, with regards to energy consumption, com-
putational power is further throttled. With the remaining computational power, it is
difficult to implement secure algorithms for data transmission and other security mecha-
nisms. This vulnerability is only made worse by the infrequent and bad update policies of
both supplier and consumer of IoT devices. This makes IoT to easier targets for attackers.
Furthermore, IoT devices are often used autonomously in unattended environments. This
opens the possibility for attackers to gain physical access to a device, which could then
be damaged or manipulated [20].

The large number combined with the limited security make IoT-devices to attractive
targets for attackers. These attackers could use the [oT to create a botnet of small sensors
and similar devices, which pose no threat on their on, and could unleash devastating
DDoS-attacks under the command of the botnet. The Mirai malware is a rather famous
example for such an attack. Another threatening attack is the False Data Infection (FDI)
attack. In FDI attacks, legitimate data is corrupted which then can cause false reactions
by the IoT controller. This attack could for instance pose a serious threat to power plants.
[oT devices can also be cracked with the intent to gain access to personal data, as these
devices possibly monitor and transmit private data [20].
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Table 3.1: Cybersecurity of 5G use cases

’ Use case \ Offered Protection \ Cybersecurity issue ‘
Internet of - Low computational power,
Things update policy,
DDoS Botnets
Autonomous cars - Hijacking
& drones
Cloud gaming Better protection Virtualization issues
& streaming against illegal copies

Autonomous cars & drones:

Autonomous cars & drones have the same problem as IoT devices. They have limited
space and in case of flying drones also limited weight. This leads again to lowered compu-
tational power and thus open up vulnerabilities for malicious actors. The communication
of autonomous cars between themselves increases the potential for attackers to manipulate
such cars. Additionally, one could gain confidential data from this machine to machine
(M2M) communication. Furthermore, an attacker could jam the communication between
the car and other critical infrastructure and can thus endanger the car and its passengers
[21].

These actors could use these devices for DDoS-attacks, that are orchestrated by botnet
controllers. An attacker could also hijack the device and endanger the passenger in the
case of autonomous cars or use them to crash into other objects. In modern autonomous
cars, if one could gain root access to the system, the possibilities are nearly endless. As
for autonomous drones, the two most observed attackers are GPS jamming and spoofing.
This could hinder the proper controlling and managing of such systems [21].

Cloud gaming & streaming:

With the introduction of SaaS in the gaming and streaming community, the the producer
has the control of system, on which the software runs. This enables the protection of the
content the producer wants to sell. Attackers will have a much harder time to illegally
copy the content and redistribute it [29].

As the content has to be hosted somewhere, which is typically done on VMs, cloud gaming
and streaming will inherit the cybersecurity issues that come along with the virtualization
technologies. These issues include hypervisor and guest OS vulnerabilities [26].

3.3.3.2 Key technologies

This section presents some cybersecurity issues and some protections offered by the key
technologies of 5G. Table provides an overview of the discussed issues and protections.
Massive multiple input multiple output:

By using this the further reach and the higher precision of massive MIMO, the signal
strength can be enhanced. This leads indirectly to less possibilities for both intentional
and unintentional jamming and the use of stingrays [10].

In the beginning of the communication between the base station and the end device,
the end device sends so called pilot data in order to estimate the channel for subsequent
transmissions. This pilot data can be resent by an attacker and reconfigure the base station
to send the data to the attacker instead of the user. This is called a pilot contamination
attack [22].

Overall, the massive MIMO technology will not only increase the QoS of a network, but
also it’s security by reducing the possibilities of jamming and eavesdropping. But still has
some vulnerabilities that can be exploited.
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Ultra dense networks:

Ultra dense networks help to improve the network security similarly to the massive MIMO
technology. By increasing the number of cells, the signal strength of the antennas at the
end devices also increases. This comes again with a higher QoS and better protection
against intentional /unintentional jamming and eavesdropping.

On the other hand, the network needs more devices to handle all these connections. One
of these devices is the relay. It connects the users with close to no signal with network.
The relay is an intermediary device which reroutes the traffic to the base station. This
makes the relay to an attractive target for attackers. If an attacker could gain access on
such a relay, the attacker could change the MAC-address of the relay and thus make it
unavailable to the network or install malicious software on the device [25].

Overall, the UDN provides multiple improvements for network security but also bring some
new vulnerabilities that can be linked with the smaller less expensive devices. There are
several solutions to the new threats, but many of them are of theoretical nature and need
to be tested in a real world application [25].

Software defined networks:

On the one hand, the centralized controller is a weak spot of the network. If the con-
troller is not available, the whole network goes down [10]. Such an unavailability of the
controller can be reached by using a Dos or a DDoS attack. Worse, if the controller is
compromised, the attacker would have access to the whole network [27]. The controller
is a so called single point of failure (SPoF). On the other hand, SDN uses third party
applications to implement some functions needed in the network. These applications can
also contain malicious code if one does not check the application accordingly. As such
an application has access to the network, such an attack could lead to the network not
being available. Such an attack is also called a trojan attack, as the application poses as
legitimate application and needs to be installed by an administrator [2§].

While SDN is convenient for many network administrators, it is not completely safe.
SDN allows administrators to react more dynamically to incoming attacks and makes the
network overall more adaptable. But the controller of the network could be the new main
target of incoming attacks, which could possibly affect the whole network.

Network function virtualization:

With the virtualization of network functions, these functions can be controlled in a central
place. This allows for the central orchestration of various network functions, that have
acted on their own beforehand. This makes the network more dynamic and flexible. The
functions used can be changed on a regular basis (or randomly), which makes it more
difficult for an attacker to understand the network and act accordingly. This is also called
moving target defense (MTD) [23].

NFVs have the property that they use a centralized control plane, from which everything
is controlled. This makes this control plane to an attractive target for possible attackers.
This shows the need for secure passwords and efficient user permission control. Addition-
ally, the hypervisor on which the VNF's are running on can also be targeted if not properly
secured. If an attacker could gain access to the hypervisor, the VNFs can not guarantee
a proper execution of the promised functionality [26].

If an attacker could gain access to the control plane or hypervisor of the VNFs, he/she
could open the network for further attacks.

Network slicing:

The isolation of different slices influences the security positively by limiting attacks on a
service to a given slice. This increases the networks robustness. Through the virtualization
of various slices, network slicing allows for more detailed and individual network security
for each slice. The needed isolation can only be guaranteed, if all the requirements for
each slice can be met by the underlying infrastructure [3].
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Table 3.2: Cybersecurity of 5G key technologies

’ Key Technology \ Offered Protection \ Cybersecurity issue ‘
Massive MIMO Better reliability against Pilot contamination
jamming and interferences attack
UDN Better reliability against Relay attack
jamming and interferences
SDN - Controller is an attractive
target and SPoF
NEFV MTD Controller is an attractive
target, virtualization issues
Network slicing | Increasing network robustness Eavesdropping,
data injection

By monitoring (eavesdropping) the traffic of the northbound /southbound interfaces (com-
munication interface for higher /lower level services), it is possible to understand how the
network slices are configured. An attacker could create a snapshot of the systems status,
from which the system can be searched for vulnerabilities. It is also possible for an at-
tacker to catch sensitive data, which would allow him/her to impersonate a service or a
user and manipulate the NSM. Also, if an attacker would be able to inject data in those
interfaces, it would be possible to manipulate the NSM [3].

Network slicing is a promising technology, that can allows the network to become more
dynamic and accurate. Nevertheless, network slicing still has some problems that need to
be solved in order to have a real impact on the networks security. These vulnerabilities
are more often that not architectural problems, which means that they could be solved in
the future. As network slicing builds on SDN and NFV, it also inherits their cybersecurity
issues.

3.4 Next generation of mobile communication: 6G

While the introduction of the 5G cellular network is nearly finished, researchers around
the globe are looking into the next generation of cellular networks [13]. 6G is estimated
to be introduced around the year 2030 based on the 10 year life cycle of the previous
generations. Even though we are still at the beginning of 5G, it is definitely worthwhile
looking into 6G already to try to make it as reliable and safe as possible.

3.4.1 Use cases for 6G

While 5G will solve many problems like loT-communication in the next few year, there
will still be some things that are not possible with it. 6G will require even higher speeds
and lower latency times than before. In 6G, we will probably talk about data rates of
approximately 1 Thit/s and latency times lower than a millisecond [12].

Multi-sensory extended reality (XR) applications

6G will bring us exiting new use cases like multi-sensory XR applications. While virtual
reality takes place in the completely digital space and augmented reality is the real world
combined with an information overlay, extended reality combines them both. XR lets
us experience the real world with new digital things and both worlds can be manipu-
lated. This is done by adding new and better human experiences like haptic feedback and
generally including more human senses [14].
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5G will already bring extended reality examples, but they still have some problems. The
bandwidth of 5G will not be enough to incorporate lossless compression of picture and
video. Furthermore, current latency times are not optimal for truly immersive experiences
[31]. Both of these problems are likely to be solved by the future 6G network.
Connected robotics and autonomous systems

Connected Robotics and autonomous systems will also experience a boost. 6G will allow
them to make even smarter decision in lesser time, by allowing them to communicate in
real time with various actors. This will allow for completely driver-less cars or drones, or
even a fully automated factory [2].

These automated systems are already in use in various applications, but with the higher
data rates, reliability and lower latency times, new applications will come. These applica-
tions need these requirements to communicate in real time and download high resolution
maps or plans. Especially the data rates and the low latency times cannot be provided
by 5G [12]. Most likely, we will see such use cases with 6G.

Wireless brain-computer interaction

Wireless brain-computer interaction will allow a user to communicate with a computer,
simply by thinking about it. This could improve the live of millions of people by enabling
artificial limbs, that can be controlled like real limbs. Communication would be held over
the cellular network, this could enable standardized communication instead of vendor
specific standards. This communication requires nearly real-time latency with close to
no jitter, so that the users experience is of high quality. 5G cannot provide this kind of
service yet, so brain-computer interaction will have to wait for 6G [14].

Internet of Everything, IoE

In 5G, we had the [oT, now in 6G, the next step of evolution is the IoE. As the name
suggests, even more products will be communicating with you and the internet than
before. The IoE will bring new use cases that were not possible beforehand, as the data
rates and reliability can not be delivered yet. An example for that is a fully automated
factory, where the maintenance, diagnostics and operation is done by robots, based on
the data of IoE-devices [13]. 6G will also give all the use cases named in 5G a boost and
will be an additional step in the direction of a fully digitalized society.

The IoE will rely more on automated data exchange than the IoT, because the IoE will
be heavily used in the industry 4.0. These machines and devices will need extreme high
data rates, reliability and as little jitter as possible. Another requirement of the IoE is the
network density. As this cannot be provided as of now, the IoE will truly flourish with
the introduction of 6G [13].

3.4.2 Key technologies of 6G

The use cases mentioned beforehand come with various requirements that need to be
covered so that 6G can successfully be launched around 2030. These requirements will
need new technology as it is not possible today. 6G is expected to have the following
requirements: 1 Thit/s download rates, latency times lower than a millisecond and even
higher connection density than we are seeing and will see in 5G. Another requirement is the
broad coverage of earths surface with 6G connectivity. There are multiple technologies
that will possibly being used in 6G, this section presents some of the most promising
technologies.

Advanced AI & machine learning

Advanced Al and machine learning will be very important for 6G. In the 6G network,
there will be an immense amount of data generated each day, that could be used to gain
new insight to the network if it can be analyzed in time. Both technologies allow the
network to react more dynamically to a diverse set of situations, based on the incoming
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data. This data can be analyzed more quickly, accurately and with the help of Al and
ML, more complex data patterns can be found [2].

These capabilities make Al and ML extremely valuable in all possible situations for the
next generation network. They could be used to optimize the security policies of the
network, or to optimize the QoS for for all users [6]. Unfortunately, attackers could
possibly also profit from these capabilities.

Terahertz, visible light communication & beamforming

With the current use of the available frequency spectrum we will need new frequencies
that can be used for wireless transmission. Also, the requirement of 1 Thit/s download
rate is only possible if we use higher frequencies. Higher data rates are reachable by having
more spectrum which can then be multiplexed into more channels [4]. Furthermore, the
higher frequencies reduce the size of the required antennas, which makes compact radio
systems with many antennas possible [36]. This leads us to the THz and visible light
communication technology.

As the name suggest, THz communication uses frequencies in the range 0,1 - 10THz for
wireless data transmission, while visible light communication uses waves in the range of
400 - 800THz. Both technologies have the drawback, that the range is extremely limited
even in optimal conditions. The THz waves have no chance to penetrate walls of buildings
and can even be absorbed by a raindrop. Visible light is also limited to the line of sight
between sender and receiver, but could already be implemented with common LEDs [11].
This would make THz waves only applicable indoors, where it can provide the high data
rates. If THz waves are used together with highly directed beams, the range can be
enhanced in line of sight to the antenna.

Quantum communication & computing

In the last few years, there were significant improvements made in the field of quantum
computing. Even though today’s quantum computers are huge and susceptible to environ-
mental changes, this could drastically change in the next few years. Quantum computing
will thus be used in the backbone of the network. It also helps to increase the channel
capacity by enabling new multiple access technologies, that would have very high power
demand on normal computers [14].

Quantum computing allows for new ways of encrypting data before sending it over a
network. One of this techniques that is already in use is the quantum key distribution
(QKD). It allows two parties to communicate with shared random key that is used to
en-/decrypt messages. One advantage of this technique is that a manipulation of the
message could be detected effortlessly [14].

Integration of communication methods

To fulfill the requirement to reach 6G coverage of nearly the whole surface of earth,
a new way to communicate with the network will be needed. This can be provided
by the integration of various technologies that we already use. This includes satellite
communication and airborne drones that could provide 6G [11].

These options could be used in places where no antenna could be deployed or where it
would make no sense economically. This means that a device could have 6G signal in the
desert provided by a satellite. The price for the connectivity in such remote places are
the higher latency times. Communicating with a satellite can have a delay of up to 0.5s.
Edge cloud computing

One of the most important part of the latency time is the time it takes the information
to travel from the device to the responsible server. This time can be optimised if the
needed computation is placed as close to the end device (to the edge) as possible. While
this trend will also be seen in 5G, its relevance will be far more important in 6G. That is
exactly the idea of the paradigm of edge cloud computing. Move the responsible servers
as close to the edge as possible to reduce latency times, network traffic and storage needed
on the central servers and end devices. This allows the network to be more efficient while



Tim Brunner 41

improving the QoS for many devices [15]. There are many different applications for edge
cloud computing. An edge server could cache information or to offload computations of
the end device to the server, and thus increasing their battery life [§].

3.4.3 Cybersecurity of 6G
3.4.3.1 Use cases

This section presents some of the most well-known cybersecurity issues and some protec-
tions offered by the use cases of 6G. The Table provides an overview of the discussed
issues and protections.

Multi-sensory extended reality (XR) applications:

The use of multi-sensory extended reality allows a system to collect a huge amount of data
about a person that is using this reality. This collected data could include information
about the emotional state of the user, this data can be extremely valuable for some
companies [I4]. This makes those XR systems to attractive targets for attackers.

With the fusion of the real world with the virtual world, XR could record other highly
sensitive data. This could be private bank information that are laying on the kitchen
table. One solution to this problem is the blocking of such information in real time. This
is called input protection [30].

Attackers could endanger the user of a XR system by manipulating the output the user
gets from the system. This can be done by changing the video output so that it no longer
corresponds with the real world. This is called Output protection [30].

Connected robotics and autonomous systems:

Truly autonomous system will have to heavily rely on environmental data. A possible
scenario would be a self driving car, that communicates with the red light at the next
intersection. Most of these devices are low in computational power to optimize battery
life. That makes these devices more vulnerable to attacks. An attacker could use cracked
devices to provide the cars with wrong information [I4]. Additionally, such autonomous
system are also very attractive to eavesdrop on or to hijack. Furthermore, robotics today
were shown to have a variety of vulnerabilities. These vulnerabilities include authorization
and authentication vulnerabilities [21].

Attackers could use these vulnerabilities of these devices to their advantage and cause a
significant amount of damage. For example, if an attacker has root access to a self driving
car, he/she could lock the doors of the car if a person is inside and demand a "fee” to let
them free. Another scenario is the hijacking of an airborne system, that could be abused
as kamikaze drone [32]. One such drone is highly dangerous, but a swarm of such drones
would be devastating.

Wireless brain-computer interaction:

The current trend of coming up with new ideas for wireless brain-computer interaction
made it even more important to have a secure connection. There are ideas that use the
emotional state of a user to complement already existing passwords. To enter a system,
the user has to know the correct password and must match EEG waves based on various
emotional states like relaxation or concentration. To assist the user, the scientists used
the neurofeedback technique, in which the user received feedback on the current state [33].
It is possible for attacker to gain private and sensitive information of a brain computer
interface (BCI) user by presenting him/her intentionally crafted stimuli. This is called
a misleading stimuli attack. A misleading stimuli attack could also cause damage, if
the new mental state of the user lead to incorrect actions of the BCI device. On the
contrary to data extraction, it is also possible to influence the emotional state of the user
by using malicious stimulation parameters. Such an malicious stimulation could reverse
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Table 3.3: Cybersecurity of 6G use cases

’ Use case \ Offered Protection \ Cybersecurity issue ‘
Extended Reality - Input/Output protection
Autonomous systems - Hijacking
Wireless Brain- Emotional state Misleading stimuli
Computer interaction password attack, Malicious
stimulation parameter
Internet of - DDoS Botnets
Everything

the functionalities of the device, in case of a sickness that is treated with BCI, prevent
the user from speaking or moving or even endanger the users life [34].

Internet of Everything, IoE:

In 6G, there will be a similar problem with IoE devices like in 5G with IoT devices. The
IoE devices will probably have more computational power at hand than their predecessors,
but the attackers will also have more computational power at hand. In comparison with
5@G, there will be even more IoE devices in 6G, which makes them even more attractive to
attackers. At the moment, updates are infrequent for IoT devices, this could significantly
change over the next few years. The small devices are also a valuable target because
of all the information that could be gained from them. If these devices become more
widespread, attackers could gain access to highly personal or sensitive data.

Even though the update situation could improve in the future, IoE devices will never be
completely safe. Attackers could use existing vulnerabilities to gain control over a large
amount of small devices. Like in 5G, these devices could be used to create a botnet,
which could launch far reaching DDoS attacks. The attacks could be more dangerous
than today, as the number of devices will probably be much higher than now in ten
years. There are also reported attacks based on industrial devices, which prove that such
attacks can in fact be dangerous. Examples are the attack on Valtia in Finland, where
the central heating and hot water systems were malfunctioning and the stuxnet attack,
which damaged nuclear power plants in Iran [35].

3.4.3.2 Key technologies

This section introduces the most relevant cybersecurity issues and some protections offered
by the key technologies of 6G. The Table |3.4] provides an overview of the discussed issues
and protections.

Advanced Al & machine learning:

Al is envisioned to play an important role as defense mechanism in future cellular net-
works. Many interfaces today are based on REST APIs, which are a primary target due
to their importance. The wide variety of APIs and the huge amount of traffic makes the
identification and mitigation of threats a complex task. Al-driven API security has the
capability to uncover patterns in multidimensional data, which allows better monitoring
and mitigation of API attacks. Al techniques have also been considered highly relevant
to implement MTD mechanisms [9].

AT and ML can unfortunately also be used to attack a given network. Attackers will use
more intelligent attacks in the future, that are able to scout for various vulnerabilities
in network on their own. The attackers could use these vulnerabilities to launch further
attacks on the network [9].
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Due to the importance Al and ML system will have in 6G, they are also attractive targets
for attackers. It is possible to attack the network while it is still under construction, by
poisoning the training data of the Al that will be responsible for the network. By doing
this, they can change the expected reaction of the Al to given situations and possibly
open up a loophole for a planned attack. If attackers have no access to training data,
they have the possibility to feed the system malicious crafted samples to alter the data
distribution in their favor. This is called data injection. These attacks are also called
adversarial attacks [9].

Terahertz, visible light communication & beamforming;:

Due to the improvement of the accuracy, THz communication helps to further reduce
interference and could help against jamming by making it more costly to launch an attack
[14].

While the use of these frequencies and beamforming can help against interference and
jamming, it gives no guarantee that it can not happen. An attacker could still jam the
network, he/she would just a need a device that could send a signal with higher power
in comparison to current cells. This holds also true for other types of interference [36].
Overall, terahertz, visible light communication and beamforming help to make the network
more robust and provide more uptime, but can not deliver complete secure connection.
Quantum communication & computing:

On the one hand, quantum communication gives us a possibility of encrypting data in
such a way, so that the receiving party can determine if the data was manipulated. This is
done by using the already mentioned QKD technology. This enables the parties involved
in the interaction to have a certainty that there was no eavesdropper involved [14]. If the
connection reaches a certain threshold of difference in the qubit state, the message will
be discarded and sent again until the connection is safe.

On the other hand, quantum computing has been proven to be able to crack today’s
encryption mechanisms. The quantum computer that are used today are not advanced
enough to crack the encryption, but this will change in the future. There are already
new encryption mechanisms that are secure even against quantum computing, but these
mechanisms are not in use yet [1].

With the further advancement of quantum communication and computing, the future 6G
network will likely have to incorporate new encryption mechanisms. Whether the QKD
is ready for such a widespread use or not until the introduction of 6G is not clear yet.
Quantum communication will probably not be used for the communication between end
device and the network, but rather inside the core network.

Integration of communication methods:

By using multiple system to provide 6G signal to the whole surface of earth, the network
robustness will increase and is thus more secure against physical attacks on antennas.
Additionally, the network has a backup for possible natural disasters again by being more
independent of existing antennas on the ground [7].

The problem of the integration of all the various technologies are the security concerns
the technologies themselves have. One problem is the use of autonomous drones for the
delivery of 6G signal to various places on the earth. These drones could be hijacked, which
would lead to the same problem as discussed in connected robotics and autonomous drones
section [21].

Edge cloud computing:

Edge cloud computing could possibly help user with the protection of their private data,
by allowing to make some first computation directly at the user site. This computations
could be stripped of all unneeded private data and then be sent to a more centralized
server [15]. In 6G, this could be used together with IoE devices to reduce the amount of
private data, a user has to reveal to use a service.
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Table 3.4: Cybersecurity of 6G key technologies

’ Key Technology \ Offered Protection \ Cybersecurity issue ‘
Al & ML Rest API security Zero-Day vulnerability scanning
MTD adversarial attacks
THz communication Better reliability against -
jamming and interference
Quantum Computing QKD Encryption cracking
Integration of Better robustness Inherits problems of
communication methods through more backup integrated technologies
Edge Computing Better privacy control Attractive target

The problem with having a dedicated server for such computations is that it makes for
an attractive target for attackers. The edge cloud servers would have access to a huge
amount of private data, which in turn would give an attacker more incentive to attack it
[15]. As no system is completely safe, an attacker could gain access to a edge cloud server
and could copy private data or even manipulate the data for his/her own interest.

Edge cloud computing will probably happen at the place of a small cell in the 6G network.
Such a cell could be responsible for a huge amount of IoE devices. While an edge cloud
server can provide a user with better protection for his/her private data, it also gives an
attacker more incentive target such a server.

3.5 Conclusion

The first generation of cellular networks did not provide any security mechanisms for the
user. It changed in 2G, where digital modulation and data encryption were introduced.
The third generation further improved on the encryption of 2G, by enabling the end
device to authenticate the base stations of the network. In 4G, the encryption was further
improved. The fifth generation of cellular network bring many new technologies. Massive
MIMO helps to reduce interference and jamming in the network, SDN, NFV and network
slicing make the network more manageable and flexible but also introduce new threats. In
6G, Al and ML will play an important role as defender and attacker of the network, while
also being a target itself. The introduction of new transmission technologies like terahertz
frequency communication and architectural paradigms will help to increase the networks
robustness against interference, jamming and natural disasters. But these advancements
also come with new security problems that will need to be solved in the next few years.
The security of autonomous drones and IoT/IoE devices needs to be addressed mainly
because of the huge amount of devices that are affected. Also, the control planes for all
the virtualization technologies will need to be as secure as possible, or else they would
rather damage the network’s security than help it.
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Chapter 4

Current Vision of 6G Networks:
Exploring Machine Learning,
Holographic Communications, and
Ubiquitous Connectivity

Konstantin Moser

Compared to its predecessor the fifth generation of wireless networks is revolutionary on
many different levels. Nonetheless, it is only a matter of time until new services will
demand network speeds beyond 5G capabilities. Research on holographic communication
or extended reality definitely has the potential to do so. In a first step, the crucial tech-
nologies of 5G will be elaborated on. This is because 6G will possibly also rely on already
implemented technologies like Massive-MIMO and Network Slicing. As a result of intense
research in the area of wireless communication, there are different approaches for 6G.
The idea to use wisible light or terahertz waves as transmission medium is a widespread
concept. Both of them have high bandwidths and could enable immense data rates. Yet,
there are many hurdles to be overcome before it is possible to fully harness the potential of
these spectrums. There is also the idea to use quantum communication for future wireless
networks. However, this being a complex research sector the implementation is dependent
on the speed of development regarding quantum technology. Moreover, it is agreed on that
artificial intelligence will play a key role to optimize network functions. Also services like
autonomous driving, virtual and augmented reality are flourishing at the moment and will
go hand in hand with the development of future networks. In the end the development of
6G strongly depends on how 5G evolves and will presumably be a combination of many
modern technologies together.
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50 Current Vision of 6G Networks

4.1 Introduction

Why are people already talking about the sixth-generation network (6G) while the fifth-
generation network (5G) is only being rolled out now? This is a common question. And
the answer is straight forward. 5G, the fifth generation of wireless networks, has its limits.
Global mobile traffic is growing by 55% annually. In the year 2030, humanity is expected
to generate over five thousand exabyte of data per month! [I]. Technology is evolving at
fast pace and new services which demand extremely high data rates are at the doorstep.
New forms of remote interaction that allow true immersion into distant environments
are arising [2]. It could enable holographic telepresence which requires technology that
allows full-motion, three-dimensional video conferencing [3]. This involves multiple-view
cameras and could demand data rates on the scale of terabits per second [2]. Data
rates of this magnitude cannot be supported by 5G. Furthermore, industrial processes
are getting more and more automated. The key objective of industry 4.0 is reduction of
human intervention. This will be achieved by futuristic automatic control systems and
novel communication technologies which are the basis of high precision manufacturing.
A prerequisite thereof is highest network reliability. In parallel, latencies and delay jitter
must be minimal. This asks for a next generation network. For improvement of the
quality of life, paired with increased sustainability, the internet of things is expected to
play a key role. Healthcare technologies will be improved and the development of smart
cities will continue. Additionally, services like autonomous driving and extended reality
are believed to flourish. To this end a fast and reliable data network is paramount. Future
successful technology must be sustainable, i.e. energy efficient. This is a major focus of
6G technology [2]. Tt is important to gather ideas already now of how 6G may function.
In the following report the most widespread concepts and technologies will be elaborated
on.

4.2 5G Technology and beyond

Before talking about 6G let us shed an eye on 5G and its three main objectives. They are,
a) Enhanced Mobile Broadband (eMBB), b) Ultra-Reliable Low Latency Communications
(URLLC) and c¢) Massive Machine Type Communication (mMTC) [2] [4]. They are the
blueprint for future intelligent communication to significantly improve peoples lives [5].
Due to its unfavorable topography, there are around 20,000 mobile communication an-
tennas in Switzerland. A good 5,300 of these are 5G antennas. Regarding the dangers
of 5G radiation is controversial. Nevertheless, there is great resistance among the Swiss
population against the commissioning of further 5G antennas. Until recently, the same
limits applied to 5G as to 4G, although 5G works with adaptive antennas. Today, a limit
of 6 volts/meter averaged per 6 minutes applies to 5G. With mobile radio diffusion using
light beams, this whole issue would become superfluous. Another important factor for
their success is thus certain [47].

4.2.1 Enhanced mobile broadband (eMBB)

The enhanced mobile broadband incorporates a range of services. Mainly it is about
higher data rates. The target is to reach around 20 Gbit/s download and 10 Gbit/s
upload [2]. Another goal of 5G is to enable access to the network everywhere while still
allowing high broadband connection even in dense areas. This can be achieved through
the combination of ultra-dense networking, massive-MIMO and higher frequencies.
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4.2.1.1 Ultra-dense networking

With the rise of the internet of things which results in extremely high capacity require-
ments, ultra-dense networks have emerged as a prominent solution [6]. Ultra-dense net-
working describes networks with an enormous density of access points. Cells might even
outnumber the amount of active users [7]. It shall ensure seamless coverage of the network
even for edge users by using micro base stations. They are usually deployed in dense lo-
cations like libraries or shopping malls. This way, the server is kept close to mobile users
and request latencies are minimized [6].

4.2.1.2 Higher Frequency Communication

Conventional wireless networks use electromagnetic waves as transmission medium. The
higher the wave frequency, the higher is the amount of data which can be transmitted
[8][9]. Each new network generation surpassed the speed of the previous network [4].
Until now wireless networks only harnessed electromagnetic waves within the radio and
micro spectrum [10]. To deal with the massive growth of transmitted data, even higher
frequencies need be used in the future. Millimetre wave technology describes systems
which use frequency ranges between 30 and 300 Gigahertz [11]. Millimetre waves are
electromagnetic waves that lie between the micro wave spectrum and the terahertz band.
They enable higher broadband and lower latencies at the same time. However, if one
compares the propagation characteristics of millimetre waves with microwave frequency
bands, there are significant differences [12]. Especially in terms of path loss, blockage,
and diffraction. Also there’s higher rain attenuation and atmospheric absorption [13].
To sum up, the connectivity over distance with microwave systems is significantly more
reliable than with millimetre wave systems. The signal is easily distorted by any type
of interference, especially from environmental intrusions [14]. That is why the goal of
enhanced mobile broadband can only be achieved through the use of higher frequencies
combined with higher cell density.

4.2.1.3 Massive-MIMO

Multiple input multiple output (MIMO) is the generic term for processes that improve
radio connections with several antennas used in parallel [I5]. More antennas provide a
better signal and can increase the overall data throughput, which is one of the main
goals for eMBB. MIMO is based on the radio technology to send and receive a data
stream simultaneously via several antennas through the simultaneous use of frequency,
time, space and intelligent signal processing. The bandwidth of a radio channel can
be increased linearly with the number of transmitting antennas [15]. This way, several
terminal devices can be supplied simultaneously via the same frequency band and more
data can be transmitted in total. This spatial separation of the data streams is called
spatial multiplexing [16].

Massive MIMO can be seen as an extension of MIMO where far more antennas are being
used [I7]. There are lots of advantages to gain from using a larger number of antennas,
e.g. increasing the quantity of users at the base station. This is particularly useful in
dense areas [18].

4.2.1.4 Beamforming

A large amount of antennas is also a requirement for a technology called beamforming
[16]. “Beamforming is a technique that focuses a wireless signal towards a specific re-
ceiving device, rather than having the signal spread in all directions from a broadcast
antenna, as it normally would[19].” By using more antennas it is more effective to bundle
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the transmission power and direct it to the individual user [16]. Beamforming is already
implemented in modern WiFi systems nowadays. It is possible that Beamforming will
slowly migrate towards 5G networks. The migration of technologies from WiFi to cellular
networks is not a new concept. It has happened in the past for technologies like OFDMA.
By comparing a conventional antenna with an active antenna which is used for beam-
forming, the performance remains more or less the same. However, previous antennas
transmit with the same power for 24 hours a day. With beamforming, it is managed to
only call up this performance when it is needed in this cell [20]. Beamforming is able to
guarantee higher speeds and network coverage while using less energy.

Static antennas have a certain spreading field. When standing at the edge of such a
network, users might experience poor data rates. The active antenna, on the other hand,
virtually "sees” when a user is at the edge of the network - and directs a beam specifically
towards them. As a result the user is suddenly no longer at the edge of the network but
within a beam. [20]. Beamforming technologies definitely have great potential for future
networks in my opinion. I personally believe Beamforming to be especially useful in rural
areas. Much energy can be saved and the few users can be targeted efficiently in these
less dense areas.

4.2.2 Ultra-Reliable Low Latency Communications (uRLLC)

The next target service “Ultra-Reliable Low Latency Communications” describes commu-
nication systems with error rates below 10-5 and end to end latencies around 1ms. The
5G network infrastructure is achieving this with Network Slicing based on Network Func-
tion Virtualization and software-defined networking. In conventional networks the same
architecture has to adopt to serve different services. This leads to inflexibility and could
potentially not satisfy users [5]. This problem is eliminated in future networks thanks to
Network Slicing.

4.2.2.1 Network Slicing (NS)

Network Slicing enables multiple logical networks to operate on a shared physical infras-
tructure. Each of the so called “Network-Slices” create service specific networks. This
allows the 5G network to be highly flexible. The goal is to logically separate sets of
network functions in the physical infrastructure by building a dedicated and customized
logical network [5]. The internet of things has the effect, that different users and applica-
tions have individual requirements which sometimes strongly differ from each other. That
is why the flexibility of a network is so important.

Network slices include three different levels. The first one is the service instance layer. It
refers to end-user services which are implemented trough or by a network slice. The next
one is the network slice instance layer. This level describes groups of network functions
and resources. They run these functions and form a logical network to meet network
characteristics. The third level is the resource layer which describes physical & logical
resources and network functions [5].

4.2.2.2 Network Function Virtualization (NFV)

On the one hand, Network Slicing is realized through Network Function Virtualization.
With Network Function Virtualization it is possible to run software on virtual machines
to perform network functions. Network services get decoupled from hardware. The aim
is to minimize the use of proprietary hardware in networks. Devices like switches, routers
or firewalls are hosted on virtual machines thanks to NFV. Individual functions of the
proprietary hardware are integrated on a uniform, virtualized platform which are con-
trolled by software. The result is enormous flexibility. This allows new services to be
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implemented quickly and with little effort. NFV is particularly interesting for service
providers who want to adapt their services to the requirements of the market within a
very short time [21]. NFV obviously has many advantages. First of all hardware is pretty
expensive. And instead of buying proprietary hardware, using cheap virtual machines to
perform the network functions can save a lot of money. Furthermore, the maintenance
cost gets reduced and network upgrades are made easier. Even the space needed for the
network hardware is lowered and longer life cycles can be expected [22].

5G is no longer “the network”. It can be seen as virtual networks operated in parallel on
the basis of a shared physical infrastructure. NFV is closely related to Software-defined
networking and develops its full flexibility in cooperation.

4.2.2.3 Software-defined networking (SDN)

The goal of software-defined networking is to improve network control by enabling enter-
prises and service providers to respond quickly to changing business needs. A network
engineer or administrator is able to control traffic from a central control console without
touching individual switches if a network is software-defined. In traditional network archi-
tecture devices make traffic decisions based on their configured routing tables. The central
SDN controller however, instructs the switches to provide network services wherever they
are needed, regardless of the specific connections between a server and the devices [23].
Just like NS also SDN consists of three layers. The application layer, the control layer and
the infrastructure layer. The application layer contains all the typical functions or network
applications that the companies use. Traditional networks use a specialized appliance for
specific network applications like firewall or load balancer. A software-defined network
replaces the appliance with an application which uses the SDN controller to manage
its behaviour. The control layer acts as the brain of the software-defined network. It
represents the central SDN controller software. This SDN controller is located on a server
and manages the policies and traffic flow in the entire network. And the infrastructure
layer consists of the physical switches in the network. Using the respective application
programming interface (API) the tree layers are able to communicate [23].

Network Slicing by making use of NFV and SDN has many advantages and is already in
use for current 5G networks. And I personally think that there is no reason to believe
that Network Slicing should not play a role for 6G. The possibility that NF'V and SDN
will be used in the next generation network as well, to guarantee flexibility is certainly
high.

4.2.3 Massive Machine Type Communication (mMTC)

The third core target for 5G networks is Massive Machine Type Communication. mMTC
enables high amounts of interconnected devices and connects components from Machine-
to-Machine Communication and the internet of things. An important requirement for
mMTC is energy efficiency and high connection coverage. By reason of devices like sensors
or smart counters which have to run large periods of time by battery power while being
connected to the network [24].

4.3 Visions of 6G Technologies

5G definitely is a breakthrough when it comes to the design of communication networks.
It represents a single platform which enables a variety of different services. "Nevertheless,
looking at the increasing requests for new services and predicting the development of new
technologies within a decade from now, it is already possible to envision the need to move
beyond 5G and design a new architecture incorporating new technologies to satisfy new
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needs at both individual and societal level.[25]” In terms of capacity, 6G should be able to
connect upper trillion-level objects rather than the current billion-level like 5G does [11].
In a next step the most famous visions on 6G and its architecture will be elaborated.

4.3.1 Visible Light Communication (VLC)

Visible Light Communication describes systems which use electromagnetic waves in the
spectrum of 400 to 790 THz [26]. These are even higher frequencies than microwaves and
infrared. VLC could give solutions for 5G limitations as the optical spectrum bandwidth
is extremely high. Communication through subterahertz and visible light links might
support data rates up to terabits per second [2]. An advantage of communication trough
light is that there is no electromagnetic interference with other frequencies. Also, the
power consumption is lower compared to the production of radio or microwaves. Further-
more, it is a free abundant unlicensed spectrum and has a very high frequency reuse [2].
Because of this, VLC methods are believed to be powerful enablers and have huge poten-
tial for improvement in the future. Visible light cannot penetrate the skin which means,
that there are no health hazards connected with it. However, for VLC communication to
work, a direct line of sight connection is required. This is not the case for conventional
communication methods.

Current wireless mobile networks are still far away from integrating Visible Light Com-
munication. Regarding VLC there is also research going on in other sectors. Scientists are
also trying to use visible light for Vehicle to Vehicle Communication, Underwater Com-
munication, Visible light ID systems and Wireless local area networks (WLANs). The
progress made in the different sectors for VLC, will go hand in hand with each other.
But before mobile networks use visible light as a communication medium, WLANs will
definitely make the step first. WLANSs can be set up using full duplex LED based visible
light communication. LED can be used when both communication and illiumination have
to be performed simultaneously using the same device [43].

4.3.2 Terahertz Communication

Terahertz Waves fall into the spectrum of 95GHz to 3THz. It lies between the mmWave
and far-infrared bands. For the longest time it stayed one of the least investigated spec-
trum. This has definitely changed in recent years. For beyond-5G or 6G networks higher
frequencies over the terahertz band will be ubiquitous [27]. For ultrafast speeds and min-
imal response time, advanced versions of 5G already use millimetre wave bands. But
connections only work over short distances. Submillimetre waves like terahertz waves
have a even lower range while supporting an ample spectrum above hundred Gigabit per-
second [27]. The THz band is thought to be the future of wireless communication. This
is because it offers higher transmission bandwidths compared to the mmWave spectrum,
while offering more favourable propagation settings when compared to the IR band.
With novel networking approaches, the goal is now to harness waves in the terahertz
spectrum [10]. To overcome the limitations of the high propagation loss, reconfigurable
antenna arrays, high-gain directional antenna systems, metasurfaces for smart radio en-
vironments are being developed [28]. Furthermore, scientist focus on understanding the
coexistence of mmWaves, terahertz Waves and optical wireless communications, as this is
not yet fully understood [27]. The integration of terahertz systems with optical infrastruc-
ture will gain great importance in the future. Some even describe using a ultra-broadband
plasmonic modulator for THz-to-optical conversion in wireless communications [28]. Wire-
less communication over terahertz waves shall also provide massive connectivity, denser
networks and highly secure transmissions.
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At the moment, terahertz communication cannot be used on a commercial basis. However,
there is progress with lasers on the lower spectrum of the terahertz band. Researchers at
Osaka university were able configure a two-channel terahertz transmitter by modulating
the output of a laser pair. The frequency difference was set in the 300-GHz band. This
way researchers were able to transmit 8K videos which require really high data rates,
with low latency and low power consumption. When using microwaves or millimeter
waves it is necessary to compress the data before transmitting it. This leads to a higher
power consumption and delays in transmission. With the use of lasers that are able to
transmit information with terahertz waves it is not necessary anymore to compress the
signal beforehand. This way researchers successfully transmitted uncompressed 8K videos
which is equivalent to 48 Gbit per second [41]. Possible technologies which might be used
to harness even higher datarates are the photomixer and the quantum cascade laser. The
photomixer is a photonic device which converts optical radiation to terahertz waves by
coinciding two laser beams with eachother. A frequency with the difference of the two
base frequencies it the result. When coupled with an antenna, photomixers can be used to
produce custom terahertz frequencies. Additionally, the quantum cascade laser is also a
photonic technology. "Unlike a typical laser where the electron falls from a higher energy
level to a lower energy level, the electrons in this laser "cascade” through a sequence of
energy levels before reaching the ground state. [42]” Typical slices of quantum cascade
lasers are aluminum indium arsenide and gallium indium arsenide stacked periodically on
an indium phosphide substrate. The product of this periodicity are the cascading energy
states. Photonics are one of the driving technologies for terahertz communications as they
are able to initiate the highest data rates so far [42]. That is why I think there is a high
possibility of photonic technologies beeing in use for the next generation of networks.

4.3.3 Artificial Intelligence

Research which resolves around how to exploit and explore the full potential of artificial
intelligence technologies is a really hot topic around the world. Especially when it comes
to using Al for future wireless networks like beyond 5G and 6G [10]. There are two sides
that come with the employment of Al in wireless communications. On the one hand,
it empowers intelligent resource management trough automatic adaption and powerful
learning capabilities. On the other hand, current network architecture and system models
do not support the use of Al in wireless communication resource management. Embracing
Artificial Intelligence in wireless communication would need a restructuring of the network
architecture [5]. The advances made in artificial intelligence are rather incomprehensible
for most people. But basically there’s two main concepts in Al. Machine Learning and
Deep Learning.

4.3.3.1 Machine Learning

Machine Learning describes algorithms that analyse data. These algorithms can learn
from their analysis and make decisions based on what they learned. Machine Learning
are designed to work like virtual personal assistants. It affects many different industries
as Machine Learning is able to perform a multitude of automated tasks that are useful
[29].

For wireless communications, machine learning could get really useful for many different
applications. Future networks might be able to recognize what kind of service it has to
deliver to different users based on past interactions with the network. This is called service
classification. Machine learning could also solve the access congestion problem by smart
allocation of resources. This should preserve the network from getting overwhelmed. An-
other application where machine learning could get really useful is the optimization of
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radio interference. The network has to know which frequencies interfere with each other
and the algorithm would make the network adjust itself accordingly [30]. These algo-
rithms require complex math and coding to eventually get the feature which is expected.
Another requirement is lots of data for the algorithm to analyse. In practice there’s often
not enough data for analysis for the algorithm to work correctly. In that case artificial
intelligence has to become smarter than just a machine learning algorithm. Then we are
talking about Deep Learning [29].

4.3.3.2 Deep Learning

Deep learning can be seen as a subset of machine learning and is also called in-depth learn-
ing. The main difference between machine and deep learning is that the deep learning
algorithm gets better with every calculation. The algorithm tries to forecast if its calcula-
tion will be correct or not. And learns from the outcome. Deep Learning algorithms keep
trying to analyse the data with certain logical structures and thus draw conclusions sim-
ilar to a human. These algorithms use a layered structure of algorithms which is called a
neural network. The basic design of a neural network can be compared to a human brain.
Just as we use our brains to identify patterns and classify different types of information,
deep learning algorithms can be taught to perform the same tasks for machines. Whenever
the algorithm receives new information, it tries to compare it with known objects. Just
like a human would. This makes in-depth learning much more powerful than machine
learning. This obviously sounds really promising, however the hard part is to keep the
algorithms from drawing wrong conclusions, and this requires precise coding[29).

When it comes to making use of deep learning algorithms for wireless communication
networks there are many potential applications. Deep learning has received significant
research interests for safety critical services like vehicular communications. The goal is
an intelligent algorithm which optimizes the communication between vehicles. This is
an important step to make autonomous driving safer. Deep learning algorithms could
also be used to optimize beamforming. Adaptive beamforming describes the prediction
of how much data a user will require. In a next step the active antenna reallocates its
resources to the beams which are directed to users with higher potential data usage [20].
Another application where a deep learning algorithm might be involved is smart routing
for unmanned aerial vehicles.

4.3.4 Unmanned Aerial Vehicles (UAV)

Unmanned aerial vehicles are aircrafts which are piloted by remote control or on-board
computers [31]. In terms of network coverage, 6G will no longer be limited to the ground.
It shall achieve seamless connection of ground together with satelite and airborn networks
[32]. Harnessing UAV’s as flying base stations could help to meet coverage and capacity
requirements foreseen in future wireless networks [33]. They could be of great use in
scenarios like disaster response or temporary hotspots. There’s extensive research going
on for the integration of UAV’s as base stations to build dynamic networks and improve
the conventional dynamic structures [11]. However the step to transform the current
two dimensional network to three dimensions is still an open challenge [33]. If there’s
a breakthrough in the field of UAV’s it will be in close combination with deep learning
algorithms as resource allocation. Also route optimization will play an important role for
dynamic networks which also rely on artificial intelligence.

Unmanned aerial vehicles are already in use in different sectors. During the COVID-19
pandemic for example some states used UAV’s to possibly spot illegal gatherings of people.
Unmanned Aerial Vehicles are also in use for aerial surveillance and many more applica-
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tions [45]. If and when UAV’s will be used as base stations for wireless communication
depends on how fast progress is made in other sectors first.

4.3.5 Quantum Communication

Computational capability of systems has increased drastically over the last years because
of increasing demands. To meet the need of even higher data rates and calculation speed
the concept of quantum computing could definitely have the potential to outperform con-
ventional computing systems. “This immense power of QC comes from the fundamental
concepts of quantum superposition, quantum entanglement, or the no-cloning theorem”
[T]. These systems are purely based on quantum mechanics concepts which are the inter-
action of molecules, atoms, photons and electrons. Quantum bits are subatomic particles
like electrons & photons and are also called qubits. With the help of lasers consisting of
microwave beams scientists manipulate these so called qubits.

Superposition describes the fact that groups of qubits are able to represent multiple com-
binations of zeros and ones at the same time. While conventional group of bits obviously
only embody one combination at a time. This means that a group of quantum bits have
a higher processing power than the same number of binary bits.

Quantum entanglement describes the phenomenon that qubits can be entangled with each
other. Even if you take them apart, the change of one qubit changes the other qubit as
well. This has born the idea to make use of this entanglement and use it for quantum com-
munication. However, there are many difficulties to tackle. One of them is decoherence.
Decoherence describes that the quantum behaviour will decay easily trough influences from
the environment because the quantum state is extremely fragile. This makes quantum
computing a really complex challenge as qubits require exact environmental conditions.
Quantum Computing assisted communications is a relatively new research area and might
be used in future 6G or beyond communications. Quantum Communication is envisioned
to achieve extremely high data rates which aren’t possible with conventional technology
yet[l]. The fact that the quantum state is extremely fragile makes quantum communica-
tion theoretically unhackable. Because intruders are not able to read data without leaving
a trace. If a hacker theoretically was able to read data it would change the quantum state
and the receiver would notice.

An important research sector when it comes to quantum information technologies are
quantum networks and protocols. Quantum networks could possibly get used for a global
scale internet or quantum key distribution protocols. Quantum key distribution as we
know it works by sending photons trough optical cables. This is also the first approach to
construct quantum networks. However, the signal needs to be protected against noise and
decoherence. Also complex quantum error correcting codes will have to be used. Nonethe-
less, to achieve high security wireless quantum key distribution might be integrated into
future wireless networks. Because classical cryptography systems have limitations. Us-
ing mathematical algorithms they can be hacked and there is no safe way of distributing
keys. That is why in indoor environments, wireless quantum key distribution is a viable
possibility. At the moment, wireless mobile QKD only exist as prototypes on a small
scale. But overcoming the challenges of wireless quantum communication would be a
break trough. Quantum enabled security could be added to wireless optical communica-
tion technologies and make wireless communication a lot safer. For 6G or later wireless
networks this would mean the installation of QKD receivers on the ceiling, while mobile
phones work as the transmitter. This is a possible future scenario for 6G [46]. When
it comes to constructing wireless networks based on quantum mechanics, entanglement
also sounds promising. Quantum entanglement is independent of the underlying physical
channel configuration. The entangled state could allow several interesting features like
a direct entanglement between two parties. Quantum repeaters are needed to establish
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long-distance entanglement and will probably also be used if quantum wireless networks
will ever be based on entanglement [44].

4.4 Future Services

In this section two technologies which are strongly coupled with the development of 6G
will be presented. Extended Reality and Autonomous Driving will improve and evolve
over time. The advancement in these sectors will go hand in hand with the evolution of
the next generation network.

4.4.1 Virtual & Augmented Reality (VR & AR)

The term mixed reality (MR) includes both terms virtual & augmented reality. Mixed
Reality describes services where our natural perception is supplemented by an artificially
generated perception. MR creates completely new application possibilities as environ-
ments can be created for users that did not exist before.

The term augmented reality is used when physical reality is expanded to include virtual
elements. This could be things which fit into a filmed image. For example additional
information or filters on apps like snapchat [34]. Virtual reality on the other hand is a
fully computer-generated interactive environment. For Virtual reality, appropriate VR
glasses are required which completely cover the field of vision of the user. To sum up,
the main difference is that in AR the real environment remains visible to users while VR
completely shuts out the real environment [35]. Extended reality is an umbrella term that
includes all technologies which enhance our senses and therefore include AR, VR and MR
[34].

For services like AR and VR a really strong network is required. An interactive VR
application will require between ten and twenty times the storage capacity used by stan-
dard HD video files. This could generate around a terabyte of data per hour. While VR
applications have incredible potential, current wireless networks are struggling to handle
such a high dataflow. Furthermore, the amount of detail within VR will keep increasing
over time, which results in a higher data-flow [36]. However, to enhance a VR experience
not only a high bandwidth is required. To minimize collision rates almost undetectable
latencies are required. And this is exactly what 6G aims for [11].

4.4.2 Autonomous Driving

Autonomous driving is already becoming a reality. There are already cars and buses which
function without a driver. Autonomous driving systems have many on board sensors and
capture a large amount of data. They are able to sense surroundings near-real-time [3§].
Commercials in the auto industry promise an urban paradise. Autonomous taxis with
safe pedestrian detection and buses which are always on time. And everything silent and
electric. The potential of this technology is enormous. Integrating older or handicapped
people would be easy. Rural areas could be reached easily because the price for automated
taxis or buses would be really low. Autonomous driving would also be a great way to
reduce the amount of car accidents. This obviously depends on the degree of automation.
Nine out of then car crashes are based on human error. If the majority of cars run
by software and even communicate with each other the amount of car crashed could be
reduced drastically. However, until the large majority of cars are not automated, accident
reduction will not work as well [39].

The fifth generation of Mobile communication is being rolled out at the moment. At the
same time vehicular technologies are evolving at a fast pace. Connected vehicles, also
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called “V2X” are vehicles which are able to communicate with different entities. This can
be other vehicles or traffic lights for example. The goal will be autonomous vehicles which
use communication technologies to communicate with different entities to optimize the
automation of driving. Also the sixth generation of wireless networks is at the advent.
The evolution of those two research sectors, 6G and autonomous driving, will go hand-in-
hand and depend on each other strongly [40]. The network which is used to communicate
in autonomous vehicles has to be extremely reliable and fast at the same time, as it is a
safety critical service. This definitely are goals for the next generation wireless network.

4.5 Discussion

There is a wide array of technologies for future networks. The evolution of 5G is not
entirely clear. 5G can be seen as an organic entity which evolves over time [36]. In line
with the speed of evolution new technologies are being introduced. The current version
of 5G is release 16. There are already plans how release 17 may look like. It will likely
incorporate enhancements for IoT. It may incorporate advanced applications beyond the
smartphone use.

The sixth generation of wireless networks on the other hand is not under construction
yet. At the moment 6G is still in the conceptual phase. As data traffic grows constantly,
network requirements increase. A wider broadband calls for higher frequencies on the
electromagnetic spectrum. The shorter range of the high frequency waves of these waves
will be compensated with a higher cell density. It’s not clear what the final frequencies
will be. Will they be in the range of terahertz waves or will they be in the visible light
spectrum? It could even be a combination of the two. The combination of different
wavelengths is a plausible possibility. Depending on location and data usage pattern
of the user, future networks may switch between different wavelengths and technologies.
Researchers even talk about the upgrade of conventional light sources to base stations.
Artificial light sources are everywhere in direct line of sight. Which is a prerequisite for
visible light communication. In this case LED lamps would serve as a light source and
data transmitter at the same time. The network could switch to high frequencies like
VLC anytime if required. An automatic switch back to lower frequency communication
happens if the user is out of range for VLC. This is comparable to the alternative use
of 4G and WLAN like we know today. This way, VLC could provide fast and reliable
network connection in dense areas like shopping malls or libraries. At the same data
traffic could be taken away from lower frequencies which may be needed in more isolated
areas. Like most communication technologies, WLANs will probabbly utilize VLC before
mobile wireless networks will.

It is possible, that there is a break trough with quantum communication. This could
change the fundamentals of how future networks are built. However, quantum communi-
cation still has a long way to go. If future mobile wireless networks would ever rely on
quantum communication it would probably be done using quantum entanglement with
the use of quantum repeaters. I personally think, before that happens scientist would es-
tablish a non-wireless quantum internet. And only after that, wireless quantum network
stack and protocols for reliable entanglement-based networks are viable. Network and
virtual reality technologies will develop fast over time and could possibly be applied for
distant education, telecommuting, and advanced three-dimensional simulation [37].

4.6 Summary

We firstly asked ourselves if it is time already to think about the next generation of
wireless networks. By listing some upcoming services like holographic communication or
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high precision manufacturing it is clear that a network beyond 5G is a must. Furthermore,
sustainable development, smart environments and the urge to keep improving energy
efficiency make 6G indispensable. There are different approaches on how to tackle rising
network requirements. Technologies that rely on the electromagnetic spectrum will have to
increase in frequency to match higher data rates. Millimetre waves will probably be used
already for later versions of 5G. Their propagation characteristics are significantly different
when compared with microwave frequency bands. Fortunately they enable larger amounts
of antenna elements and with it higher data rates. The next band on the electromagnetic
spectrum is the terahertz band. The range of signals without disruption decreases with
increasing frequency. Terahertz waves are a hot topic when it comes to 6G and have been
an important research subject in recent years. Together with the visible light spectrum
they shall enable extreme data rates on the scale of terabits per second. To make this
possible technologies like (massive)-MIMO and beamforming will play an important role
in the future. Network Function Virtualization, Network Slicing and Software Defined
Networking will be used by default for future networks.

The use of machine- and deep learning to optimize networks will further increase. Machine
learning could be used to recognize patterns on how users interact with the network.
Based on these patterns the network automatically adjusts itself for optimal reception
and speed. With service classification, machine learning will massively contribute to
solving the access congestion problem by reallocating resources beforehand. The more
powerful tool “deep learning”, which can be compared to learning processes of the human
brain, will keep improving. Deep learning could revolutionize many different applications
like adaptive beamforming, vehicle communication or smart routing of unmanned aerial
vehicles. Networks that are able to use satellites or UAVs as base stations can be seen as
a three dimensional network which definitely is a goal for the future.

A completely different research sector is quantum communication which is based on quan-
tum mechanic concepts. With phenomenons like superposition and quantum entangle-
ment, unthinkable data rates and minimal latencies might be possible. However, the
research field is vastly complex. The future of wireless networks depends on how fast
scientists will make progress when it comes to quantum communication. The speed of
development in quantum communication will decide if this technology is appropriate for

6G.
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7.1 Introduction

This seminar report serves as an introduction to a future of quantum communications.
It explains the basics of quantum mechanics, such as quantum superposition, quantum
entanglement and teleportation, on a highly abstracted level and focuses on the results
rather than the means by which it is achieved. It further describes functionalities and
protocols that would be required to build an operational quantum internet. Additionally
a quantum key distribution protocol is introduced and a recent achievement in the field of
study of quantum communications is presented. Finally a vision for the future is proposed
where quantum networks could be ubiquitous.

Whilst the general idea of quantum computing and some algorithms have been around
for several decades now, it is still a relatively new field of study and the focus of many
research teams around the world. Especially the early scientist working in this field have
been heavily hindered by technical limitations, such that in the beginning many concepts
were little more than thought experiments. Due to technical advancements, however,
this has changed and contemporary researches can conduct their studies in a much more
hands-on approach.

7.2 Fundamentals of quantum computing

To appreciate the technical challenges and opportunities quantum computers hold for the
future, a basic understanding of quantum mechanics is necessary. This section contains an
introduction to some key concepts of quantum computing and quantum communication,
thereby building the foundation to comprehend the more advanced sections of this report.
This section, including subsections - is based on [1].

7.2.1 Keyword definitions

For understanding later sections of this report, a few of the most important keywords to
understanding quantum computing are defined in this paragraph. Decoherence denotes
the uncontrolled change of a quantum state. It happens naturally over time or due to
interactions with the environment and decreases the likelihood that a given qubit will
collapse to a desired state. Another important concept is fidelity, a quantification of the
quality of a qubit measurement. The closer the measured state of a qubit is to the expected
state, the higher the fidelity. The concept of fidelity is closely related to decoherence. If
a qubit has a high decoherence, it has a low fidelity and vice versa. In the literature a
quantum operation is described as a unitary operation that is applied to a qubit in a
superposition. It is always reversible.

7.2.2 Quantum superposition

In a classical computer, binary digits or bits are used to represent information. Classical
bits can either have a value of 0 or 1, that’s why they are called binary.

The quantum equivalent of bits are quantum bits, or qubits. Qubits can also be in a
state of 0 and 1, denoted with |0) and |1), but they can also be in both states at the
same time, which is called a superposition of the two basis states |0) and |1). This is an
inherent property of the quantum world and the superposition is destroyed once the qubit
is observed. So whenever a qubit is measured, it will collapse into either of the two basis
states. The final state it will end up in is not predefined, but rather random.

The state of an arbitrary qubit can be described in the following way:

|#) = al0) + 8[1)
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where ¢ denotes the state of the qubit, |0) and |1) are the two base values and « and
are probability factors, where a? + 5% = 1.

The latter describe how likely it is for the qubit to fall back to the according states once
measured. So with probability « the final state of the qubit will be |0) and with probability
S the qubit will end up as a [1). Naturally the distribution would be uniform, so about
half the qubits would collapse to a |0) and the other half to a |1). However, it is possible
to manipulate the qubits, such that one state is much more likely to be the outcome than
the other. This is how information can be encoded in a qubit.

There are several different physical entities that can be used to store quantum information.
One possibility are electrons. FElectrons naturally are assigned four different quantum
numbers, when they belong to an atom or molecule in order to uniquely identify them.
One of them is the so called spin quantum number and describes the angular momentum
of the electron. This quantum number is binary, it can be j:%, or worded differently, an
electron can have spin up or spin down. Since electrons live in the quantum realm, their
spin is not predetermined, but rather they are in a superposition of both spin up and spin
down until measured. Therefore the spin property of an electron can be used to store a
qubit of information.

Another possibility is to utilize photons. A photon, as a light wave, can be polarized,
meaning its wave function is restricted to a single plane. Light can be polarized vertically
or horizontally. Or, more broadly speaking, a photon encoding two basis states, will need
two planes for the wave function, which are perpendicular to each other. In this case, a
photon, as a qubit, is in a superposition of both vertically and horizontally polarized light
and once it passes through a filter for measurement, it will collapse to one single plane.

7.2.3 Quantum entanglement

Two qubits can be entangled together in such a way, that their individual states are not
independent of each other. This has the logical consequence, that measuring one qubit of
a pair of entangled qubits immediately reveals information about the state of the other.
Electrons in an atomic orbital are an example of this phenomenon. There is only ever
space for two electrons in a sub-shell of an atom and they have to have opposite spin. So
their spin state is entangled. As long as they are not observed, both are in a superposition
of spin up and spin down, but as soon as one of them is measured to have spin up, the
superposition of the other collapses and it now has spin down.

7.2.4 Bell States and Measurement

Since a single qubit can be in a superposition of both its base states, two entangled qubits
are according to [2] also in a superposition of base states. As there are two qubits, that
can both be in two states at once, there are now four base states. They are also called
Bell states and can be described as follows:

by L
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In the ¢-states the qubits are entangled in such a way that both of them have the same
state when measured and in the i-states, they have the opposite state. Any measurement
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of two entangled qubits will collapse their superposition into one of the four Bell states.
Such a measurement is called Bell measurement and it is a reversible operation.

7.2.5 No-Go Theorems

The so-called no-go theorems [3] are inherent rules of quantum mechanics. There are
several different no-go theorems, three of which are mentioned subsequently. The no-
encoding theorem states, that it is not possible to superpose an unknown pure state and
a fixed pure state. The no-cloning theorem on the other hand forbids perfectly cloning
an unknown pure state with a universal quantum transformation. This does not imply
that it is impossible to have copies of a qubit, just that the person creating the copy must
know the state of the qubit. Finally, the no-deleting theorem says, that it is impossible
to delete a copy of an unknown state while leaving another untouched

7.2.6 Quantum supremacy

Quantum supremacy is a way to prove the superiority of a quantum computing device
compared to a regular super computer. It is said to be achieved, when a quantum computer
can perform a task that would take a normal computer an unreasonable amount of time.[4]

7.2.6.1 Google’s Sycamore processor

In 2019, Google claimed that their Sycamore processor [5] had achieved quantum supremacy.
To prove it, they sampled the output of a pseudo-random quantum circuit, which out-
puts bit-strings. Due to quantum interference within the circuit, the distribution of the
bit-strings is not uniform, and some appear more often than others.

The task was to find this probability distribution and it took their processor only 200
seconds to calculate a result. They estimated that a regular super computer would take
over 10’000 years to come to the same conclusion, so quantum supremacy was achieved.
IBM later claimed, that the calculation could actually be done on a regular supercomputer
within 2.5 days, thus challenging their claim to quantum supremacy. Nevertheless, the
study is generally accepted by the scientific community and additionally in 2020 a Chinese
research team declared quantum supremacy as well, so the milestone has most definitely
been achieved by now.[6]

7.2.6.2 Shor’s algorithm

Shor’s algorithm [7] is another quantum algorithm that is more powerful than a classical
equivalent. It can be used to solve prime factorization in polynomial time. This could
potentially be a threat to internet security as one of the most used encryption algorithms,
the RSA encryption, heavily relies on the fact that factorizing large numbers is a classically
hard problem and takes a long time on a normal computer.

The algorithm was invented in 1994 and has been proven to work, but the largest number
that has been factorized using Shor’s algorithm is 21, so today’s quantum computer are
not yet powerful enough to pose a threat to RSA encryption.

7.2.7 Teleportation

Teleportation [§] is used to send quantum information without transmitting any qubits.
It uses quantum entanglement as a means to do so. In Figure a model of how this
could work is shown. Two people, Alice and Bob, share a pair of entangled qubits, A and
B. Alice wants to send the information encoded in qubit a to Bob.
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Figure 7.1: Schematic representation of quantum teleportation [8]

She entangled her two qubits a and A and performs a conjoint Bell detection measurement
on them. Next, the outcome k of said measurement is communicated to Bob using a
classical link. Bob can then take that outcome, perform a conditional unitary, which is
the reverse operation of Alice’s Bell detection, on his qubit B and transform it into the
state that a was in before. The two entangled qubits they started with are consumed in
the process, but Alice was able to send quantum information about the state of a qubit
over a classical channel.

7.3 Quantum Internet

Once quantum computers and quantum capable devices become more common, the need
for a quantum equivalent of today’s internet, a so-called quantum internet, [I1] will arise.
It will likely consist of similar components we know and use today.

7.3.1 Quantum Networks

The quantum internet of the future will need a quantum network [9] to support its func-
tionalities. For the foreseeable future the quantum network will exist alongside the classi-
cal one and enhance it. It will contain quantum capable end-nodes, that are connected to
the network via quantum links, used to send qubits around, and quantum repeaters with
quantum data planes, as intermediate stations, to provide long distance quantum links.

7.3.2 Quantum Memory

To store classical information, a bit can just be read and written onto a storing device.
This does not work for qubits however, because any measurement would collapse the
superposition and the quantum state information would be lost. Luckily there are ways
to store quantum information, by utilizing quantum memory [I0]. Considering photons
as qubits, it is possible to map their quantum information to the quantum state of a
material system, such as warm atomic vapours, ultra-cold atomic gases or rare-earth ion
doped crystals.

In that last case, there are impurities in the crystal structure, which come from the ions
of rare-earth metals. The photon can then be mapped to an internal degree of freedom
of the system, in this case it would be the spin in the ions. There are also other material
systems and more research is conducted to increase the lifetime of quantum storage.
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7.3.3 Quantum Repeater

This section is based on [12] and [13]. Due to the no-cloning theorem any quantum signal
cannot be amplified by classical means of reading and reproducing the signal. To solve this
problem and ensure the possibility to send quantum information over a longer distance,
two remote parties are entangled together via a process called entanglement swapping.
Figure provides a visualization of how this could be achieved. Both Alice and Bob
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Figure 7.2: Process of entanglement swapping [14]

create an entangled pair of electrons and send one of the electrons to a common quantum
repeater. The repeater is now individually entangled with Alice and Bob, but the two
of them are not. In the next step, the repeater performs a Bell state measurement on
the two qubits it possesses and sends the outcome of the measurement via the classical
channel to Alice and Bob. With this the two qubits Alice and Bob possess respectively
are now entangled, but the two qubits at the repeater are consumed in the process.
Theoretically entanglement could be achieved over arbitrarily long distances using this
method, however due to decoherence over time, the process has limitations.

7.3.4 Quantum Network Protocols

Just like current networks, quantum networks will require certain protocols, such that
applications can use reliable services to transmit quantum information. Some proposition
for these protocols are heavily inspired by today’s TCP/IP stacks. [15]

7.3.4.1 Link Layer Protocol

The link layer protocol [15], or quantum entanglement creation protocol (QECP), already
assumes the existence of a physical layer protocol. The latter would be responsible for
actually entangling a pair of qubits, while the former ensures that the process is robust.
Figure [7.3] displays a schema of both a physical and a link layer protocol. The link layer
consists of four parts. The queue is there to coordinate the trigger requests to the lower
layer. These requests trigger the creation of an entangled pair. The quantum memory
management unit (QMMU) determines which physical qubits are to be used to generate
and store the entanglement. The fidelity estimation unit (FEU) assesses the quality of
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the entanglement, while the scheduler handles which requests from higher levels should
be prioritized.

7.3.4.2 Network layer protocol

The network layer is responsible to provide long distance entanglement. It will likely not
consist of a single protocol, but will contain several protocols [16] that work together and
complement each other. The routing protocol is, similar to a classical routing protocol,
there to determine an optimal path. It factors in the path length, its cost, the throughput
as well as its fidelity. A signalling protocol is in place to create a virtual circuit and to
manage the schedule. Finally the quantum data plane protocol is responsible to manage
the link-pair generation, to perform the entanglement swapping and keep track of the
swaps and to manage the quality of service.

7.3.5 Quantum Error Correction

Error correction is important to enable fault-tolerant quantum computations. There are
several challenges when it comes to quantum error correction [I7]. A classical approach
to the problem doesn’t work, as the qubits cannot be copied or measured lest they lose
their quantum information.

Furthermore while classical bit flips can occur, so |1) — |0) or |0) — |[1), also phase
flips are possible |0) — |0) or [1) — | — 1), resulting in a state change of («|0) + 5|1)) —
(a]0) — B[1)). This together with the fact that in the quantum world errors are continuous
- the angle of polarization of a photon can shift off by an arbitrary degree, not necessarily
a full 90 degree flip - makes quantum error corrections more challenging than normal error
correction.

7.4 State-of-the-art technology

7.4.1 Quantum Key Distribution

Quantum key distribution [I§] or QKD is one of the first commercializable quantum
information tasks. It ensures the creation of a secure secret key between two partners
and relies on the fundamentals of quantum mechanics, such as the no-cloning theorem to
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ensure that no information can be copied and the fact that any measurement alters the
state, so the information cannot be looked at without changing it.

A protocol on how to achieve the distribution of the secret key was proposed by Charles
Bennett and Gilles Brassard in 1984. Their protocol utilizes photons as a means to send
qubits and the qubits can be measured in two different bases, either the + basis, where
the light is horizontally or vertically polarized or the x basis, which is the + basis rotated
by 45 degrees. For the premise, Alice and Bob want to have a shared key to encrypt their
messages.

Alice begins the protocol by sending some number n photons over a quantum channel to
Bob. Alice knows the basis in which she encoded it in and also knows the input value.
Bob now measures the incoming photons in either of the two bases. On average they will
have used the same basis for 7 of the photons. In the next step they communicate which
basis they used for which photon using a classical channel. They discard the values of all
qubits where they used different bases and keep the ones where they used the same. These
values now make up the raw key. Now they both reveal a part of the raw key to each
other and compare values. If all values are equal, as they should be, then the protocol has
worked and they have created a secret key. If the error rate is too high it could indicate
that an eavesdropper has looked at the qubits and thus changed them and they will abort
the protocol and start again.

7.4.2 Integrated Space-to-Ground Quantum Communication Network

This concerns a recent progress that has been achieved in China. A group of researchers
has been able to create a quantum communication system that spans over 4600 kilometers
that has been used for QKD [19].

Figure[7.4 shows a representation of the network. It consists of a backbone fiber link, used
to send photons, four quantum metropolitan area networks, which each have quantum
capable end users, two ground-satellites, one of which is directly connected to the backbone
fiber link and one quantum satellite. They managed to send quantum information to a
remote location using a satellite, which is a promising achievement.
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7.5 Future Scenarios

It is difficult to predict to what extent quantum systems will be used in the future, as the
research is still in the beginning and many problems must be overcome before it will be
in widespread use.

7.5.1 Quantum Cloud Computing

One scenario, which could be possible in the near future, would be access to a quantum
computer via a cloud. This could drive innovation forward without the need for the
average user to possess a quantum computer. In part, it already exists, as IBM grants
access to their quantum computer Quantum Experience via a cloud service. However,
this is only accessible for previously approved scientific studies. [21]

One of those studies was the simulation of a deuteron nucleus, consisting of a proton and
a neutron.[20] This is a step in the direction of simulating larger atoms and molecules
which could potentially revolutionize drug development and healthcare treatment. The
size of molecules a classical computer can accurately model is very limited, but quantum
computers can simulate much more complex systems. [22]

Especially in the pharma industry, where the relevant molecules are often proteins, con-
sisting of thousands of atoms, the computational power of a conventional computer is just
not good enough. Being able to simulate proteins, could provide an insight into whether
and how they might react to various molecules, such that one that has a high change
of binding to the protein can be chosen for the drug design. The possibility of mod-
elling chemical reactions could prove useful when trying to find new ways to synthesize
compounds or even how a drug is processed in the body.

With the creation of more quantum computers and achievements in the development of
more powerful quantum computers, they might soon be accessible not only for a few se-
lected research teams, but could be open to more general users. Cloud accessible quantum
computers would need to provide access for users with different backgrounds and technical
interests.

Quantum physicists will be more interested in the underlying technical detail and would
probably like to optimize control of the qubits and improve pulse-shaping used for Fourier-
transformations. Information scientists on the other hand, would concentrate on building
quantum circuits, using quantum gates and provide basics for error correction, such as
parity checks and conditional operations. For quantum developers, their area of interest
is mostly on the application side. They will not care how it works, just that the quantum
device reliably does what is expected and that it does so within a decent time period.
They will create the algorithms and programs, that can then be used by the public and
provide an interface for less educated users to utilize the power of quantum computers
without having to understand anything about the technical details of them.[21]

For the time being these quantum computers are not accessible to the public, there are,
however, other methods to drive innovation in forward in the realm of quantum pro-
grams. Some companies provide simulators for developing quantum software, where as-
piring quantum developers can code for quantum applications without ever needing a real
quantum computer. [23]

7.5.2 Quantum Optical Twin

The quantum optical twin [24] or QOT is a much more futuristic vision. It builds on
the concept of Digital Twin Computing, a future proposed by the Nippon Telegraph
Cooperation based in Tokyo as a part of their innovative optical and wireless network
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IOWN proposal. Their aim is to build a twin of any physical entity and represent it
digitally. It allows for communication and interaction in this created cyberspace.

QOT is the quantum equivalent of this idea. It therefore creates a digital quantum replica
of a physical thing, using photons as qubits. It uses many of the previously discussed
methods, such as teleportation, entanglement swapping and routing. As an example, a
smart city could utilize QOT to optimize its traffic by interacting with self-driving cars.
A QOT of a human could serve as an intelligent personal assistant and could use quan-
tum artificial intelligence to solve complex problems. Quantum optical computing could
prove very useful in Al, as today’s deep neural networks are energy and time consuming
and quantum optical computing can compute one of their most used operation, matrix
multiplication, very efficiently. Furthermore, quantum optics could help pave the way for
futuristic applications, such as ambient intelligence, holographic telepresence or tactile
internet.

7.6 Conclusions

While the world of quantum computing is still in its early stages, it is the focus of many
scientists around the world. Progress is made consistently and some applications, such as
QKD are already well developed.

Still there are a number of challenges, that need to be overcome before quantum computers
can be used by the public. One concern is the lifetime of qubits, as they are still fairly short
lived, and better solutions to store and memorize qubits. They are somewhat connected,
as longer living qubit would decrease the need for storage, while good quantum memory
could allow for shorter living qubits, which are stored more often.

Despite the drawbacks, the quantum future looks promising and with increased demand
for quantum services, development and progress will be driven forward. Applications like
such as large molecule simulation and quantum communication systems can look into a
bright future of quantum optical computing.

In summary, this report covered an introduction to quantum communication systems.
We briefly described the basics of quantum mechanics, in order to understand the op-
portunities and challenged that arise with quantum computing. We considered the topic
of quantum communication in a quantum internet on a high abstraction level, without
diving too deeply into the physical implementation of the necessary infrastructure. We
looked upon the inherent properties of quantum computations, such as the security from
eavesdropping due to the no-cloning theorem, as well as the different approaches to re-
solve the problem of quantum information storing and decoherence. An outlook on a
quantum internet, which could in the foreseeable future be used alongside our current
networks, was provided. Furthermore, quantum key distribution was introduced, as one
application of quantum computing, which has been demonstrated in experiments. The
recent achievement of a quantum communication network using satellites served as an
example of the state-of-the-art technology. Finally we discussed some future applications,
such as quantum optical communications and quantum cloud computing, which could be
a breakthrough for researchers in physics and chemistry.
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Chapter 8

An Overview into the InterPlanetary File
System (IPFS): Use Cases, Advantages,
and Drawbacks

Christian Biert

Negative headlines of centralized systems have accumulated in the recent past. In addition
to efficiency and scalability problems, such systems are often said to no longer be able to
meet the constantly growing requirements in the foreseeable future. The current noticeable
trend away from centrality does not really play into the cards of centralized systems.

Therefore, the aim of this paper is to present an innovative concept, launched in 2014 by
Juan Benet, a computer scientist from Stanford, that could solve the above stated problems
in one stroke: The InterPlanetary File System. In addition to the background knowledge
necessary for understanding the IPFS, this paper focuses exclusively on its underlying tech-
nologies, shows useful and legit use cases, outlines advantages and disadvantages, gives a
subjective statement based on the authors opinion and identifies those factors that could
be of key importance for the future success/failure of the IPFS. The knowledge for doing
so was acquired only from scientific papers, conference deliverables, technical reports, spe-
cralist books and relevant websites. Furthermore, the author has practically dealt with the
IPFS and tested a number of use cases thoroughly.

On closer inspection, it becomes clear that the IPFS, despite there exist some disadvan-
tages, offers many advantages. It is therefore not surprising that the InterPlanetary File
System is often said to have disruptive properties - it could fundamentally change the way
we share content nowadays.
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8.1 Introduction

8.1.1 Problem statement and motivation

In the recent past, negative headlines of centralized systems have become more and more
frequent. Be it a server outage of an important provider with global relevance or the
blocking of content based on questionable arguments. In addition to this, humanity is
moving at full steam ahead into a new era in which data distribution becomes increas-
ingly important. If one thinks about the global availability of cheap smartphones or the
Internet of Things (IOT), it should quickly become clear what kind of scale we are talk-
ing about. Furthermore, possibly driven by the hype around cryptocurrencies, a need
for decentralized /distributed systems is noticeable - people have become more suspicious
and try to bypass centralized points of contact whenever possible. Last but not least,
centralized systems are often associated with efficiency and scalability issues.

Although the underlying technologies of centralized systems are constantly evolving, it
seems as if the numerous problems that such systems by definition entail cannot be solved
easily. Critics go even further: they suspect that the above-mentioned systems may soon
no longer be able to meet future requirements.

However, there is a silver lining on the horizon: Back in 2014, Juan Benet, a computer
scientist from Stanford, published a scientific paper in which he presented a novel concept
that could solve all of the mentioned problems in one stroke - The InterPlanetary File
System (IPFS). The IPFS is an innovative concept with thoroughly disruptive character-
istics. It is a content-based system with a peer-to-peer architecture which uses existing,
established technologies and combines them in a completely new way.

8.1.2 Structure and procedure

Considering the aspects mentioned in chapter as well as the advantages of decentral-
ization /distribution, it becomes clear immediately, that the IPFS could take on a central
role in the near future. Therefore, the aim of this article is to give a detailed insight into
the IPFS with its underlying technologies, to outline useful and legit use cases and to
draw a conclusion based on the knowledge elaborated throughout the seminar. In order
to do so, the author has decided to structure the present paper into the following 4 main
sections:

The first section sheds light on the most important background knowledge which is in-
evitable to fully understand the InterPlanetary File System such as the Open System In-
terconnection (OSI) reference model, cryptographic hash functions/cryptographic hashes,
the most common network architectures, the Domain Name System (DNS) and the World
Wide Web (WWW)/Hypertext Transfer Protocol (HTTP). Section two concerns the three
main components - content addressing, content linking and content discovery - on which
the IPFS is built upon. Additional topics which are relevant within the context of the
present paper such as the concept of immutability /permanence and the role of the Inter-
Planetary Naming Service (IPNS) are covered as well. Section three is about useful and
legit use cases of the IPFS and also reveals the origin of the name InterPlanetary File
System. Last but not least, section four concludes the whole topic based on the authors
opinion and made experiences in a highly subjective way. Furthermore, it gives a brief
overview into how the IPFS might develop in the foreseeable future and mentions the
most obvious aspects for its future success.

As can be seen, the sections are arranged in such a way that the necessary knowledge
is built up step by step. The choice for such an outline was made because it not only
helped the author to understand the subject in detail, but also to make the subject as
understandable as possible for the target reader.
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Since the IPFS is a complex subject, a great deal of information had to be gathered and
processed in advance - mainly scientific papers, conference deliverables, technical reports,
specialist books, and relevant websites were used. The information contained therein was
condensed and written down in the form of a paper with the structure mentioned above.
Furthermore, the author dealt with the IPF'S in practice and tested the system thoroughly.

8.2 Background

8.2.1 The Open Systems Interconnection reference model

In 1984, the International Standardization Organization (ISO) developed the so-called
Open Systems Interconnection reference model [1]. It was initially designed to enable the
communication between electronic devices and consists of seven layers [I]. It must be
mentioned though that the OSI reference model does not offer any possibility to transfer
data but rather the framework needed for the transmission of data. The actual data
transmission is done via different types of protocols [2].

The seven layers can be divided into two categories: 1) layer I - IV: network-related (types
of cables, connectors, Media Access Control addresses, Internet Protocol, routing, Trans-
mission Control Protocol, User Datagram Protocol), and 2) layer V - VII: application-
/presentation-related (Server Message Block Protocol, standards like MFPEG, TIFF and
ASCII, File Transfer Protocol, Hypertext Transfer Protocol) [3]. The on layer VII located
Hypertext Transfer Protocol is especially important in the context of the present paper
and will be further explained in chapter [3.2.5

8.2.2 Cryptographic hash functions/cryptographic hashes

Since cryptographic hash functions play a crucial role in the IPFS (Content Identifiers,
Distributed Acyclic Graph, PeerIDs), understanding them is necessary. Cryptographic
hash functions output a value - the so-called cryptographic hash or digest - with a prede-
termined length. The length of the digest is independent of the size of the input value and
depends on the cryptographic hash function used (see figure for a schematic overview)
[4]. However, it is important to note that the ability to randomize the hash algorithm as
well as the size of the output hash is key when it comes to security of the cryptographic
hash function (in the sense of avoiding collisions). A given input, typically associated
with a time stamp, will always generate the same cryptographic hash (deterministic, see
below). In this sense, changes in the integrity of the given input can be detected since
the cryptographic hash would be completely different.

The cryptographic hash is a) one-way: calculating/guessing the input message from its
cryptographic hash must not be feasible [4], b) deterministic: given an input ”il”, the
cryptographic hash function always delivers the same cryptographic hash for the same
input [4], c¢) uncorrelated: by changing a given input "il” slightly, the cryptographic
hash function must deliver a completely different cryptographic hash [4], d) weak colli-
sion resistant: given an input ”il”, it should be infeasible to find a different input ”i2”
which results in the same cryptographic hash [4] and e) strong collision resistant: finding
two different inputs "i1” and ”i2” which result in the same cryptographic hash should be
infeasible [4].

The characteristics described above come in handy because by using a cryptographic hash
it a) becomes possible to identify any piece of data via a unique cryptographic hash and
exchanging them is b) very resource-efficient as cryptographic hash functions output a
cryptographic hash with a fixed length - regardless of the size of the input [4].

From time to time though, cryptographic hash functions no longer meet the above stated
characteristics and are broken. Therefore, supporting different cryptographic hash func-
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Figure 8.1: cryptographic hash function schematically

tions is key. But when supporting different functions, there must be a way to identify
which algorithm was used to generate the cryptographic hash. For this purpose, the IPFS
uses the multihash format [5]. According to [5] A multihash is a self-describing hash
which itself contains metadata that describes both its length and what cryptographic
algorithm generated it”. In the view of the author, the multihash format is essential in
order to have a future proof system.

8.2.3 Network architectures

The chapters(8.2.3.1|-8.2.3.3|give an overview into the most common network architectures
and highlight advantages and disadvantages.

8.2.3.1 Centralized systems

Centralized systems use a client /server architecture. Usually, clients are directly connected
to a central server. This central server coordinates/serves all the other clients in the
system. Scaling a centralized system is done vertically but not horizontally [6] [7].

Such systems offer al) a high user experience (easy to physically secure system, easy
removal of a node and many more), are a2) cost efficient to set up and maintain and are
a3) easy to coordinate. On the other hand, centralized architectures are often associated
with d1) high downtimes/availability issues since we have a single point of failure, d2)
bottlenecks when traffic skyrockets and d3) security issues because there exists a single
point of attack (see ﬁgure for a graphical visualisation). Nonetheless, most web services
such as online banking accounts, YouTube or a mobile app store are centralized systems
[6] [7].

8.2.3.2 Decentralized systems

Unlike centralized systems, decentralized systems distribute the coordination/serving work-
load across multiple central servers. Each of these central servers interacts independently
with other central servers and serves as a central unit. Nodes are directly connected to
a central server. Therefore, decentralized systems still rely on central servers, but more
than one per network. Usually, decentralized systems can be scaled vertically but not
horizontally [6] [7].
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Decentralized systems are al) highly available since there does not exist a single point
of failure, offer a2) faster performance and lesser bottlenecks due to balancing the load
on different central servers and have a3) no single point of attack which results in a
more secure system. On the other hand, such systems are often associated with d1)
a lower user experience, d2) higher costs due to labor-intensive maintenance and d3)
coordination issues due to the lack of communication between nodes (see figure for a
graphical visualisation) [6] [7].

8.2.3.3 Distributed systems

Similar to decentralized systems, distributed systems avoid a single central server. Dis-
tributed systems consist of equal interconnected nodes, some of which become server
nodes for the coordination of the system. Therefore, data ownership and computational
resources are shared evenly across the whole system. As every node in the system makes
its own decision, the final behavior of the system is the aggregate of the decisions of the
individual nodes. The process by which the system votes and makes decisions is contin-
gent on the systems consensus mechanism. Therefore, all nodes are peers of each other -
they work towards a common goal. Distributed systems can either be scaled vertically or
horizontally or both [6] [7].

As mentioned above, distributed and decentralized systems have many similarities when
it comes to their architecture. Therefore, the advantages and disadvantages of distributed
systems are quite similar to the ones of decentralized system (see chapter but on
a higher extent (see figure [8.3| for a graphical visualisation) [6] [7].

8.2.4 The Domain Name System

Usually, participants in a network not only have an address, but also a name. These names
are strictly regulated and hierarchically structured. They cannot be changed but extended.
As electronic devices communicate via addresses (the names are for our convenience only),
there must be a system which resolves names into addresses [8]. Therefore, we use a system
of distributed databases - the Domain Name System.

The DNS is hierarchically structured. On top are the root servers. These 13 servers
consist of hundreds of severs which are located in different countries all around the world
[9]. The root servers know the worldwide structure and refer to the Name Servers (NS) to
which the Top Level Domains (TLDs) are delegated. These servers in turn delegate name
spaces to other Name Servers. By further extending this structure, a tree-like structure is



84 An Overview into the InterPlanetary File System (IPFS)

decentralized distributed

user experience
(physical security, removal of a node etc.)

cost

risk of default / availability issues

risk of bottlenecks

)

G

coordination issues —
[
o
[

security issues
(single point of attack)

Figure 8.3: advantages/disadvantages of decentralized/distributed systems

created. It must be mentioned though, that no DNS server contains the entire database
but only a subset of it [10]. As a result, names can be resolved into addresses (forward
lookup) or addresses can be resolved into names (reverse lookup) [11].

8.2.5 The World Wide Web and the Hypertext Transfer Protocol

8.2.5.1 General overview

The probably best known and most often used service on the internet is the World Wide
Web. To make the WWW work, the HT'TP is needed. The layer VII protocol enables the
communication between web browsers (clients) and web servers (servers) over the internet
[12].

In order to receive content, the web browser (client) sends a request to a web server
(server). Since the HTTP is a connectionless text-based protocol, a new connection must
be initiated for each request [12]. As already mentioned in chapter the resolution
from names into addresses is done by the DNS. The WWW is an address-based, centralized
system. Although such a system has advantages and a raison d’étre, it does not come
without flaws - these possible deficiencies will be extensively highlighted in the following
chapter [8.2.5.2| [12].

8.2.5.2 Challenges of the World Wide Web and the Hypertext Transfer Protocol

The WWW can be referred to as a centralized system. As seen in chapter [8.2.3.1] cen-
tralized architectures have specific advantages and disadvantages. The following section
skips the advantages and focuses mainly on the disadvantages of the WWW and takes a
closer look at the most obvious and current challenges [13].

In such a system, users are not only reliant on hosts but also on administrators. It becomes
clear that the majority of the WWW is controlled by ordinary people maintaining servers
[13]. That is all well and good as long as everyone does a good job, but sometimes, people
do not do their job properly. Additionally, people have become more distrustful towards
central parties and no longer want to trust them blindly. What may happen when these
people/central parties do not do what they are intended to do can be seen below:



Christian Bieri 85

Google has suffered a worldwide outage, with failures reported across the com-
pany’s services [...] The widespread failures caused many to highlight the risks
of digital concentration, where an outage at a single company takes down a
substantial proportion of online activity [14].

The online encyclopaedia was blocked in Turkey in April 2017, after it refused
to delete articles critical of the country’s government. |...] The ban lasted 991
days [...] [15].

In the eyes of the author, such incidents are more than problematic and should be avoided
at all costs. But since it is a centralized system, such outages can occur every time and
censoring content is extremely easy. Furthermore, according to [16] ”[...] each hop costs
money to the data provider and wastes bandwidth”. Last but not least, as stated by [16],
"HTTP downloads a file from a single computer at a time, instead of getting pieces from
multiple computers simultaneously”. If one also considers that networking will become
even more extensive in the coming years, the author acknowledges that a solution is needed
to address the mentioned problems.

However, although unreliable, slow, manipulable and expensive, the WWW and HTTP
are still widely used. According to [17], this may be the case because ”[...] no general
file-system has emerged that offers global, low-latency, and decentralized distribution”.
This might be true to some extent. In the author’s eyes, however, it is not only related
to technological aspects, but also to the fact that change is a long-wided process that has
to be undergone in order to new technologies being applied on a large scale.

8.3 The InterPlanetary File System

8.3.1 General overview

Since we are entering a new era of data distribution and the old systems may no longer
be sufficient (see chapter , the time might be right for the IPFS [17]. According
to [18], "The InterPlanetary File System is a distributed system for storing and accessing
files, websites, applications, and data”. It was was thought up by Juan Benet, a computer
scientist from Stanford University [16] and makes use of a peer-to-peer architecture [17].
Unlike the WWW which knows how to find information by its address/location, the IPFS
finds information by its content. Therefore, it is also referred to as a content-based system
[18].

To make such a system work, the IPFS is built upon many modular libraries which support
specific parts of the system. The three main components are a) content addressing/Con-
tent Identifiers (CIDs), b) content linking via Merkle Directed Acyclic Graphs (DAGs)
and c¢) content discovery via Distributed Hash Tables (DHTsS).

Or in other words: The IPFS uses many different, straightforward and established tech-
nologies and combines them in a novel and unique approach, resulting into a file system
that tries to connect all nodes with the same system of files, which has no single point of
failure and where nodes do not need to trust each other [17].

The following chapters - not only give a detailed insight into the underlying
technologies, but also outline additional knowledge which is worth being mentioned in the
context of the IPFS.

8.3.2 Content addressing and content identifiers

As mentioned in chapter [8.3.1] the IPFS makes use of content addressing - it identifies
content by what it is [20]. Therefore, content that uses the IPFS protocol needs a Content
Identifier - a self-describing content-addressed identifier. These CIDs are generated by a
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cryptographic hash function [20]. Therefore, a CID can be seen as a label which is used
to point to content in the IPFS. Although it does not indicate where the content is, it can
be considered as an address, based on the content itself [21].

Although most content in the IPFS is hashed by sha2-256 [22], it is mentioned that the
IPFS uses the multihash format. As a result, many other cryptographic hash functions,
such as Blake 2 or MD5, are supported as well [23]. Cryptographic hashes are not only
used for uniquely identifying content, but also for linking it together (chapter [20].
The CIDs from the IPFS can come in two different forms/version: a) version 0 multihash
CIDs with base 58 encoding which are simple but inflexible and b) version 1 multi-
hash CIDs which uses some leading identifiers which clarify the encoding used (multibase
prefix), the CID version (CID version identifier) and the format of the target content
(multicodec identifier) [21]. The combination of the multihash format and the leading
identifiers from v1 CIDs provide future proof CIDs. As a result, the vl CIDs from the
IPFS are very well prepared for the future [5].

8.3.3 Content linking via Merkle Directed Acyclic Graphs
8.3.3.1 General overview

In chapter we laid the foundation for content addressing. However, just assigning
CIDs to content is not enough - content must be linked together. Therefore, a new data
structure must be introduced: the so-called Merkle Directed Acyclic Graphs.

DAGs are often used in distributed systems. The IPFS uses a Merkle DAG which is
optimized for representing directories and files. In a Merkle DAG, every node has a
unique identifier which is a cryptographic hash produced by the nodes content (see also
chapters and [8.3.2)). As a result, whole file systems can be represented with Merkle
DAGs [24]. The Merkle DAG from the IPFS is an enormous flexible way to represent
content [25]. Since every node in a Merkle DAG has a unique identifier, also known as
CID, it becomes possible to identify content via the value of this CID [24].

8.3.3.2 Key characteristics

Besides the fact that every Merkle DAG has a unique identifier, there exist some further
key characteristics which are worth being mentioned: Merkle DAGs are a) structured
and linked together: every leave (nodes without children) is contained in the parent
Merkle DAG; every node is the root of a (sub) Merkle DAG and contained in the parent
Merkle DAG [26], b) immutable: changing content of a node changes its unique identifier
affecting all the ascendants and resulting in a completely different Merkle DAG [26], c)
deduplicated: nodes with the same unique identifier represent the same Merkle DAG [20]
enabling storing the same content only once [25] and d) tamper proof: all content can
be verified on its integrity with its CID, IPFS detects tampered content [25].

8.3.3.3 Building process and related topics

To build a Merkle DAG, the IPFS splits up the content into blocks of 256KB (junker)
first [24]. Afterwards, the Merkle DAG can be built in a bottom-up like process. The
construction process starts from the leaves. As soon as the leaves’ CIDs are computed,
parents can be added. Building a Merkle DAG in a top-down like process does not work -
the content linking would not be possible [26]. A simple, but for understanding sufficient,
Merkle DAG can be seen in figure [8.4]

Since content is split up into blocks, different parts of the content can be fetched from
different sources. Additionally, content can be authenticated quickly [24]. Furthermore,
similar content can share parts of the Merkle DAG. Imagine you update a website: The
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Figure 8.4: Merkle DAG schematically

updated contents - and only these - receive a new CID. Therefore, according to [24],
"The old version and the new version can refer to the same blocks for everything else”.
In the opinion of the author this is an extremely sophisticated principle and, as a result,
transmitting versions of large datasets becomes more efficient as only the updated content
must be transferred [24].

8.3.4 Content discovery via Distributed Hash Tables
8.3.4.1 General overview

So far, we have seen how content addressing with CIDs works (chapter and how
content is linked together (chapter . Now, we move on to the last important piece
of the IPFS: content discovery via Distributed Hash Tables which consists of three main
concepts: 1) DHTs, 2) Bitswap and 3) libp2p.

8.3.4.2 Distributed Hash Tables

A DHT is a database of keys and values which is used for content discovery. Content
discovery is used to identify which node/nodes is/are hosting the content we are looking
for. It is called distributed because the table is distributed across all nodes in the network
[217].

DHTs are often referred to as the coordination system of a peer-to-peer system [17].
One very popular DHT is the Kademlia DHT. It is not only equipped with an efficient
lookup mechanism, but it is also used in many peer-to-peer applications and established
as well. Besides the Kademlia DHT, there exist two other DHTs: 1) the Coral DSHT
which extends the Kademlia DHT mainly in terms of performance, storage and bandwidth
areas and 2) the S/Kademlia DHT which can be seen as a more secure version of the
Kademlia DHT [2§].

The DHT is consulted twice. 1st) for finding the peers which are storing the block that
make up the content we are after (content discovery) and 2nd) to find the location of
these peers (peer routing) [27]. Especially for peer routing (see also chapter [8.3.4.4)),
the Kademlia routing algorithm is of outmost importance. The node-ID-based routing
algorithm uses an innovative XOR and is enormously efficient [29]. However, explaining
the algorithm in more detail would go far beyond the scope of this paper.
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8.3.4.3 Bitswap - a marketplace for blocks of data

As soon as we have discovered the content and have found the current location of it, we
can request these blocks from other peers and send blocks to other peers. In order to do
so, the IPFS uses Bitswap [27]. The message-based protocol contains either a want list or
blocks and is responsible for acquiring and sending blocks from peers to peers [30]. The
IPFS requests blocks from Bitswap and Bitswap fetches them from the network [31].
Therefore, Bitswap is often referred to as a marketplace for blocks of data. It is the way
how the IPFS exchanges blocks of data [32] or the way how data distribution in the IPFS
happens [33]. As already mentioned, content is split up into blocks of 256KB (chapter
. Every block is uniquely identified by a CID (chapter . Understanding this
concept is key when it comes to understanding Bitswap.

Fetching content is a recursive procedure. 1st) the root CID is added to a so-called want
list [32]. The want list is a list which contains the CIDs of desired blocks which a peer
wants to receive [30]. When the CID of the root block is added to the want list, the
following steps are carried out sequentially: 2nd a) The desired root block is requested
from all connected peers via a want broadcast. If no connected peers have the desired
root block, then 2nd b) the DHT is consulted for finding the ID/IDs of the peer/peers
who have stored the desired block [30] [3I]. Depending on the availability of the block,
3rd) the block is either sent by a peer or we receive Peer ID /s where the block is available
from the DHT. Peers who have the desired content are added to the session. Only these
peers will be considered for further enquiries [31]. As we have the PeerID/s, we can 4th)
request the desired root block. With the root block at hand, we also know the roots
child/children block/blocks in the form of the CID/CIDs. The child/children CID/CIDs
are 5th) added to the want list and the whole process starts again until we reach the
leaf/leaves block/blocks of the Merkle DAG [30] [32]. A graphical visualisation of Bitswap
and its procedure can be seen in figure [8.5]
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Figure 8.5: procedure Bitswap schematically

Additionally, it is important to specify which node/nodes is/are preferred to receive con-
tent from. According to [31] "peers in the session are ordered by latency and the request
is split across peers”. This makes, in the view of the author at least, more than sense since
the IPFS tries to offer global, low-latency and decentralized distribution. Furthermore,
since we can check the integrity of every block with its CID and its content, peers do not
have to trust each other. Therefore, it does not matter which peer/peers sends/send us
the desired content [30].
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As we have seen, nodes come together in a marketplace for exchanging content in the
form of blocks. Usually, marketplaces are thought to have a currency. A digital currency
for incentivizing nodes could be implemented in the form of a Bitswap Strategy. The
base case though works without any currency: According to [33] and in order to exchange
blocks, "nodes have to provide direct value to each other in the form of blocks”. When the
nodes have what the other wants, it works fine. Otherwise, "nodes must work for their
blocks”. For the described procedure to work, Bitswap Credit is used which allows peers
to track their balance with other nodes [33]. According to the author’s understanding,
such a functionality is more than desirable, as it will put a stop to freeloaders.

8.3.4.4 libp2p

libp2p was developed specifically for the IPFS as an open-source project [34]. As stated in
[34], "libp2p is a modular system of protocols, specifications and libraries that enable the
development of peer-to-peer network applications”. Due to its modular and composable
characteristics and because of the independence to the IPFS, it became very popular for
many other projects as well [34].

libp2p is responsible for many tasks in decentralized systems - it addresses the following
five key areas:

e Identity/Security: Each libp2p peer holds a private key and a public key. This
key pair is not only used to set up a secure communication between peers and for
authentication reasons [28] [36], but also for generating the PeerID which is the
output of a cryptographic hash function of the public key encoded in the multihash
format. A peer address has the following structure: /p2p/QmYT[...]x5N[] [36].

e Addressing: Since libp2p offers the possibility to operate across different types
of networks, it must be possible to work with different addressing schemes. In
order to do so, a multiaddress is used where multiple addressing information are
encoded into a single structure. Using a multiaddress avoids ambiguity. When the
transport multiaddress (/ip4/7.7.7.7/tcp/4242) is combined with the peer address
(/p2p/QmY]...]x5N1'), we have a new multiaddress at hand which contains all the
essential information needed [35].

e Transport: The so-called transports in the IPFS are responsible for transporting
bits from one peer to another. As the therefore responsible protocols can be freely
chosen by the developers [37], libp2p must provide an interface which supports a
broad range of protocols [34]. The two core operations of transports are a) listening:
which accepts connection requests from another/other peer/peers and b) dialing:
which opens a connection to a listening/listening peer/peers [37].

e Content Discovery: Since the IPFS uses the concept of content addressing, libp2p
provides an interface for content routing using a Kademlia-based DHT [34].

e Peer Routing: For sending a message to another peer, we need its PeerID and its
location on the network. Often, we only know the PeerID. As metioned in [34], "Peer
routing is the process of discovering peer addresses by leveraging the knowledge of
other peers”. Peer routing in libp2p uses a DHT and the Kademlia routing algorithm
[34].

Besides the above-described tasks there exist some more such as a) PubSub which stands
for publish/subscribe and is a very useful pattern for sending a message to groups of
interested receivers [34], b) Network Address Translation (NAT) Traversal for configuring

! original peer address: /p2p/QmYyQSolclYm7orWxLYvCrM2EmxF TANf8wXmmE7DWjhx5N
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incoming connections [38], ¢) Protocols such as ping, identify/push and kad-dht with a
unique ID for the protocol negotiation process [39] and d) Stream Multiplexing which is
used to share the underlying, usually scarce, transport medium [40]. However, discussing
them in more detail would go beyond the scope of this paper.

8.3.5 Immutability and the role of the InterPlanetary Naming Service

After having discussed content addressing (chapter [8.3.2)) and content linking (chapter
8.3.3), understanding the concept of immutability and the role of the InterPlanetary
Naming Service within this context should be straightforward.

An immutable object is an object whose state cannot be altered or modified
once created. Once a file is added to the IPFS network, the content of that
file cannot be changed without altering the CID of the file [41].

Immutability is an excellent property when it comes to storing data but with content that
can change or needs to be altered, immutability is problematic though. In order to enable
mutability in an immutable system, we need another layer which is located on top of the
CIDs [41]. The author shares the stated view and thinks that the Interplanetary Naming
Service (description follows) offers an ideal solution to deal with the mentioned problem.
Whenever content in the IPFS changes, we are building up a new Merkle DAG with a new
CID (CID,ey), instead of editing, updating or otherwise changing the old Merkle DAG.
The new parent/root CID (CID,ey) consists of nodes which did not change and of the
new nodes which have changed [41].

As in the IPFS nothing is overwritten, the user can not only visit the old content, but
also the new content by either using CIDq or CID,,. visiting content via the CID is a
quite arduous approach as every time content is updated, the CID changes as well. As
a consequence, we would need to distribute a new CID whenever we change content. To
overcome this inconvenience, the IPFS uses a pointer which always points to the latest
content instead. The system in charge of this process is called the InterPlanetary Naming
Service. The IPNS is very important for a convenient use of the IPFS - especially in an
always changing environment [41]. It creates an address that can be mutated [42] and
therefore enables mutable naming without the need of distributing IPFS CIDs [43].

In the IPFS, every user gets a mutable namespace in the form of /ipns/<nodeld> to
which a user can publish content to. The /ipns/ prefix enables the distinction between
mutable and immutable paths. Instead of using the IPNS for creating mutable addresses
on the IPFS, DNSLink can also be used. It is not only much faster but also uses human-
readable names [42]. However, discussing DNSLink in more detail would go beyond the
scope of this paper.

8.3.6 Participation, persistence, permanence and pinning

In order to have content which is permanently available, not being lost or fortuitously
deleted, it is essential that peers are actively participating because the more often copies
of content are stored within the IPFS, the more reliably available these copies to other
users of the IPFS are [48]. This happens, at least to some extent, automatically: Whenever
a peer downloads content in the IPFS, this peer shares this content with other peers for
a limited period of time. In order to do so, an IPFS node needs local storage to store
and obtain data. Note: all content which is available in the IPFS must be stored in some
node’s local storage [46].

However, as storage is a finite resource, nodes must clear out cached content from time to
time. The therefore used process is called garbage collection [45] and can be seen as a form
of automatic resource management which deletes content on IPFS nodes that it thinks is
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no longer needed. The collector can either be triggered when a) a certain percentage of
used storage is exceeded or b) after a certain period of time [47].

As the garbage collection deletes files, there must be an approach to ensure that data
persists - pinning [45]. With pinning, content can be stored on one or more IPFS nodes’
local storage for an indefinite period of time [46]. Pinning ensures persistence [45]. In
order to pin content, many IPFS nodes use pinning service such as Axel, Eternum, Infura
and many more [49].

Since there exist almost no incentive for an individual peer to pin content, Filecoin may
play an integral part of the IPFS in the foreseeable future. According to [50], Filecoin can
be seen as "the missing incentive layer for the IPFS”. It [...] adds incentivized, persistent
storage to IPFS”. However, explaining Filecoin in more detail would exceed the scope of
present paper by far.

8.3.7 Session of discussion about the underlying technologies

The underlying technologies of the IPF'S have already been described in detail in the chap-
ters [8.3.118.3.6] The following section, however, is intended to analyse those technologies
in the form of a brief discussion. It also reflects the author’s opinion.

The cryptographic hash functions, which are used to generate the CIDs, and the properties
they provide are not only the basis for addressing content, but are also extremely well
established and offer, together with the multihash format, extremely future-proof CIDs.
The author is currently not aware of any technology that offers all the necessary properties
in combination and therefore finds this technology suitable.

Of no less importance are the Merkle DAGs: Above all, the author regards two properties
as more than remarkable: 1) that only those blocks need to be updated that are subject to
change, thus enabling efficient data exchange and 2) that it is a simple concept, yet very
effective and extremely dynamic. Before writing this paper, the author was not familiar
with Merkle DAGs in detail - now he recognises their sophisticated features and is sure
that they are well suited for the purpose under consideration.

Cryptographic hash functions and CIDs together with Merkle DAGs make it possible to
authenticate content quickly. This is, according to the author’s understanding at least,
a huge advantage, as it can possibly put a stop to fraudsters. Furthermore, it could
make the use of data distribution systems much safer which is especially advantageous for
non-experienced users.

Although DHTs are of outmost importance, it is the Kademlia search algorithm that is, in
the eyes of the author, of most interest, as it is of great importance for peer routing and is
extremely efficient due to the used XOR metric. Additionally, in the view of the author,
Bitswap is remarkable. This may be the case because the author is fascinated by recursion
anyway. Being able to fetch blocks from different sources is an ingenious concept. The
fact that peers who are consulted for requesting content are sorted by latency is the icing
on the cake: However, one remark: When searching for content that is hardly available,
the search process can be very time consuming, which could affect the efficiency.

Of course, libp2p was analysed within the scope of this paper. Nevertheless, to look
at the technology completely in detail would have gone beyond the scope of this paper.
Therefore, it would be untrustworthy to give an opinion about the underlying technologies.
However, if one looks at the functionalities offered, it quickly becomes clear, at least in
the eyes of the author, why libp2p is used for so many projects nowadays.

What additionally impresses the author is the fact that hurdles are not seen as problems,
but that work is done to solve them with a new concept - with a strong community
behind the IPFS, this is possible. For example, the concept of immutability, which is
especially problematic in the context of constantly changing content, is solved with the
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IPNS. Solutions are also available for the difficulty of ensuring permanently available data,
which gains more significance through the garbage collector: pinning services or Filecoin.
In conclusion, it can be said that the underlying technologies are simple but effective -
these technologies have been combined in an ingenious way in the IPFS. The result is a
perfect interplay that makes the IPFS what it is today.

8.4 Uses cases of the InterPlanetary File System

8.4.1 General overview

The IPFS offers an almost unlimited number of use cases. Covering all of them would
exceed the scope of this paper by far. Nonetheless, the following section should give an
overview into some useful and legitimate use cases: a) file sharing via desktop applications
such as IPFS Desktop, Arbore/Orion or in the form of a Dead Drop [51], b) collaboration
for the coordination of the flow of data between colleagues such as PeerPad for written
documents, the InterPlanetary Version Control System or Gthr to connect event atten-
dants [52], c) asset storage for storing scripts or databases of a project on the IPFS such
as DTube for video hosting, Decentraland for virtual reality exploration or Qri as an open-
source tool for managing large datasets [53], d) IPFS as infrastructure for handling key
areas of networks customizable and out-of-the-box such as load balancing, deduplication,
high availability and many more [54], e) IPFS as a storage optimizer as a result of only
storing identical content once [55], f) decentralizing data with OrbitDB for decentralized
databases, with Textile - a hosting company on the IPFS - or with Fleek to build sites
and apps on the IPFS [56], g) Building decentralized applications (dApps) with available
frameworks such as Dappkit, Fission, Fleek and many more [57], h) blockchain through
distributing the common state on-chain and storing content on the IPFS as for exam-
ple Filecoin, IOTA or MindSync [58], i) decentralized identity as a concept of storing
personal data on a personal device through for example the personal data manager 31D
Connect or the Ceramic Protocol [59].

One use case the present paper highlights is the decentralization of the WWW itself and
can be found in the following chapter [8.4.2]

8.4.2 Decentralizing the World Wide Web - advantages, disadvantages
and alternatives

As already seen, the WWW is a centralized system (chapter with all its advantages
and disadvantages (chapter . If we completely decentralized the WWW, as stated
in [60], content could be downloaded "from many locations that are not managed by one
organization”. According to the author’s understanding, this is of key importance to offer
a general file-system that offers global, low-latency, and decentralized distribution. As a
result, we would a) have a highly available system with no single point of attack, could b)
minimize bottlenecks, especially when traffic skyrockets, would ¢) no longer have to trust
any central party, would d) be less affected by outages, could e) reduce costs for data
providers, would f) no longer waste bandwidth, could g) circumvent efficiency problems,
would h) make it almost impossible to censor content and it i) would be much more
unlikely being deceived by other participants since we are able to verify requested content
via the CID.

However, we would have to accept some disadvantages in return. Most probably, the
user experience would a) deteriorate, b) the costs for maintaining the network would
skyrocket, ¢) coordination issues could occur and there d) exist adaption problems because
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the WWW /HTTP are so widespread in use - evolving existing protocols incrementally
seems more likely than changing paradigms.

There is one more property worth being mentioned though which is especially obvious
when nodes are far away or disconnected: Content can be received faster if it can be
fetched from a node/nodes close by. This fact becomes particularly valuable for local
networked communities without good connection to the broader internet [60].

That last point is actually where IPFS gets its full name: The InterPlanetary
File System. We're striving to build a system that works across places as
disconnected or as far apart as planets. While that’s an idealistic goal, it keeps
us working and thinking hard, and almost everything we create in pursuit of
that goal is also useful here at home [60].

The author highly acknowledges the vision stated above but believes that this concept
must be established on planet Earth in a first step. However, he also admits clearly that
an interplanetary system can serve as an incentive and, if established successfully on our
planet, may even become reality one day.

Finally, it should be mentioned that, instead of decentralizing the WWW completely, one
could also consider addressing only some parts of it. Such as for example backing up the
DNS, one core component of the WWW (chapter [8.2.4), on the IPFS for improving its
availability with OrbitDNS [62]. Additionally, the deduplication property of the IPNS
could help archiving the WWW. With the InterPlanetary Wayback, this could be made
possible [G1].

8.5 Conclusion

8.5.1 Achievement of objectives and encountered difficulties

In my view, all stated objectives (see chapter have clearly been achieved. There were
five main factors which contributed to the success: 1) Excellent preparation beforehand
which enabled me to know since the beginning which goals I should achieve at which time.
2) An exemplary time management which was responsible for being able to submit the
deliverables ahead of time and allowed me to focus on quality instead of tinkering at the
last moment. 3) Fruitful cooperation between me and my supervisor. My supervisor
always took the time to answer my questions and concerns. When problems arose, they
were discussed on a bilateral basis. I have always tried to take the tips into account in
the elaboration of the present paper. 4) A broad range of high-quality literature which
enabled me to understand the subject thoroughly. 5) Motivation to get an in-depth
insight into a cutting-edge and interesting topic which was completely new to me and the
thought of bringing the topic closer to my classmates in an understandable form.
Throughout the execution of the work, no difficulties, which are worth being mentioned,
arose. If there were any questions or ambiguities, they were solved directly with my
supervisor on the spot. Due to the thorough preparation beforehand, modifications were
hardly necessary during the execution. Of course, I received some tips from my supervisor
- whenever possible, I incorporated them into the present paper. On the whole, however,
I am more than satisfied with my approach and will try to adopt it similarly in future
projects.
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8.5.2 Subjective statementf]

Not only have I been interested in cryptocurrencies for quite some time, but I am also
fascinated about the underlying technology. Why do I mention cryptocurrencies within
this context? These currencies have one main goal: decentralization. They try to tear the
power out of the hands of a central party.

Although interested into decentralization, I have never heard/read anything about the
IPFS before I participated in the seminar communication systems. I only applied for this
topic because I am intrigued by planets and space. However, neither was I aware at the
time of my application that the topic had little to do with this, nor did I comprehend the
possible implications of the IPFS in the foreseeable future.

When 1 first heard/read about decentralization within the context of cryptocurrencies,
I barely understood what it is about. I just guessed that a few nerds had thought up
something awesome. Not at all [ have understood their main goals and ideals.

Over time, however, I realized what they try to achieve and became more aware of the
problems that centralization can actually cause. I am extremely pleased that I happened
to come across a topic, the IPFS, that addresses this very issue as well.

In general, I am an advocate of the fact that all people should have equal opportunities
- in my opinion, this is a condition which we should aspire. I guess that the IPFS could
pave the way to get there. With the IPFS, it becomes almost impossible to exclude people
from the system or to negatively influence someone with low bandwidths. For sure I also
like the fact that the IPFS could be able to connect planets. In my opinion, however, this
is of secondary importance.

Especially intrigued am I about the fact that the IPFS is an open-source project - ev-
erybody can participate and everyone can contribute valuable content. What blows my
mind, however, is that the IPFS has created something great with a number of, in my
view, manageable technologies that could add a lot of value in the near future.

While trying out the IPFS, I was more than surprised how easy it is to participate and how
stable the whole system runs. I must honestly say that it makes absolutely no difference to
me whether I use the WWW with HT'TP or the IPFS - I just want to have an underlying
technology that is awesome and serves its purpose reliably. It must be clearly mentioned
though that I am technology affine - for technology averse people, this may be quite
different.

The in my view biggest challenge is to achieve a comprehensive adaption - people do not
like change and this will not be different when it comes to the IPFS. In order to achieve
adaption, people should be incentivized to change. To be honest however, I reckon that
there most likely exist parties which are everything but interested in people to switch to
the IPF'S.

In my opinion, the advantages of the IPFS outweigh the disadvantages by far. Personally,
I would be quite willing to make the switch to the IPFS. However, I would like to explicitly
mention that centralized systems also have advantages and that these systems may be the
better solution depending on the use case.

In my view, however, such a system is more than necessary and it meets the demand of
our time. In addition to the many advantages, the IPFS has a huge number of use cases
which make the concept extremely interesting and even more useful.

8.5.3 Future outlook

Eventhough the IPFS comes along with many benefits and could live up to some of our
ideals, it is presently difficult to say where the journey will take us. However, it is clear that

2Conclusion based on my own opinion and made experiences with the IPFS. It is highly subjective
and may not reflect the opinion of other people.



Christian Bieri 95

a trend towards decentralization/distribution is currently in full swing and will certainly
be strengthened by the current cryptocurrencies hype.

However, one thing must not be forgotten: The IPFS is far from being a flawless system
without drawbacks. Nevertheless, it shows nicely what kind of technology we may be
dealing with in the near future. Besides the more obvious advantages of the IPFS, which
especially occur as a result of decentralization, and its impact on its future adoption, there
are, in the view of the author at least, two main aspects which may even be more crucial
to its long-term success:

e Since humanity is entering a new era in which data distribution becomes increasingly
important (global availability of cheap smartphones, IOT), our current systems may
no longer be able to meet the future requirements soon - The TPFS could hold the
key to success.

e Fast and reliable access to global networks is more and more becoming a critical
factor for success. Be it for countries, communities or individuals, without it, op-
erating successfully in our interconnected world becomes almost impossible - The
IPFS could hold the key to success.

Considering the above-mentioned aspects as well as the advantages of decentralization, it
becomes clear immediately, that the IPFS may play a major role in the very near future.
How and in what form, the future will show.

At the bare minimum, it can be used as a global, mounted, versioned file sys-
tem and namespace, or as the next generation file sharing system. At its best,
it could push the web to new horizons, where publishing valuable information
does not impose hosting it on the publisher but upon those interested, where
users can trust the content the receive without trusting the peers they receive
it from, and where old but important files do not go missing [63].
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Chapter 9

Machine Learning for Network
Management: Current Status and
Possible Research Directions

Tvana Mesic

Network management functions ensure that the network is working properly and there
are no faults or intrusions. With the growing complexity of network topologies, larger
amounts of data and more users, network management has become increasingly harder
to perform. Machine learning (ML) methods have been introduced to improve or replace
existing network management technologies. These methods are still not widely used in
practice, but they have recently been topics of a lot of research. In this paper, an overview
of the most commonly used ML methods is given and their brief explanations. Also, novel
network architectures such as SDN and NF'V were described and how they can be used with
ML methods. Finally, the most important network management functions were presented
and how the ML methods can be used to improve them in practice.
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9.1 Introduction

Today, it is almost unimaginable to function without using some type of network. For
example, mobile phones, Wi-fi, Internet of Things and similar technologies have become an
essential part of our society, and their influence has been even more prominent during the
COVID-19 pandemic. Networks provide the basis for modern-day technology, economy
and overall way of life, so it is important to ensure their proper functioning. In this sense,
network traffic is growing each day, with new users and devices joining and creating more
and more data. Network providers are struggling to deal with such exponential growth and
to keep network performances up to standard using traditional network technologies [10].
Artificial intelligence, and especially Machine Learning (ML) methods, present solutions
for tackling the surging network traffic and big data.

ML has seen a fast development in the recent years, integrating itself in numerous tech-
nologies that we use every day. Now, researchers are exploring ways to improve network
management tasks using ML methods. The overwhelming amount of data that is gener-
ated each day by network users is impossible to monitor and manage manually, so ML
techniques are introduced to provide automation. Using ML in every part of network man-
agement is being explored, from monitoring and routing to network security and quality
of standards management.

Benefits that ML methods provide are faster data analysis and management, higher quality
assurance for users and higher flexibility and scalability of network management systems.
Although there are numerous advantages of using ML, it is still largely unexplored topic
and needs a lot of research. One of the biggest challenges in using ML in NM is also a
high costs for building infrastructure to support new methods [13].

In this paper, an overview of ML methods and their use in Network Management (NM)
tasks is provided. In Section the basics of ML algorithms and how they work are
explained. In Section an overview and categorization of most common ML methods
is provided. Section provides and overview of NM tasks and some new network ar-
chitectures which are best suited for integrating with ML methods. In Section the
advantages and challenges of using ML in NM are listed. In Section it the most com-
mon uses of each ML method category are listed in SDN networks. Finally, in Section [9.7]
it is explored how ML methods are used categorized by NM tasks.

9.2 Machine Learning (ML)

To define ML, first it is required to define a broader term - Artificial Intelligence (AI). Al
is a field of study which seeks to build computer systems that have human-like properties.
These properties can be divided into four main categories: thinking like humans, acting
like humans, thinking rationally and acting rationally [1]. AI can also be used as the
name for the systems that have said properties. For example, key properties that make
AT human-like is the ability to collect data in its surroundings, detect patterns and acquire
knowledge from the data and produce conclusions.

ML is a branch within AI. ML is defined as “a set of methods that can automatically
detect patterns in data, and then use the uncovered patterns to predict future data, or to
perform other kinds of decision making under uncertainty” [2]. ML is closely related to
data mining and statistics, but these fields differ from ML in emphasis and terminology
[2]. One of the differences between ML and statistics is that ML is applied statistics with
increased emphasis on the use of computers to statistically estimate complicated functions
and a decreased emphasis on proving confidence intervals around these functions [3].

ML today is used in various aspects of life, such as medical research, molecular biology,
text processing, computer vision and robotics. One of its usages is also in NM, which will
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be further explained in this paper. Although it has a widespread usage, ML has great
potential for improvement and for finding new use cases in which it can be used.

9.2.1 Learning Process

A ML algorithm is defined as “an algorithm that is able to learn from data” [3]. Here there
is a need to also define what “learning” means in the context of this definition. In [4], a
definition of learning is given as: “A computer program is said to learn from experience E
with respect to some class of tasks T and performance measure P, if its performance at
tasks in T, as measured by P, improves with experience E”. Since there are many different
tasks, experiences and performance measures which can be used in a ML algorithm they
will not be formally defined, but rather some of the most frequently used examples will
be named.

9.2.1.1 ML Tasks

As the definition of learning states, the ML algorithm has the goal to do a certain task
and it does it by learning through experience and with more experience tries to improve
its performance measures. The ML task is usually the desired outcome of processing input
data, called an example. An example is a set of features, usually marked with a vector x.
Tasks that the ML algorithm can be given are:

e Classification - Classification is the process of determining to which of the k prede-
fined classes (or labels) the observed example x belongs to. When solving classifi-
cation tasks, the ML algorithm usually produces a function f (f: R — {1,2,....k})
which maps the values from x to one of the k classes, such that y = f(x) or it
can output a probability distribution over classes. Examples of classification tasks
are handwriting recognition, face recognition, flower classification, and email spam
filtering.

e Regression - Regression is a process similar to classification, but the output is a nu-
merical continuous variable instead of categorical. Here the ML algorithm produces
a function (f: R™ — R) which maps the input example to a numerical value [3].
Some of the examples of regression tasks are predicting the tomorrow’s price of
stock based on today’s price; predicting the exact temperature at any location in
the building given weather data, time and door sensors; predicting the location in 3d
space of a robot arm end effector, given control signals (torques) sent to its various
motors [2].

e Transcription - Transcription tasks require the ML to observe an unstructured rep-
resentation of some kind of data and transcribe it into discrete, textual form [3].
Two most notable examples of transcription are: text recognition - when the ML
algorithm gets a picture of a text and it must produce the same text as a sequence of
characters and speech recognition - when the algorithm is given an audio recording
and it must produce the written transcript of the recording.

e Machine translation - Machine translation tasks require translating a set of charac-
ters from one language to another language. It is commonly used in natural language
processing (e.g., translating from German to English).

e Some other notable tasks that will not be further explained are anomaly detection
(marking odd examples from a set), synthesis and sampling (generating new exam-
ples that are similar to the training data) and imputation of missing values (given
an example which has missing values, predict the missing values based on former
training data).
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9.2.1.2 ML Algorithm Workflow

The following workflow for an ML algorithm can be used as a guideline to design and
implement new ML algorithms [2].

1. Data preparation and preliminary analysis: First step in the workflow is to under-
stand the data and prepare it for further analysis.

2. Feature extraction: This step includes presenting the data as a set of examples.
Each example should have a set of features which can then be processed by the
algorithm.

3. Dimensionality reduction: Dimensionality reduction is not a necessary step in the
workflow. Dimensionality reduction refers to eliminating some features from the
examples. This could be done either because the features are irrelevant and because
of them the model is not working properly or because there are too many features
and the model is becoming too complex.

4. Model selection: Model selection refers to the process of selecting the correct map-
ping function and choosing its hyperparameters. The hyperparameters of the model
are one level above the usual model parameters, for example if the model is a polyno-
mial function the polynomial degree would be a hyperparameter and the coefficients
of the function would be regular model parameters.

5. Model training: Model training is the process of iterating the model function on
the training data set.

6. Model evaluation: Model evaluation is a step in which the performance of the model
is evaluated by testing on the validation and test data sets.

7. Diagnostics and debugging: In this step, modifications to the model are made if
the performance is evaluated as inadequate.

9.2.1.3 Model Evaluation and Performance Measures

When preparing the data set for a ML algorithm, it is split into 3 parts: a training data
set, a test data set and a validation data set. The training data set is used to train (or
learn) the model. The validation data set is used to ensure that the correct model was
chosen or to evaluate the model. The test data set is then used to test the performance
measures of the model based on its predictions [10].

The validation data set is used to ensure that the algorithm generalizes well. The goal of
the algorithm is to predict unseen data, so it needs to have an optimal level of general-
ization. Since big amounts of data are always hard to obtain, the most common way of
producing validation sets is through k-fold cross validation. The k-fold cross validation
splits the data into k separate sub-sets and then trains k-1 sub-sets and evaluates the
remaining set. It repeats the procedure until all sub-sets are processed [10]. The overall
performance estimation is then an average of all the iterations. The model with the best
performance estimations is then chosen.

As mentioned, the evaluation process seeks to find the optimal way of generalization. This
is done by measuring the validation error and the training error. The training error is
the error on the training data set. As the algorithm keeps learning, the training error will
decrease. The validation or test error is the error on yet unseen data or the test data
set [2].

In Figure 9.1} it is depicted the underfitting and overfitting that can occur in ML algo-
rithms [I0]. If the generalization rate is too high, we talk about underfitting. This means
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that the model is too simple or that it did not have enough training data or iterations to
learn from. When we let the model learn the training and test error keep falling up to
a certain point, as shown in the figure below. During that time, the generalization rate
keeps falling and the model is improving its’ complexity. The point at which the test error
stops falling is the optimum of point of the model’s complexity. From that point forward,
the model is overfitting. That means it is loosing the generalization and is adapting too
much to the training data set, so it performs badly on unseen data from the test data set.
The goal of the evaluation and validation process is to find a balance between overfitting
and underfitting [2].

Underfitting Overfitting

Validation error

Optimum model

AR S

Estimation Error

.....

e

~,

______
_________________ Training error
______

Number of Iterations

Figure 9.1: Underfitting and overfitting [10]

When the model is evaluated and the best model is chosen, we can measure the effective-
ness of the model on the test data. Here, some of the most commonly used performance
measures are listed. All of the measures below are used with classification tasks [10].

e Confusion matrix: An example of a confusion matrix is presented on the figure
[0.2] This confusion matrix is made for a classification problem with 2 target classes.
Confusion matrices are mostly used in such problems, but they can also be expanded
for use with multiclass classification problems. The confusion matrix displays 4
performance indicators of a classification model. The goal is to maximize the true
positive rate and the true negative rate, because they show that the classificator
is working properly (classifying examples correctly). The goal is also to minimize
as much as possible the false positive and false negative rates. Depending on the
task of classification, the architect of the model can penalize one rate more than

the other (for example, in cancer detection false negatives should be penalized more
than the false positives).

e Accuracy: A = (TP + TN)/(total examples). The accuracy simply measures the
rate of correctly classified examples.

e Sensitivity or True positive rate (TPR): TPR = TP / (TP + FN) The TPR gives
the probability that a true outcome is actually true [10].

e Specificity (SPC) or True negative rate: SPC = TN / (TN + FP) Specificity gives
the probability that a false outcome is actually false [10].

e Precision or Positive predictive value (PPV): PPV = TP/(TP+FP) The precision
rate gives the proportion of actual true outcomes, given the set of examples classified
as true. The precision is used when rare events are classified. In that case, there
will be a lot of negative examples, so to improve efficiency and reduce the number
of data to process, the focus is only on data classified as true.
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e False omission rate (FOR): FOR = FN/(FN + TN) FOR is the proportion of false
negatives, given all of the examples classified as false [10].

e Receiver Operating Characteristic (ROC) curve is the curve which plots the relation
between FPR and TPR. The goal is to make the curve pass through point (0,1)
because it would mean the TPR is 1 and FPR is 0. Since it is impossible to make
such a perfect classifier, the goal is to make the curve approach that point as much
as possible. If the curve is the line x=y, the classifier is worthless, since it classifies
examples randomly.

e Arca Under the Curve (AUC) is the area that the ROC curve closes with x and y
axes. The maximum AUC is 1, and the goal is to make AUC close to 1. If AUC is
0.5, this means the curve is x=y and that signifies that the classifier is worthless.

Other performance measures that can be applied to problems that are not binary classi-
fication [10]:

e Accuracy: Accuracy, as in classification performance measures, is the rate of correct
predictions made on the data set [10].

e Mean absolute error (MAE): The error is calculated as the difference between the
predicted (y’) and the actual (y) output e = y”’ - y. The mean absolute error is the
mean of absolute values of errors for each example in the test set (mean(|el)).

e Mean squared error (MSE): MSE is the mean of squared values of individual errors
(mean(|€é?|)).

e R?: R? = SSp/SSr R? is also called the goodness of fit. It is the ratio of the ex-
pected sum-of-squares and the true sum-of-squares. The sum of squares is calculated
with the following formula S5 =3, (y; — yi)?

ACTUAL LABELS
PREDICTION
True False
True True Positive (TP) False Positive (FP)
False False Negative (FN) | True Negative (TN)

Figure 9.2: Confusion Matrix

9.2.2 Components of a ML Algorithm

In Section[9.2.1.3] it was introduced what it means when a ML algorithm learns something
and improves its results. Here, it will be explained which components of the algorithm
enable it to do that. Nearly all ML algorithms can be described as a combination of a
specification of a data set, a cost function, an optimization procedure and a model [3].
These components can be replaced mostly independently and with those replacements we
get a wide variety of ML algorithms.

The data set is the data that is given to the ML algorithm. The data in supervised learning
will be made of input examples and their paired output labels and in unsupervised learning
the data will consist only of input examples. The input examples are usually represented
with a matrix X (N z D) and the output labels are usually represented with a vector y. In
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the ML process, the data set is usually divided into 2 or 3 parts. The two main parts are
the training and the test data sets. During the first phase of the process, the algorithm
learns solely on training data and then the algorithm is evaluated on the test data set. To
ensure that the evaluation is correct, there cannot be overlapping between the test and
train data sets.

The model of a ML algorithm is a set of predictor functions or hypothesis. A hypothesis is
a function f (f: X — Y') which predicts an output label based on the given inputs. During
the optimization process this set of functions is searched through in order to find the one
that best predicts the desired outputs [6]. This can also be described as searching for the
optimal parameters that describe the hypothesis function. In practice, most used models
are probabilistic models which define probability distributions p(y|x) or p(x), depending
on whether supervised or unsupervised learning methods are used. If a model has a fixed
number of parameters, they are called parametric models. Parametric models are faster
to use, but make stronger assumptions about the nature of data distributions [2]. In
the non-parametric models the number of parameters grows with the size of the training
data set. They are more flexible than parametric models, but have a disadvantage when
dealing with large data sets because they become computationally too complex.

If we consider a function (hypothesis) f which makes a prediction y’, when the truth is y,
then the cost function is defined as the cost of predicting y’, when the truth is y [2]. The
most common cost function used is the negative log-likelihood (NLL), because minimizing
the NLL results in maximizing the log-likelihood function and causes maximum likelihood
estimation [3].

The optimization procedure is the use of optimization algorithms to improve the ML
model. That refers to tuning weight parameters of a function or training an artificial
neural network. It can also be described as searching through a set of hypothesis to
find the optimal one(s). There is a general categorization of optimization algorithms into
first-order and second-order optimization algorithms. Those that use only the gradient
(such as the gradient descent method) are called the first-order methods, and those that
also use the Hessian matrix (such as Newton’s method) are called second-order methods
[3]. Ome especially successful group of optimization methods are convex optimization
algorithms, which can only be applied to convex functions. They are useful because their
local minima/maxima are necessarily also global minima/maxima, but unfortunately not
all problems in ML can be expressed in terms of convex optimization [2].

9.3 Machine Learning Methods

ML methods can be broadly categorized into 3 main groups: supervised learning methods,
unsupervised learning methods and reinforcement learning methods. If we consider the
definition of the learning process, given in Section [9.2.1] we can state that these methods
have differences in the experience component of the learning process [3].

9.3.1 Supervised Learning Methods

Supervised or predictive learning is an approach in ML in which the goal is to predict the
output variable(s) based on the given inputs. The algorithm gets a training set in which
there are labeled input-output pairs from which the algorithm creates a mapping function.
Using the mapping function, the algorithm can then predict the output variables of the
test data set.

The input data set consists of N examples and each example consists of D features that
are later mapped to output y. If the output is categorical the problem is known as
classification or pattern recognition and if the output is continuous the problem is known
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as regression. Supervised learning methods are the most commonly used in practice and
one of the reasons is because they provide a reliable way to measure accuracy. One of the
problems arising when using supervised learning is that the labeled training data sets are
hard and expensive to obtain.

9.3.1.1 k-Nearest Neighbors (KNN)

K-nearest neighbors is an example of a simple non-parametric classifier. This classifier
determines probability p(y|x, D, K) that a new test example x is in class c. It calculates
the probability by how many of the k closest points from the training set to the test
point are members of the given class c¢. To determine which points are the "closest”, many
measures can be used, but the Euclidean distance is the most common [2]. If the method
is used for regression, the predicted outcome is the average or weighted-distance average
of the k-nearest neighbors [10].

9.3.1.2 Artificial Neural Networks

Artificial neural networks are ML systems which are made of layers of small units that
work together to solve ML tasks. These units or neurons are interconnected and they can
have various network topology. There are many types of neural networks, but the two
most commonly used are the feedforward neural network (multilayer perceptrons) and the
convolutional neural network (CNN).

The feedforward neural network or multilayer perceptron (MLP) is a series of units
called perceptrons. The perceptron is a simple model (most commonly used is logistic
regression) that takes in inputs from the former layer and sends its output to the next
layer in line. The layers in between the first and the final layer are called hidden layers.
There can be different number of units in each of the layers in the network. On the figure
[9.3] a simple topology of an ANN with one hidden layer can be seen. The outputs from the
first layer are multiplied by a set of weights to produce the inputs for the hidden layer and
then the same process is repeated with a different set of outputs and weights to produce
the input for the final layer. The inputs can be represented with a matrix X, the weights
with a matrix W and the outputs with a matrix Y [2]. The MLP uses the backpropagation
algorithm for training the neural network. In the backpropagation algorithm, the weights
are modified until the desired accuracy of the system is achieved. One can show that an
MLP is a universal approximator, meaning it can model any suitably smooth function,
given enough hidden units, to any desired level of accuracy [2].

Figure 9.3: A Simple artificial neural network [2]

Convolutional neural networks are a type of MLP that are best suited for processing
pictures and useful for problems where the original input features are not very individually
informative [2]. For example, the individual pixels in an image are not very informative,
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but when they are processed in groups, the features that they form can be detected. This
process is called feature extraction, because the network learns non-linear combinations of
original inputs [2]. To reduce the number of weight parameters CNNs use weight sharing.
This means that during the optimization process not every individual weight of an input
needs to be calculated which reduces complexity and saves time [5]. Convolutional neural
networks have a property called translation invariance, which means that the network can
classify a pattern no matter where on the image it is located [2].

9.3.1.3 Support Vector Machines (SVM)

Support Vector Machine (SVM) is a classification technique. This method chooses a
function (hyperplane) that divides the feature space into 2 parts. The new data points
are classified based on the part of the feature space they fall into [I0]. The hyperplane
that divides the feature space is chosen in such a way that it has a maximum margin to
the two (or more) nearest points on each side. The data points that are closest to the
dividing line are called support vectors. The minimum number of support vectors is 2 and
the hyperplane must have an equal distance to both of those 2 vectors. On Figure 0.4] a
simple SVM is shown with two support vectors.

SVM can be linear or nonlinear. In the linear case the data is linearly transformed and
mapped into the feature space. If the data is nonlinear, kernel functions are used to map
the input data into a feature space that can be divided by the hyperplane.
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Figure 9.4: Support vector machine with 2 support vectors [14]

9.3.1.4 Decision Trees

As their name states, decision trees (DT) are ML algorithms that perform classification
through learning trees. In decision trees "each node of the tree is associated with a region
in the input space, and internal nodes break that region into one sub-region for each child
of the node” [3]. New examples are classified into a region by comparing the example with
each node of the tree [14].

If the size of the decision tree is unlimited, the method could be considered non-parametric,
but since they are usually constrained in practice they are parametric methods. Decision
trees can sometimes struggle when solving simple problems easily solvable with logistic
regression, but they are useful when computational resources are constrained. Other
advantages of DT are intuitive knowledge expression, simple implementation and high
classification accuracy [14].
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9.3.2 Unsupervised Learning Methods

Unsupervised or descriptive learning is also known as knowledge discovery. That is because
the goal of this process is to find "interesting” data patterns from the given inputs [2].
The unsupervised ML techniques are leveraged to learn about similarities and patterns in
data and generate clusters that can be used to identify classes of interest [7]. The tasks in
unsupervised learning are not well defined, since we cannot tell which algorithms to look
for or with which performance measures to measure the success of the algorithm.

9.3.2.1 Clustering

Clustering is "the process of grouping similar things together” [2]. The input data is
divided based on some principle into subdivisions or clusters. Two categories of clustering
are similarity-based clustering and feature-based clustering. In similarity-based clustering
the input is a dissimilarity (or distance) matrix (N z N) and in feature-based clustering
the input is a feature matrix (N z D). The advantage of similarity-based clustering is that
it allows easy use of kernel functions, while feature-based clustering works well with raw
data with potential noise in it.

Clustering can also be classified based on the output it produces. If the data is divided into
disjoint sets, the clustering is called flat or partitional. Flat clustering is computationally
simpler and faster to use.

If the output of the clustering process is a nested tree of partitions, the clustering is
hierarchical. Hierarchical clustering can be done from the top-down, or from the bottom-
up. If it is done from the top-down, the initial cluster is divided into smaller clusters in each
step based on some similarity measure. If the approach is bottom-up, in the beginning
each data point is a cluster itself. They are then grouped into larger clusters and the
process is done when everything is joined in one large cluster. Hierarchical clustering is
more complex than flat clustering, but it is often more useful.

One of the common clustering methods is the k-mean clustering. In k-means clustering
the data is divided into k clusters. The iterative process can be described with these
steps:

1. Choose k random data points - nodes. These will be the initial centroids.

2. Go through each node and pair it with the centroid that is the closest to it. To
determine which nodes are the closest, a predefined distance function is used.

3. When all nodes are divided into groups formed around centroids, calculate which
node is the new centroid inside the formed groups.

4. Repeat the process until a predefined convergence condition is met.

One other clustering method is called spectral clustering. Figure depicts how this
method is better suited for some data sets because of their shape in the feature space.
The basic algorithm of spectral clustering is:

1. Construct a k-nearest neighbor graph from data. Create a weight matrix (W) of the
graph.

2. Compute L = D - W. D is a diagonal matrix with d; weighted degree of each node.
3. Find eigenvectors of the matrix
4. Construct a matrix from these eigenvectors V = [vg, v3, ..., v; + 1]

5. Apply a clustering algorithm using V as a feature matrix.
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Figure 9.5: Difference between k-means and spectral clustering [2]

9.3.3 Reinforcement Learning

Reinforcement Learning (RL) methods are most rare in practical use between the 3 types
of ML methods. In some cases, the output of the system is a sequence of actions and
a single action is not as important as the general policy that is the sequence of actions
to reach the goal. Reinforcement learning algorithms are used in cases such as these to
assess the goodness of policies and learn from past good action sequences to be able to
generate a good policy [5].

One further difference that the reinforcement learning algorithms have is that they do
not have a fixed data set. They interact with an environment which creates a feedback
loop between the learning system and its experiences [3] that can be seen on the figure
. RL involves an agent, a state space S and an action space A [14]. The agent tries
to maximize its long-term reward by learning from the environment, which creates the
before mentioned feedback loop, also presented on the figure below. The objective of the
agent is to learn the optimal behavior policy 7 that maps the state space S to the action
space A. With this mapping it maximizes the expected long-term reward by choosing the
best corresponding action, given a particular state [14].

Action (a,)

St a%

Agent Environment

StateM

Reward r(s,a;)

Figure 9.6: RL feedback loop [14]

Some of the use cases in which reinforcement learning algorithms are used are game playing
and robot navigation through space. In each of these two examples a single action is not
as important as the final goal of the system. For example, it is not as important exactly
which trajectory a robot should take to reach its final destination, as long as it does it
efficiently and successfully. Reinforcement learning algorithms have shown superhuman
performances in complex games such as Go, but they are still largely unexplored and
difficult to scale for use in large systems.
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9.4 Network Management

In order to explain how various ML techniques and methods can be applied to network
management, first we need to define what network management is and what does it
include. Network management is a set of tools, methods and procedures whose main
focus is to control, plan, allocate, deploy, coordinate, and monitor network resources [15].
Since network management is a broad term which includes many functions, it can be
divided into multiple layers of management [15]:

e Business management: management of budgets/resources, planning, and agree-
ments.

e Service management: management of delivery of services to end users (such as
providing data storage or application delivery).

e Network management: "Management of all network devices across the entire net-
work” [15]

e FLlement management: management of collections of similar network devices (sub-
scriber management systems, access routers).

e Network-element management: management of individual network devices [15].

There are several of tasks that fall into the category of NM, but they can be broadly cate-
gorized into 3 main categories: monitoring (which can be further divided into monitoring
for event notification and monitoring for trend analysis and planning), configuration and
fault management [15] [16].

If the focus is on network-element management, or management of individual network
devices, the tasks which it includes are described with the “FCAPS” model. The FCAPS
stands for Fault, Configuration, Accounting, Performance, and Security management,
which are also the main tasks of network-element management.

9.4.1 Network Management Tasks

In the section below it is explained what the above listed categories of management tasks
include.

e Monitoring for event notification: an event in a network is "something that occurs
that is noteworthy” [15]. Events can be various, e.g., a characteristic reaching a
threshold value or a problem or alarm that occurs in the network. There are some
actions that should be taken in case that an event occurs. Some of these actions
could be logging the event into a log-file or notifying someone. In case there is a
need for issuing an alarm (notifying someone), depending on the event, the noti-
fication could be issued to an administrator, the end user or a manager. To issue
immediate notifications, the system needs to be continuously monitored and checked
- a process called real-time analysis [15]. The system performs real-time analysis
by gathering data from various network devices using short polling intervals to en-
sure the events are processed in real-time. Since the network devices produce large
amounts of data, the system cannot gather all the data all the time. Thus, the
number of characteristics and network devices needs to be adapted in order for the
infrastructure (CPU, storage, memory) to support gathering of the data. The data
gathering should also be limited in such a way that it does not impact the overall
performance of the network, since large amounts of data can negatively influence
network’s performance.
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e Monitoring for trend analysis: Monitoring for trend analysis also collect data from
various network devices, as with monitoring for event notification. The difference
is that this collecting is done in longer polling intervals, since there is no need for
real-time responses to events. The gathered data is then processed and used to
predict future events. This kind of monitoring is especially useful when planning for
network expansion and growth.

e Configuration management: includes setting system parameters for turn-up; provi-
sioning the network; configuration and system backups and restores; and developing
and operating system databases [15]

e Fuault management: includes processing events and alarms; problem identification,
troubleshooting, threat mitigation; taking actions to return the network into its
normal state[L5]

e Performance management: includes implementing performance controls, network
and system performance data collection and analysis; network and system perfor-
mance parameters control [15].

e Accounting management: includes monitoring and managing subscriber service us-
age and service billing [15].

e Security management: includes implementing security protocols; mitigating threats;
collecting and analyzing security data; generating security reports and logs [15]

9.4.2 Network Management Mechanisms
9.4.2.1 Monitoring Mechanisms

Monitoring is the process of collecting data, processing it and displaying the processed
data. Data is collected through polling of the network devices. The polling intervals are
the time intervals from one "ping” of the network device to the other. The polling intervals
are adjusted based on what is being monitored during the process. After data collection,
the next phase is data processing. Data processing includes extracting characteristics
from the data and modifying existing data. To display the data, various techniques can
be used, some of which are: logs and textual displays, graphs and charts (both static and
moving), and alarms [15].

9.4.2.2 Configuration Mechanisms

Configuration includes operating and controlling network devices by setting their parame-
ters. Configuration mechanisms include direct access to devices, remote access to devices,
and downloading configuration files [15]. As different network devices require setting
different control parameters, the goal is to produce a table of configuration parameters,
establish the methods for configuring these parameters and understand the effects of
changing each parameter. Configuration mechanisms also need to understand how net-
work problems effect different network devices in order to be able to mitigate network
problems by configuring the parameters of the affected devices.

9.4.2.3 Instrumentation Mechanisms

Instrumentation is ” the set of tools and utilities needed to monitor and probe the network
for management data” [I5]. Instrumentation mechanisms include access to network man-
agement data via SNMP (Standard Network Management Protocol), monitoring tools,
and direct access. The 3 main functions of instrumentation mechanisms are performance
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monitoring, workload measurement and incident and problem management. It is crucial
to build a robust and simple instrumentation mechanism, to ensure that the instrumen-
tation system itself does not collapse when network problems occur. Building a hierarchy
in data flow management and having multiple systems collecting data are good principles
for building robust instrumentation systems.

9.4.3 Novel Network Architectures

Today, technology is changing and improving at a faster pace than ever. Networks are not
resilient to these changes. Since there is more and more network users and services, there
is also a need to continually improve the network architectures to support such growth.
The three main drivers of change in network architectures can be grouped as: increase of
demand, increase of supply and changing of traffic patterns.

Increase of demand is the result of more mobile traffic, increasing number of devices in
Internet of Things (IoT), processing of Big Data and a shift of enterprises to cloud com-
puting. All of these factors put pressure on existing traditional architectures of enterprise
networks and the Internet [17].

As the demand on networks is rising, so is the capacity of network technologies to absorb
rising loads. Introduction of 4G and 5G networks, improving Ethernet and Wi-Fi speed
and increasing the performance of network devices are some of the ways the network
infrastructure has improved to support the increasing demand.

Although some network elements have improved to support the rising demand, the change
of traffic patterns makes traditional enterprise networks increasingly unequipped to deal
with such traffic. In addition, the variety of applications impose quality of service (QoS)
and quality of experience (QoE) requirements on the networks, which means that the
traffic load must be handled in an increasingly sophisticated and agile fashion [17].

The deficiencies that traditional network architectures have are static complex architec-
tures, inconsistent policies, inability to scale and vendor dependence. These are the issues
that are being tackled by changing to different architecture types such as Software-Defined
Networking (SDN) and Network function virtualization (NFV).

In the following sections, two new network technologies will be presented. These two
technologies (SDN and NFV) have been recently introduced as a replacement of tradi-
tional network architecture to try to face with the upcoming challenges of dealing with
surging demand. Their main advantages are increased automation, maintainability and
on-demand scalability.

9.4.3.1 Software-Defined Networking (SDN)

In the recent times, SDN architectures have reached a tipping point and are replacing
the traditional networking model. They provide an increased level of adaptability and
flexibility which are needed to meet the needs of new technologies such as IoT, cloud and
increased mobile networking.

In routing packets, there are 2 main elements involved: the control function and the data
function. The control function determines the routes and relative priority of traffic while
the data function routes the traffic based on the determined control-function policy [17].
The main difference between SDN and traditional network architectures is that SDN has a
decoupled data plane and control plane, while the traditional network architectures have
those planes integrated. In traditional networks, each network device (router, bridge,
packet switch etc.) would perform both the control and the data function and would need
to implement routing and control network protocols. In SDN all routing, naming, policy
declaration and security checks are centralized in a central controller [I7] while the data
plane devices become simple packet-forwarding devices.
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Figure 9.7: SDN Architecture [17]

On the picture [9.7, an overview of the SDN architecture can be seen. It is made out of 3
different layers or planes which are independent and connected with open interfaces. The
3 planes are:

1. Data Plane: The data plane is also known as the infrastructure plane and it is the
lowest plane in SDN architecture. The 2 main functions that the data plane has are
control support function and data forwarding function [17].

The control support function includes interacting with the control plane through
Southbound APIs (e.g. OpenFlow protocol which is the first and most common open
standard Southbound interface [14]) in order to support programmability. The data
forwarding function includes forwarding, dropping and modifying packets based on
policies received from the control plane [I4]. The key characteristic of data plane
devices is that they perform these forwarding functions without embedded software
to make those decisions, but rather just following the rules from the control plane.

The data plane is comprised of forwarding devices, which include virtual and physical
switches. Virtual switches are software-based switches which can run on common
operating systems, while the physical switches are hardware-based switches [14].

2. Control Plane: The controller plane is the central plane of the SDN architecture. Its
main characteristics are updating forwarding rules dynamically, and making network
administration flexible and agile [14].

Control plane is implemented as a server or a set of coordinated servers called
controllers. There are a number of different controller architectures such as NOX,
POX, Floodlight, Ryu, OpenDayLight and Beacon. The most prominent one is
the OpenDayLight architecture which t aims to produce an extensible, open source,
virtual networking platform atop such existing standards as OpenFlow [17].
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A general definition of the control plane’s functions is "mapping application layer
service requests into specific commands and directives to data plane switches and
supplying applications with information about data plane topology and activity”
[T7]. The specific functions of the control plane are:

e shortest path forwarding - establishing preferred and shortest traffic routes

e notification management - receiving, processing and forwarding application
events

e security mechanisms - provides isolation and security enforcement between ap-
plications and services [17]

e topology management - builds and stores information about the network topol-
ogy
e statistics management - collects the data on traffic

e device management - configuring switch parameters and attributes and man-
aging flow tables

The control plane uses 3 different types of interfaces to communicate in the SDN net-
work: southbound, northbound and east/west-bound interfaces. The southbound
interfaces are used for communicating with the data plane and the northbound inter-
faces are used for communicating with the application plane. The east/west-bound
interfaces are used in multi-controller SDN networks. A multi-controller network is
a type of SDN network where there are multiple controllers, each controlling its own
domain, because the scale of work would be overwhelming for just 1 controller. In
order to provide a global-network view to upper-level applications, the controllers
exchange information using east/west-bound interfaces.

3. Application Plane: The application plane (AP) is the highest plane in the SDN
architecture. The scope of the application plane is not as well defined as the scope
for the 2 other planes in SDN. The broad definition is that it includes a number of
network applications and services that deal with network management and control.

The applications and services which are part of the AP interact with the control
plane through Northbound interfaces. The most common Northbound interface used
is the REST interface. The network services abstraction layer (NSA layer) is a layer
in SDN architecture which can be implemented as a part of the application plane,
the controller plane or as a part of the Northbound interfaces. The NSA layer pro-
vides an abstract view of network resources which means that the the applications
can access control plane functions without knowing the details of underlying net-
work switches. It also provides a generalization of control plane functionality which
enables the applications to work on a wide range of controller network operating
systems [17].

The applications plane’s main function is to obtain the network state information
through the Northbound interfaces and monitor, control and manage the network
through this information. Based on the received information and business require-
ments, the applications can easily implement the control logic to change network
behaviors and forward the modified rules to the control plane, which will further
propagate the changes.

9.4.3.2 Network Function Virtualization (NFV)

Network Function Virtualization (NFV) includes switching the function of hardware de-
vices to their virtual representations on a virtual machine running on a virtual server
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infrastructure. It involves the implementation of network functions in software that can
run on a range of industry standard server hardware, and that can be moved to, or instan-
tiated in, various locations in the network as required, without the need for installation of
new equipment [23]. The goal of NFV is to evolve standard IT virtualisation technology to
consolidate many network equipment types onto industry standard high volume servers,
switches and storage.

New network services may require additional different types of hardware devices. These
devices require space and power and additional capital expenditures. Replacing them
with software solutions would save the before mentioned resources. Hardware devices
also have a shorter life-cycle and additional resources are wasted to design new ones and
integrate them into networks. Software solutions are easier to update and provide more
adaptability and independence from hardware platforms [17].

Network devices that can be virtualized with NFV are: Enterprise Access Routers,
Provider Edge Routers, Enterprise Firewalls, Enterprise WAN Optimization Controllers,
Deep Packet Inspection devices, Intrusion Prevention Systems and other Security appli-
ances and Network Performance Monitoring functions [23].

Virtualization technology enables a single PC or server to simultaneously run multiple
operating systems or multiple sessions of a single OS. The host operating system can
support running multiple Virtual Machines (VMs) each of which has different operating
system or hardware characteristics [I7]. A VM Monitor (VMM) or hypervisor is the
software which sits between the hardware and the VMs acting as a resource broker and
ensuring that the VMs can share the host’s resources effectively. The number of VMs
that can exist on a host is called a consolidation ratio [17].

NFV supports service chaining. This means that for a given traffic flow within a given
application, the service provider steers the flow through multiple virtualized network func-
tions (VNFs) to achieve the desired network functionality. A key characteristic of NFV is
also management and orchestration (MANQO) which includes the deploying and managing
the lifecycle of VNF instances. An important property is also the distributed architecture.
A VNF may be made up of one or more VNF components (VNFC), which implement a
subset of the VNF’s functionality and can be deployed in one or multiple instances [17].
These VNFCs can be deployed on separate, distributed hosts which provides scalability
and redundancy.

9.5 Applying ML to Network Management

As discussed in the previous section, networks are growing more and more complex with
the growing demand and increasing number of users and devices. Existing infrastructure
with traditional network architecture is inadequate to process and manage the increas-
ing traffic. That is why the networks are changing their architecture to software-defined
networks which enable automation and are more maintainable and adaptable. ML tech-
niques can be applied in combination with the SDN architecture to improve the network
management processes.

Network management is essential to operate and maintain any network. Operating costs
dominate equipment costs for most Telecom networks [16], making automation of network
management tasks an economically beneficial goal to achieve. Use of ML techniques
with the combination of transferring to SDN could dramatically improve the network
management systems in place and save companies money, time and resources.

Since monitoring and configuration processes require collection and processing big amounts
of data, ML techniques provide the best solution for handling these big data sets. In
current network architectures, a lot of these tasks are done manually and are as such sus-
ceptible to human errors. The automation of these processes would provide key benefits
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such as synchronization of multiple data sets, faster processing of data and minimization
of errors. Also, the programmability of SDN enables that the optimal network solutions
(e.g., configuration and resource allocation) made by ML algorithms can be executed on
the network in real time [16].

To summarize, the main benefits of using ML techniques in network management are:

e PBetter data management: includes systematic approaches to collecting and process-
ing large amounts of data during monitoring and configuration processes which are
best tackled with ML techniques

e Higher quality assurance: "Network operators are neither comfortable nor ready to
deploy live traffic on untested configurations, and the concepts of self-optimization
are highly suited for such problems.” [10]

e Reducing complexity: ML methods produce reusable and automatable software,
which are relatively easy to implement and have a better performance [13]

e Scalability and cross-compatibility: ML methods are generally more scalable and
modifiable in comparison to existing methods in network management. The use
of ML methods provides reusable software and tackles the problems of vendor-
dependency of traditional network architectures.

9.5.1 Challenges of Using ML in Network Management

It was previously explained what benefits MLL methods could bring to network manage-
ment, but their use in this field does not come without its challenges.

Using ML methods for NM is a relatively new and unexplored idea. There is still no
blueprint for designing and operating learning-based networks at scale [10]. This means
that incorporating ML methods into a network requires a lot of research and development.
Since this field of study is relatively new and not all methods are explored, a lot of time
goes to selection and optimization of ML algorithms for a specific function in the network
management systems. These research efforts require a "new mix of interdisciplinary skills
not necessarily present in the industry so far” [13].

The other challenge that presents itself is the infrastructure needed to support the in-
tegration of ML methods. Before the network data can be effectively consumed by ML
applications, a fairly substantial infrastructure must be put in place, which requires time
and money [13]. Also, the "toolchain to integrate ML frameworks with network orches-
tration and SDN/NFV at scale is missing” [10].

Another problem is acquiring data. ML algorithms need data for training and most
of the time they need labeled data to learn from. Although network management uses
large amounts of data, most of the data is not labeled. Acquiring labeled data can be
expensive and time-consuming, which is another substantial investment in integrating ML
in networks.

9.6 ML Methods in SDN

9.6.1 Supervised Learning Methods in SDN

K-nearest neighbors is a common classifying method used for various purposes. Some of
the advantages of KNN are that it is easy to implement, not sensitive to outliers and it
has high accuracy [12]. Since KNN is usually implemented by linear scanning (calculating
distances between the training and test data sets) it becomes computationally complex
and time-consuming when the data sets are large. In [I8] KNN is used for marking
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unknown IP adresses as malicious based on known IP blacklists. One other use of KNN
is presented in [19] where it is used as a high-accuracy detection mechanism for detecting
Distributed Denial of Service (DDoS) attacks.

SVM is used mostly for binary classification tasks and if multi-classification is needed
it is reduced to multiple binary cases. SVM can be embedded in the controller and
used for DDoS attack detection, where it classifies benign entries from normal traffic and
malicious flow entries from DDoS attacks [12]. For example, [21] presents a mechanism for
DDoS attack detection and compares results of linear SVM and polynomial SVM. In [20],
an approach to anomaly detection is presented that combines SVM and entropy-based
detection. Some of the advantages of SVM are: it is stable, it has a lower false-alarm
rate and when designed at the SDN controller level, its complexity does not impact the
efficiency of the SDN [12].

Decision trees are mainly used for packet classification in networks. Decision trees are
widely used for high speed classification switches, since they can handle a large number
of packets [I12]. The benefits of decision trees compared to KNN and SVM are that it is
easily understandable and fast to implement. However, when decision trees are used for
classification problems with many categories, errors can arise more quickly.

9.6.2 Unsupervised Learning Methods in SDN

The standard k-means algorithms are not commonly used in SDN, but variant k-means
algorithms are being used more frequently. Hierarchical k-means algorithms, other variant
K-means algorithms using heuristic methods and k-means algorithms with cooperative
game theory initialization are used for controller placement problems [12].

Algorithms which compare performances of supervised and unsupervised learning meth-
ods are being developed and tested for traffic classification problems. The goal of the
algorithms is to determine the advantages and disadvantages of each of the chosen meth-
ods. The findings have shown that the k-means algorithms are faster but KNN and Bayes
methods are more accurate. In practice, unsupervised and supervised learning methods
are combined on large data sets to extract advantages from both types of methods [12].
Principal Component Analysis (PCA) is is used for feature selection before applying clas-
sification. Clustering algorithms such as K-means and other distance-based learning algo-
rithms are often used for anomaly detection. Self-Organizing Mapping algorithm (SOM)
is an artificial neural network algorithm used to reduce the payload in network intru-
sion detection [22].

9.6.3 Reinforcement Learning Methods in SDN

As mentioned in the ML methods section, reinforcement learning includes an agent, an
environment and a set of actions. The agent’s goal is to find the optimal policy 7 that
maps a set of states to a set of actions [14].

When using RL in SDN, the controller works as the agent and the network is the environ-
ment. Figure illustrates the cycle of a RL algorithm. Here the controller (the agent)
monitors the state s; and chooses an action a;, at each time step. It then immediately
receives a "reward” from the network (the environment), which is actually an indicator of
how well suited the action a; was as a reaction to the state s,. It then transitions to the
state s; + 1 and by repeating this process the controller learns to choose the best suited
actions.

Some of the advantages of using RL in SDN are that it works well without the prior
knowledge of the mathematical model of the environment and that it makes fast decisions
when trained. The disadvantage is that it becomes too complex when dealing with high-
dimensional state space and action space [14].
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9.7 Network Applications with ML Methods

9.7.1 Traffic Classification

Traffic Classification (TC) tasks match the traffic in networks with pre-defined classes of
interest which can be classes of applications, applications and classes of services. Traffic
classification is needed to perform some essential network management functions. These
include capacity planning, security and intrusion detection, QoS and service differentia-
tion, performance monitoring, and resource provisioning [7].

Traffic classification methods can be divided into four broad categories: port number,
packet payload, host behavior or flow features classification. Port number classification
has been proven to be ineffective, but some classifiers use the port number method in
combination with other techniques [7].

9.7.1.1 Payload-based Traffic Classification

Payload-based TC searches through the payload for known application signatures. It
has high computation and storage costs and is difficult to adapt the signatures to a
growing number of applications and their dynamics. Despite those disadvantages, the
payload-based classifiers achieve high accuracy and are often employed to establish ground
truth [7].

Finamore et al. [24] present a payload-based classifier which uses long-lived UDP traffic to
extract application signatures. Their goal is to automatically discover application-layer
header format, without caring about specific values of the header fields and to let the
protocol format emerge automatically. They use a x? test to determine the randomness
of the first N bytes of each packet and evaluate the distance between observed values and a
reference uniform distribution. The results of the test are then used to compactly represent
application fingerprints, which they call Chi-Square Signatures. They then build an SVM
classifier which has signatures as inputs and the target classes as output and works with
accuracy of 99.6%.

Another approach to payload TC is presented in Ma et al. [25]. They used unsupervised
learning to classify traffic without any previous knowledge of application classes. They
train their classifiers based on the label of a single instance of a protocol and a list of
partially correlated protocols, where a protocol is modeled as a distribution of sessions. A
session is a pair of unidirectional flow distributions, one from the source to the destination
and another from the destination to the source. A hierarchical clustering analysis (HCA) is
performed to group the observed protocols and distinguish between the classes of interest.
They compare different protocol models, and the product distribution protocol model has
the lowest misclassification rate of under 5%.

9.7.1.2 Host Behavior-based Traffic Classification

Host behavior-based TC overcomes the disadvantages of misused port numbers and en-
crypted packet payload. It uses the inherent behavioral characteristics of hosts on the
network to predict the classes of interest. It examines traffic between hosts and examines
each application based on the different traffic patterns it produces.

In Schatzmann et al. [26] a new approach to host-based TC is presented which discrim-
inates between mail traffic and other HTTPS traffic based on 3 characteristics of mail
traffic. (i) Determining server proximity - they identify webmail servers by identifying
the SMTP, IMAP and POP servers using port numbers because those servers are found
in proximity to wembail servers. (ii) Determining common characteristics of mail servers
(e.g. usage patterns). (iii) Detecting periodic patterns caused by application timers in
mail servers. Based on these characteristics, 4 features are measured and used to classify
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mail and non-mail traffic: service proximity (in IP address distance), activity profiles,
session duration and periodicity. With these 4 features as input parameters, an SVM is
built and it classifies the traffic with accuracy of 94.2% and precision of 75.8% in the mail
class.

Bermolen et al. [27] also present a solution of traffic classification using a ML method.
They study the classification of P2P-TV traffic, which is an increasingly important topic.
P2P-TV is a growing internet service, but its traffic can deteriorate the quality of Internet
service or can pose security risks or create copyright infringement. For those reasons, it
is important to be able to classify the traffic which these P2P-TV applications produce.
The proposed approach is to derive application signatures from the packets and bytes
exchanged between peers in small time windows. These signatures are used to train a
SVM classifier to discriminate between applications belonging to the P2P-TV classes (i.e.
PPLive, TVAnts, SopCast, Joost). The classifier results in a worst-case TPR of about
95%, with FPR well below 0.1

9.7.1.3 Flow Feature-based Traffic Classification

Unlike payload-based and host behavior-based TC methods, flow feature-based TC meth-
ods observe a communication session which consists of a pair of complete flows. A complete
flow is an "unidirectional exchange of consecutive packets on the network between a port
at an [P address and another port at a different IP address using a particular application
protocol” [7]. A flow can have features such as packet length, packet inter-arrival time,
flow duration, and number of packets in a flow. Flow feature-based TC uses these features
to classify traffic to classes of interest.

For flow feature-based TC various ML techniques are used. In Roughan et al. [§] they
use k-NN and Linear Discriminant Analysis (LDA). They observe the average packet sizes
and flow duration. They notice similarities between streaming applications and bulk data
transfer applications. Because of those similarities, they introduce a further feature -
inter-arrival variability to distinguish between these types of applications. The results
show that k-NN performs better than LDA and has a lowest error rate of 5.1 and 9.4%
for four and seven class classification, respectively.

There are also multiple approaches which include building single or multiple-class SVM
classifiers. A traffic classification problem with more than two classes, naively transforms
the SVM into N one-vs-rest binary subproblems, resulting in a higher computation cost
for a large number of classes [7]. Some approaches are dealing with this disadvantage
by creating tournament-design SVMs where they organize target classes into pairs and
effectively reducing the target classes by half. This reduces the computational cost, but
can result in higher misclassification.

Shi et al. [9] compare several supervised ML methods on 2 different datasets. The first
data set includes 249 features, so they introduce a FCBF algorithm for feature extraction.
They conclude that all supervised learning methods have a shorter computation time
when using only selected features and not the full set. On the other hand, some methods
such as SVM and decision trees show a smaller accuracy when combined with the FCBF
feature extraction algorithm since they themselves have feature reducing strategies which
come into conflict with FCBF.

Flow feature-based TC can also be made using unsupervised learning methods. Hard-
clustering means that an unknown data point must belong to a single cluster, whereas,
in soft clustering, a data point can be mapped into multiple different clusters [7]. Hard-
clustering using k-means algorithms has been used in flow feature-based TC. However,
soft-clustering methods are more appropriate for classifying membership, since flow fea-
tures from applications such as HT'TP and FTP can exhibit high similarity [7]. There have
been various approaches to soft-clustering using EM techniques. EM is an iterative and
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probabilistic soft clustering technique, which guesses the expected cluster(s) and refines
the guess using statistical characteristics, such as mean and variance [7].

9.7.2 Traffic and Network Flow Management

A network traffic flow is a sequence of data packets [12]. Traffic and network flow man-
agement includes flow prediction, throughput prediction, queue control and congestion
management.

Traffic prediction is an important research issue for traffic management and also rout-
ing optimization. Traffic prediction aims to predict future traffic volumes by analyzing
previous trends. The past trends are acquired through continuous monitoring of network
performances and analyzing the data. Monitoring in itself is a challenge because of the
large amounts of data that each network device produces. ML methods provide a reliable
and automated way for sampling and analyzing these big data sets. In SDN, the controller
uses traffic prediction to route the packets in such a way that it prevents congestion.
Traffic prediction has traditionally been made using time series forecasting (TSF). TSF
models construct a regression model capable of drawing accurate correlation between
future traffic volume and previously observed traffic volumes [7]. TSF models can be
divided into statistical models and ML models. In the last decade, different types of NNs
and supervised learning methods have been used for TSF in traffic prediction. The NNs
receive the minimum, maximum and average number of bits per second used on that
path in the last epoch and from those data predict the available bandwidth on the path.
Approaches using NNs show high long-term and short-term prediction accuracy at low
complexity with limited number of features and limited number of layers and neurons [7].
TSF approaches are restrictive in general because they are only possible if past observa-
tions on the prediction variable are made. Non-TSF approaches can be used when it is
technically or computationally difficult to conduct required measurements that TSF needs
for prediction. Non-TSF methods infer traffic volumes from flow count and packet header
fields. Although they have higher prediction error rates, these rates remain relatively low
not only for NNs but also for other supervised learning techniques [7]. Some researchers
suggest that a more complex NN (in terms of number of layers and neurons) might be
required to achieve better accuracy in a non-TSF setting.

Congestion control can be observed as an independent NM function, but since it can also
affect the network flow here it is presented as a part of the network flow management
function. Congestion control ensures network stability, fairness in resource utilization,
and acceptable packet loss ratio [7]. It is responsible for throttling the number of packets
entering the network. Research efforts have been focused on TCP congestion mechanisms
and there have been improvements such as Delay-Tolerant Networks (DTN) and Named
Data Networking (NDN). Still, there is room for improvements in areas of packet loss
classification, queue management, Congestion Window (CWND) update, and congestion
inference.

TCP classifies all packet losses as network congestion, which produces unnecessary con-
gestion control when the packet is lost for other reasons (e.g. packet reordering, fading
and shadowing in wireless networks). TCP then reduces its transmission rate each time
it detects a packet loss, effectively lowering its throughput rate. ML methods provide
a solution for accurate classification of the cause of packet loss, so that congestion con-
trol is utilized only when needed. The classifiers mostly use metrics readily available at
end-systems, they are trained offline and tested on synthetic data on network simulators.
From unsupervised learning techniques, Expectation-maximization is used for the Hidden
Markov models in numerous studies and it performed well on simple network topologies.
It is important to note that all tested classifiers perform only binary classification [7].



Ivana Mesié 123

Queue management is another important function performed at intermediate network
nodes by dropping packets to control queue length. The conventional method is Drop-tail
which utilizes the First-In-First-Out (FIFO) principle to handle incoming packets. When
the queue reaches its maximum length, the incoming packets are dropped until places are
made available in the queue. Active Queue Management (AQM) is a proactive technique
that removes some of the advantages that Drop-tail has. In AQM the packets are dropped
before the queue becomes full, which allows the end-systems to respond to congestion be-
fore queue overflow. Significant research has been conducted to apply ML for building an
effective and reliable AQM scheme. AQM schemes apply different supervised techniques
for TSEF (Time Series Forecasting) and reinforcement-based methods for deducing the
increment in the packet drop probability. The supervised learning methods are various
types of NNs, which use TSF to predict future queue length or traffic volume. From the
RL methods, there have been significant research efforts in PIDNN. PIDNN is a NN that
is incorporated within a Proportional Integral-Derivative (PID) controller. All these ML-
based AQM schemes improve and speed up the queue stabilization over non-ML AQM
schemes for varying network conditions [7]. It is important to note that all of the ML
methods have not been tested in real-world scenarios but rather on network simulations,
so their performance measures should be taken with caution.

9.7.3 Routing Optimization

Network routing optimization includes selecting the optimal path for the packets to reach
their destination. In SDN, routing is one of the central functions of the SDN controller
used to achieve network load balancing and autonomous control [12]. Inefficient routing
paths can lead to overloading of network links and increasing end-to-end transmission
delay.

Routing optimization has so far been handled using Shortest Path First (SPF) or heuris-
tic algorithms. SPF algorithms do not make the best use of the network resources, while
heuristic algorithms become too complex in SDN architectures. ML algorithms have ad-
vantages over SPF and heuristic algorithms. ML methods can give near-optimal solutions
quickly and they do not need to know the exact mathematical model of the underlying
network to produce their decisions [14].

The task of routing optimization can be centralized or decentralized. In a centralized
routing operation the first packet of a flow is transmitted by the switch to the controller.
The controller then calculates the optimal packet route and updates the forwarding tables
of the switches along the path. The decision is made based on QoS requirements (mini-
mize/maximize a certain metric) that are also used to control the weight of each metric in
the reward function [7]. A decentralized routing operation means that each routing node
is a learning agent that makes local routing decision from data inquired from the environ-
ment. These nodes can make their decisions independently or jointly using multi-agent
collaboration [7].

Although some supervised and unsupervised learning methods are explored in routing
optimization, reinforcement learning has dominated research in this field [7]. When using
RL in routing optimization, the controller works as an agent and the network as the
environment. The state space is composed of network and traffic states. Since RL works
on an action-reward principle the action is the routing solution and the reward is influenced
by optimization metrics (e.g. network delay).

Q-learning is a simple, model-free technique in RL that has been widely used for rout-
ing optimization. Q-learning gets its from the Q-value. Q-value is the estimate of the
remaining cumulative reward (total reward accumulated by the time the packet reaches
its destination) associated with each state-action pair. A Q-learning agent learns the best
action-selection policy by selecting the action with highest expected Q-value. Once the
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action at is executed and the corresponding reward is known, the node updates the Q-
value of the state-action pair [7]. Implementation of Q-learning to routing optimization is
called Q-routing. In Q-routing, the agent is the router and the Q-value is the estimated
time of the packet reaching its destination. The router determines a certain policy (e.g.
packet will reach its destination x through node y) and maps it to a Q-value. When
the packet reaches its first stop (node y), the node sends the updated Q-value to the
router and the process is continued until convergence. Q-routing outperforms the SPF
routing algorithm in terms of average packet delivery time and shows better stability and
robustness to topology changes under higher loads [7].

9.7.4 Resource Management and Allocation

Resource management includes "controlling the vital resources of the network, including
CPU, memory, disk, switches, routers, bandwidth, AP, radio channels and its frequencies”
[7]. Network providers need to predict demand for a service and based on those predictions
allocate the needed resources. Underestimating or overestimating the predicted load could
cause unsatisfactory service or financial losses. Therefore, the need for estimating the
traffic loads and appropriately dynamically managing the resources is an essential ability
for network providers. Although ML methods are widely used for load prediction and
resource management in cloud data centers, various challenges still prevail for cellular
networks, wireless networks and ad hoc networks [7].

SDN architecture enables decoupling of control and data planes and a centralized control
through the SDN controller. This property is especially useful in resource management
and allocation, since the SDN controller achieves unified control over computing, storage
and network capabilities. Resource management can be broadly divided into admission
control and resource allocation. In SDN architectures, resource management can also be
divided based on the planes it affects, so there is data plane resource management and
control plane resource management. In SDN admission control is part of the data plane
management, while resource allocation is part of both the control plane and data plane
management.

Admission control is a process of managing a large number of service request by filtering
(accepting or rejecting) new incoming requests based on resource availability [14]. If a
request is accepted it generates revenue to the network provider, but it can lower network
performance because of the overload. Therefore, network providers are faced with a trade-
off between generating revenue and maintaining QoS standards. Admission control does
not include load prediction, which is usually hard to do accurately.

There have been various approaches using supervised learning, mostly using NNs, random
NNs and multi-layer perceptron NNs. The output values of those NNs vary significantly,
since this is not a simple classification task. Some models include evaluating user experi-
ence, QoS fulfillment ratios or average packet delays, while others build a decision maker
with an output of accepted/rejected as an answer to the request. Reinforcement learning
is an approach well suited for these tasks. Using the action-reward system, explained
previously, the system can evaluate which actions are proper responses to certain types
of requests. Deep reinforcement learning(DRL) is especially prominent in this field and it
is shown that DRL methods can be applied to large scale systems [12].

Resource allocation is a decision problem that actively manages resources to maximize a
long-term objective, such as revenue or resource utilization [7]. The challenge in resource
allocation is in predicting demand variability and future resource utilization. ML-based
methods can be used to learn indicators which can help in making appropriate resource
management decisions. Reinforcement learning is the dominant method in this field.
The advantage of using RL is that it can be deployed without any initial policies, and
it can learn to adapt to the dynamic demands for a reactive resource allocation. The
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disadvantage of using RL is that it can quickly have an overwhelming number of states
for a moderate size network and become computationally too complex. Decomposition,
decentralization, and approximation have been used to deal with the dimensionality issue
of applying RL [7].

A resource allocation problem that arises in SDN is controller placement. The controller
location has an impact on the network performance since the distance between the con-
troller and the switches can increase traffic flow processing delay. Models using differ-
ent supervised learning methods (DTs, ANNs and logistic regression) have been used to
estimate the best controller location [14]. The input of the training data sets was traf-
fic distribution, and the output was the corresponding controller placement solutions of
heuristic algorithms.

9.7.5 Network Security

Network security is a crucial task in network management. It includes protecting the
network against cyber-threats that may compromise the network’s availability, or yield
unauthorized access or misuse of network-accessible resources [7]. Security is provided
in part by anti-threat applications (such as firewalls, anti-virus software and spyware
detection software), but network behavior analysis is also an important part in security
management. The main tasks of security management are intrusion detection, attack
detection and fault diagnosis.

9.7.5.1 Network Intrusion Detection

Network intrusion detection (NID) provides real-time protection against internal attacks,
external attacks, and accidental operations [12]. Intrusion detection is especially simplified
when using a SDN since the programmability of SDN enables fast reactions to network
attacks and the global network view of the SDN controller simplifies the collection and
analysis of network traffic.

An Intrusion Detection System is a device or a software application whose purpose
is to monitor the network and identify potential threats and attacks. There are two
types of IDSs: misuse-based (also known as signature-based [14]) and anomaly-based [7].
Singature-based IDSs use signatures of known attacks created by humans or extracted
from data and compare new traffic flows to those signatures to find possible malicious
activities. Singature-based IDSs have high accuracy, but have some disadvantages. They
can only detect attacks whose signatures are known and they have high time consumption
since all signatures have to be compared. Anomaly-based IDSs define a "normal” behavior
of the network and mark all behaviors that deviate from the "normal” as anomalies and
possible attacks. ML methods are widely used in anomaly-based IDS by training a model
to identify normal activities and intrusions [14]. Since intrusion detection can be modeled
as a classification task, the most commonly used ML methods are supervised learning
methods.

ML has been introduced in misuse-based NID because manual inspections of signatures
have become virtually impossible because of the large volume of generated network traces.
Cannady [2§] is one of the earliest works that deployed ML methods for NID. This method
of NID involves a creation of an ANN. Some of the advantages that ANNs provide in
NID are:(i) flexibility of analyzing data from the network even if they are incomplete or
distorted (ii) the speed of ANNs enables immediate intrusion detection (iii) because the
output of a neural network is expressed in the form of a probability the neural network
provides a predictive capability to the detection of instances of misuse [28] (iv) ANNs
can "learn” the characteristics of misuse attacks and identify instances that are unlike any
which have been observed before by the network. Other ML methods used for misuse-
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based intrusion detection are decision trees, SVM and Naive Bayes classifiers. In [29]
Naive Bayes and decision trees were compared. They have shown that Naive Bayes is
faster, but decision trees show a slightly higher accuracy.

A disadvantage of misuse-based intrusion detection is that it fails to predict new attacks,
since it can recognize only attacks from that have known signatures. That is why anomaly-
based NID methods are used. A disadvantage of anomaly-based IDSs is that they can
produce false alarms, since it is difficult to completely represent "normal” behavior [7].
ML methods have been very successful in anomaly-based NID since they offer autonomy
and robustness in learning and adapting profiles of normality as they change over time.
Anomaly-based NID can be divided in 2 categories: flow feature-based and payload-
based detection. In recent years, besides those methods, deep learning and reinforcement
learning have made a lot of improvements in this field and are becoming the preferred
methods for anomaly-based detection [7].

Flow-feature based detection learns and models the "normal” behavior of the network
based on flow features. It was previously stated that misuse-based detection methods
rely mostly on supervised learning techniques, since they need to tackle classification
tasks. Anomaly-based methods rely on unsupervised learning or a combined supervised-
unsupervised learning techniques. In this approach the algorithm is fed with an unlabeled
training set to find a structure, or a hidden pattern, in the data [7]. The hypothesis
behind this approach is that normal network behavior is more common, whereas malicious
behavior appears less often. In the model, the larger clusters of data will present normal
behavior and smaller, more distant clusters or data points will present malicious behavior.
Jiang et al. [30] show that the size of the cluster is not enough for detecting normal
behavior, but that the detection is improved when adding a parameter of distance from
other clusters. The majority of works in anomaly-based IDSs employ a combination of
supervised-unsupervised ML methods. Some of the best performing methods are random
forrests with nested dichotomies and enhanced SVMs - a combination of soft-margin SVM
(supervised method) and a one-class SVM (unsupervised method).

Payload-based detection learns normal network behavior from packet payload, which
means that it can detect attacks embedded in the packet payload that wouldn’t be detected
with the flow feature-based method. There have been multiple methods for payload-based
detection using the n-gram method. This method uses a sliding window of size n to scan
the payload while counting the occurrence/frequency of each n-gram and computing the
mean and standard deviation. From those characteristics payload models are created for
each service, port, direction of payload, and payload length range [7]. The algorithms
measure the deviation between incoming packets and the payload models and mark the
packets with larger deviations as potentially malicious.

9.7.5.2 Network Attacks Detection

Network Attacks Detection (NAD) can be included within the intrusion detection tasks,
but some works divide it as a special network management function. Malicious attacks
can significantly deteriorate network performances or completely halt network traffic. For
those reasons, it is imperative to have a system which can immediately identify an attack
and take appropriate measures to diminish its effects. Among the most predominant
attacks on the SDN controller layer, Link Discovery Attacks and Address Resolution
Protocol (ARP) Spoofing Attacks are fundamental since they are the gateways to many
other SDN threats and attacks [12].

Distributed Denial of Service (DDoS) attacks are also one of the biggest security concerns
and are increasing every year. DDoS attacks try to exhaust system resources by simul-
taneously sending a large number of fake requests using many puppet machines which
results in resources being unavailable to legitimate users [14]. In SDN, the DDoS attack
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can exhaust the networking, storage and computing resources in the data plane and the
control plane, which will make the SDN network unavailable. To solve such problems, sys-
tems of detection are implemented in SDN controllers. Some of the models implemented
in those systems use deep, recurrent and convolutional Neural Networks (NNs). These
tasks are better suited for such models, rather than simple classifiers as SVM and k-NN,
because NNs can perform feature extraction and attack detection in their process. Some
researchers warn that using ML methods for attack detection can deteriorate the overall
performance of networks. For that reason, it is imperative to optimize the ML algorithm
in such a way that it does not interfere with network traffic and still do it’s main function
of detecting attacks.

9.7.6 Network Fault Management

Network fault management (NFM) includes "detection, isolation and correction of an ab-
normal state of the network” [7]. Faults can increase operating costs for network providers
and lower network performances for users, so detecting them is essential. Fault detection
and diagnosis is becoming increasingly difficult because networks are becoming bigger in
size, complexity and dynamics. There are 2 approaches to NFM: naive fault manage-
ment and fault prediction. Naive fault management is a reactive method and consists of
predicting fault, localization of the root cause of fault and fault mitigation. Fault pre-
diction is a proactive method and tries to prevent faults by constantly monitoring the
network, predicting faults and initializing mitigation procedures to minimize performance
degradation [7].

Fault prediction includes monitoring the network behavior and trying to predict a fault
before it has occured. Networks produce large amounts of data which can be collected
and processed to determine abnormalities in behavior. To include all of the data that
network devices generate in this process would be redundant and would require too much
computational resources. That is why feature selection and dimensionality reduction
are especially important when building algorithms for fault prediction. ML methods
frequently used for fault prediction are supervised learning methods such as decision trees,
SVM, enhanced SVM, linear regression etc. Recently, deep NNs are also being used for
this purpose and they have been shown to outperform other ML methods [7].

Fault detection is, unlike fault prediction, reactive. It includes identifying and classifying
a fault after it has occured. Fault detection can also be made as a classification task, but
it is imperative to be able to do it in fastest possible time. Neural networks and recurring
NNs have been used for these tasks using supervised learning. Unsupervised learning
methods that were used are k-means and self-organizing maps.

Localizing the root cause of fault minimizes the time to repair of networks that do not
have a proactive fault prediction system. Supervised learning methods that have been used
for fault localization are decision trees, sometimes enhanced with heuristics algorithms,
and Bayesian networks. In unsupervised methods algorithms such as discrete state space
filtering, Winner-take-all and Neural Gas algorithm were used. Unsupervised learning
approaches showed ability to detect fault locations in real time, but were also prone to
sounding false alarms.

9.7.7 QoS/QoE Management

User perception and satisfaction are becoming more and more important to both network
operators and service providers. Quality of Service (QoS) parameters (e.g., loss rate,
delay and throughput) are related to network Key Performance Indicators (KPIs) such as
packet size, transmission rate and queue length. Previously, the user experience was not
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differentiated from network QoS. Nowadays, service providers have come to the conclusion
that it is more important to evaluate the service quality from the user’s perspective [7].
Quality of Experience (QoE) are the metrics used to illustrate the user’s perspective.
Measuring QoE is complex since it involves an individual’s expectations and perception
and cannot be measured by measuring only network performances. There have been 2
approaches to QoE assessment: subjective testing and engagement measurement through
objective quality modeling. A widely used metric, which is easy to implement and com-
pute, is the mean opinion score (MOS). In this method, users are asked to evaluate the
service and the scores are then averaged into the MOS metric. Users’ opinions can be
biased and they cannot be forced to leave an evaluation of the service, so objective metrics
were proposed to objectively model service quality assessment. Some of these objective
metrics are the video quality metric (VQM), the perceptual evaluation of speech qual-
ity (PESQ) metric and the E-model for voice and video services. Recently, data-driven
analysis of QoE have produced engagement metrics such as service time and probability
of return. They draw the impact of user quality perception to content providers more
directly.

ML methods can be used for QoS and QoE prediction. QoS prediction can be formulated
as a regression task using network KPI as input features. QoE prediction using ML
methods relies mostly on establishing a correlation between QoS and QoE and learning
how QoS metrics impact QoE metrics.

Supervised learning is the preffered method for QoS prediction since it can be formulated
as a regression task. In [11] 4 different classifiers are compared for determining service
performance of a network. They propose an automata with 4 possible states (Best, Good,
Fair and Bad) to determine the standard of service. They use KPIs as input parameters
to the models and the classifiers produce which is the most probable state of the network.
They compared Linear Regression, Decision Trees, Random Forrest and Gradient Boost-
ing. Gradient Boosting and Random Forrest achieved highest performance with accuracy
and precision of 88% and 87% respectively.

QoS/QoE correlation models have been proposed in the literature for different media
types (e.g. voice, video and image). QoS/QoE correlation models can also be seen as
QoE prediction models, since they establish a way of inferring QoE parameters from
given data. There are various ML methods used for building these correlation models:
simple regression models, NNs, DT, RF, SVM and etc. The problem in QoE assessment is
the lack of a standardized QoE measure that would allow to compare different correlation
models. There is also a need for a better and clearer quantitative description of the impact
of QoS on QoE. Some researchers correlate QoE to a single QoS parameter while others
point out that the QoE is influenced by multiple QoS parameters jointly.

9.8 Further Research and Development

There are numerous ways in which ML algorithms can be improved and new purposes
for which they can be used. The application of ML to NM is one of the fields where
there is a lot of research potential. Networks will need to support an exponentially higher
number of users and traffic in the future. They will need to achieve these capabilities
without significantly raising the operational and capital expenditures or customer tariffs
[7]. For that reason, it is imperative that new and more efficient technologies (such as ML
methods) are implemented into NM systems.

There is a lot of time and research needed to choose the correct ML method /model for a
specific NM function. This would be made easier if some of the MLL methods were proven
to be optimal for specific usages. To improve the decision-making process, systematization
in evaluating and testing on networks is needed.
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Most of the explored ML usages were only tested on simulation systems, or on limited
parts of networks, so there is a need of testing the methods on real-world systems. One
of the examples is admission control ML solutions that only consider traffic from limited
range of applications. They also disregard that there is a difference in QoS requirements
for different applications. For that reason, there is a need for more practical ML solutions.
It is also a challenge to produce real-world training data because it is difficult and costly
to obtain and usually needs preprocessing before being given to the ML algorithm. Maybe
it would be reasonable to develop ML models for faster and easier extraction of network
data from the operating networks. These models would then solely provide training data
for research and development of new ML solutions.

Many ML methods consume a lot time and computing resources when performing traffic
prediction, classification, routing and congestion control on intermediate nodes in the
network. This means that ML methods can degrade network performance because of
their complexity, even though they are implemented to improve them. The complexity of
ML also varies based on the data it consumes. For that reason, well-rounded evaluation
metrics that will help in assessing the complexity of given ML techniques are needed.
These metrics would provide needed systematisation of ML methods, and would allow
easier choice of methods in future implementations.

There is also a need for standardized performance evaluation metrics. Many newly
proposed ML methods are being compared to outdated and deprecated solutions. This
leads to false comparisons between ML methods and the de facto technologies, since these
technologies are no longer being used. Standardized performance metrics would provide
an unbiased comparison between various ML-based approaches to different problems in
networking.

Probably the most difficult challenge to overcome in the future will be designing ML
models that can adaptively retrain themselves. Network characteristics such as traffic
volume, network topology and security attack signatures are dynamically changing as the
network operates. Because these parameters change, the ML models which use this data
for input parameters should be retrained with new data in order to function properly.
This is time and resource-consuming. There is still no practical solution to this problem,
but this topic will need to be further explored in the future, since it is essential for proper
functioning of the models.

9.9 Conclusion

Over the past few decades, networks have experienced an exponential growth. The grow-
ing traffic and number of users is becoming harder to manage. ML methods have been
successfully applied for improving or replacing existing network management mechanisms.
In this paper, the most commonly used ML techniques were presented and explained.
Different ML techniques have been used for all purposes in NM, but the focus of this
paper was on traffic engineering, network security and performance optimization.

One one hand, implementing ML methods in networks has its challenges such as high cost
of infrastructure and long process of development. On the other hand, it provides many
benefits to the system, such as better data management, reducing complexity and higher
scalability. Combining new network architectures such as SDN with ML methods enables
centralized and automated NM functions.

In the future, there is immense potential for further research on this topic. There is need
for systematization in research, which would be achieved by introducing standardized
evaluation metrics for ML models’ performance and complexity. Also, a large gap exists
between research and industry implementations. Testing on real-world systems and using
real-world data for model training would be the first steps to reduce this gap. Many of the



130 ML for Network Management: Current Status and Possible Research Directions

presented ML methods still need further research and development. Probably the biggest
challenge in the future will be trying to keep up with development of other new network
technologies and building solutions that will support surging traffic loads.

9.10 Summary

Networks today are growing in the number of users, traffic and data generated. Network
management tasks are becoming increasingly difficult to perform and require a lot of
infrastructure, resources and costs. Efficiently performing these tasks is crucial for the
network providers, so that they do not lost revenue, and for network users, because they
want high quality standards and network performance.

ML methods have been introduced as a solution to efficiently, systematically and quickly
perform difficult network management tasks. ML methods can be divided into supervised,
unsupervised and reinforcement learning methods. Supervised learning is mostly used for
classification tasks, unsupervised learning for finding common features and patterns in
data sets, while reinforcement learning is used for creating action policies through an
action-reward system.

Even though ML methods provide many advantages for performing NM tasks, their use in
this field is still largely unexplored. Some of the challenges are high cost of infrastructure to
support the implementation of ML methods and the high cost of data needed for training
ML models. SDN architecture provides a good basis for implementing ML methods, since
it has decoupled data and control plane. The control plane with the SDN controller
enables a centralized control of NM functions and easier changes to new ML methods.
Traffic classification can be presented as a classification task, and most ML methods for TC
use supervised learning. Traffic and network flow management includes traffic prediction
and congestion management. For traffic prediction, NNs using TSF are used. Routing
optimization includes selecting the optimal path for packet to reach their destination.
Reinforcement learning is used for routing, because it selects the best path using an
action-reward system. Resource management allocation includes admission control and
resource allocation. For admission control, mostly supervised learning is used, especially
NNs. For resource allocation, reinforcement learning methods are best suited. Network
security includes protecting the network from intrusions and attacks. Since intrusion
detection can be formulated as a classification task, supervised learning methods such as
SVMs are used. For QoS prediction, supervised learning is the preferred method since
it can be formulated as a regression task. For QoE prediction and QoS/QoE correlation
models different supervised learning methods are used, from NNs to SVMs and DTs.

All of the methods presented still need research and testing. In the future, efforts should be
focused on systematization of performance metrics, which would simplify further research.
Significant efforts should also be made to adapt ML models for real-world applications
since they are now mostly being tested on simulations.
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Chapter 10

A Survey on Anonymization Techniques
for Blockchain Transactions

Mazimilian Achakri

Anonymity in payments is an underrated feature in today’s world. Privacy and personal
data are for a long time a subject of discussion and can be priced.[17] Cryptocurrencies get
more popular day by day. The most common cryptocurrency is Bitcoin.[21] The Bitcoin
brought a new way of thinking about money and transactions. But a big drawback is the
lack of anonymity which cash provides.[13] A key reason for that is the public ledger used
to store all the transactions.[21] There are already existing solutions. The oldest one
is the Zero-Knowledge Proof System.[20] This technology was in invented in the context
of cryptography and was adapted to fit the blockchain. [27] Another existing technique is
ring signatures used by the cryptocurrency Monero. This technique started with the idea
of not only one possible signer of an transaction but rather have multiple, a ring, of
possible signers.[23] Monero is not the only new cryptocurrency which has a solution for
anonymity. Another one is Zcash. Zcash offers strong anonymity guarantees. Zcash
gives the user a feature called shielded pool with which the users can spend special and
private coins called shielded coins.[11] One more cryptocurrency worth talking about is
Dash. Dash wants to improve privacy like the cryptocurrencies mentioned above.[1l] But
Dash also wants to impress with a system focused on transactions the waiting time during
a transaction caused by the approval process.[9] Further on in this paper we are going to
discuss why anonymity is important and look more into those current projects and if they
can succeed in the future. For that we will analyze technical factors, their algorithms and
solutions for anonymization, but also some economical factors, like the respective market
cap.
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10.1 Introduction

Over the last few years cryptocurrency rose to one of the most talked about subjects.
Cryptocurrencies disrupt the current payment systems in place. Cryptocurrencies are not
only good and have flaws. This new industry is working daily on new solutions trying to
fix current flawed or unfinished systems.[9] Currently the most known and most valuable
cryptocurrency is Bitcoin. It was introduced in the year 2009 as the first cryptocur-
rency. Today it is known as a decentralized currency which tries to change how we think
about money. It uses the Blockchain technology which erases the middleman needed in
traditional transactions.[I]

The Blockchain is the key part to Bitcoins success. Multiple Blocks, all of them containing
valid transactions, are chained together to the so-called Blockchain. This system elimi-
nated an intermediary for transactions. This innovation made it possible to use a currency
without a centralized institution regulating it. All transactions done with Bitcoin use the
Blockchain as a public ledger. Public ledgers save all transactions made with Bitcoin.
Before every transaction the public ledger is checked if this transaction is possible or not.
If possible the transaction goes through immediately and is recorded in this ledger.|[15]
The Blockchain is and will be adapted and changed for other cryptocurrencies or other
applications in the future. Bitcoin as groundbreaking as it was 2009 has multiple issues.
One of the issues, this paper will focus on is privacy and the ability to make anonymous
payments. Privacy and Anonymity are a rising a issue concerning all topics of our actions
online.[I] The reason for that is if you are not anonymous it makes you predictable. In
microeconomic models most of the time agents are assumed without a name. This makes
predicting outcomes for these agents really hard.[17]

10.2 Background

10.2.1 Anonymity

The Cambridge Dictionary defines anonymity the following way: "a situation in which a
person is not known by or spoken of by name”.[2] This definition can also be used in the
technical space. For this work the term "Anonymity” will be used like given above.

10.2.2 Confidentiality

Considering the term confidentiality there are key differences to the term Anonymity.
Confidentiality is generally defined by Ueli Maurer as a way of communication where no
information is leaked during the process.[24] The main difference to anonymity is that the
term with confidentiality both sides know from each other. Being anonymous means that
no one knows who you are.

10.2.3 Unlinkability

The main difference between unlinkability and anonymity is that unlinkability is not only
used for humans and their actions. Unlinkability however is a part of anonymity. If you
can string multiple actions of a human together its anonymity is broken.[25]

10.2.4 Privacy

With multiple data-leak scandals over the past years, privacy has risen to a big concern
of our society when using the internet. To definitely define privacy is a hard task as the
definition varies from field to field.[§] For this paper I will use my own definition, taking
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information from life experiences. Privacy of data means that every person, group of
people or organization can decide how their data is handled. If a person, group of people
or organization does not want to share their data it is possible under this definition.
However companies who provide services can ask for the data and if not given, they can
deny access to their service.

10.2.5 Cryptocurrency

This definition is given by Ujan Mukhopadhyay and others: "A Cryptocurrency is a peer-
to-peer digital exchange system in which cryptography is used to generate and distribute
currency units” [20]

10.2.6 Online Transactions

For online transactions i will use my own definition. In this paper an online transaction
means that a coin with a value from a certain currency is transferred from one entity to
another online.

10.3 Anonymization techniques for Blockchain transactions

In the following section we will present about current anonymization techniques used for
cryptocurrencies which use the Blockchain to encrypt their transactions. After that we will
talk more about projects, which use current techniques to anonymize online transactions.
All of these projects want to enlarge privacy compared to the market leader, considering
value, Bitcoin. All of these alternatives are not as widespread as Bitcoin is. This is
observable if you look which wallets are supporting the use of the alternatives. The market
cap at the moment of writing this paper is for all currencies over 4 billion. Monero has
the largest market cap which shows that at the current moment it is the biggest out of
the three. Compared to the bitcoin they are still 150 to 175 times smaller.[4][5][6] An
important sidenote to make here is that these facts are all very momentarily because the
crypto-market is one if not the fastest changing and volatile market of this world.

Later on in this paper we will discuss advantages and disadvantages of the presented
techniques and the presented projects.

10.3.1 Techniques
10.3.1.1 Zero-knowledge proof

A definition of a Zero-Knowledge proof (ZKP) system given by Wanxin Li: "In the context
of cryptography, a ZKP protocol is a method by which one party, termed prover, can prove,
through a cryptographic commitment scheme, to another party, termed verifier, that they
know a secret x, without conveying any information apart from the fact they know the
secret x”[27]. The ZKP has been adapted to more anonymous transaction systems like
the Zero-Knowledge Range Proof (ZKRP). The ZKRP is close to the ZKP. The difference
is that the secret that needs to be verified is a number within a range and not one specific
number. The ZKRP can be used to send transactions from one Blockchain Network to
another. This can be very helpful to enlarge Blockchain networks. When looking at
ZKP’s there are different ways the the relationship between verifier and prover. You
have interactive systems and non-interactive system where the key difference is that in an
interactive system the prover has to answer the sent message and in an non-interactive
system the prover has not to answer. [27]
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10.3.1.2 Ring Signatures

The Ring Signature Technique advanced after the issues of cryptocurrencies like Bitcoin
emerged. The goal was to come away from a coin, used with Bitcoin, where there is
only one possible signer to a coin where in one single transaction there is a group of
possible signers. Going from one to multiple possible signers helps the anonymity of the
transaction.[23] This is achieved by making it possible that one member of the group
can sign in behalf of the group. This group is created spontaneously and has no leader.
Other applications then cryptocurrencies could be whistle blowing or general anonymous
groups.[10]

10.3.1.3 Homomorphic Encryption

Over the last years a lot of homomorphic Encryption schemes have been made.[3] Homo-
morphic Encryption systems can be used to hide the IP when accessing other systems.
Homomorphic Encryption can be used do operations on the ciphertext without having to
decrypt it first. This means that the service provider can directly handle the ciphertext
without decrypting it into plain text.[3]

10.3.2 Current Projects
10.3.2.1 Monero

Monero is a cryptocurrency that uses the Ring Signature technique to allow for anony-
mous payments.[23] It is the most valuable cryptocurrency presented in this paper at the
moment of writing.[4] Monero was created on the basis of CryptoNote. Monero uses one
type of Ring Signature which is named Multi-layered Linkable Spontaneous Anonymous
Group. Like other Ring Signatures the main part of the signature is that there is not
only one possible signer of a transaction but rather a whole group of possible signers.[23]
In addition to the Ring Signature technique Monero uses one-time public keys to better
the anonymity of an transaction further. The one-time public key is generated to give a
new public address for each new transaction. If you put both techniques together it gets
rather impossible to follow the real addresses of an transaction.[7] Each transaction done
with Monero is signed using their Ring Signature scheme. This scheme which makes a
key image, that confirms that it is not an attempt to double spend. On top of that it uses
the Confidential Transaction scheme, which is similar to the Homomorphic Encryption
scheme, to hide the value of an transaction.|[22]

10.3.2.2 Zcash

Zcash has two types of transactions. Transparent and shielded ones. Zcash is very similar
to Bitcoin but has some key differences concerning the shielded transactions.[19] Zcash,
in comparison to Monero, does not try to hide the identity of the sender to reach the goal
of anonymous payment. It attacks the link between sender and receiver of an transaction.
This is done with the shielded pool. Every transaction that is done using ZCash has to go
through the shielded pool. The Shielded Pool is not only used for transactions but also
said to be used as a storage for shielded addresses(z-addresses).For these z-addresses the
shielded pool is used to make the payment unlinkable . The part where ZCash breaks the
link between sender and receiver of a transaction the vJoinSplit, existing in the Shielded
Pool. vJoinSplit contains a list for outgoing payment addresses and incoming payment
addresses, two shielded outputs and two double-spending tokens. All of the features above
help to provide more unlinkability for the payments. To explain it in an easier way and in
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plain English. These features make a bigger "mess” of a single transaction and try to hide
it. It makes it harder to follow. The biggest contributor concerning anonymity is the ZKP
which is attached to the system. The ZKP ensures that the sender of an transaction is
anonymous.[I1] For that they use a system called zk-SNARKS(Zero-Knowledge Succinct
Non-Interactive Arguments of Knowledge). To make a payment happen the sender has
to proof Zk-SNARKS, in zero-knowledge, their ability to afford the payment in question.
To register to use ZCash there is a trusted setup stage. This stage is there to make sure
that everyone that uses this system uses it with no harming intentions.[22]

10.3.2.3 Dash

Dash is a cryptocurrency with built in privacy features. The privacy feature is called
PrivateSend. PrivateSend is build on the basis of CoinJoin and has been extended with
decentralization, a chaining approach, denominations and passive ahead of time mixing.[9]
A secondary network of full nodes, called the Dash Masternode Network, helps to more
privacy when making transactions with dash.[19]

10.4 Discussion

In the following section i will talk about advantages and disadvantages of multiple points.
We will talk about advantages and disadvantages of the current techniques and projects
compared to the techniques used with Bitcoin. Further we will talk generally about
advantages and disadvantages of anonymous payments and compare cryptocurrencies to
other payment categories like credit or cash.

10.4.1 Advantages

One of the key advantages of all new techniques and projects shown is that compared to
Bitcoin in all of the above the privacy and anonymity factor while doing online transactions
is enhanced or fully provided.

10.4.1.1 Zero-knowledge Proof

The ZKP technique makes it possible to hide the identity of the sender of an message. This
is a big leap forward to anonymous payments.[20] Another big advantage of ZKP is that
the technique can be used to hide the IP-Address. This will not only provide anonymity
during a transaction of money, but can also help to transfer data anonymous. Maybe this
technique can be refined and used in even other systems which use transactions we do not
need today but maybe in the future.[20]

10.4.1.2 Ring Signatures

The biggest plus point which helps the anonymity a lot is that you can hide yourself
behind a group. This makes it very hard as an attacker to find out who made that one
transaction. As mentioned before Ring Signatures can not only be used for anonymous
payment systems. Using them for whistle-blowing could help a lot of people, who are to
scared to share important information, sharing that important information.[10]

10.4.1.3 Homomorphic Encryption

Even though Homomorphic Encryption is not fully finished yet does not mean it never will.
I can see that a fully working Homomorphic Encryption functionality can be extremely
powerful. Hiding your IP is already possible with ZKP. But doing operations on an still
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encrypted file could be a very useful and also groundbreaking feature in the future.[3]
One of the current use cases which use a similar method is Monero with Confidential
Transactions. It is used to hide the value of an transaction.[22]

10.4.1.4 Monero

Monero uses the Ring Signature technique which brings along all the plus points talked
about above. Another big advantage for Monero are the one-time public keys. This means
that the public keys are generated newly after every transaction. These different public
keys make it harder to link multiple payments of an user together.[23]

10.4.1.5 ZCash

ZCash has a lot of potential to be an anonymous payment environment. Especially the
shielded pool would work really good when used right. Zcash also takes all advantages
talked about in the Zero-Knowledge Proof section because it uses it to make sure that the
user that spends the coin does not reveal information about him.[T1]

10.4.1.6 Dash

The Dash Masternode Network provides much more incentives to run than the tradi-
tional Blockchain nodes. The concept of the PrivateSend feature works better regarding
anonymization then the one from Bitcoin. The focus is set to provide a system that can
guarantee privacy. Regarding our definition of privacy it provides some good ideas. One
feature they provide to enlarge privacy is that they improved the CoinJoin feature. Coin-
Join merges different payments. The problem with a simple CoinJoin implementation
was that this exposed the users and made it possible to follow the transactions. Pri-
vateSend makes it possible that after joining the transactions the transaction can not be
unmerged.[9] For that merge to happen you need three users to make a pool. This pool
then distributes the coin to the newly formed addresses belonging to those three users. [1§]

10.4.1.7 Anonymity in transactions

To talk about advantages and disadvantages of anonymous payments are more about
politics then about the technical side. There are still important to be mentioned. A
clear cut advantages of anonymous payment systems is the freedom to buy whatever you
want. The additional advantage of decentralized online anonymous payment systems like
cryptocurrencies are that not even state authorities can know how much money you get
and how much you spend and on what you spend it on.

10.4.2 Disadvantages
10.4.2.1 Zero-knowledge Proof

There are not many disadvantages for the ZKP. As a technique it works really well. But
if it is used it leads to full anonymity. With that comes one big issue. The only Person or
Entity that knows the password to access the system is the user. When the user forgets
or looses the password it is lost forever. [14]

10.4.2.2 Ring Signatures

There is one large issue with Ring Signatures known as Key Exposure. This happens
when a secret key of signature is compromised. In this event all signatures given become
worthless because you are able to forge signatures from that moment on. This is an issue
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that is also known from the normal public/private key technique but is transferred over
to the Ring Signature technique. But in the Ring Signature scheme it gets more serious.
Not only can the signature be forged for the key holder but also for the entire group. This
makes the whole scheme dangerous, because of one leakage multiple user will suffer. After
an event like this happening all public keys and private keys need to be changed because
of the Ring Signature scheme the it is not possible to find out what signature was made
by the attacker.[16]Another issue with Ring Signature is that if a large enough sample
exists the anonymity can be broken because the transactions are not fully unlinkable. [23]

10.4.2.3 Homomorphic Encryption

Homomorphic Encryption is a good concept but hard to implement in the real word.
There are big concerns with the performance of these systems as well as if it really works.
On top of that there are some specific softwares for it to run. This makes it rather
unattainable for business owners to use. This is mostly the case for softwares that use
Homomorphic Encryption. For Cryptocurrencies there is no coin which has used this
technique successfully today. This can change in the near future.[12]

10.4.2.4 Monero

Looking at Monero this issue is being fought by the one-time key you will use. This key
has a disadvantage as well, because it will create a lot of so called "dust transactions”[23]

10.4.2.5 ZCash

Zcash provides two types of payment. Transparent and shielded ones. Because this
cryptocurrency provides both types there a transaction is not fully unlinkable.[19] One
reason that adds to this is that most users do not use the privacy features given and
even the ones that use them use them in a way that the transactions are still linkable.
Another disadvantage regarding anonymity is the trusted setup page. This stage has
surely advantages when it comes to preventing illegal activities. But this contradicts full
anonymity because you have to sign-up with all your information to use the system in the
first place.[22]

10.4.2.6 Dash

Dash needs at least three participants to use the PrivateSend feature. The process to find
three users delays the time in which a payment can be made. The time in which a payment
is completed is a big point to compare cryptocurrencies on. Cryptocurrencies which take
to long to fulfill a payment loose a lot of value. On top of that it is not a true decentralized
system because of the Masternode Network it uses for its transactions. Furthermore the
unlinkability, which is needed for full anonymity, is not fully guaranteed.[19)

10.4.2.7 Anonymity in transactions

The main disadvantage of anonymous payments are that whatever you can buy anony-
mously creates a market of criminal buyers and sellers of illegal goods. If all payments
are anonymous and decentralized there will be no way you are able to find out what
happened.

10.4.3 Offline vs Online transaction systems

Cryptocurrencies want to solve one main problem with our current currency structure.
They all try to decentralize payment.[9] There is however one point which they have not
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met yet. That is the anonymity feature our current currency system provides. Cash is
the most anonymous payment system known to us. Since the introduction of credit cards
the banks that give us our cards are able to trace all our transactions.|[10]

10.5 Summary

We learned that the Bitcoin Blockchain has its issues. But regarding the fact that the
Bitcoin was created in 2009 it is still impressive. Today other cryptocurrencies tried,
sometimes more sometimes less, successfully to solve the anonymity issues of Bitcoin.
Monero, Zcash and Dash are all good options. Some of them work better than others,
but the technical side of all cryptocurrencies are interesting. The question for all these
currencies is if people need them. Zcash is a good example of that. If all users of Zcash
would use the shielded pool as it is intended to be used, the anonymity would be a lot
higher. But it is not used in that way and this brings up the question if the market has
a demand for these special features.

Something we have seen multiple times today is that the difference and dependence be-
tween anonymity and unlinkability. Even though the anonymity of one single transaction
maybe given, the possibility to break the anonymity would still be given if all options
in the group have different behaviours when it comes to buying things. With an data-
analysis the transactions could still be linked to each other and depending on the amount
of transactions the anonymity of one of these transactions can be harmed. Another way
we have seen unlinkability fail was when not all users of a system use the features provided
to make anonymous payments.

The cryptocurrencies we talked about are at the moment more of a substitution for the
credit cards as we know them. For all of the previously presented cryptocurrencies are
some disadvantages given that make it hard to fully change to them. In comparison to the
Bitcoin you can see that a lot of progress has been made over the last few years. It will
be very interesting to follow new projects in this space because in the future there might
be a cryptocurrency which would act as a full substitute to money and currency as we
know it. Not only for the online world but maybe even for the day-to-day transactions.

10.6 Conclusion

The space of cryptocurrencies is evolving in a very fast speed. There are efforts to solve
issues concerning privacy and anonymity in the online world. The solutions available
today are not perfect but some of the systems in place come real close to anonymous
online transactions.
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Chapter 11

Software-Defined Networking (SDN) and
cyber security: The Current Scenario,

Opportunities, and Challenges

Julius Willems

Software Defined Network (SDN) is a new type of network design that separates the control
and data plane of traditional networks. The SDN controller becomes a central entity with
a global view and control of the network configuration. SDN provides major benefits over
traditional networks, such as centralized configuration and standardized open interfaces.
Over the last years SDN, and its applications and vulnerabilities in the field of cyber
security, gained research interest. This report provides a literature review over the current
security challenges and opportunities faced by SDNs. We analyze specific attack schemes
on SDN and highlight both, maitigation strategies, as well as vulnerabilities in the SDN
architecture. We conclude that SDNs provide effective means to mitigate cyber threats,
and at the same time expose new vulnerabilities, such as the centralized SDN controller. At
the end of the report we discuss possible future developments in SDN networks in general.
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11.1 Introduction

Computer networks are complex to manage due to the diversity of devices that participate
in it. Routers, switches, firewalls, and many other physical devices operate together in a
distributed fashion, and together make up the network. Typically, these devices consist of
a hardware and a software part. The software is referred to as control plane and defines
the rules how data is forwarded. The hardware part is called data plane and forwards the
data according to the rules of the control plane. While the communication between devices
is based on standardized, open protocols, each device runs its own, proprietary and closed
software [I]. With the absence of a standardized configuration interface, the process of
maintaining and configuring a device is, thus, a vendor or even a model specific task. As a
consequence, network administrators need to configure each device individually, resulting
in a considerable overhead. The lack of a centralized network configuration interface
limits the flexibility of a network, and increases infrastructure and management costs of
the network [1].

The need for more flexible and programmable networks led to the emergence of key com-
ponents present in Software Defined Networks (SDN) today. From the mid 1990s - 2000s,
programmable network functions were introduced. Between 2001 and 2007, control and
data plane separation led to the development of open interfaces between the two planes.
And finally, from 2007 onwards, the adaption of the OpenFlow standard enabled greater
scalability of SDNs [1].

The growing popularity and adoption of SDN over the recent years led to discussion
how SDN can be leveraged to enhance security aspects in networks. In 2008 first works
related to security through SDNs were published. At the same time research presented
new vulnerabilities and attack vectors in SDN networks. Thus, SDN networks can be
leveraged to enhance security, and at the same time introduce additional vulnerabilities
by their characteristic architecture [4].

This report focuses on a literature review on SDN, and highlights its benefits and vul-
nerabilities for the field of cyber security. The rest of this report is organized as follows.
Section introduces the basics of SDN and covers an industriy use-case of an SDN.
Section covers the opportunities and challanges of SDN in cyber security. In section
the future of SDN related to cyber security is discussed. Finally, the report ends
with a conclusion in section [IT1.5]

11.2 Software-Defined Networking

SDN is a combination of attempts to address the aforementioned issues mentioned in
section and can be grouped into four key concepts [3]:

1. Logical and physical separation of the control plane and data plane
2. Centralized controller and global view of the network topology

3. Open interfaces between control and data plane

4. Programmability of the network by client applications

Figure introduces the SDN architecture and the components of each of its layers.
Each one of these layers and its main functionalities are described as follows.

The top layer of the SDN architecture is called application layer and refers to concept
number 4, "Programmability of the network by client applications” from above. The ap-
plication layer, or management plane, consists of network applications that define control
and operation logic. The management plane ultimately implements abstract policies that
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Application Layer

' Northbound Interface

Control Layer (Control Plane) -

Southbound Interface
(OpenFlow, ForCES, etc)

Infrastructure Layer
(Data Plane)

Figure 11.1: SDN Architecture [2]

are pushed down to the control plane through the Northbound Interface. This provides
great flexibility, and allows more application specific network customization as network
configuration is programmable and easily deployable. Examples for such applications are
routing, firewalls, load balancing and network monitoring [4].

One level below the application layer is the control layer, which refers to concept number 2,
"Centralized controller and global view of the network topology”. It is the most intelligent
layer in the SDN architecture, and is also referred to as control plane. It consists of one
or multiple controllers forwarding rules and policies defined by the management plane
to the control plane. In contrast to ’traditional’ networking, where control and data
plane communication is vendor specific, SDNs perform this task through the southbound
interface and follow a vendor agnostic, open standard [3].

Below the control plane sits the data plane, also termed as infrastructure layer. The
separation of control and data plane is characteristic for SDN and reflected by concept
number 1, "Logical and physical separation of the control plane and data plane”. The data
plane consists of the actual devices (routers, switches, etc.). They receive the rules and
policies form the control plane through the southbound interface [3], and are responsible
for forwarding, dropping and modifying packets [4].

The last key concept, "Open interfaces between control and data plane”, is enabled by
OpenFlow. It is an open protocol that manages the communication between the control
and data plane. OpenFlow is considered one of the first SDN standards [5]. It traces
back to the work of a PhD student in 2006 at Stanford University. Nowadays, the Open
Network Foundation (ONF) is tasked with the maintenance and evolution of the stan-
dard. OpenFlow defines the communication between the control plane (SDN controller)
and the data plane [6]. OpenFlow enabled switches can be controlled from a single SDN
controller without the need of vendor specific configuration. Forwarding information is
abstracted as flows and can be configured dynamically, enabling more flexible and conve-
nient configuration of networks. Further, analytics and statistics about flow information
can be extracted and used to provide support for further applications [19)].
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11.2.1 Use case: Software Defined WAN

One of the early movers to exploit the benefits of SDNs was Google in 2013. In their paper
[7] they present a global WAN connecting Google’s data centers. One specific requirement
of their data centers is the need for huge bandwidth capabilities. One major issue with
their current situation was the reliability of the system. In order to achieve acceptable
system reliability, WAN links needed to be over provisioned to compensate for various
types of failures and errors. The over provisioning meant higher redundancy and low WAN
link utilization. On average, the utilization of networking infrastructure was around 40%
[7]. The low utilization of high-tech networking equipment became a considerable cost
overhead. Another aspect they looked for was a way to centrally manage their network
infrastructure. To address these issues, Google started to develop a Software Defined
WAN tailored to their need of high bandwidth and central network configuration [7].
The successful adoption of a SDN enabled them to quickly deploy new network control
services and, thus, improved flexibility and agility. One of these services, centralized
traffic engineering, allocates bandwidth among competing applications based on dynamic
priorities. This dynamic bandwidth allocation enabled a link utilization of nearly 100%
for extended periods [7].

11.3 Opportunities and Challenges of SDN in cyber secu-
rity

The goal of this section is to focus on opportunities and challenges regarding SDNs and
cyber security. While SDNs are able to mitigate certain threats, new attack vectors
are exposed as well. Especially the centralized controller is a high-value target. The
following paragraphs cover a selection of attack types and elaborates on potential threats
and mitigation strategies.

11.3.1 Denial-of-Service (DoS) Mitigation

Typically, Denial-of-Service (DoS) attacks aim at overloading a system by continuously
flooding the system with requests until the overall performance degrades to the point
where the system is not able to serve legitimate users anymore. In the SDN architecture,
the control plane (SDN controller) is the most vulnerable target as it represents a single
point of failure for the whole network.

OpenFlow defines that switches (data plane) receiving a packet look up the respective
output port in their flow table. If there exists no such entry for the given packet, the
switch requests a new flow rule from the SDN controller (control plane). This is done by
sending a 'packet-in’ message. The latter responds to the packet-in message with a new
flow rule and time-to-live (TTL) until this flow rule is valid [§].

Multiple attack vectors exist on the SDN controller. Overloading the SDN controller
causes packet-in messages to be stuck in the controller’s queue. Thus, no new routing
rules can be generated, and unknown flows arriving at the data plane are stuck as the
switch device can’t receive flow rules for new messages.

Another attack vector is the link bandwidth between data and control plane. Due to
the separation of the control and data plane in SDN networks, communication between
the two are routed over the network. Flooding the network in order to generate many
packet-in messages can exhaust the bandwidth in the link between the switch and SDN
controller. The result is similar to the first scenario where the switch device can’t receive
any new flow rules. Thus, the network is blocked and can’t handle new messages.
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Lastly, TCAM overflow describes an attack of the data plane itself. The attacker contin-
uously sends new flows causing the switch device to request new flow rules from the SDN
controller. Forwarding tables storing the flow rules become full, and the switch has to
constantly delete old entries to make space for new rules. Repeating this process causes
the delays and ultimately can block the network [g].

To address these vulnerabilities, the authors of [9] propose rate limiting, a common solu-
tion to prevent certain clients from penetrating a system. Their solution is integrated in
the data plane, and monitors the packet flow of clients and simply drops messages if they
arrive in a frequency that exceeds a certain threshold. Thus, a potential attack on the
SDN controller is mitigated. On the other hand, legitimate traffic is affected as well.
Another, more complex approach involves three components. A flow management mod-
ule manages routing paths of individual flows, and specifies dynamic timeouts of TCAM
entries based on a calculated threat probability. A rule aggregation module is responsible
for aggregating flow entries to reduce the amount of TCAM entries. Finally, a monitoring
module collects statistics on flows and provides them to other mitigation systems. Al-
though the approach introduces more complexity, the authors were able to achieve good
results in their experiment [§]

11.3.2 Intrusion detection

Intrusion Detection Systems (IDS) are designed to continuously monitor the activity in a
network and analyze it to detect malicious behaviour. An IDS that monitors the network
is also referred to as NIDS. NIDS can be further categorized in signature based and
anomaly based approaches. Signature based approaches analyze the collected data and
aim to identify known attack patterns. They deliver high detection results but perform
poorly when having an unknown attack scheme at hand [10].

On the other hand, anomaly based approaches rely on a statistical model for normal
network traffic. Analogously to signature based approaches, the network traffic is con-
tinuously monitored and compared with the statistical model. Whenever a discrepancy
is detected between the network traffic and the statistical model, an alarm is triggered.
While the anomaly based approach performs better on unknown attacks, it delivers less
accurate results and suffers from a high false positive rate [10].

Machine learning (ML) and deep learning (DL) based NIDS make up the majority of
recent research in this area [11]. While these techniques promise more accurate detection
results, challenges specific to ML/DL arise, too. One such typical challenge is called
feature selection/engineering. It is the important task of selecting the right features from
the dataset and combining them into new ones. Although this challenge belongs to the
ML/DL domain rather than NIDS itself, it represents a current issue, nonetheless.

The lack of recent and large enough datasets in the field of NIDS is yet another challenge,
which researchers are facing. In order to train accurate DL models, typically a vast
amount of data is needed that is split in a training and testing part. Due to the limited
availability of such datasets, researchers fall back to artificially generated datasets.

To implement an NIDS that monitors the network traffic in real-time or in high-speed
networks, performance also becomes an issue and a potential bottleneck [11].

11.3.3 Proactive defense

SDN network security technologies can be approached in a passive or active way. Firewalls
and IDS are examples for such passive systems. Here we focus on the other end and
look at active systems. Figure depicts the structure of a scan detection attack
at the data layer. The network consists of trusted and untrusted switches and hosts.
Untrusted switches can scan and analyze network traffic, discover the network topology
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and ultimately provide support for further attacks such as DoS. In this scenario, an

@ Programming Switch host,, host,: Sender & receiver
host,: attack host
@ Normal SDN Switch SW,,: the untrusted switches
— Attack Channel - SDN SW, SW,,:the trusted sender&receiver
% | Controller
Normal Channel = ’ Control Layer

< 3
Data Layer

Application Layer

Figure 11.2: Proactive Defense Architecture SDN[12]

untrusted entity can read the source and target IP address of packets. Providing this
information to another attacker might be harmful. To mitigate this risk, cryptographic
schemes can be used to mask the IP address of the packets. In order to encrypt and decrypt
the IP address, cryptographic parameters in the form of keys are used. The SDN control
plane generates and distributes the cryptographic parameters to the sending and receiving
switch. A set of temporary flow rules is generated alongside based on the cryptographic
parameters and pushed down to the data layer. It is important to note here that hosts are
not responsible for address transformation. This task is performed by trusted switches.
The sending switch encrypts the IP address with the received key and sends the packet.
Intermediary switches forward the packet according to the received, temporary flow rules.
The receiving switch decrypts the IP address and forwards it to the respective host. To
mitigate malicious switches form analyzing traffic patterns, cryptographic keys must be
changed frequently.

This type of IP address randomization ensures the non-linkability of IP addresses which
proactively mitigates scan detection attacks that could potentially lead to DoS attacks
[12]. On the other hand, the cryptographic mechanism introduced comes at a price of
higher complexity.

11.3.4 Side channel attack

The separation of the control plane and data plane in SDNs requires that network policies
and rules are distributed among network participants. The distribution of this information
itself can be an attack vector as malicious parties are able to gather relevant information
about the network configuration and topology. That information could in turn provide
support for further attacks. These kind of attacks are referred to as side channel attack.
A side channel attack specific to SDN is the Know Your Enemy (KYE) attack. It builds
upon the assumption that the attacker is able to learn or infer the flow rules dictated by
the controller and stored in the flow table of an SDN switch. The KYE attack itself is
independent from how the flow rules are obtained. The goal of an KYE-attacker is to
collect information about a network without being detected. More specifically, an attacker
is only able to:

1. Send packets through the target network
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Controller
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Figure 11.3: KYE attack [10]

2. Use the side channel to access the flow rules installed on attacked switch

Thus, the attacker uses the side channel on the flow table only to read data, not to modify
or erase it.

The KYE attack consists of two phases - a probing and inference phase. During the
probing phase, the attacker’s goal is to trigger the installation of additional flow rules on
the compromised switch. In the second phase, the inference phase, the attacker attempts
to obtain the flow rule through the side channel. The attacker then uses the obtained
information to plan further attacks. Hence the name "Know Your Enemy”.

Let’s look at an example how a KYE attack can provide support for a DoS attack. As
presented in sections[11.3.Tland [11.3.3] SDN adopt IDS to detect and mitigate DoS attacks.
During the probing phase, a KYE-attacker starts to penetrate the network in the way
that is similar to the behaviour of legitimate users. Gradually, the attacker ramps up the
penetration while observing the flow rules installed on the switch. Ultimately, the DoS
attack will be detected by the SDN controller and new flow rules will be put in place
to instruct the switch how to handle messages of the intruder. The attacker can now
learn the parameters and load factor when the IDS will eventually be triggered. This
information can be used to plan further DoS attacks that may not be detected by the
IDS. Further, the network is not aware that it was under a KYE attack [16].

In [I7] the authors propose a countermeasure called flow obfuscation to mitigate the KYE
attack. The measure takes advantage of OpenFlow’s ability to alter packets in transit
such that the attacker is not able to distinguish its own packets from those of other users.
When the attacker sends a probe message to the compromised switch, the SDN controller
installs a new flow rule to modify the packet’s header and forward it to another switch.
The process is repeated for a predefined number of switches. At the last switch, the
SDN controller installs a new flow rule enforcing the network policy destined for initial
probe flow sent by the attacker. This measure prevents the attacker from learning the
correlation between the issued probe messages and the resulting network policies as they
are installed on a switch beyond the attacker’s control.

11.3.5 Packet Injection Attack

Packet Injection Attack aims at crashing or disturbing network applications. In this
scenario, a malicious user continuously sends messages with forged header fields. Specif-
ically, the user sends messages with random MAC addresses in the header field. As a
consequence, the receiving switch sends packet-in messages to the SDN controller as there
aren’t any flow rules present in the switch’s flow table. The SDN controller processes the
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incoming in-packet messages. While processing the in-packet messages, the network topol-
ogy is extended with a new host mapped to the forged MAC address. Repeating these
steps causes the network topology to grow continuously, resulting in a ’ghost’ network
of non-existing devices. The deceived network topology can eventually mislead network
applications or even crash them. In an experiment, the authors were able to successfully
conduct a Packet Injection Attack and cause a network configuration application to crash.
In [I8] the authors propose a countermeasure against the packet injection attack that
prohibits malicious users from spamming the network with forged messages. Packet-in
messages shall be checked on their integrity and then either be dropped or processed
regularly. To distinguish between forged packet-in messages and legitimate ones, SDN
controller maintains a mapping table with information on connected hosts. The mapping
table stores the DPID, an ID that identifies connected switches uniquely, the MAC address
of the host and the port number on which the host is connected. When the network starts,
the SDN controller collects the information and stores it in the mapping table. When a
host leaves the network the controller receives a Port-Status message. The SDN controller
then removes the mapping for the leaving host from the mapping table. Checking whether
a packet-in message is forged or not becomes a trivial task. The SDN controller verifies
whether the MAC address and port number of the packet-in message exist in the mapping
table. If the entry is found the packet-in message is processed or dropped in case there
exists no such entry.

In their evaluation, the prototype was able to mitigate nearly 100% of the forged messages
with negligible overhead [18].

11.3.6 ARP Spoofing

In computer networks, the Address Resolution Protocol (ARP) is responsible to translate
IP addresses from the network layer to MAC addresses in the data link layer of the OSI
model. When a new host joins a Local Area Network (LAN), it’s assigned a unique IP
address and a mapping from IP address to MAC address is generated and cached for
further lookup. To save space and avoid stale data, ARP cache is frequently updated. If
an ARP mapping for a particular IP address is missing, ARP sends a broadcast message
to all clients asking them to respond with their MAC address if they recognize the IP
address as their own. A malicious host can respond to the broadcast message to map
its own MAC address to an IP address of another host [13]. This attack is known as
ARP spoofing and can be used as an attack vector to support other attacks [14]. To
mitigate ARP attacks, multiple countermeasures exist and have been deployed. They
include host/server software, static configurations, and proprietary systems and induce
challenges in scalability, maintenance cost and vendor neutrality [14].

To ensure network compatibility, OpenFlow adapts the ARP protocol. In fact, hosts are
not aware whether they are in an OpenFlow based network or not. Thus, threats associ-
ated to ARP protocol apply to SDN as well. The authors of [15] simulated ARP spoofing
in an OpenFlow based network to analyze how the network is affected. Their results
show that ARP spoofing can be effectively conducted and that the victim host’s ARP
cache can be contaminated. Further, they concluded that ARP spoofing on OpenFlow
switches can potentially lead to a greater impact as traffic between the control plane and
data plane could be intercepted by a succeeding man-in-the middle attack. Thus, critical
information, such as cryptographic parameters (c.f. section [11.3.3), could be disclosed
[15].

To mitigate ARP spoofing in SDN, the authors propose a mechanism called Active ARP
Inspection (AAI), which is deployed in the control plane. OpenFlow switches are config-
ured to forward all ARP related messages to the control plane where they are processed
by the AAI The advanced processing of ARP messages goes through several stages to
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identify potential conflicts where multiple hosts claim the same IP or MAC address. The
system then updates the ARP cache only with validated and non-conflicting ARP response
messages.

The implementation was evaluated under the same simulation as mentioned above. The
system was able to identify all forged ARP messages without a considerable decrease in
network throughput rates. It, thus, shows that SDN can be leveraged to mitigate ARP
spoofing [15].

11.4 Discussion and the Future of SDN

The security of SDN networks and their components requires carefully and holistically
designed SDN architectures. Especially the SDN controller imposes a single-point-of-
failure and, thus, is a high-value target to attackers. Security is only one aspect to be
considered in the design of an SDN network. Reliability and scalability are two other
important dimensions that need to be included in the network design.

For more reliable and scalable networks, a cluster consisting of multiple SDN controllers
could be leveraged. The cluster of SDN controllers could work in parallel to create a certain
degree of desired redundancy. An attack against the SDN controller would no longer yield
a complete failure of the network, but could be mitigated by redundant SDN controllers
to take over. In [2I] the authors propose a cluster of redundant and heterogeneous SDN
controllers. The proposed architecture improves security against attacks attempting to
exploit known vulnerabilities in the SDN controller. The heterogeneous cluster of SDN
controllers enhances security by lowering the chance that a particular SDN controller type
becomes an attack vector [20].

The discussed multi-controller architectures may enhance network security and reliability
but also introduce an overhead in complexity. An important research question in this
field is thus the orchestration and management of multiple SDN controllers. New compo-
nents will be needed to coordinate the actions between the controllers, and to maintain
a consistent state. These components should be designed with security in mind as they
potentially introduce new vulnerabilities [20].

Security is also an aspect in other current research areas of SDNs. The integration of SDN
networks with cyber threat intelligence (CTI) systems yields promising results. These
systems collect data on cyber attacks including attack type, indication, attackers, duration
and countermeasures [20]. Leveraging this information can help network operators to
include it in the design of their defense strategies. While human interpretation of collected
cyber threat information is effective, information could be utilized to generate actual flow
rules out of it. To this end, ML and DL techniques are leveraged in processing the collected
threat information and transform them into actionable flow rules [20].

11.5 Conclusions

SDN architecture has gained traction and adoption in industry for its numerous bene-
fits in network management. Despite the benefit of easier network provisioning, SDN
architecture offers opportunities related to cyber security for both attackers and network
defenders [20]. With the increasing adoption of SDN networks, security aspects become
more critical and must be at the center of the network design.

The literature review in this report showed that challenges and opportunities of SDN in
the field of cyber security is a popular research area. Most of the reviewed challenges and
opportunities are related to threat mitigation or detection of a particular cyber attack. To
this end, proposed solutions often include modifications or extensions to the OpenFlow
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standard. While this makes sense in an academic setting, it is not clear how valuable these
contributions are in practice without them being adopted by the OpenFlow standard.
This report presents a selection of cyber security opportunities and challenges for SDN
networks. It focuses on specific attack types and highlights attack vectors and vulnerabil-
ities specific to SDN networks. On the other hand, we present opportunities in the SDN
architecture attempting to mitigate cyber threats. At the end of the report an outlook on
the development of SDNs is given. We believe this report is useful to readers interested
in getting an overview of cyber security in SDN networks.
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Chapter 12

Detection and Analysis Methods for Fake
News

Dario Akhavan Safa

Public misinformation, disinformation, and fake news: recent political events popularized
these terms that are often mistakenly used interchangeably. This report aims to consolidate
and review the status quo of scientific research conducted on detection, analysis, and
mitigation methods for fake news. The core principles and different approaches of fake
news detection will be analyzed and explained. Finally, limitations and open challenges,
such as the potential impact on censorship and society in general will be discussed.
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12.1 Introduction

Although the usage of the term ’'fake news’ has gained popularity on a large scale only
relatively recently, the means and history of fabricating and spreading alternative facts
within a society date back to the ancients. One of the earliest known examples is denoted
by Darnton [I], which describes the work of the Byzantine historian Procopius. In his
now-famous Anecdota, he smeared the public reputation of the reigning Emperor Justinian
with fabricated stories, portraying him as cruel, demonic, and incompetent. It remains
unclear whether Procopius’ motivations resided in a personal grudge against the emperor,
or an attempted coup in which he possibly took part of - the only thing that is clear, is
the fact that his stories have nowadays been confirmed to be exaggerated, inconsistent or
just downright false.

In today’s day and age, a glimpse and an analysis of Google Trend’s search data reveals
that the usage of the term ’fake news’ has emerged and gained rapid attraction during
the U.S. presidential election in November of 2016, and remained popular sincd']

12.2 Background

12.2.1 Definition and Taxonomy

Searching for a definition of fake news makes it clear that there exists no universal answer.
This chapter aims to consolidate these different definitions and distinguish between the
different types of fake news. In general, we can state that fake news relates to the fabri-
cation or propagation of factually incorrect information. On a high level, the authors of
[2] differentiate between three main categories that fulfill these properties. [2] distinct be-
tween misinformation, disinformation, and fake news, mentioning that the latter overlaps
with the first two categories. Public misinformation is false, inaccurate, or misleading
information that is communicated no matter regardless of the intention to deceive people.
Examples can include false rumors, insults, and pranks. Disinformation is regarded as a
subset of misinformation; on top of false information, this subset aims to be deceptive,
misleading, or biased deliberately. Often a clear motivational background is recognizable.
Hoaxes, public smear campaigns, and political propaganda fall into this category. Lastly,
fake news can be defined as a hybrid between misinformation and disinformation, with the
distinction being that false information tries to mimic mainstream news media content.

thttps:/ /trends.google.com /trends/explore?date=all&q=fake%20news
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12.2.2 Definition approaches in Related Works

Media outlets and journalists are using the term fake news and scientific research across
various interdisciplinary areas, and thus definitions vary considerably. Since there is no
overarching definition at hand for this specific term, this section will provide an overview
of different approaches of specifying the characterization of fake news. The Cambridge
dictionary [3] defines fake news as:

"false stories that appear to be news, spread on the Internet or using other
media, usually created to influence political views or as a joke.”

From a journalism point of view, the New York Times [4] defines fake news as follows,
while including an emphasis on the often sensationalist aspect of fake news articles:

"Narrowly defined, 'fake news’ means a made-up story with an intention to
deceive, often geared toward getting clicks”

Lastly, after the events that followed the U.S. presidential campaigns of 2016, Facebook
retired the term ’fake news’ altogether in favor of ’false news’ [5]:

"The term ’fake news’ has taken on a life of its own. False news communicates
more clearly what we're describing: information that is designed to be confused
with legitimate news, and is intentionally false.”

In the end, it is debatable whether the term fake news can be universally defined. It
is a broad umbrella term with no exact date of origin, that can have many different
meanings and interpretations within different contexts. The authors of [6] identified seven
different types of online content under the label of fake news, while clearly defining the
characteristics of each one of them - (¢f. Fig.

Types of Fact- Emotionally Source Registration Site Narrative
content checked charged verification inconsistency pedigree  writing Humor
Real news Yes No Yes No Yes No No
False news No Yes No Yes No Yes No
Polarized No? Yes No No No Yes No
content
Satire No No? No No? No No Yes
Misreporting No No No No Yes No No
Commentary Yes Yes Yes No Yes Yes No
Persuasive No No? No No? No? Yes No
information
Citizen No No? No No? No? No? No
journalism

aFeature not available, tagged as “No” for the purpose of this exercise.

Figure 12.1: Seven Types of news content as described by Molina et al. [6].

12.3 Detection and Analysis Methods

There are a lot of different approaches to detect fake news, and the area of research is
rapidly evolving. In a recent work published by Zhou et al. (2020), multiple state-of-
the-art models are consolidated and compared to each other, while the authors propose a
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new theory-driven to detect fake news [7]. The authors of [8] make a distinction between
content-based and feedback-based identification. Content-based approaches analyze the
textual content in fake news and try to separate authentic and fake news by looking at
several linguistic cues and features in the text of the news article. The second category
focuses on the secondary information surrounding a fake news article. Feedback-based
detection looks at comments and user feedback (e.g., likes, retweets, subscriptions) on
the specific news articles that are verified. In the end, all of these approaches share
one characteristic: they all rely on machine learning algorithms and deep learning to
analyze and process large, mostly noisy, unstructured, and semi-structured data sets. The
differences between the approaches ultimately fall into the specific patterns and features
fed into these algorithms to detect fake news.

12.3.1 Deep Learning with Neural Networks

The published work from Nielsen [9] explains the relation and core concepts behind deep
learning and neural networks in detail. Deep learning is a subset of machine learning,
which primarily focuses on learning with neural networks. Neural networks are considered
a new programming paradigm that enables a computer to reenact the learning process
of neurons in biology. This paradigm makes it possible for a computer to learn from
observational data and draw conclusions about complex correlations in the data that
often are too complex for humans to understand. Therefore, Deep Learning (DL) is a
term referred to as the robust set of techniques and frameworks for learning in neural
networks. Due to recent breakthroughs in Natural Language Processing (NLP) using
neural networks, and their frequent usage within fake news detection models, a high-level
summary of three of the most popular used network structures is given in this section.
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12.3.1.1 Artificial Neural Network (ANN)

The detailed definition of a neural network is given by [9], whereas a summary is given
in this section. The most general definition of a neural network is given by an Artificial
Neural Network (ANN). An ANN consists of a collection of nodes, so-called neurons, which
loosely correspond to the idea of neurons in a brain. Each neuron can communicate with
a certain set of other neurons, through synapses (i.e., edges) between them. An artificial
neuron receives an input signal, processes it, and outputs its computed signal to the next
neuron(s) (if any are available). Inputs can be feature values of a data set, whereas in the
detection of fake news, the input is usually a set of documents, words, or phrases. If the
neuron is located on an in-between network layer, the input of a neuron is the collection of
outputs of other neurons in the preceding layer of the network. The last layer of a network
is the output layer, which determines the final outcome of a task, such as determining
whether a news article is fake or genuine. Both neurons and their connections (i.e., edges)
generally have a weight that is assigned and automatically adjusted during the learning
process. Neurons can have a threshold so that a signal is only propagated if its input
crosses a pre-defined threshold level. Each layer of a neural network performs a different
type of computation or transformation on its inputs.

12.3.1.2 Dense Neural Network (DNN)

A Dense Neural Network (DNN) is a simple subset of an ANN and consists of three
parts - an input layer, hidden layers in-between, and an output layer. A dense neural
network, refers to the characteristic that layers are fully connected in all network layers,
i.e., a neuron (depicted as a circle in figure receives an input from all neurons of the
previous layer - therefore, the network is considered to be densely connected [10} 9 [11].

Input Layer Hidden Layers Output Layer

Figure 12.2: Visual representation of a DNN [IT]
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12.3.1.3 Convolution Neural Network (CNN)

A Convolutional Neural Network (CNN) differs from an ANN in that it operates over a
set of inputs. CNN’s are widely used in image processing and recently gained popularity
in text processing [12]. A convolution is mathematically defined as a combination of two
functions to produce a third relationship - thus, it joins two sets of information. In a CNN
the neural network layers contain different dimensions. The convolution is formed on the
input data by applying a filter /kernel, which produces a feature map. After several pooling
operation steps, the multi-dimensional output is reduced to a single vector of probability
scores, which are then fed into a 'regular’ ANN [13].

i

Input Kemel Pooling operation Hidden Layers Output Layer
Layer

Figure 12.3: Visual representation of a CNN [IT]

12.3.1.4 Recurrent Neural Network (RNN)

Recurrent Neural Networks (RNN) are typically applied when working with sequential
data, such as text, genomes, handwriting, or numerical times series data [I1]. As explained
by Sharma et al. [8] each network layer stores a memory about the state of the preceding
layer. At each step, the information from the currently processed word updates the layer’s
hidden state. This memory model is useful in the context of predicting the next word of
a text sequence.
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Figure 12.4: Visual representation of a RNN [II]
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12.3.2 Content-based Detection

As the name suggests, content-based approaches rely on the analysis of qualitative news
content, with the help of different frameworks. Zhou et al. categorize three forms of
representation of news content [7]. These three perspectives include (i) Knowledge, (i)
Style, and (%ii) Latent features.

(i) First, we consider the knowledge framework, that aims to process sentences out of a
given text, e.g., news articles or social media posts, and extracts sets of tuples, containing
three elements: subject, predicate, object - also known as the semantic triple [14]. An
example for the usage of this framework would be the SPO tuple (ElonMusk, Profession,
CEO) for the sentence "Elon Musk is the CEO of Tesla, Inc.”. The resulting tuples, i.e.,
the to-be-verified knowledge extracted from the news sources are then compared with a
trusted source in the form of an oracle - typically a knowledge graph [15]. Paulheim [16]
defines the term knowledge graph as follows:

”A knowledge graph mainly describes real-world entities and their interrela-
tions, organized in a graph, defines possible classes and relations of entities
in a schema, allows for potentially interrelating arbitrary entities with each
other, and covers various topical domains.”

A well-known use case of the implementation of a knowledge graph is Google’s knowledge
panel, see figure [12.5| The panel captures and displays the most frequently associated
values in regards to the search query

Google Google PEIRUNECY

QA [@images @ Maps @ News [ Videos :More Settings  Tools

About 8'840'000°000 resuits (0.68 seconds)

hitps:/fwww.google.com ~
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Figure 12.5: Google knowledge panel
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Knowledge graphs contain a large amount of manually processed relational knowledge
from various sources, most often from the internet. There are, however, multiple challenges
when working with knowledge graphs. First, when applying any form of mathematical or
statistical analysis and processing in the form of machine learning algorithms, knowledge
graphs are assumed to be incomplete and noisy, and entities and relations may contain
duplicates [17]. Since knowledge graphs are often impressively massive in their size, this
requires a large amount of post-processing and impacts the performance of fake news de-
tection algorithms. Another challenge that arises when working with knowledge graphs,
is that the comparison between to-be-verified information and the knowledge graph re-
quires an always timely, i.e., up to date knowledge data set, especially when evaluating
news of recent events. Third, the knowledge framework can only determine whether the
verified news article is factually false (i.e., content-wise) and not whether the source of
the false information was intentionally misreporting a news event. This makes for an
essential distinction between the formerly described classification of misinformation and
the intentionally deceptive nature of fake news.

(ii) Style is another approach to detect fake news in a content-based matter with machine
learning. The focus in this method relies on the analysis of a text with the help of
certain self-defined sets of machine learning features. These algorithms map characteristics
that regularly appear in fake news data to the data that the user would like to analyze.
An overview of commonly used machine learning techniques, tools, and features in this
category is listed below:

e Term Frequency - Inverse Document Frequency (TF-IDF)

Often used as a weighting factor, TF-IDF reflects the importance of a keyword in
a text corpus [18]. The TF-IDF value proportionally increases to the number of
times a word appears in a given document. The value is decreased by the number
of documents in the corpus that contain the word, to take into account that certain
words appear more frequently in general (e.g., preposition words). Tf-idf can be
used to identify text segments with similar importance A concrete use case of tf-idf
can be seen in the automatic fake news detection described by [19], where it was
utilized to encode their feature sets of their model as a form of pre-processing.

e Bag of Words (BoW)
In this model, a text (can be a sentence or a full document) is represented as the
multiset (i.e., bag) of its words, disregarding grammar and word order but retaining
multiplicity.

e word2vec, doc2vec

word2vec, introduced by Mikolov et al. [21] solves the problem of representing
words numerically to generate representation vectors in a machine learning context.
Words can be encoded as numeric values, while relationships between words are still
persisted. These representations encapsulate the relationship between words, like
synonyms, antonyms, or analogies. As seen in figure [12.6] even though the words
will be encoded in numerical values, the relationship between certain words has still
prevailed within the algorithm.
doc2vec is an extension of word2vec with the goal to represent documents (in place
of words) numerically, regardless of the length of the document [22].
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Figure 12.6: word2vec internal representation - king to queen is like man to woman [20].

e n-grams
Mostly used in computational linguistics and probability, n-grams are contiguous
sequences of n items from a given sample of text or speech. In fake news detection
models, n-grams are used to extract unigrams and bigrams derived from a data set
of representative words of a news article [23]. These extracted features are often
encoded as tf-idf values.

e Linguistic Inquiry and Word Count (LIWC)
LIWC is a transparent text analysis program and is used to process the psychological
meaning of words, which can be used to analyze emotions and sentiments that are
conveyed through text [24].

(7i) Lastly, latent features are obtained by deep learning techniques (such as the TI-
CNN described in[12]) and matrix/tensor factorization executed on news articles. Fake
news detection through the means of latent features is often quite effective. However, due
to the high complexity and hard-to-follow computations, latent features are difficult to
comprehend, making it difficult to explain the exact reasoning behind the classification of
a fake news article.
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Figure 12.7: Example of a news cascade visualization [20]

12.3.3 Feedback-based detection

Instead of analyzing the actual content of a news article, feedback-based approaches aim to
look at the network interactions and events between users and news articles and interaction
between the users themselves.

12.3.3.1 Propagation Pattern Analysis

Due to the massive usage of social media networks in recent years, a modern approach to
detect fake news utilizes social context information, such as propagation, spreading, and
connectivity between fake news spreaders. One example of this approach is the published
model from Monti et al. [25] which takes into account the user profiles sharing news
content (geolocalization, language, etc.), user activity (engagement with the network),
the user’s network, and spreading (connections, followers, etc.), and content (published
social media posts). To see how a news article is spread on social media, data can be
presented using a news cascade tree structure. The cascades are defined as the news
diffusion tree of a source object (e.g., the first tweet referencing a certain URL) and its
children (e.g., retweets and reactions). In ﬁgure Monti et al. visualized the spreading
of a single news story on a subset of Twitter accounts. Users that share the news article’s
URL are termed cascade roots and are pictured in red. The cascades are shown with red
edges. Social connections between users are displayed with blue edges. Wu et al. [26] have
modeled news cascades as multivariate time series, and detect fake news by using deep
learning techniques, such as recurrent and convolutional neural networks. Their model
is based on the assumption that the structure of fake and authentic news cascades look
and behave fundamentally different and can therefore determine a probability for a given
news article to be classified as fake news.

12.3.3.2 Temporal Pattern Analysis

Temporal modeling methods rely on the differences in temporal dynamics of user feedback
when comparing fake news to trustworthy news. In the modeling of temporal methods,
a sequence of social media posts regarding a news article is ordered chronologically and
divided into a fixed number of time intervals. Ma et al. [27] consider three types of
temporally relevant features that can be applied in the analysis of each interval:
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e Text Features
A collection of text style features related to the text of the posts. Examples include:
proportion of posts with exclamation or question marks, the proportion of posts
with user mentions, the proportion of posts that include a hashtag, number, and
type of emoticons used in the posts

e User Features
A collection of user features related to the owner of the posts. Examples include:
the amount of user followers, registration date and age of a user, the verification
status of a user

e Propagation Features
A collection of metadata related to the propagation of the posts. Examples include:
average number of shares, the average number of comments

The variation of features between two adjoining time intervals is made up of the number
of differences in the feature values divided by the length of the interval. In the end, a
final vector of features from each interval can be used to compare and differentiate fake
news from actual news. Ma et al. observe a significant performance improvement with the
usage of temporal pattern analysis over methods that solely rely on measured propagation
features (such as the number of shares or likes of a post) without taking into consideration
the variations over time [27]. One shortcoming of this model is the fact that it requires a
manual selection of handcrafted features that are further restricted to numerical features.
This limitation can be overcome by combining the temporal pattern analysis model with
deep learning techniques, so that intricate temporal variation differences between genuine
and fake news can be automatically extracted, as described in the model of Ruchansky et
al. [28].
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12.3.4 Mitigation Methods

In this following section, it is discussed how the effects of exposure to fake news articles
can be mitigated, i.e., how news and social media platforms can ensure that fake news is
detected early and contaminated to block the spreading to other users or at least how to
inform the users of the platform of the risk of viewing a fake news article. This chapter
discusses several categories of mitigation efforts and discusses the rationale and limitations
of such approaches.

12.3.4.1 Automated Mitigation

In today’s digitally connected world, news articles can spread at astonishingly fast levels,
through the vast amount of social media channels. These spread events, or news cascades
as defined before, are of chaotic nature and cannot be tracked efficiently by a single
individual. Therefore, we need to seek help and assistance from artificial intelligence to
mitigate the spread of fake news. This section presents the most promising approaches to
tackle this problem.

e Decontamination

Proposed by Nguyen et al. [29], decontamination is a strategy where users that have
been exposed to fake news are decontaminated by being confronted with genuine
news. A greedy algorithm is implemented that selects the best set of users, that will
propagate the genuine news cascade. The aim is to reach as many contaminated
users as possible with the intention to confront their initial interaction with a fake
news article with truthful, verified facts, in the hopes of mitigating their fake news
consumption. Limitations of this model: This form of mitigation is only a response
to an already spread-out fake news event. Therefore this model can only be regarded
as a means of improvement of an already escalated situation.

e Competing Cascades

Here, a genuine news cascade is introduced to compete against a detected fake news
cascade. Budak et al. [30] introduced an ’influence blocking maximization objective,
in which a strategic selection of a user set is made, so that as many users as possible
will be activated (i.e., confronted) with genuine news before a fake news cascade
could reach them. This model assumes that the first activation of a user with a
news source will determine whether a user belongs to a genuine news or a fake news
cascade. Therefore, if a higher amount of users get activated by a genuine news
cascade first, the amount of people that are affected by fake news stays minimal.
Limitations of this model: The genuine news cascade will only be propagated after
a fake news cascade has been detected. Also, it can be argued that the assumption
made by this model about the activation of users is too simplified and does not
reflect reality.
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e Multi-stage Intervention

Farajtabar et al. [31] considered a multistage intervention framework based on
multivariate point processes. The model assumes that news-sharing events of a
user in the past can trigger and influence future news-sharing events based on the
intensities of influence and time delay between events [31; ], therefore addressing
the limitations of competing cascades, since users that are first confronted with fake
news do not necessarily have to share the same views as the media they were exposed
to. The end goal of this model is to keep the propagation of fake news in control
and incentivize users to counteract fake news themselves by sharing and spreading
trustworthy news.

Limitations of this model: Multi-stage intervention requires the exact tracking of a
fake news cascade and its propagation through the network, which is not a trivial
task. Furthermore [8] argue that since we assume the detection of fake news as
a requirement for this model, it is possible that the previously explained models
of decontamination and competing cascades are more effective when it comes to
mitigating the negative effects of fake news.

12.3.4.2 Early Identification

In the previously discussed mitigation methods, we have only looked at methods that
mitigate the effects of fake news after an article has already been publicized and shared.
Moreover, the published research on information cascades by Friggeri et al. [32] shows
that information is often readily and rapidly transmitted over the network, even if the
credibility or veracity of the source is dubious at best. To counteract against this draw-
back, we will look at three early identification strategies, presented in [8], which can be
then combined with a mitigation strategy to create a quick and effective mitigation plan
against fake news.

e Network Monitoring
Network monitoring keeps track of a list of dubious sources that are susceptible of
propagating fake news. Through an early fake news detection filter, the network
could block users spreading intentionally deceiving false news [§].
Limitations of this model: Network monitoring can become very expensive, the
larger the network grows and malicious users could fake their identity, i.e., create
new accounts to appear as neutral users [§].

e Crowd-sourcing
Users in the network are given the right to report and flag suspicious content on the
platform [§].
Limitations of this model: Reporting functionality can potentially be abused by
malicious users. Further, there is a trade-off between the number of already con-
taminated users by fake news with the number of reports needed to draw an accurate
conclusion on a potential fake news post [§].

12.3.4.3 Mitigation Through Education

Lastly, another innovative mitigation method would be to raise awareness and educate
society on fake news as a whole - e.g., through the use of the gamification theory in
education. The authors from [33] have conducted a randomized field study, where they
let the participants play a game about the creation of a fake news article. This game
aims to familiarize the players with different viewpoints, motivations, and techniques that
the narrative of a news topic can be manipulated by. The aim of the study was to de-
termine whether games can be used to educate users to detect fake news more reliantly.
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The setup of the game looked like this: First, players were divided into different groups
of player personalities, that aim to imitate the behavior and characteristics of common
journalism sectors. This included a group of deniers, who tried to make the news topic
look as insignificant and unimportant as possible. Alarmists acted the opposite of deniers.
Clickbaiters tried to generate sensationalist news headlines that gained lots of attraction,
and finally conspiracy theorists, who tried to derail from the mainstream narratives. The
groups of players were then asked to produce news articles about the overarching topic of
a highly relevant news event at that time (in regards to immigration reception in Europe).
While formulating the news article, the participants had to choose between various pre-
defined answer blocks that formed a news story that best reflected their group character’s
motivation and views. In the end, the groups were judged and scored by the number of
correct answers they had given, i.e., the group with the highest accordance of answers
that matched their characteristics, won. After playing the game, participants were asked
to read two randomly assigned fake news articles. The researchers then conducted a
survey where they collected the participant’s views of these unknowingly made-up news
stories on various aspects, such as perceived reliability of the articles, persuasiveness,
and personal agreement with the articles. Comparing the survey’s answer with a control
group, who have not played the game before, the results showed significant differences
in judgments about the reliability of the fake news articles. The control group rated the
reliability of the fake news articles significantly higher than the treatment group. Persua-
siveness and personal agreement with the articles exposed effects in a similar direction,
albeit not statistically significant (Both persuasiveness and personal agreement resulted
in lower measurements for treatment group compared to control group). Summarized,
this experiment shows potential in media education and handling of fake news. Since the
setup of this particular experiment had a sample size of just n=95 and an median age of
16 years, it would be interesting to replicate this research with bigger sample sizes and
broader demographics. One could argue that young students still develop their believes
and experiences with news outlets, and therefore may be better suited to empower against
fake news exposure.
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12.4 Discussion

Fake News, disinformation and misinformation are big problems we experience in today’s
form of communication. Through the rapid rise of social networks and fast-flowing in-
formation exchange, it is inevitable that we cannot avoid the problem of spreading false
information. Fake news is a modern-day weapon of propaganda and can be used to alter
a person’s perception and opinion on a certain topic. At its worst, it can be used as
a weapon to manipulate public opinion on political issues. However, the measures and
methods that are currently researched to counter against the fake news movement also
come with their own limitations and downsides. [§] identified a set of several challenges.
These challenges are discussed the following sub chapter.

12.4.1 Open Challenges

e Potential impact of automated fake news detection on censorship and societies:
One problem that arises with the methods explained in this report stems from the
fact that automation-based fake news detection systems are not perfect. Shu et al.
[34] analyzed the performance of several different methods on two popular data sets
from PolitiFact and GossipCop. The maximal accuracy of detection was measured
at 69% and 79.6% respectively. On top of that, automated systems are not only
prone to false negatives, they can also produce false positives. Both error types are
very problematic. If a fake news article is not detected, we may run into the issue
that the false information spreads rapidly and could risk that the contaminated
users will be manipulated. On the other hand, false positives are also dangerous, as
a truthful verified news article could be blocked or removed from a network for no
reason. This is undesirable as it can lead to censorship and suppression.

e High Stakes and Many Players:

As stated by [8], the World Economic Forum ranked the spread of fake news amongst
the top threats the world is facing today [35]. Due to the rapidly expanding nature
of propagation of fake news in social media, it becomes a very difficult challenge
to mitigate false information before it can cause damage. To give an indication of
the propagation speed of fake news articles nowadays, Kim et al. [36] state that
the fact-checking organizations Snopes and Politifact, which specialize in human
verification of news data, cannot keep up with the vast amount of data that needs
to be fact-checked every day.

e Malicious Intent

Propagating fake news in a network can attract a lot of different malicious forms
of motivation. From rather harmless ’internet trolling up to events of geopolitical
warfare that aim to manipulate a nation’s election campaigns - unfortunately, it is
inevitable, that malicious attacks will always play a role when it comes to the spread
of fake news. In turn, this increases the complexity of fake news as a whole and
makes it harder for both humans and machines to find effective methods to detect
and mitigate fake news [§].

e Constant Change
As we are living in a fast-paced globally connected world, it becomes increasingly
more difficult to track all news events. Content-based detection methods, such as
fact-checkers, suffer as the required knowledge base has to expand and update itself

automatically, while simultaneously ensuring correctness, integrity, and availability
of data [g].
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12.5 Summary and Conclusions

This report summarizes recent trends in fake news detection and mitigation. In recent
years, there has been a lot of progress in the research field of automated fake news detec-
tion. The different models and approaches can be categorized into two major categories.
First, we have looked at content-based detection, where the focus relies on the textual
content of the news article itself. The textual content of a news article can be analyzed
with three major focus points. First, (i) the content’s factual correctness can be analyzed
and verified using knowledge graphs. Second, (ii) we can analyze certain hand-picked
style features of the text, such as sentence structures, word relationships, n-grams, or the
psychological meaning of words. Lastly, (7ii) latent features through the usage of neural
networks can be determined and used for detection algorithms.

The second way to detect fake news is by looking at a feedback-based approach. The in-
teraction of users with news articles and between themselves can reveal useful information
that can be facilitated to detect fake news.

Finally, this report concatenated the most popular mitigation techniques and stated open
challenges for the future of fake news.
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