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1. Introduction
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Why is there a need for blockchain interoperability ?
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Why is there a need for blockchain interoperability ?
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2. Approaches
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● Simplest approach

● Use a (set of) trusted entities - Notaries

○ Notaries have accounts on (at least) two blockchains 

○ Notaries coordinate and synchronize the transaction
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1. Notary



1. Notary
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An example:

A protocol which enables inter-blockchain transactions.



1. Notary
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● 3 Roles:                           

sender, receiver, connector

● Connector has accounts on 

both ledgers

What if C steals some money ?



1. Notary
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● Escrow:                                 

an intermediate between 

participants

● A connector is a notary

All the participants only transfer their assets to 

their respective escrows



1. Notary
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1. P1 select a set of trusted notaries,

2. All participants transfer assets to escrows,

3. Pn sign a message and send to all notaries,

4. Notaries verify message and execute the transaction



2.  Sidechain
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● Sidechain: 

○ a blockchain which validates data (directly) from other 

blockchains

● Main chain: 

○ the blockchain from which the sidechain validates data



How to verify a transaction in another chain ?
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● 1. Validate the block header

○ Verify the proof-of-work

○ Wait until the block is finalized

● 2. Verify the target transaction 
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How to verify a transaction in another chain ?
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● 2. Verify the target transaction
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An example of Merkle tree structure



Sidechain enables asset portability
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3.  Hash-locking
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● No notary or sidechain needed

● Can only be used for atomic operations(assets exchange)

● Based on smart contract



3.  Hash-locking
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3. Interoperability 
Use cases
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Interoperability of Cryptocurrencies 
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Source: coinmarketcap.com

● 1597 cryptocurrencies in total

❏ Coins: 869
  

❏ Tokens: 728

● Total Market Cap: ~440B $

● 24h Vol: ~23B $

● BTC Dominance: 36%

(As of May 5th 2018)



Interoperability of Blockchain Projects

23Source: https://gomedici.com/30-non-financial-use-cases-of-blockchain-technology-infographic/

● Supply Chain

● Healthcare

● Insurance

● Internet of Things

● Digital Identity

● E-Voting



Interoperability of the Ecosystem
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● Financial Markets & 
Asset Portability

● Cross-chain Contracts

● Supply Chain



3.1 Financial Markets & 
Asset Portability
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Liquid

26

● Provides liquidity for exchanges

● First Commercial Sidechain

● Uses Strong Federations

● Uses Bitcoin’s network for 

security

Source:   https://www.youtube.com/watch?v=FOo7Q4om0Fg



Liquid Advantages
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● Faster Trading

● Enhanced Efficiency

● Better Privacy

● Superb Reliability

Source:   https://blockstream.com



Liquid Mechanics
● Custom addresses 

● 1 min blocks

● Confidential Transactions

● Exchanges Peg In/Out
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Source:   https://blockstream.com



3.2 Cross-chain Contracts
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Aelf

● Decentralized Cloud Computing 

Blockchain Network

● Cross-chain Communication Protocol

● Multi-chain Parallel-processing System

● Self-evolving Governance
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Aelf Innovations

● Scalable nodes on cluster of computers 

● Resource isolation for smart contracts 

via “one chain to one smart contract”

● Side chain dynamic indexing
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Aelf Nodes

 Main Chain Full Nodes

Side Chain Nodes
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Light Nodes



Aelf Node Types
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● Full Nodes:

○ Mining

○ Ledger

● Light Nodes (non-mining)

● Side chain Nodes:

○ Full or Light (custom)



Aelf Architecture
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● Abstract

● Modular

● Scalable

● Customizable

● Upgradeable



Aelf Governance 
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● Grid Foundation (SG)

● Representative Democracy 

(DPoS)



3.3 Supply Chain

36



OriginTrail
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● Supply Chain efficiency

● Automated compliance

● Quality assurance

● Secure Storage

● Fully compatible with existing 
ERP systems



Current Challenges in Supply Chain

● Data Fragmentation

● Supply Chain Data 

Centralization
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Solution stack     →    Origin Decentralized Network (ODN)
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● Asset/Goods tracking

● Defragmentation of complex 

Data Sets

● Scalability & Seamless 

Transactions

● Cost-effective governance of 

business ecosystems



Interoperability and data integrity
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● Interoperability (GS1 standard)

○ Master Data

○ Transaction Data

○ Visibility Data 

● Consensus

○ Chain of accountability

○ Information Verification 

(zk-SNARKs for sensitive data)

○ Data confirmation by auditing 

and compliance organizations



System Overview
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● Data Creator (DC)

○ Disseminates data to the network

● Data Holder (DH)

○ Safekeeping

○ Fingerprinting

○ Data standardization checks

○ Consensus checks



4. Challenges
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1.  Scalability
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Block generation

More blocks generated

1

2

2

1



1.  Scalability

44

● Proof-of-state

● Transaction queue

● ‘Stretched’ block



2.  Security
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New security models needed:

● Multi-chain context

● Information transmission across chains

● Risk re-evaluation



2.  Security
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Sidechain

Chain1

Chain2

Chain4 Chain3



3.  Practice
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● Resource-consuming no matter which solution adopted

● Still in research or ‘whitepaper’ stage



5. Conclusion
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● 3 approaches:

○ Notary: a set of trusted entities

○ Sidechain: verify another chain directly

○ Hash-locking: only for atomic operations

● Challenges: 

○ Scalability

○ New security model

○ Lack of practice

Blockchain Interoperability Overview
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● Few commercial Blockchain apps deployed

○ Only wide usage so far in cryptocurrencies

○ First real-world blockchain applications 

entered the market Q4 2017

● Blockchain interoperability

○ In practice not required yet

○ If achieved it could boost global economy

Current state of Blockchain Interoperability



Questions
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6. Discussion
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Q1: Do you think that BC interoperability is needed?
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Q2: What are the main security concerns for 
blockchain interoperability?
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Q3: Can Blockchain Interoperability enable 
applications in different regulatory environments to 

interact seamlessly?
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Q4: What do you think about having a dominant 
sidechain as the central exchange platform ?
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Q5: Will IoT systems benefit from the data-sharing 
enabled by Chain Interoperability?
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Thank you !
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