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1. Introduction and Motivation

The provision of commercial electronic services over the Inteeqeires the respective support
services for commercialization to be designed and implemented. sTHiseito the fact that
Internet design principles do not focus on commercially offered senase$e Internet was
shaped originally as a military and later as a research netwaodk when grew into a global
infrastructure offering a plethora of services made available to businesseslaimhsumers.

The range of necessary support services for commercializatiotersntieed by the according
set of applicable commerce law determinations. To reach legglieoce e.g., support mech-
anisms for reliable authentication, authorization, accounting, auditing, ferdirng (A4C)
[3][4] are being developed. These mentioned mechanisms, however, are icargutr full
legal compliance, since they focus on the service provisioning phase, but doveotthe
contract formation phase.

Commercial offerings for electronic services—in terms of actlric good—base on contrac-
tual agreements. In the case of bilateral contracts, theseoactuded between a service
provider and a service customer, and the service is consumed byca seer, whereas service
customer and service user can be different organizational bodies.Bibside support mecha-
nisms mentioned, the formation of such contractual agreementdstsetfuired to be legally
compliant too [5].

Contract law is a part of commerce law, which in turn is paprivfte law. As contracts for
electronic services in the Internet are considered, it is the taskaalled private international
law to determine what specific contract type and what legslaiapplicable for a given agree-
ment. The Internet is a global infrastructure. However, it does notderder a notion of
geographical location. This is in contrast to any type of legal detatimn as these apply in a
determined, geographically bound area only, typically within a territory.



With regard to an automated, legally compliant contract formation ardén to overcome this
fundamental design gap between geographically un-aware organizationainslomhatihe
Internet and the inalienable territoriality principle of legal dateations, two distinct prerequi-
sites need to be satisfied [5]. First, a mapping between so-éaltedomous Systems (AS)—
organizational domains in the Internet—and geographical location need®tmbeSecondly,
mechanisms for stable communication paths between contractues frente to be in place. The
first is important to determine the geographical location of conpathers. This information
forms the basis for the selection of the appropriate law accomliting tspecific contract to be
concluded. The second is of relevance, since not only the respective egmdssgs contract
parties need to be considered but also the communication paths between. Roe,iitstaght
be required to assure that information is not conveyed through an unwanted legal domain.

Driven by the overall context of legal compliance in contract formafien, and in accordance
with those two prerequisites introduced, this thesis is concerned withsth@erequisite.

2. Description of Work

The Internet is organized as a network of networks. Within a netwoekidnGateway Proto-
cols (IGP) are used to determine the way to reach a given enth§5& over a number of
intermediate systems (IS). Between networks, Exterior Gateway Po{é€eP) are in use for
the same purpose. Originally, a so-called Autonomous System (AS) teasithed by the fact
that it was a network applying a specific IGP. This notion of an ASchanged slightly over
time to become a synonymous of an organizational domain [1][2]. Accordinghs &® seen
today as organizational domains of the Internet.

Figure 1 depicts an environment with 3 ASes and 4 legal domainstfieDtter being typically

a representative of a territory. While ASes 2 and 3 each ayesfulbraced by a distinct LD, AS
1 spans across several LDs. In case ESes 1 and 2 exchange dateet(syroommunication

paths with several ISes are assumed.
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Figure 1: Legal and Organizational Domains [5]

This example constellation reflects ambiguity in mapping ASes tar.Bsneral and ESes/ISes
to LD in particular. The given example increases the complexity bfreappings when consid-
ering (a) asymmetric communication paths, (b) non-stable communigetibs, (c) overlap-
ping LDs (hierarchies of LDs), and (d) mobility of systems.

The most challenging part in determining a mapping of ESes/ISes 10 &rfaund in the loca-
tion-unaware nature of the Internet. Even though systems are identif@aiide or domain-wide
by well-defined addressing schemes, such as the IPv4 and IPv6 address schemes, these addre



mechanisms are not bound to any location information. Even though ASes dispose of an attrib-
uted range of IP addresses, a mapping of a given IS/ES to an LDfeasible based alone on
the information to what AS that IS/ES belongs to.

Thus, this thesis is concerned with the selection, design, prototypii@mentation, and eval-
uation of possible solutions addressing the following research questiomeduith its most
general form: Based on the knowledge of two addressable ESes argpdative set of addres-
sable ISes, which is assumed to remain stable for the consigdaesfiame, which, however,
does not necessarily consist of the same ISes for conveyed dat&Srbto ES 2 and vice versa,
most reliable absolute or relative location information with thegeaity of at least country,
but better of city level needs to be found for the considered two ESes.

3. Thesis Goals

* The main objective of this thesis is found in finding a mapping mechanism for given ESes/
ISes to geographic location as motivated and outlined. This mapping mechasisosat-
isfy the following requirements:

* Primarily, it shall give asletailed geographic information as possible and meaningful
for its explained purposes, whereas information on country level is minimum and infor
mation on city level might be required too.

» It shall provide aseliable information as possible and meaningful for its explained pur-
poses. For any method under consideration, clear assumptions on its respective infor-
mation reliability need to be derived by means of theoretical argumentation and/or
practical experiments.

* The mapping mechanism shall benas-intrusive as possible. This means that geo-
graphic information for ESes/ISes shall be retrieved with preference by exgloiti
existing protocols and infrastructure in the Internet wherever possible. Consequently,

the mechanism needs to respect network operator incentives and shall be based on real-

istic deployment assumptions.

» It shall provide for an amutomated solution as possible, keeping entry barriers for users
and providers low, making the solution transparent as far as possible. Despite this gen-
eral goal, candidates can also embrace methods that are intcerfiithis objective if
these candidates appear to provide fine-granular, reliable inforneataome.

* The mechanism shall support different typesobility, such as device, user, and ses-
sion mobility, if possible. In particular with respect to mobility, but not limited to this
aspect, IPv4- and IPv6-based environments shall be considered.

* Unless one single method is found that satisfies those requiresuéficently ex ante, i.e.,
before implementing and evaluating the according candidate—a case whitlassumed
to be likely in the first place—, several candidates need to be considered, wherasts at le
two promising candidates (or combinations thereof) shall be investigated in further deta

» Along with the written report, the work shall cover the full design, @m@ntation, simula-
tion, and evaluation details of those selected candidate methods. Implementation in this
work is performed by means of prototypes that demonstrate the practical fgasilalit
candidate, allowing for an evaluation to be conducted.

4. Activities

Based on the description of work, the following activities—some in Iparare recom-
mended:

* Provide an introduction to fields of interest and provide a motivation for your work. Focus
is to be set on mapping ESes/ISes to LDs and with that to geographical location as a basic
means for legally compliant contract formation of electronic services in g@étt This
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includes also an outline of detailed objectives, general mapping requirements asofell a
used concepts and terms.

Give an overview of state-of-the-art with respect to related work in the @freas

* Internet organization. Provide insight into the Internet’s organization principles into
ASes together with applied mechanisms and protocols. Introduce relevant actors in the
field with their respective set of incentives.

» Geographic location in the Internet. Provide an embracing and detailed overview of
ongoing work to render the Internet into a location-aware infrastructure. Focus prima-
rily on mechanisms that exploit or extend existing protocols and infrastructure, but
present also work that does not respect this requirement.

Out of the motivation and the analysis of related work, derive regaits allowing you to
compare and select best-suited candidate methods for mapping ESes/ISes to locatio
Besides ideas that base on related work, develop your own candidates. Combinations of
several candidates targeting at specific sub-tasks or alteriogehal! location information
reliability to be expected shall be considered too. The comparison shall be based on the
self-developed set of key criteria complying with this thesis’ overall objectivease|bp

and outline in detail design characteristics and the overall methodolothote promising
candidates (including potential combinations) that were pre-selected accorthegcbn-
ducted comparison. This chapter, thus, is the methods section.

Based on the outcome of the methods part, implement the respective chosen candidates
(including potential combinations) in prototypical form. Pursue simulations and document
your experiments and depict effects. This chapter, thus, is the results section.

Evaluate your work and especially the results gained by drawing conclusions on overall
feasibility, information reliability, information granularity, performance, aralaulity of

the implemented candidates. Evaluate also clearly reached ard migsctives as well as
advantages and drawbacks of the chosen approach.

. General Notes

Provide a proposed schedule for your steps within the first two weghksiofvork. Clarify
details with your supervisor and finalize the schedule of tasks, basically in aklywee
fashion. Prepare an intermediate report and a short internal pteseateer half time (date
to be set) and discuss this with your supervisor. At the thesis’famal public presentation
has to be given.

The final written report will document all work undertaken and remember that ploid re

must be self-contained. Major technical basics are to be included and detailed knowledge
obtained during the work must be documented. Assumptions, design decisions, configura-
tion choices, and results are part of the report as well as implementationatelaisage
information. Correct bibliographic references and a list of papers, recommendatibns, a
descriptions used must be added, including those ones given below.

Establish weekly meetings with the supervisor to report on progress and problems.

Students involved are required to read and answer e-mails related to this prlegst at
twice a week.

The sheet on hints for diploma/semester thesis work is required to be known.

Formal Results

Besides an oral presentation of your work in exactly 20 min plus 10 miguéstions and
answers during the public presentation, the following written documenisaarof your work
and need to be handed in to the supervisor in time:



* Areport in a soft cover binding, printed double-sided, and in 3 copies (in English, pre-
ferred): It covers the problem to be solved, the discussion of the design choices, a set of
arguments on the final design choice, a list of solved and open issalelg, af ttontent and
figures (including tables), a valid list of bibliographic references, and optional apggndic
as required. A critical consideration of the task, the work, and the result will conlctude t
report. The official acknowledgement section is mandatory, a personal one optional, how-
ever recommended, as usually a number of people took part in the processzirfidjniad
thesis. The text processing shall be done in FrameMaker (preferred).

* A documentation of the implemented/configured system, covering the systems view point,
an implementation description, a use and installation manual, a documentation of all pro-
gram and data structures developed or utilized. All of this may be part of the report below,
however, in case it will not be included, it must exist in a separate document.

* A dedicated CD has to be produced: (1) a collection of all program sources, software com-
ponents, protocol implementations utilized, hardware/product documentation in PDF,
related work papers in PDF or full HTML pages, and a directory igéiscr; (2) the written
thesis (report) in source files, figures in source file and gipsr @d a full printable PS as
well as PDF file, the set of slides for the final presentation in PowerPoint,|dactradr
material used, if available in electronic form, such as all existing and documesttedd-
narios, testing plans, and test results.

* A German (or English, in case of a German report) summary of maximum 2 pages, which
will enable a quick and clear survey of this work’s tasks and results. This summidrg wil
part of the bound report, and is included after the front page and before any other text will
follow. It includes four short sections on: 1. Introduction, 2. Aims and Goals, 3. Results,
and 4. Further Work.

* The complete set of copies of the report, the CD, and the talk must be completed and
handed in to the supervisor in time before the diploma thesis will change into “submitted”
status.
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