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Abstract

Deutsch

Das Konzept von Intents wurde 2015 erstmals im Kontext von Intent-based Networking
angewendet, jedoch bald auch in anderen Kontexten wie beispielsweise in Cloud Manage-
ment. Ein Intent kann als eine Policy mit hohem Abstraktionsgrad definiert werden, bei
der ein Ziel definiert wird, jedoch nicht spezifiziert wird, wie dieses Ziel erreicht werden
soll. Diese Bachelorarbeit wendet Intent-based Management auf die Blockchain-Auswahl
an. In den letzten Jahren sind zahlreiche verschiedene Blockchains entstanden, wodurch
die Auswabhl fiir einen bestimmten Anwendungsfall immer komplexer wurde. Um den Pro-
zess der Auswahl einer geeigneten Blockchain zu vereinfachen, wird ein Blockchain Intent
Management System (BIMS) entworfen, implementiert und evaluiert. Das vorgestellte
System integriert das Intent Refinement Toolkit (IRTK) fiir die Ubersetzung von Intents
in Policies sowie ein Policy-based Blockchain Selection Framework. Zur intuitiven Einga-
be eines Intents wird eine kontrollierte natiirliche Sprache verwendet, unterstiitzt durch
Textvorschldge und Autovervollstdndigung.

English

With the concept of intents first being introduced in intent-based networking in 2015, the
concept soon was applied in other contexts such as cloud management. Intents can be
defined as abstract, high-level policies which describe "what” the goal is but not "how” a
system should achieve this goal. This bachelor thesis applies intent-based management
to blockchain selection. Over the last years, numerous different blockchains emerged,
making the selection for a specific use-case more and more complex. To simplify the
process of selecting a suitable blockchain based on high-level requirements (i.e. intents),
a Blockchain Intent Management System (BIMS) is designed, implemented and evaluated.
The presented system integrates the Intent Refinement Toolkit (IRTK) for the translation
into lower-level policies, as well as a policy-based blockchain selection framework. For an
intuitive specification of an intent, a controlled natural language is used, supported by
text suggestions and auto-completion.
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Chapter 1

Introduction and Motivation

The concept of intents was first introduced in 2015 within the context of autonomic
networking [1], leading to the creation of Intent-Based Networking (IBN). In the IBN
context, intents can be viewed as high-level abstract policies and define “what” and not
“how” a networking system should achieve the defined goal [2]. However, there is still
not a consensus on the level of abstraction and the definition of intents [3, 4, 5] from
the network management community. Thus, this concept is being actively discussed and
presents an interesting research topic.

Further, the concept of intents is not restricted to network management, being applied
to several areas and systems, from cloud management [6, 7] to blockchain selection [8].
The employment of intents helps to reduce the manual interaction and the technical
knowledge from users of the systems to achieve a particular task, for example, selecting
the most suitable blockchain based on high-level requirements, which is the topic of this
thesis. Intents employed in the thesis follow the “for clientX, clientY and clientZ select
the cheapest public, stable and popular blockchain except Bitcoin and Ethereum with
splitting, redundancy and encryption until the daily costs reach CHF 10” format, where
the italic words are automatically extracted from the sentence.

Thus, this thesis presents a Blockchain Intent Management System called BIMS. BIMS
implements functions to (i) allow users to input (i.e., write) their intents regarding
blockchain selection, (ii) manage users (e.g., authentication), (ii7) provide feedback to
users (e.g., visual notifications), and (iv) manage intents with basic Create, Retrieve,
Update and Delete (CRUD) functions. Furthermore, by being integrated with the In-
tent Refinement Toolkit (IRTK) [9] and the Policy-based Blockchain Selection framework
(PleBeuS) [10], BIMS is able to (a) automatically refine an intent and provide text auto-
completion, and (b) create the refined low-level policy directly in PleBeuS using the
exposed REST Application Programming Interface (API). BIMS was evaluated using user
stories to verify its functionality and feasibility.
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1.1 Thesis Outline

This thesis is outlined as follows. In Chapter 2, a theoretical background is established,
covering policy-based management, intent-based management, blockchains, as well as pre-
liminary work which this thesis is based on. Chapter 3 discusses different approaches of
intent-based management with a focus on the way how intents are specified in different
contexts. In Chapter 4, the design, architecture and implementation of the Blockchain
Intent Management System are presented in detail. Further, the selected technologies are
discussed and explained. An evaluation of the developed prototype is provided in Chap-
ter 5. To conclude, a summary and an outlook for future work is given in Chapter 6.



Chapter 2

Background

This chapter covers the fundamental theoretical basis of this thesis. In Section 2.1, the
concept of policy-based management is explained. Following in Section 2.2, the concept
of intent-based management is explained, first in the context of intent-based networking,
then generally in other contexts. Afterwards, in Section 2.3, the concept of blockchains
is covered. Next, in Section 2.4, the Intent Refinement Toolkit is explained and finally in
Section 2.5, the Policy-based Blockchain Agnostic Framework PleBeuS is introduced.

2.1 Policy-Based Management (PBM)

As [11] documents, the first use of policies goes back to 1966 in the context of security poli-
cies. In order to regulate access control, security policies were used to define (high-level)
rules. By 1985 policies found its way into network management [11]. As networks had
become increasingly complex and devices more heterogeneous, policy-based management
was successfully employed to simplify and automate network administration [12].

Later, in 1999, the Internet Engineering Task Force (IETF) and the Distributed Man-
agement Task Force (DMTF) developed a standardized policy framework. Further, they
defined a policy as a “set of rules to administer, manage, and control access to network
resources” [13]. A policy consists of a tuple of Events, Conditions and Actions (ECA) [14].
Thus, on an event, if the condition of a policy is met, the respective action or set of actions
is executed [15].

Policies vary in terms of abstraction, terminology, role of the policy author and level of
detail. For instance, both a business rule and a device configuration can be represented by
a policy, although their level of abstraction are different. In order to ensure consistency,
a policy continuum was proposed [14]. The policy continuum is a modelling tool with
five different views each representing a level optimized for a specific use and level of
abstraction, as shown in Figure 2.1. Once created, a policy is then translated and refined
to lower levels of the policy continuum. This refinement process can influence other
policies on lower levels, creating one or more policies. According to the different levels, a
policy may be created on any level and can, but does not have to affect another level [14].

3
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Figure 2.1: Policy continuum

2.1.1 Policy-Based Management Architecture

In this subsection, the policy management architecture proposed by the IETF/DMTF is
explained. Figure 2.2 depicts the architecture in a graphical way, which consists of four
components [12, 13]:

e Policy Management Tool (PMT): Tool which an administrator uses to define
and manage policies.

e Policy Decision Point (PDP): Point which evaluates a policy’s condition and
communicates this decision to the PEP.

e Policy Enforcement Point (PEP): Point which applies and executes different
policies. In a network context, the PEP can be viewed as a device (e.g., a router).

e Policy Repository: Stores policies managed by the PMT.
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Figure 2.2: Policy-based management architecture

With this architecture, two goals are accomplished: (a) centralization and (b) business-
level abstraction. The PMT is the central point where configurations are defined as
opposed to configuring each individual device. With this centralization, manual workload
can be reduced especially in large networks with many devices, as one definition of a
policy makes the configuration of many individual devices obsolete. By defining policies
with less specific details of technology, much of the complexity can be abstracted [12].
For instance, the author of a policy defined in the top layer of the policy continuum is
concerned about Service Level Agreement (SLA) information, but does not need to know
the specific technologies used [14]. Thus, it simplifies policy and network administrator’s
tasks [12].

2.2 Intent-Based Management

In 2001, autonomic computing systems were described with the idea of self-managing with
high-level policies representing goals and restrictions of a system [16]. Since then, the idea
of self-managing and autonomic systems was applied, first in networking as Intent-Based
Networking (IBN), and later in various other contexts such as cloud service management
[1, 6]. Many of the fundamental concepts first used in IBN were applied in other contexts
in intent-based management.
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2.2.1 Intent-Based Networking (IBN)

In autonomic networks, the network is self-managing, meaning it is self-configuring, self-
protecting, self-healing and self-optimizing [1], applying the concepts first described in
autonomic computing systems [16]. Although the network is self-managing, a central
entity can influence its management with the definition of an intent. Self-configuration
means that the configuration happens without manual effort (i.e., without using user
interaction) or a management system, but by the network itself based on self-knowledge,
discovery and intents [1].

An intent in autonomic networks is defined as “An abstract, high level policy used to
operate the network” [1]. According to this definition, an intent can thus be viewed as
a type of policy. The question of differences between policy and intent is discussed in-
depth in Section 2.2.2. An intent contains abstract information; thus, not concerning a
specific network component or configuration. In effect, an intent specifies “what” should
be achieved but not “how” to accomplish it [3]. Not just the definition of an intent is at a
very abstract level, but also the reporting and feedback does not contain specific low-level
details. Further, information about the effectiveness of a specified intent must be reported
to an administrator, but still on a high abstraction level [1].

There are several operating principles of intent-based systems. An intent-based system
must have a Single Source of Truth (SSoT), i.e., the set of validated intents. This
allows for comparing the intended state and the actual state of the system. Moreover, an
intent-based system should be implemented in a one-touch fashion, meaning that a user
only specifies an intent, the rest is executed by the system. Intent-based systems must be
autonomous but give an oversight to the user. This means that the system must be
able to autonomously take decisions without intervention of the user in order to fulfil the
intent.

However, reporting of relevant information to the user at the same time is crucial in order
to give an oversight. In contrast to ECA policy rules, in an intent-based system, the user
only specifies the goal but not what measures must be taken if a specific condition is
met. Hence, it is a learning system as the decisions are taken by the system, not the
human. In addition, intent-based systems are continuously changing, creating a need for
continuous learning. Mapping the users goals and expectations to actions performed by
the system needs explainability to bridge the semantic gap between the intent and the
actions performed [3].

2.2.2 Intent versus Policy

The distinction between intent and policy is not always clear, sometimes the two terms
are used synonymously. Both intent and policy abstract the details (for example device-
specifics) and have the goal of simplifying the managing of a complex system; however,
there are differences. A policy is typically a ECA-rule and it does not specify a desired
outcome. In contrast, an intent specifies a desired outcome and there is no need of
specifying specific events, conditions or actions. An intent is at a higher level of abstraction
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and is declarative, it only specifies the goal, not how to reach it [3]. In [1], an intent is
defined as a high-level policy, so intents could be seen as a subset of policies, located in
the top layer of the policy continuum [14]. As shown in Figure 2.1, the Business View
includes goals, under which intents could be incorporated.

2.2.3 Intent Lifecycle

In [5], a distinction is made between transient and persistent intents. Transient intents
have no lifecycle management, the intent is finished once its operation is successfully car-
ried out. In contrast, a persistent intent is kept active by the system until it is deactivated
or removed. Thus, persistent intents have lifecycle management. In [3], a model of an
intent lifecycle is proposed, shown in Figure 2.3. It makes a distinction between three
spaces: the User Space, the Translation / Intent-based System (IBS) Space and the Net-
work Operations Space. Further, there is a distinction between Fulfillment and Assurance.
Fulfillment comprises the functions from the definition by a user to the enforcement in
the system. Assurance on the other hand contains the functions to make sure that the
system complies with the specified intent and reporting relevant information to the user.

As one can see in Figure 2.3, there are two cycles in the intent lifecycle. The inner
loop does not involve the user space. It is therefore completely automated and does not
need any human interaction. The outer cycle involves the user where intents are created,
updated and reports with abstracted information are received [3].

. Network Operations
User Space Translation / Intent-based System Space P
Space
% recognize > translate / _| learn/plan/ | config/
IS intent refine render provision
A A
validate y
< monitor /
° ) observe /
5 analyze / . assure
£ report - abstract - vz
aggregate

Figure 2.3: Intent lifecycle

In an IBS, five modules are proposed: Intent Management, Translation, Decision, Ver-
ification and Intent Repository Module. The Intent Management Module receives the
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intents from the user. If it is invalid, it is fed back to the user, however if it is valid, the
intent is forwarded to the Translation Module. The Translation Module translates and
refines the intent into a lower-level policy or configuration. The Verification Module then
assures that the configuration is able to be executed. After this, the Decision Module
processes the data and decides whether the configuration is executed. The Verification
Module also monitors the status of the system and detects if optimization is necessary,
which the Decision Module would carry out. Finally, the Intent Repository Module is
where intents and configurations are stored [4].

2.3 Blockchain

With Bitcoin, the concept of blockchains was first introduced as a Peer-to-Peer (P2P)
electronic cash system [17]. Its main idea was to give a solution to the double-spending
problem and not having to rely on a Trusted Third Party (TTP), such as a financial
institution. A blockchain is an append-only, immutable ledger, stored in a distributed
manner. It stores transactions, but unlike conventional databases, there is no central
entity controlling the data and access rights. Every node stores a copy of the blockchain
and transactions are broadcast to the network. These transactions are stored in blocks
containing multiple transactions, with each block having a uniquely identifying hash value.
Timestamps are used to form a chain of blocks, with each block also storing the hash
of the previous block. In order for blocks to be added to the blockchain, a consensus
mechanism is needed to guarantee that the majority of nodes accept the new block. All
these concepts together form a technology applicable in various use cases and different
variations of blockchains [18].

2.3.1 Blockchain Characteristics

There are different types of blockchains with different characteristics such as the deploy-
ment type, consensus mechanism, performance, and costs.

Deployment Type

Usually, blockchains can be categorized in three different deployment types: (a) public,
(b) private or (c¢) consortium blockchain. A public blockchain, also known as a per-
missionless blockchain [19], has no restriction on access of read and write permissions.
As every node has a synchronized copy of the blockchain, it is immutable and com-
pletely decentralized. The blockchain is open for everyone to join, making the consensus
mechanism crucial. On the contrary, in private blockchains (also known as permissioned
blockchains [19]) access is regulated and controlled by an organization or a set of rules.
Also, writing permission might be restricted for some nodes in the network. The entity
controlling access to the blockchain makes private blockchains a centralized system. A
consortium blockchain is a private blockchain with a set of special validator nodes which
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control access and mining of the blockchain. Consortium blockchains are partially cen-
tralized. Thus, the deployment type differences need to be considered when planning for
a specific use case [18].

Consensus Mechanism

The consensus mechanism is a crucial part of a blockchain enabling users to have trust
that the data in the blockchain network is correct (given the protocol); however, there are
several different approaches to reach consensus. Proof-of-Work (PoW) was the first
approach introduced by Bitcoin. In a PoW-based approach, nodes solve a computationally
expensive cryptographic puzzle to find the block hash that is below a certain threshold
in a process called mining. In case of forks in the blockchain, the longest chain (i.e., the
chain with the highest accumulated puzzle difficulty) is the one accepted as valid by the
majority of nodes. As an incentive for users to support the network, a reward is given
to the miners. As long as honest nodes collectively have the most computing power, the
system can be trusted [17]. The drawback of PoW is its high energy consumption [18].

To tackle its high energy consumption in the process of mining, Proof-of-Stake (PoS)
was proposed as a solution by the cryptocurrency Peercoin [20]. In PoS, block creators
are randomly chosen with the wealth (i.e., stake) of a node affecting the probability of
being chosen. Similar to PoW, the nodes which create new blocks also get an incentive,
but if the new block is not included in the existing chain, there is a penalty. This is
to solve the so called nothing-at-stake problem. If there are multiple chains competing,
new blocks would be created on every chain, not just on the longest since there are no
additional costs and the expected value is increased. Without the penalty, the blockchain
may never reach consensus [21].

Over time, a variety of other approaches than those mentioned or variations of those have
come up to solve this problem, such as delegated-Proof-of-Stake (dPoS) [22], Proof-of-
Authority (PoA) [23] or Proof-of-Elapsed-Time (PoET) [24].

2.4 Intent Refinement Toolkit (IRTK)

In this section, the Intent Refinement Toolkit (IRTK) is explained. The IRTK is a tool to
refine and translate intents to low-level policies. For the intent specification, the authors
of the IRTK use a Controlled Natural Language (CNL) based on English as the input
language [9, 8]. First, the intent is parsed and validated. After this phase, the parsed
intent is stored as a intermediary data structure with all the parsed options. After this
phase, the parsed intent is translated in a set of low-level policies and again validated [9].

The intent specified in the input language is composed of different parameters, namely
Conditions, Selections, Filters and Modifiers. Conditions include the intent parameters
Users, Timeframe, Cost Interval, Cost Currency and Cost Threshold. The Selec-
tion strategies include Profile or a particular Blockchain. Filters include Deployment
Type, Transaction Rate, Transaction Costs, Maturity, Whitelist and Blacklist.
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Finally, Modifiers include Redundancy, Encryption and Splitting. Table 2.1 explains
the intent parameters in more detail [9].

With the parameters listed in Table 2.1, an intent is structured as follows:

for <users> [ in the <timeframe> ] select ( the <profile>

[ <filters> ] blockchain [ ( from | except ) <blockchains> ]
| <blockchain> ) [ with <modifiers> ] ( until the <interval>
costs reach [ <currency> ] <threshold> | as default )

Architecturally, the IRTK is composed of several components. The Refiner component is
the entry-point and acts as a wrapper for the parser and the translator. While parsing
an intent, the Parser component relies on the Tokenizer component and on the Validator
component. The Parser of the IRTK is implemented as a Deterministic Finite Automaton
(DFA) with states according to the expected tokens of an intent. Once parsed, the intent
is translated into a policy by the Translator component.

2.5 Policy-based Blockchain Agnostic Framework -
PleBeuS

PleBeuS is a PBM framework used for blockchain selection. It lets users define policies
as requirements for the selection process. With the policies as input, with filtering and
selection algorithms, a blockchain is then selected. Additionally, PleBeuS connects to
a blockchain interoperability API which lets users create transactions to the selected
blockchain.

Architecturally, PleBeusS is implemented with a graphical user interface making requests
to an API. Internally, the system is split into two components, the PMT and PDP (see
Section 2.1.1). The PMT incorporates an API request handler and a database storing user,
policy, blockchain and transaction data. The PDP includes a Policy Selector, Blockchain
Selector and a Transaction Generator which connects to the blockchain interoperability
API to execute the transactions [10].

The policies consist of different parameters [10]:

e Public vs. Private: Select a public or a private blockchain.

Blockchain Throughput: Minimum amount of transactions per second (tps).

Data Size: Minimum amount of bytes which a transaction must allow to include.

Turing-Completeness: Select a blockchain which supports complex smart contracts.

Cost Thresholds: Maximum cost for a specific interval.

Cost Interval: Interval for the cost threshold. Supports (a) daily, (b) weekly,
(¢) monthly, (d) yearly and (e) default.
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Table 2.1: Intent parameters

of the IRTK

Parameter | Possible values Description
set of wusers, separated by | One or more users, which defines
users i : ..
"o | "and". his/her own independent policies.
. A user is specified with a string of
user string
characters.
, , , Timeframe, in which a policy can
timeframe day, night, morning, afternoon be activated.
Determines how a blockchain is
selected. = The cheapest pro-
rofile cheapest | fastest file selects the blockchain with
P P the lowest transaction cost, the
fastest profile the blockchain
with the highest transaction rate.
t of filt ted b . .
filters Seb OL T1iLeLs, separale Y Multiple filter options.
n’n | “and".
Optional filter options to spec-
ify depl tt t sacti
) private | public | fast 1Ly deployment type, Lralsaction
filter | cheap | stable | popular rate, transaction costs, maturity
P pop and a whitelist / blacklist to re-
strict the blockchain pool.
f blockchai . . .
blockchains ?‘et”o ockchains, separated by Multiple specific blockchains.
, | "and".
Bitcoin | EOS | Ethereum A particular blockchain to store
blockchain | | Hyperledger | IOTA transactions. Values depend on
| Multichain | Stellar blockchains which are supported.
f ifi . .
modifiers iet” Ol Tzi(:;nlers, separated by Multiple filter options.
Optional modifier options in-
cluding redundancy (addition-
) ally store data in conventional
o encryption | redundancy .
modifier . database), encryption (encrypt
| splitting . L
transaction data) and splitting
(choose different blockchain for
every transaction).
. daily | weekly | monthly Defines at which rate the accumu-
interval .
| yearly lated transaction costs are reset.
Currency of the cost threshold.
currency CHF | EUR | USD Default is USD.
Threshold for accumulated trans-
action costs. If costs exceed the
. threshold, th licy is deacti-
threshold | integer | real FOSHOIC, bhe Poity 15 deact

vated. A threshold is required,
except for default policy, which
does not specify a threshold.

11




12

CHAPTER 2. BACKGROUND

Fiat Currency: Currency for threshold. Supports USD, CHF and EUR.

Cost Profile: This parameter is used if multiple blockchains fulfil the criteria. Sup-
ports economic and performance.

Transaction Split: Boolean whether split transactions are allowed.
Time Frame: Time frame when a policy should be active.

Preferred Blockchains: Select specific blockchains for the selection process.



Chapter 3

Related Work

Apart from intent-based networking, the concept of intents has been used in other contexts
as well, for example cloud management [6, 7], datacenter solutions [25] or in case of this
thesis, blockchain selection [9]. While most of IBS are applied in networking, the same
concepts are used in other contexts. With intent-based management being applied in more
and more different use cases, the variety of different implementations of systems also grows.
In this chapter, different approaches of IBS are discussed in different contexts. Section
3.1 focuses on intent-based network management, Section 3.2 on its application in cloud
management, Section 3.3 on blockchain selection. Finally in Section 3.4, the different
approaches are discussed and compared.

3.1 Network Management

Being the origin of intent-based management, networking shows a great variety of uses
of intents and different ways of specifying them. In [26], an intent is specified in the
form of <werb, object, modifiers, subject> tuples. A werb is classified in three different
categories: (a) Construct, (b) Transfer or (¢) Regulate. Each of these categories holds a
set of primitive verbs which are used in the intent specification, like Discover, Advertize,
Push, Pull, Block, Prioritize or Allocate. An object identifies the entity (service, process or
item) which is the objective of the verb. With the modifiers, the object is parameterized.
Finally, the subject is an optional identifier of a linked service/process/item. After being
formulated, the intents are compiled and refined in the network.

In [27], the authors propose a IBN solution called INSpIRE to refine and translate intents
into a set of configurations. From an intent, INSpIRE determines the Virtual Network
Functions (VNF) needed to fulfil the intent, chains the VNF's according to dependencies,
and provides low-level information to network devices. Intent specification happens in
a CNL, meaning that the natural language is constrained by restricting grammar and
vocabulary.

Extending the refinement process of intents, the authors in [2] propose the use of Artificial
Intelligence (Al) to translate intents. A chatbot interface is used for users to input their

13
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intents in natural language, enabling the deployment in different scenarios and across
multiple platforms. Using Al, the key aspects are extracted from the input. Further,
the authors propose a structured intent definition language called Nile which resembles
natural language. The intents are translated into a network definition program written in
Nile, acting as an abstraction layer for other policy mechanisms. Finally, this program is
compiled into a network policy.

3.2 Cloud Management

Cloud services often include complex decisions about resources, inputs from multiple users
or a wide variety of requirements. To reduce complexity, intent-based solutions have been
proposed for cloud management [6, 7].

In [6], an intent-based cloud service management framework is proposed, to automate or
support the decision-making process for cloud resources. The framework takes an intent
as input specified by a user in natural language. To support the user, hints are given
about how to express the intent efficiently. For future developments, the authors describe
a learning mechanism which learns from histories of user’s requirements, such that more
inputs are able to be parsed. The input in natural language is parsed into a JSON file
containing the so called atom requirements. With this, the decision-making process is
automated and parameters are calculated.

In [7], the authors propose a label management service for intent-based cloud manage-
ment. An intent based interface must be simple and intuitive, but also portable by being
decoupled from the specific details. To decouple intents from low-level details, the authors
propose labels which are used in the process of specifying an intent. These labels are key-
value pairs which capture the basic properties of the cloud entities, with the values being
able to change dynamically. The intents are specified in natural language, in the form of
subject-verb-object.

3.3 Blockchain Selection

A new field of application for intents is blockchain selection. The process of selecting the
blockchain best suited for a specific use case can be demanding and requires expertise.
In [8], the authors propose a CNL to support intent-based blockchain selection, which is
applied in the Intent Refinement Toolkit (IRTK) [9, 28]. Section 2.4 covers the aspects
of the IRTK in more detail. The CNL to input the intents supports different parameters,
as shown in Table 2.1.

3.4 Discussion

Table 3.1 shows an overview of the works mentioned in this chapter and the method used
for intent specification.
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Table 3.1: Intent Specification Overview

Reference Area Intent Specification
26] Network Management Tuples
[27] Network Management CNL
2] Network Management Natural Language
6] Cloud Management Natural Language
[7] Cloud Management Natural Language
9] Blockchain Selection CNL

As can be seen in Table 3.1, most of the works presented in this section use either natural
language or CNL for intent specification, in order to reach the level of abstraction desired
with intents. [2] proposes to use a chat interface with machine learning to translate an
intent into an intermediate intent representation, before refining it further into policies.
In [6], the authors propose to use natural language with hints to support users expressing
their requirements. Additionally, a learning mechanism is proposed. In contrast to natural
language, a CNL-based intent can be refined much more easily, as a controlled vocabulary
and grammar is used.

To conclude, the use of natural language for intent specification makes the intent refine-
ment process more complex, having to deal with vagueness and ambiguities of natural
language. However, with the employment of a CNL, the complexity is transferred to the
user who has to understand and follow the rules in order to specify an intent. To support
users, hints and suggestions could be given during the specification process.
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Chapter 4

Blockchain Intent Management
System

In this chapter, the Blockchain Intent Management System (BIMS) is described. The
chapter details BIMS’ design in Section 4.1, its implementation, including employed tech-
nologies, the extensions made in the IRTK [9] and the integration with the Policy-based
Blockchain Selection framework PleBeuS [10] in Section 4.2.

4.1 BIMS Design

In this section the design and the architecture of the system is described. Figure 4.1 gives
an overview over the system design with its components and actors. The primary actor is
the user itself. A possible secondary actor could be a web service fetching and updating
the currency exchange rates in the BIMS’ database.

The remainder of this section explains the system components in more detail.

e Graphical User Interface (GUI): The GUI acts as the entry-point for a user,
the main actor of the system. The GUI is decoupled from the rest of the system
in order to have a modular design. The GUI is only responsible for displaying the
outcome of actions from the backend in a user-friendly and intuitive way.

¢ REST API: As modularity is a key focus in the system design, the backend and
the fronted (i.e., the GUI) are decoupled and use a Representational State Transfer
(RESTful) API as an interface to communicate. HTTP requests from the frontend
are handled and passed on to other components using the JSON (JavaScript Ob-
ject Notation) format to represent the data. For a detailed documentation of the
endpoints of the API see Table 4.1.

e User Manager: The User Manager is a component of the backend which han-
dles everything user-related. In more detail, the User Manager creates new users
and stores them to the database. Moreover, it handles authentication with token

17



18

CHAPTER 4. BLOCKCHAIN INTENT MANAGEMENT SYSTEM
Blockchain Intent Management System (BIMS)
r—-—- " -—"-"-—"-"-"-"-"-"-"=- -"= - -”"-  ""=-=-=—"-"-=~-"=-=»-"=-=»-"=-"=-—"=~—-—"—-"—-—"=—-"=-—— A
| |
| »| User Manager > |
| |
| |
| | |
| »| Intent Manager > Database |
| |
o | |
B L HTTP_» v Data
I_ — 4| cu REPSIT Refiner Access |« [
L | | «—JSON- Layer |
User | > |
| IRTK g::; Policies |
| |
| * |
| Intents Ex;g;nsge |
: - Policy Manager > :
| |
S a
r—-——————— — — — — — — — — -
| Blockchain Policy-based I
«—}— Interoperability |«— Blockchain |« |
| API Selection |

- L
Blockchain External Solutions

Figure 4.1: BIMS architecture

management, e.g., if a user is logged in with correct credentials, it sends an auto-
matically generated token to the frontend which is used to authenticate a user and
manage access.

Intent Manager: The Intent Manager component is responsible for the CRUD
(Create, Read, Update, Delete) operations of intents. It handles requests from the
frontend concerning intents and manages intents in the database. In case an intent is
created or updated, the Intent Manager passes the intent to the Refiner component.

Refiner: The Refiner component acts as a wrapper for the IRTK. It uses its func-
tionalities to refine an intent and handle errors (in case an intent is not valid). Once
refined and valid, the resulting policies are passed on to the Policy Manager. The
Refiner also exposes an API endpoint for parsing an intent which refines an intent,
but does not store or create anything. This is used in the frontend to check if a user
input is a valid intent or give the user text suggestions.

Policy Manager: The Policy Manager component handles the managing of policies
received from the Refiner. It stores them to the database and exposes a read-only
APIT endpoint. A policy cannot be created, changed or deleted directly via the API,
only via an intent to ensure that the a policy always matches the refined intent.
Therefore, the policy API endpoint is designed to be read-only. Furthermore, the
policy manager integrates PleBeusS, a policy-based blockchain selection framework,
by sending the policies to the external system .

Data Access Layer: The Data Access Layer acts as an interface for the database,
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leading to more modularity. The database is decoupled from the backend, allowing
it to be changed independently.

e Database: The Database stores data from the system. For detailed information
regarding the database entities and relationships, refer to Section 4.1.1.

4.1.1 Database

The database stores the data necessary in BIMS, which comprises Users, Intents, Policies
and Currencies. The entity-relationship diagram of the BIMS’ database is depicted in
Figure 4.2 and its main entities described in the next items.

e User: A User type consists of a username which is a Primary Key (PK), and a
password. The passwords are not stored in plain text for security reasons.

e Intent: An Intent has as primary key an ID. The User type is linked to an Intent
as a Foreign Key (FK) in the Intent. Further, there are two timestamps for when an
intent was created and updated. Finally, the intent itself is stored in a field called
intent_string.

e Policy: A Policy also has an ID as primary key. It is linked to an Intent also by
a foreign key and there are two timestamps like in the Intent. The field pbs_id
stores the PleBeuS 1D, which is needed when a policy is updated or deleted from
PleBeuS. The other fields come from the IRTK. The currency field is a foreign key
for a Currency type, although in the IRTK the currency of a policy is always USD.
The blockchain_pool field consists of a set of blockchains, which is stored in form
of a byte-string, allowing a Python set to be easily stored in the database.

e Currency: The Currency type has as primary key a three character currency code.
Further, in the field exchange_rate the conversion rate to USD is stored. This is
used by the IRTK to convert different currencies to USD.

Relationships

In Figure 4.2, the connections between the different entities denote the relationships they
present. A User can have zero or many Intents, while an Intent can belong to one and
only one User. If a User is deleted, so are all Intents belonging to the User.

An Intent can be refined into one or many Policies, but at least one. On the other hand, a
Policy can belong to one and only one Intent. If an Intent is deleted, all Policies related to
the Intent are deleted as well. A Policy has one and only one Currency, while a Currency
can be in zero or many Policies.
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—|—H User |
PK username varchar
password varchar
Policy

PK id integer

Intent HH——< FK intent_id Intent

PK id integer pbs_id varchar
O< FK username User created_at timestamp
created_at timestamp updated_at timestamp
updated_at timestamp user varchar
intent_string varchar cost_profile varchar
timeframe_start varchar

timeframe_end varchar

interval varchar

Currency |—H—O< FK currency Currency

PK currency varchar threshold double
exchange_rate double split_txs boolean
blockchain_pool byte_string

blockchain_type varchar

min_tx_rate integer

max_block_time integer

min_data_size integer

max_tx_cost double

min_popularity double

min_stability double

turing_complete boolean

encryption boolean

redundancy boolean

Figure 4.2: Entity-relation diagram

4.1.2 REST API

Table 4.1 documents the REST API exposed by BIMS. The first column with the title
“Path” shows the different URLs used for the endpoints.

The column with the title “Header” shows which headers have to be sent in a request. The
Authorization header consists of “Token ” plus a token provided by the system. The value
of the Content-Type header is application/json. The column with the title “Response
Status” refers to HT'TP status codes and their associated meanings.

4.1.3 User Interface

A strong focus during the design of the GUI was set on user experience. As the main
goal of the system is to make a complicated process more accessible, a system which is
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difficult to use would defeat its purpose. To this end, widely used design patterns were
applied, such as a navigation bar at the top of the screen.

The GUI was designed using the principle of wireframes [29]. Thus, the page structure of
the GUI was planned, as was the structure of the elements on each page. An example of
a wireframe can be seen in Figure 4.3 for the Intent Details page.

BIMS Intents Help B

Intent Details

Intent:

{ For client1, select the fastest blockchain until the daily costs reach 28. J

Created at: 17/87/2628, 16:21 UTC

Updated at:

Policies:
User: client1
Cost Profile: Performance
Timeframe Start: 80’a0
Timeframe End: 88’88
Interval: Daily
Currency : usp
Threshold: 20

Split Transactions: False
Blockchain Pool: User:
Blockchain Type: Indifferent

Min. Transaction Rate: 4

Figure 4.3: Wireframe for Intent Details page

To support users formulating a valid intent and to remove the need for extensive IRTK
knowledge, it was decided that a text-field with text suggestions would be the best solu-
tion. For an input, the user is given a selection of valid next words. Thus, a user gets
immediate feedback on his input and the text suggestions guide the user in the right
direction, while still keeping the intuitiveness of natural language. If the user’s input is
not valid, no suggestions are shown, instead an error message is displayed. On the same
page, an explanation is provided to support users on solving the issue.

4.2 Implementation

In this section, the details of the implementation, technologies used and changes made to
the existing IRTK code are shown and discussed.
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4.2.1 Technologies
Django

The backend containing the main logic of the system was written in Django. Django is a
Python web framework which allows for fast development and comes with many features
already implemented such as user authentication [30]. As the IRTK is written in Python,
the decision was made to use Python as well for easy integration.

In Django, the core elements are models, views and templates. A model maps to a
database table and defines its fields and attributes. An example for a model can be seen
in Listing 4.1. A view takes requests and returns responses and renders a template. In
a template, HTML is generated dynamically. This resembles a Model-View-Controller
architecture, the view being the controller and the template being the view. However, in
this case React is used for the frontend; thus, templates and views are not used. With
models, Django abstracts the database offering a data access layer [30].

from django.db import models
from user_manager .models import User

class Intent (models.Model):
username = models.ForeignKey (User,
related_name="intents",
on_delete=models.CASCADE)
created_at = models.DateTimeField(auto_now_add=True)
updated_at = models.DateTimeField (auto_now=True)
intent_string = models.TextField ()

Listing 4.1: Django model example

A Django project is divided into so-called applications, each one being a Python package
with all necessary components, e.g., models, views, templates, and URLs. This division
allows for a good structure of the code. The User Manager, Intent Manager, Refiner
and Policy Manager component (see Figure 4.1) are all implemented as an application.
Additionally, each application / component defines its endpoints for the REST API and
handles the database through the data access layer from Django.

React

The frontend was implemented using React, a JavaScript library for user interfaces. React
uses either functional or class-based components to display what is seen in the GUIL. A
syntax extension to JavaScript called JSX is used to describe the elements of the GUI,
similar to HTML. A class-based component requires a render () method, where the JSX
elements are rendered. Next to render (), there are several other optional lifecycle meth-
ods such as constructor (), componentDidMount () or componenDidUpdate (). Lifecycle
methods are executed in a particular order and at particular times.
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As input, a component accepts props, which stands for properties. As shown in the exam-
ple in Listing 4.2, the component IntentInputField is rendered in a parent component
and takes as props various different values or functions [31].

<IntentInputField
expected={this.props.expected}
checkIfValid={this.checkIfValid}
isValid={this.state.isValid}
onSubmit={this.createIntent}
buttonText="Submit"
initialValue="For "
parserMessage={this.props.parserMessage}

/>
Listing 4.2: Example for props

Each component can have a state where different fields can be set and the state of the
component can be updated during the lifecycle [31].

Redux

Additionally to the component-wide state from React, an application-wide state was
needed to manage the state of the whole system, not just one component. For this,
Redux was used to have a single source of truth.

In Redux, the store is the object that holds the state which cannot be changed directly.
In order to change the state, an action has to be dispatched to the store. In a reducer,
it is defined how the state should change in response to the specific action dispatched.
Once the action has been dispatched and the state in the store has been updated, the
new state is sent to the frontend components [32].

4.2.2 Intent Auto-Completion

In order to support the user during the formulation of an intent, text suggestions with
auto-completion were implemented. Based on the user’s input, a list with valid words
is suggested beneath the input field, as shown in Figure 4.5. Initially, the uppermost
suggestion is selected. With the arrow keys, different suggestions can be selected and
with either Tab, Enter or by clicking on a suggestion, the word is auto-completed. If
the user made a mistake, instead of suggestions an error message is shown, depicted in
Figure 4.6. If the input is a valid intent, the input field’s colour is changed to green and
the button to submit or update becomes clickable, as shown in Figure 4.7.
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Figure 4.4: Intent parsing process

In Figure 4.4, the process of parsing the user input is displayed. Every time the input
changes, a parsing request is sent to a dedicated API endpoint with the input. In the
backend, this input is parsed by the IRTK. If the intent is not valid, the IRTK will raise
an exception depending on the input. See Section 4.2.3 for the changes that had to be
made to the IRTK for this mechanism to work. The backend sends a response with a
message and a list of expected words to the frontend. There, the suggestions are filtered
and displayed. If there are no suggestions, the message is displayed instead. If the input is
a valid intent, the backend sends a response with the HT'TP status code 204 (No Content).
Numbers (1), (2) and (3) in Figure 4.4 correspond to Figures 4.5, 4.6 and 4.7.
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For client1 select the fastest p|

popular

private

Figure 4.5: (1) Text suggestions

For

Intent is incomplete

Figure 4.6: (2) Error message

For client1 select the fastest blockchain until the daily costs reach 10

v

Valid Intent

Figure 4.7: (3) Valid intent

class IntentParserAPI(generics.GenericAPIView):
permission_classes = [

]

permissions.IsAuthenticated

serializer_class = ParserSerializer

@staticmethod
def post(request, *args, **kwargs):

try:

refine_intent (request.data.get(’intent_string’))

except (IllegalTransitionError,
IncompleteIntentException,
ValidationError) as error:
return Response ({
’message’: error.message,
’expected’: error.expected
}, status=status.HTTP_200_0K)
except Currency.DoesNotExist:
return Response ({
’message’: ’Currency was not found’,
>expected’: []
}, status=status.HTTP_404_NOT_FOUND)

return Response(status=status.HTTP_204_NO_CONTENT)

Listing 4.3: Parser API implementation
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Listing 4.3 shows the implementation of the parser API endpoint. In Listing 4.4 and
4.5, an example for a parsing request and a corresponding response is shown. The list
of expected words is then filtered considering the user’s input, e.g., if the user types a
character, only the suggestions starting with this character are shown, as can be seen in
Figure 4.5.

"intent_string": "For clientl select the fastest"

Listing 4.4: Parsing request data

"message": "Intent is incomplete",
"expected": [

"popular",

"blockchain",

"cheap",

"private",

"public",

"fast",

"stable"

Listing 4.5: Parsing response data

4.2.3 IRTK Extension

Minimal changes to the IRTK’s code had to be made. Since the IRTK uses its own
database for currency conversion, it would not have been well-designed to have two sepa-
rate databases. Thus, the IRTK was changed to access the same database as the rest of
the system for currency conversions.

For easier implementation of text suggestions, the exceptions raised by the IRTK were
changed as well. A new field in the exceptions was added containing an array of words
that were expected by the IRTK. This array is used in the GUI to show text suggestions
for a user. Also, a new exception was created when an intent is valid, but not complete.
Originally, the parser did not raise an exception if a valid but incomplete intent is parsed.
This is because of the option to parse an intent in multiple parts [9]. However, if the
parser does not return an intent, the IRTK was changed to raise an exception, as shown
in Listing 4.6.
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def refine(raw_intent: str) -> Optional[List[Policy]]:
parser = Parser ()
intent = parser.parse(raw_intent)

if not intent:
LOGGER.warning ("Refiner: could not refine incomplete
or invalid intent")
raise IncompleteIntentException("Intent is incomplete",
set (parser._state._transitions))

policies = TRANSLATOR.translate(intent)
return policies

Listing 4.6: IncompleteIntentException in refine function

4.2.4 PleBeuS Integration

The Policy-based Blockchain Selection framework PleBeuS [10] was integrated into BIMS.
When an intent is created, it is refined into policies. These policies are passed on to
PleBeuS. For a more detailed explanation of PleBeuS see Section 2.5. Listings 4.7 and
4.8 present the two methods connecting BIMS to PleBeusS.

PleBeuS exposes a REST API, which is used to create, update and delete policies. When
a policy is created or updated, a POST request is sent to the API, when it is deleted,
a DELETE request is sent. PleBeuS’ policies are linked to a user. Each user has one
and only one default policy which is used as a backup policy if none of the other policies
match the criteria of the selection. This posed a challenge for the integration, as in BIMS,
no restrictions on default policies are enforced.

If a non-default policy for a new user is created, a default policy has to be automatically
created in PleBeuS prior to the non-default policy. As the automatically created default
policy was not created with an intent in BIMS, it cannot be edited with an intent either.
However, if for a new user the first intent which is created results in a default policy, this
policy is linked to an intent. Thus, if this intent is updated, the default policy is updated
as well. If a second default policy is created, an error message is shown. Further, if the
intent resulting in the default policy is tried to be changed to a non-default intent, an
error message is shown to the user.

In the backend configuration file settings.py, the option USE_PLEBEUS was added to
configure whether to use PleBeusS or not. If the option to use PleBeuS is set to False, no
requests will be sent. Further, the address for PleBeuS can be specified in PLEBEUS_URL.

The method save_policy is used for (a) creating and (b) updating a policy in PleBeuS.
In case of (a), a new policy is to be created, the input pbs_id is an empty string, while in
the case of (b), updating an existing policy, a correct id from PleBeuS has to be provided.
First, a GET request is sent to see if the user already exists in PleBeuS. If it does, it can
be assumed that a default policy for this user already exists. If the user does not exist
and the policy is not a default policy, a POST request is sent to create a default policy
before sending a second request with the new policy. Finally, the id of the new policy
from PleBeuS is returned.
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def save_policy(self, policy, pbs_id: str) -> str:
"""Makes a POST request to PleBeuS. Either creates a new Policy
or updates an existing one if a pbs_id is provided.
Returns the pbs_id"""

if not settings.USE_PLEBEUS:
return ’’
try:
get_user_response = requests.get(self.pbs_url
+ ’/policies/’
+ policy.user)
if get_user_response.status_code == 404 and
not self.__is_default_policy(policy):

# need to create a default policy first
default_p=self.__construct_default_policy_data(policy.user)

default_p_response = requests.post(self.pbs_url +
>/api/policies’,
default_p,
headers=self.headers)

if default_p_response.status_code != 201:

# error when creating default policy
raise PlebeusException (
json.loads (default_p_response.text).get (
"message’))

data = self.__construct_policy_data(policy, pbs_id)
response = requests.post(self.pbs_url + ’/api/policies’,
data, headers=self.headers)
if response.status_code != 201:
raise PlebeusException(json.loads (response.text).get(
‘message’))

return json.loads(response.text).get(’policy’).get(’_id’)

except ConnectionError:
raise PlebeusException(’Connection to PleBeuS failed’)

Listing 4.7: PleBeuS integration: method to save policy

def delete_policy(self, pbs_id: str) -> None:
"""Makes a DELETE request to PleBeuS."""
if not settings.USE_PLEBEUS:
return
try:
requests.delete (self.pbs_url + ’/api/policy/’ + pbs_id)
except ConnectionError:
raise PlebeusException(’Connection to PleBeuS failed’)

Listing 4.8: PleBeuS integration: method to delete policy

The method delete_policy takes an id from PleBeuS as input and sends a DELETE
request. Note that the response from PleBeuS is not checked if the deletion was successful.
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This is because it should be possible to delete an intent even if the deletion in PleBeuS
failed, for instance if the policy had already been manually deleted in PleBeusS.

It should be mentioned that such an integration is one-way only. This means that the
changes made in BIMS will be reflected in PleBeuS. However, if any changes are made
directly in PleBeuS (e.g., updating policy parameters), these are not going to be reflected
in the intent. This caveat is due to the fact that the IRTK refinement approach is
top-down, refining a high-level policy (i.e., an intent) to a low-level policy. Thus, the
management should be made directly in BIMS, without direct interaction with PleBeusS.



Chapter 5

Evaluation and Discussion

In this chapter, the proposed system design and implementation are evaluated and dis-
cussed. The testing of the implementation of BIMS is described in Section 5.1. Following
in Section 5.2, the usability of the system is evaluated by discussing case studies. Lastly,
in Section 5.3 a discussion of the general benefits of the proposed solution concludes this
chapter.

5.1 Software Testing

In order to find software defects, automated unit testing and integration testing was done
during the development of BIMS. These tests were employed to continuously evaluate
BIMS during its implementation, helping to identify code errors and wrong responses in
a straightforward, quick and repeatable manner. The continuous implementation of test
cases allowed for a fast evaluation whether the system behaves as expected for instance
after a refactorization of one component.

All unit tests focus on one atomic part of the system, such that the correctness of every
part can be evaluated. This included mocking external services such as PleBeuS, to get
a prefabricated and controlled response. As every test case only tests one atomic part,
if a test fails, the error can quickly be identified and fixed. For further evaluation of the
system, integration testing was applied. This allowed for not just testing isolated units,
but the system as a whole.

For example, the test case in Listing 5.1 evaluates a POST request to create an intent.
The assertion in line 10 evaluates/asserts if the response has the expected HTTP status
code. In line 12, the second assertion statement checks the number of intents created in
the database. Finally, in line 14 the username field of the new intent is evaluated for
correctness.

31
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def test_post_intent (self):
"""test POST request of a valid intent"""
self.client.credentials (HTTP_AUTHORIZATION="Token ’ + self.token)
intent = ’For clientl select the fastest Blockchain until the daily
costs reach CHF 20°
data = {’intent_string’: intent}

response = self.client.post(self.url, data, format=’json’)

self .assertEqual (response.status_code, status.HTTP_201_CREATED,
’Incorrect status code’)
self .assertEqual (Intent.objects.count(), 1, ’Incorrect number of
intents’)
self .assertEqual (Intent.objects.get () .username.id, self.user_id,
>Incorrect user_id in intent’)

Listing 5.1: Example Unit Test

5.2 Case Studies

To evaluate the usability of the system, case studies in Table 5.1 will be discussed. The
case studies are formulated in form of user stories and aim to cover the different use cases
of BIMS from the user’s perspective. In the following section, it is explained how the
requirements described in the user stories are met.

Table 5.1: User stories

Nr. | User Story

As a non-registered user, I want to be able to register with creden-
tials in order to be able to log in.

As a non-logged in user, I want to be able to enter my credentials
in order to log in.

As a user, I want to see all intents I created in an overview.

As a user, I want to be able to create a new intent.

As a user, I want to be able to see the policies which a specific
intent is refined to, in order to see the effect of the intent.

As a user, I want to be able to delete an existing intent.

As a user, I want to be able to edit an existing intent.

As a user, I want to have clear intent parsing error messages, such
that I understand why a specific process failed.

As a user, when I create an intent, I want to have text suggestions,
such that it is easier to create a valid intent.

As a user, I want to have immediate feedback on my actions, such
that I can act accordingly.

As a user, I want to have a page with information and guides in
11 | order that I can learn how to use and understand the system prop-
erly.

10
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1: As a non-registered user, I want to be able to register with credentials in
order to be able to log in.

This requirement was accomplished by implementing authentication and registration. On
a registration page (see Figure 5.1), users can register with a new account by entering a
unique username and a password. The user is prompted to enter the password twice to
ensure the password was correctly entered. In case a username is chosen which is already
taken or the password fields do not match, an error message is displayed.

Register

Username
Password

Confirm Password

Create Account

Figure 5.1: Registration form

2: As a non-logged in user, I want to be able to enter my credentials in order
to log in.

As can be seen in Figure 5.2, on the login page, the user can enter a username and a
password. In the backend, the credentials are validated and a token is returned if the
credentials are valid. If the credentials are invalid, an error message is shown. The token
is necessary for all requests for which you need to be authenticated. This ensures that for
every action, a user has to be authenticated.

Login

Username

Password

Figure 5.2: Login form
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3: As a user, I want to see all intents I created in an overview.

As shown in Figure 5.3, the users see an overview listing all their intents with the time
when they were created. Next to each intent, a button is displayed which redirects to the
Intent Details page.

BIMS Intents Help testUserl~

Create New Intent

Intent Overview

Intent Created at

For myClient1 select the cheapest blockchain as default 15.10.20 16:41
For myClient1 in the day select the cheapest blockchain except hyperledger with splitting until the daily costs reach CHF 50 15.10.20 16:42
For myClient1 in the night select bitcoin until the weekly costs reach CHF 400 15.10.20 16:45
For myClient2 select bitcoin as default 15.10.20 16:46

Figure 5.3: Intent Overview page

4: As a user, I want to be able to create a new intent.

To create a new intent, on the Intent Overview page a user can click the button in the top
right corner. The user will be redirected to the Intent Creation page seen in Figure 5.4.
The page contains an input field where the intent is formulated and an explanation on
intent creation below. The button to submit the intent can only be clicked if the intent
is valid.

5: As a user, I want to be able to see the policies which a specific intent is
refined to, in order to see the effect of the intent.

In order to see details about an intent, users have the possibility to access the Details
page of an intent as shown in Figure 5.5. In addition to the information shown on the
Overview page, a timestamp of the last time the intent was updated is shown as well as
the policies refined from the intent. In case of a multi-user intent, the policies for all users
are shown here. With this information, the user sees what effect the intent has on the
policy and finally on the selection of a blockchain.
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BIMS Intents Help testUserl~

Create a new Intent

How do | create a valid Intent?
An Intent is valid, if it adheres to the rules of a controlled language. The different parameters forming an Intent are shown below.
Each Intent starts with theword For. As Intents are translated into policies per user, a single User or aset of Users separated by , orand is defined next.

The next parameter is a Timeframe, which is optional. Allowed values are:
* intheday
* inthe night
* inthe morning
* inthe afterncon

Next comes select, followed by either a profile or a blockchain. For supported blockchains, see below. Allowed values for a profile are:
* the cheapest
* thefastest

Next, a set of optional filters can be specified separated by , or and . Allowed values are:

Figure 5.4: Intent Creation page
6: As a user, I want to be able to delete an existing intent.

On the Intent Details page shown in Figure 5.5, there is a button to delete an intent. To
prevent unintentional deletion, a pop-up window is shown where a user is prompted to
confirm or cancel the deletion of the intent.

7: As a user, I want to be able to edit an existing intent.

Also on the Intent Details page, there is a button to edit an intent. The user will be
redirected to the Intent Edit page. The Intent Edit page is structured very similarly to
the Intent Creation page shown in Figure 5.4.

8: As a user, I want to have clear intent parsing error messages, such that 1
understand why a specific process failed.

During the intent specification process, an intent is parsed by the IRTK. If there is an
error in the parsed intent, the respective error message is shown to the user. Related to
this, the user is given text suggestions with the aim to help the user. If there is a different
error during the process, an alert is shown to the user as shown in Figure 5.6.



36

BIMS

Intent Details

Intent:
Created at:
Updated at:

Policies:

Policy 1

User:

Cost Profile:
Timeframe Start:
Timeframe End:
Interval:
Currency:
Threshold:

Split Transactions:

Blockchain Pool:

Blockchain Type:
Min. Trans. Rate:
Max. Block Time:z
Min. Data Size:
Max. Trans. Cost:
Min. Popularity:
Min. Stability:
Turing Complete:
Encryption:
Redundancy:

For myClient2 and myClient3 select bitcoin as default

15.10.20 16:46

15.10.20 17:00

myclient2
CostProfile. ECONOMIC
Time.DEFAULT
Time.DEFAULT
Interval. DEFAULT
usD
0
False
* BITCOIN

BlockchainType.INDIFFERENT
4

600

20

0

0

0

Policy 2

User:

Cost Profile:
Timeframe Start:
Timeframe End:
Interval:
Currency:
Threshold:

Split Transactions:

Blockchain Pool:

Blockchain Type:
Min. Trans. Rate:
Max. Block Time:
Min. Data Size:
Max. Trans. Cost:
Min. Popularity:
Min. Stability:
Turing Complete:
Encryption:
Redundancy:
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Intents Help testUserl~

myclient3
CostProfile. ECONOMIC
Time.DEFAULT
Time.DEFAULT
Interval. DEFAULT
usD
0
False
* BITCOIN

BlockchainType.INDIFFERENT
4

600

20

0

0

0

Figure 5.5: Intent Details page

9: As a user, when I create an intent, I want to have text suggestions, such

that it is easier to create a valid intent.

As explained in Section 4.2.2, text suggestions during the specification of an intent were
implemented. If a user follows the suggestions given, a valid intent will be specified. Thus,
if no suggestions and an error message is given instead, the user knows that there is a

mistake.

10: As a user, I want to have immediate feedback on my actions, such that I
can act accordingly.

This requirement is met in different ways. During the specification of the intent, users
get immediate feedback with every character typed, as the input is parsed every time it
changes. Also, messages and alerts are shown after actions, such as successful logout or
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POLICY CONFLICT
DETECTED: A DEFAULT
POLICY FOR THIS USER
ALREADY EXISTS

X

Figure 5.6: Alert example
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deletion of an intent. This feedback keeps users informed about the state of the system,
i.e., if the outcome of an action was successful or if there has been an error.

11: As a user, I want to have a page with information and guides in order
that I can learn how to use and understand the system properly.

For users to get information about the system, a Help page was implemented as shown
in Figure 5.7. On this page, explanations on how to use the system are given, as well as
general information about the purpose and background of BIMS.

BIMS

Help page

On this help page you will find useful information about the Blockchain Intent Management System. It covers aspects from Intent
creation, to updating, deleting etc.

What is the Blockchain Intent Management System?

The Blockchain Intent Management System uses Intent-based Management for the process of Blockchain Selection. It let's users create Intents, which are refined
into one or multiple Policies. The system let's a user manage Intents, update, or delete them.

What is an Intent and Intent-based Management?

AnIntent can be defined as a high-level policy used to manage a system. It only contains abstract information, i.e. it defines "what" should be done, but not "how"
todoit.

What is a Policy?

A Policy is the result of the Intent Refinement process. It contains much more low-level details than the Intent and is designed to be applied in a system. The
Policies corresponding to an Intent can be seen on the Details page of an Intent.

Howdo | create a valid Intent?
AnIntent is valid, if it adheres to the rules of a controlled language. The different parameters forming an Intent are shown below.
Each Intent starts with the word For . As Intents are translated into policies per user,a single User or a set of Users separated by , or and is defined next.

The next parameter is a Timeframe, which is optional. Allowed values are:
+ intheday

Figure 5.7: Help page

5.3 Discussion

As presented in Section 5.2, the requirements listed during the design of the system were
successfully met. Thus, the question arises as to what benefits there are to end-users of a
system designed as described in this thesis.
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There are different expected benefits for users of BIMS. For example, by using intents,
low-level details are abstracted from the user. This leads to less technical understanding
required from the user, allowing access to more users with a less technical background.
As observed in a survey with users in [9], a representation of a policy in natural language
is perceived as more intuitive compared to a representation in pseudo-code. Thus, the
usage of intents makes the process of blockchain selection more intuitive.

Furthermore, users benefit from support with text suggestions and auto-completion. The
text suggestions lead users to a valid specification of an intent. Moreover, the suggestions
and auto-completion are implemented and designed similarly to other applications, result-
ing in an intuitive usage. Moreover, users have immediate feedback from the system. As a
consequence, the users know the state of the application, if an action failed or succeeded.

To summarize, BIMS provides two main benefits: (i) abstraction of details and (%) intuitive
usage to support users. Both of these benefits lead to a simplification of the process of
blockchain selection and a less error-prone usage.



Chapter 6

Summary and Future Work

This thesis presented the design, implementation, and evaluation of a Blockchain Intent
Management System called BIMS. The proposed system simplifies the process of blockchain
selection by using intent-based management. Users are able to specify an intent in a
controlled natural language, which is refined by the Intent Refinement Toolkit (IRTK)
into a policy, specifying parameters for the selection of a blockchain.

The proposed system exposes a Graphical User Interface (GUI), where users are able to
manage intents, i.e., create, read, update and delete them. During the specification of
an intent, users are supported by text suggestions in order to facilitate the creation of a
valid intent. Further, the user is able to see detailed information about an intent, e.g., the
policies which were refined from a specific intent. The GUI communicates via a REST API
with the backend, where different components handle requests and act accordingly. BIMS
integrates a Policy-based Blockchain Selection framework called PleBeuS, which takes the
policies and applies selection algorithms to select a blockchain for incoming transactions.
Currently, the integration is only implemented in one direction, i.e., changes made in
BIMS are reflected in PleBeuwS, but not vice versa.

Further, based on the performed evaluation, it can be seen that BIMS addressed the user
stories listed and that BIMS is able to simplify the specification of blockchain intents by
providing an intent editor with text auto-completion and immediate feedback to the user.

6.1 Future Work

As BIMS uses the IRTK for intent refinement, the intent parameters are limited to those
supported by the IRTK. The intent parameters of the IRTK could be extended to support
more parameters such as more blockchains or more currencies. This would offer more
flexibility for end-users with a manageable effort.

In the prototype described in this thesis, BIMS and PleBeuS are implemented as two
different systems communicating via a REST API. This results in a number of issues,
e.g., reduced performance due to the API calls to an external service. Furthermore, the

39
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integration of PleBeuS only works in one direction, changes made directly in PleBeuS are
not reflected in BIMS. While BIMS implements authentication with secured user accounts,
PleBeuS does not. Thus, a policy in PleBeuS can easily be edited or deleted by another
user. Further, PleBeuS does not support all parameters of the IRTK. Namely, the pa-
rameters encryption, redundancy, stable, popular and cheap are ignored in PleBeusS.
To address these issues, a complete integration of PleBeuS as an internal component of
BIMS would improve the performance, integrity, correctness and usability of the system.

The GUI of BIMS could be extended as well, for instance with options to filter or sort
the list of intents in the overview. If PleBeuS were integrated as an internal component,
more information about policies could be displayed as well, for instance whether a policy is
active or not. Furthermore, BIMS could be extended to periodically fetch current exchange
rates from an external service. However, this would lead to more external dependencies.
Also, existing policies would have to be updated with the current exchange rates.
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Appendix A

Installation Guidelines

A.1 Code Structure

The following code structure is intended to find important files more easily. Thus, only
important files for the setup are mentioned.

__bims
|  settings.py

__frontend

_intent_manager

___policy_manager

_refiner
| ___irtk
| | config.py

_user_manager

manage . py

README . md
requirements.txt
currencies. json
logging.conf
package. json

o1
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A.2 Setup

Note that for different operating systems the commands are slightly different.

Requirements

e Python 3.8 or later
e PostgreSQL

e Node.js and npm

Dependencies

1. Create and activate a virtual environment
$ python -m venv venv

activate on UNIX:

$ source venv/bin/activate

activate on Windows

C:\> venv\Scripts\activate.bat

2. Install the dependencies:

(venv) $ pip install -r requirements.txt

Database

1. Create a postgres database

On Windows: start Postgres server (path to PostgreSQL files might be different)
C:\> pg_ctl -D "C:\Program Files\PostgreSQL\12\data" start

Start PostgreSQL interactive terminal:

$ psql -U postgres

Create a User:

# CREATE USER *usernamex WITH PASSWORD ’*password’;

Create a database:

# CREATE DATABASE *database name* OWNER *usernamex;
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Use \q to quit the PostgreSQL terminal

2. Update database settings in settings.py

DATABASES = {

‘default’: {
’ENGINE’ : ’django.db.backends.postgresql_psycopg2’,
’NAME’ : ’>*database namex*’,
USER’: ’*usernamex’,

’PASSWORD’ : ’*password*’,
’HOST’: ’localhost’,
’PORT’: ’5432°,

Note that commands using manage.py should be run from the base directory, i.e. use
bims/manage.py.

Make migrations:

(venv) $ python bims/manage.py makemigrations
Migrate:

(venv) $ python bims/manage.py migrate

Load currencies in database:

(venv) $ python bims/manage.py loaddata currencies.json

GUI

Install dependencies:
$ npm install
Build project:

$ npm run build

Configure PleBeuS

In bims/bims/settings.py:
Use PleBeuS? USE_PLEBEUS=True / USE_PLEBEUS=False

Configure PleBeuS server address and port: PLEBEUS_URL=""
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Run Server

1. Make sure database server is running
2. Run Django server:
(venv) $ python bims/manage.py runserver

By default, the server will run on 127.0.0.1:8000, however a different address and port can
be specified.

Run tests

(venv) $ python bims/manage.py test user_manager.tests

(venv) $ python bims/manage.py test intent_manager.tests

(venv) $ python bims/manage.py test policy_manager.tests.tests

(venv) $ python bims/manage.py test policy_manager.tests.plebeus_tests
(venv) $ python bims/manage.py test refiner.tests.tests

(venv) $ python bims/manage.py test refiner.tests.parser_tests

(venv) $ python bims/manage.py test bims.integration_tests

Note that in order to run tests, the database user needs permission to create a test
database in PostgreSQL.

A.3 Troubleshooting

OperationalError: could not connect to server: Connection refused

django.db.utils.OperationalError: could not connect to server: Connection refused
could not connect to server: Connection refused

Is the server running on host "localhost" (127.0.0.1) and accepting

TCP/IP connections on port 54327

It seems like the database cannot be accessed. Make sure the Postgres server is running
at the specified address and port.

KeyError: ’formatters’

This is an issue with the IRTK logger. Run your command from the same directory as
the logging.conf file.

LookupError: Resource punkt not found
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LookupError: Resource punkt not found.

Please use the NLTK Downloader to obtain the resource:
>>> import nltk

>>> nltk.download(’punkt’)

Attempted to load tokenizers/punkt/PY3/english.pickle

This error message indicates that the punkt resource from the nltk data is missing. It is
required for tokenizing the intents. To resolve the issue run:

(venv) $ python -m nltk.downloader punkt
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Appendix B

Contents of the CD

e BA-Sandro-Padovan.pdf : PDF with the complete documented thesis.
e thesis.zip : IXTEX source files

e BIMS.zip : Code source files

e Zusfsg.txt : Abstract in German

e Abstract.txt : Abstract in English

e MidtermPresentation.pptx : Midterm presentation slides

57



