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Abstract

In daily life, more and more communication is conducted via digital devices such as
mobile phones and computers. Every digital interaction between two entities, however,
leaves traces in the network it traverses. Finding these traces, identifying source and
target destination and extracting content, has become more and more important. Today,
most digital transmissions are encrypted and it has become difficult to extract information
from network traffic data. Nevertheless, the desire to gain access to as much information
as possible remains a core-interest of private companies and law enforcement, but also
the criminal world. This independent study investigates the possibilities and limitations
of network traffic data in an explorative way. It examines the fundamental problems
in network traffic data and explores how data can be generated data in a way, that
circumvents problems such as categorical bias and labeling. It further explores how much
discriminating power lies within network traffic data regarding the classification of the
originating device and application. The features identified in the network data are then
evaluated through descriptive statistics and machine learning. Finally, all findings are
aggregated and used to design a network traffic classifier.
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Chapter 1

Introduction

1.1 Motivation

The temporal analysis of network events can provide insights on whether a specific be-
havior is normal or not. Once a common pattern is identified, deviations may indicate
anomalies that can be identified, interpreted and categorized [17][16]. Such analysis has
great relevance in the digital forensics area, to indicate evidence of crimes and to support
the investigator [15]. However, the variety of devices that generate network traffic, as well
as the different network protocols and use cases, make such analysis a complex task. In
the scenario where most of the generated traffic is encrypted, the task of such an analysis
is to provide an investigator with evidence that indicates the existence of a particular
activity using network traffic patterns, anomalies, and correlations. In most cases, the
data situation of forensic analysts is not that of a complete macroscopic network: Even
when large amounts of data are seized, the data is captured at one specific node within
a network and therefore only contains information about this node and its neighbors,
hence only a fraction of the overall network [16]. Therefore, statistical network analy-
sis and macroscopic time-dependent analysis are not possible anymore, as they require
information about all nodes and the edges that connect them [25].

Nevertheless, data contains information, that can be extracted and analyzed. Especially
interesting for investigation purposes are names, locations, the use of TOR! and infor-
mation about the device or application used. The focus of this work, therefore, shifted
from the temporal network analysis towards the analysis of network traffic in general.
Such task, however, remains a difficult one and various challenges arise from it, such as
encryption, the vast amount of noise in the data and the absence of labels, to name only
a few. This independent study, therefore, seeks to explore the different possibilities and
limitations of network traffic data for information extraction and classification.

The main questions driving this independent study hence are: What information can be
found within data? Does the data contain enough discriminating power to differentiate
between background noise and application traffic, different devices and application types?

!The Onion Routing, is a program that protects the user’s identity by bouncing communications
around a distributed network of relay, run by volunteers all around the world. [41]
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Finally, to achieve this goal, an architecture for a network classifier is proposed, that uses
the insights gained and to draft an approach that increases the information extraction on
the data, while at the same time circumnavigates the challenges connected to the data.

1.2 Description of Work

It is assessed, which discriminating features and pieces of information, network traffic data
contains (e.g. protocol types, speed of transmission, IP address) and what classification
is possible based on it. For the scope of this work, it is additionally assumed that the
traffic is encrypted and only the headers’ information can be accessed. Based on this
assumption, the following three aspects are investigated in this work:

1. How can network traffic data be generated and labeled?

2. What pieces of information does the data hold, regarding device and application
types and how strong are those features?

3. How would a system for network traffic analysis look like, based on the findings of
the previous questions?

All analysis was done using the python-based [31] frameworks pandas [30] and scikit-learn
[34]. All computing and visualizing was done in Google-Colab? [19].

1.3 Thesis Outline

Chapter 2 Background and Related Work gives a summary of the tools and technics used
in this work. Section 2.8 Related Work gives a short overview of existing approaches
dealing with problems related to network traffic classification and information extraction.
In chapter 8 Scenario different possibilities of generating network traffic are discussed and
elaborated on. A simple, but useful approach to generate network traffic is suggested and
described. Chapter 4 Evaluation tackles the main questions of how to extract and select
features within network traffic data and evaluates their performance. Finally, chapter
5 Discussion summarizes the findings of this work, draws conclusions and presents an
outlook: Section 5.5 Future Work proposes an approach to create a system for information
extraction and network classification.

2The associated IPython notebook can be found under https://colab.research.google.com/
drive/1glccvi8cRhtFFrW3RGD7eawP1MYFqe8- [7]
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Background and Related Work

In this chapter, the concepts, and technologies used in this study as well as related work,
are explained and described.

2.1 Virtual Private Tunnel (VPN)

A VPN creates a tunnel between two endpoints and allows to extend a network across
a public network. Both endpoints can send and receive data through the tunnel and
across shared or public networks [48]. The VPN, therefore, hides an endpoints original
IP address within the public network and anonymizes its identity and location. In some
cases, the VPN additionally encrypts the original header sections of the network packets
and therefore anonymizes the exchanged data completely [29]. One example of a VPN
application is Wireguard. Wireguard is a freeware opensource VPN software that encrypts
network traffic using the Noise protocol framework, Curve25519, ChaCha20, Poly1305,
BLAKE2, SipHash24, and HKDF. It is highly performant, secure and straightforward to
set up and to configure |2].

2.2 Trafhic Dissector

A network traffic dissector is a program, that allows decomposing a data package following
a certain set of characteristics [23]. With the help of a dissector, a certain protocol can
be understood and its packets decomposed [5].

A popular and widely-used traffic dissector is Wireshark. Wireshark is a network traffic
dissector and analyzer, allowing live-capture as well as offline analysis of network traffic,
flow extraction, and explorative data analysis. While Wireshark possesses a graphical
user interface to view the data, other network analysis tools e.g., for packet capture and
gathering exist, such as tcpdump and tshark. In this study, tshark was used for packet
dumping and storing.
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2.3 PCAP

The PCAP file format was developed in 1994 at the University of California at Berkeley
in conjunction with Libcap, an open-source library, that provides a high-level interface to
network packet capture systems [18]. Since then, it has become the standard for network
capture files in the open-source community [1] and is used in applications, such as Moloch
or Wireshark. Libpcap can be used to read and write PCAP files. It is available as a C
library, however, wrappers have been written for various other programming languages
including Java and Python.

Table 2.1 shows the general structure of a PCAP file. The global header contents are
shown in table 2.2. The packet header contents are shown in table 2.3.

] Global Header \ Packet Header \ Packet Data \ Packet Header \ Packet Data \ ‘

Table 2.1: Structure of a PCAP file [1]

magic number | an integer used to detect the file format and the byte ordering

version major | an integer used to describe the major version number

version minor | an integer used to describe the minor version number

thiszone an integer used to describe the correction time between GMT and the
local time zone in seconds

sigligs the accuracy of timestamps, always set to zero in practice

snaplen the snapshot length for the capture

network the link-layer header type of the packet headers that follow

Table 2.2: Contents of the PCAP global header [1]

ts_sec the date and time when the packet was captured as a UNIX timestamp
ts usec | the microseconds when the packet was captured as an offset to ts_sec
incl len | the number of bytes of packet data captured

orig len | the number of bytes of data in the original packet

Table 2.3: Contents of the PCAP packet header [1]

2.4 Flows and Flowmetering

A flow is a sequence of packets sent from a particular source to a particular unicast,
anycast, or multicast destination that the source desires to label as a flow. A flow can
consist of all packets in a specific transport connection or a media stream [32]. Flows
aggregate multiple packets and form an entity, that includes various aggregated measures
such as e.g. duration, the number of packets exchanged and type of protocol.

The Internet Protocol Flow Information Export (IPFIX) format is a universal standard
of export for Internet Protocol flow information and a widely used format to store flows.
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IPFIX considers a flow to be any number of packets observed in a specific timeslot and
sharing several properties, e.g. same source, same destination, same protocol [47].

A tool that can extract flows from captured packets is called a flowmeter. Yaf is a suite
of tools to do flow metering. It takes raw packets from network transmissions in the form
of a pcap-file as input, aggregates them into bidirectional flows and outputs these flow
records in the form of IPFIX files [12].

To convert IPFIX files into simpler file formats, an TPFIX mediator is needed. Super
Mediator is an IPFIX mediator, that collects and filters yaf output to various IPFIX
collecting processes, csv-files, json-files, and MySQL databases [11]. It can, therefore, be
used to transform IPFIX data into csv format.

2.5 Cramers V

Cramer’s V is a symmetric y2-based measure for assessing the association between two or
multiple nominal variables if at least one of them has more than two classes. Cramer’s V
calculates scores between 0 (no association) and 1 (full association). Because Cramer’s V
is always positive, no statement about the direction of the association can be made [46].

Cramers V is calculated as follows:

(2.1)

where n and k are defined as:

n = total samples k = min(amount of rows, amount of columns)

The corrected Cramers V (V'), as proposed by Bergsma, introduces a bias correction for
cases with large amounts of attributes, but small sample sizes [9]. The corrected Cramers
V is calculated the following way:

V= \/ maz(x*,0) (2.2)

min(f — 1,6 — 1)

with values for 7 and ¢ defined as:

1(7’—1)2 c=c—
n_



6 CHAPTER 2. BACKGROUND AND RELATED WORK

2.6 Decision Tree (DT)

Decision trees are simple learning methods, that work by segmenting the prediction space
recursively [24], based on a measure of information gain. They can be used for regression
and classification problems.

In a decision tree, each internal node is labeled with an input feature. Each arc originating
from a node is labeled with a value or a range of values that the input feature might have.
The leaf nodes correspond to the target variable that should be predicted. A tree can then
be trained by splitting the training dataset recursively along the tree until the output is
univocal or remains unchanged after further splitting. Figure 2.1 shows a decision tree
for predicting the source of network traffic flows. Each node shows the quality of the split
("gini") and the number of samples that were separated with each split ("values").

ip<=2735
gini=0.48
samples = 12839
value = [5298, 7541]
class = ipad

cidr_name <=76.5
gini=0.5
samples = 4953
value = [2623, 2330]
class =iphone

company_name <= 385
gini =0.45
samples = 7886
value =[2675, 5211]
class =ipad

I .

company_name <=295
gini =0.46
samples = 7546
value =[2651, 4895]
class = ipad

ip <= 259.5 ip<=525
gini =0.48 gini = 0.39
samples = 3939 samples = 1014
value =[2350, 1589] value =[273, 741]
class =iphone class =ipad

asn_description <= 16.0
gini = 0.13
samples = 340
value = [24, 316]
class = ipad

gini=0.45
samples =251
value = [167, 84]
class = iphone

value = [589, 122] value =[92, 54]
class =iphone class = iphone

value = [181, 687]
class = ipad

value = [2484, 4811]
class = ipad

gini =0.5
samples = 3228
value = [1761, 1467] value = [8, 20] value = [16, 296]
class = ipad class = ipad

class = iphone

gini =0.28 gini=0.47
samples = 711 samples = 146

gini = 0.33
samples = 868

gini= 0.45
samples = 7295

gini = 0.41 gini=0.1
samples = 28 samples =312

Figure 2.1: A tree showing the classification of network traffic into iPad and iPhone
generated traffic.

2.7 Support Vector Machine (SVM)

A Support Vector Machine is a generalization of a simple and intuitive technique called
the Maximal Margin Classifier (MMC) [24]. An MMC works by determining a multidi-
mensional plane, called a hyperplane, to separate classes in a multidimensional feature
space. This hyperplane is calculated in such a way that the margin, the distance between
the hyperplane and the points closest to the hyperplane, is maximal. Since only these
closest points influence the location of the hyperplane - the hyperplane is supported by
them - they are called support vectors.

A SVM adds to this in two ways. First, it allows for some data points to lie on the
wrong side of the separating hyperplane, if it improves the overall classification. Second, it
allows for non-linear hyperplanes by adjusting the distance measure used to determine the
margin. In practice, this is calculated using the inner product of the support vectors. The
way this inner product, called the kernel, is computed, can now be adjusted depending on
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the data that needs to be classified. Linear (see figure 2.2), polynomial and radial kernels,
for example, are possible.

50000 & ©
40000 -
30000 - pem T
200001 ___o-=m7T

10000 - _—

- —_

0 A P

0 10000 20000 30000 40000 50000 60000

Figure 2.2: Support Vector Machine using a linear dicision function (solid line). The
margin is represented with the two dotted lines.

2.8 Related Work

Encrypted network traffic analysis and network traffic classification is a major area of
research, that has produced hundreds of new approaches within the last couple of years.
Earlier works mainly focus on traditional machine learning approaches such as Naive
Bayes [26], Support Vector Machines [43], Decision Trees and Random Forrest [43] for
classification and rely on manual feature extraction and selection based on raw packets
[28], different amounts of TCP and UDP flow features [26][27][43]|22] and other network
layer sessions [45]. More recent approaches, though, focus on neural networks not only
for classification but also for feature extraction (representation learning) [28]. Stacked
Autoencoders based on Convolutional Neural Networks or Recurrent Neural Networks
are promising approaches to create representations of flows and packets, that are not
detectable by the human eye or by other feature extraction approaches. While the ap-
proaches per se differ greatly, the results obtained, do not differ much: Traditional as
well as more recent approaches are able to distinguish well ( 95% accuracy in average)
[26]|27][43] between different applications, VPN! or non-VPN traffic [43] or different ap-
plication layer protocols [13].

For the generation of the data, most approaches either use a proprietary dataset that con-
tains multiple or single network traffic captures from different places [8][33]|10](22][38][13|
or a device-based VPN set-up [4]. Some approaches also use Adversarial Neural Networks
to oversample for underrepresented classes [43].

1Virtual Private Network see section 2.1
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By looking at the preparation part of the data, it can generally be observed, that the
labeling part, necessary for every supervised machine learning approach, creates a lot of
problems (unbalanced categories and wrong or a small number of labels). This is not
surprising as the approaches all choose huge amounts of data to create working classifiers.
Therefore for the labeling of the data, only automated approaches are a real option. This
automated labeling process is done in most cases, by using Deep Packet Inspection tools
[22][27][49][8].

For the classification most works use supervised machine learning approaches [26][27][43]|8|
[33][10]]22][38][13]. Only few works such as Rezaei and Liu and Zhang et al. use semi-
supervised aproaches [33][49], others like Hoechst et al. choose unsupervised approaches
[22].



Chapter 3

Scenario

This chapter elaborates on the problems, limitations as well as possible solutions necessary
to answer the questions stated in section 1.2. The generation of network traffic, the
construction of a feature set and the fundamental problem of labeling network traffic, is
discussed in the following sections.

3.1 Fundamental Problem of Network Traffic Data

In the field of network traffic analysis, datasets are often not available, difficult to generate
and do usually not fit contexts other than the one they were created for [37]. Multiple
reasons are responsible for this:

1. Context: Network data is captured in a specific environment and with a specific
question in mind. The type of traffic captured, whether it is encrypted or not and
the way the packets get stored, differs from use case to use case. Therefore, data that
was gathered in a specific context is most likely not easily transferable to another
context and another question [37].

2. Source: Even if network traffic data consists of well defined and structured packets,
without access to the device that produced the traffic, there is no way to determine
the type of device or the application a certain packet originates from [20].

3. Economy: Parties, that have the possibility and the means to capture network
data on a large scale, are often not willing to authorize others to use the data as
well. Either because the data contains sensitive information or because the data is
used for internal purposes and sharing it would lead to competitive disadvantages.

4. Artificial Generation: Creating artificial network traffic is possible but infeasible
once a certain amount of representability needs to be assured. Even if a sophisticated
and expensive set-up of physical and virtual devices can create data that comes close
to data seen in the real world, it is still questionable whether the generated data is
a good representation of the reality and whether it captures the essential patterns
[42].
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In addition to these network traffic-related problems, the general problems of generating
data and building a dataset come into play. FEspecially in the context of supervised
learning and in combination with data labeling, various challenges arise. For the domain
of network traffic, they can be listed as follows:

1. Unbalanced categories: The existence of evenly balanced values poses a central
requirement for any kind of supervised machine learning. Learning on unbalanced
datasets leads to biased results; among other reasons because of statistical require-
ments that are not given in biased data [14][49]. To mitigate the problem of unbal-
anced datasets, several options are available such as oversampling, undersampling
or the aggregation of categories into more evenly distributed values. In the case of
network traffic, the part of the traffic that should be identified, usually a minority of
all the data, is outweighed by a big amount of other traffic and noise. Creating an
evenly balanced dataset of size, big enough to use for machine learning is difficult
with normal fi0cial and temporal resources.

2. Unlabeled Data: Network packets per se are not labeled. And while it is possible
to extract the type of protocol and other pieces of information about the packet from
its header, it is not possible to simply infer abstract categories such as application
and device types from the data itself. Solutions to this problem are either deep
packet inspection or to access the source device/application that generated the traffic
[20]49].

3. Noisy Data: The traffic relevant for classification is a minority surrounded by a
majority of irrelevant background noise. To be able to accurately and efficiently
learn from traffic, it is required to find a way to distinguish patterns from noise.
The small amount of network traffic that is aimed to get classified, is normally not
big enough to train a classifier |49].

The above-stated difficulties are a clear sign, that the establishment of a labeled, clean
and balanced ground truth for any kind of classification of network traffic, is extremely
difficult. And it is obvious, that this set of problems poses serious limitations not only to
research but also to machine learning approaches related to network traffic classification
in general.

Confronted with these problems and difficulties, the goals of this work, as stated in section
1.2, are rephrased and specified:

1. Generation & Labeling: Finding reliable ways to generate labeled and unbi-
ased network traffic data, finding solutions to generate, capture and store network
traffic and determine mechanisms to label network packets according to device or
application type.

2. Feature Examination: Extracting as much information from the network data as
possible and determining features that have enough discriminating power to allow
the classification of network traffic. In the focus of the classification are device and
application types.
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In the following sections both goals are examined and solutions as well as problems,
theoretically and practically, are described.

3.2 Evaluation Scenario

Based on the two above-mentioned goals of this work, two requirements arise to generate
a balanced and exhaustive dataset that allows classifying devices and applications:

1. The traffic must be allocatable to a specific device. The traffic captured during
the time of connection with a specific device can then be enriched with labels that
indicate at least the device-specific information.

2. The traffic must be allocatable to a specific application. To be able to create la-
bels for packets of specific applications, the applications must be isolated from e.g.
operating system specific network traffic.

One way of achieving both requirements and enabling labeling by design within the data
generation process is to use a VPN set-up. With the help of a VPN, all traffic of a specific
device can be tunneled through an endpoint and be captured and enriched with the right
labels, such as information about device and application the traffic was generated by.
However, there exist various drawbacks to this approach:

e Not all manufacturers allow the simulation of devices. While e.g. Android devices
can be simulated on a computer and specific applications can be run isolated, other
types of devices, such as e.g. Apple devices, cannot be simulated and real physical
devices are required.

e This approach is neither scalable nor extendable: For each new device type, that
needs to be incorporated in the dataset, the VPN setup has to be re-established.
The same applies to the labeling of any application: If a new application should be
labeled, it has to be installed on all devices and the VPN set-up has to be re-run.

Nevertheless, for explorative purposes, the VPN-based approach seems to be promising,
as it is relatively simple and easy to create and it accounts for both requirements.

Additionally, it can be observed, that the generation of isolated application-specific net-
work traffic is more difficult than the generation of isolated device-specific network traffic.
The reason for this problem lies in the fact, that it is impossible to fully control all of
the devices’ processes. And the launching of an isolated application and the generation
of network traffic originating therefrom becomes impossible. The only possibility to ac-
count for application-specific network traffic in the VPN set-up is to create traffic by
using one application more frequent than others and therefore increasing the probability
of each packet to originate from that specific application. A hundred percent probabil-
ity can, however, not be achieved. The labeling of packets according to the application
that generated it, is therefore not as accurate, as according to the device/device type.
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As application-specific traffic generation and labeling would require even more time and
resources, it was not pursued further in this work. The labeling was done only on the
device type.

The exact final set up of the network traffic generation process was achieved with the use
of a RaspberryPi 3B+! and the opensource VPN software Wireguard ? |2| as visualized
in figure 3.1.

Virtual Network Interfaces

Global Network

vy Ethernet
packc; tmp ‘-'l packet dump
packet dump VPN Connection
' Raspberry Pl

: ; ; +

Yoo VPN

peap-files Tnnecﬁnn VPN Connection
|Pad |IPhone MacBook

Figure 3.1: Network traffic capturing set-up using VPN and local network

In the set-up used in this study, a VPN endpoint was set up as a virtual interface on
the Raspberry Pi. The Raspberry Pi was then configured in the network by connecting
it through the ethernet-port with the local router. By installing the Wirequard mobile
application on different devices (iPad, iPhone, MacBook), a virtual private tunnel was
established between these devices and the Raspberry Pi. Hence, all traffic was routed
from the devices to their designated destiny via the virtual interface on the Raspberry Pi.
Using the command-line tool tshark?®, the network traffic could be collected and saved in
the pcap-format. With this setup, it was possible to label each captured packet, with the
device that it originated from.

Additionally two types of human-device interactions were captured: The "reduced activity"-
interaction, that captured background traffic and as less application-specific traffic as
possible in order to account for the general influence, application-based activity has, and
the "extensive activity"-interaction, that generated traffic as it occurs in a normal inter-
action between user and device. In the "reduced activity"-dataset, the device was left
untouched and all application-related activity was reduced as much as possible, while in
the "extensive activity"-dataset all applications were used freely and independently.

!The Raspberry Pi is a small low cost credit-card sized single-board computer [39]. In the current
set-up, a device of the third generation was used.

2¢f. section 2.2

3¢f. section 2.2
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The result of the above set-up, are multiple pcap-files, representing each device, that was
used to create the traffic. Device types used were an Iphone 6s, an iPad 11’ 2018 and
a MacBook Air Mid 2013. As these device types are quite similar to each other, a

fourth category was added to the dataset in the form of an unknown device*.

The two datasets "extensive activity" and "reduced activity" consisted of:

e Extensive activity: Created with normal interaction of device and user, contain-
ing four device types (iPad, Iphone, MacBook and unknown device). It included
3’124’335 packets (Mac: 2’634’614, Iphone: 334’006, iPad: 154’205, unknown:
1'510) and 23’009 flows (Mac: 10’120, Iphone: 7’541, iPad: 5298, unknown: 50).
The file had a size of 3.49 MB.

e Reduced activity: Created with reduced interaction of device and user, containing
two device types (iPad, Iphone). It included 20’555 packets (iPad: 17’607, Iphone:
2'948) and 1424 flows (iPad: 1’239, Iphone: 185). The file had a size of 0.22 MB.

3.3 Feature Generation

Instead of using single network data packets, flows® were chosen as basic entity for the
dataset. To create flows from the captured network packets (pcap-files), an application
called yaf was used. Yaf calculates the flows from pcap files and generates an IPFIX-file
as output. This TPFIX-format was then transformed by super-mediator into a csv-file.
Each flow included a variety of features as can be seen in table 3.1.

Table 3.1: Flow features extracted with yaf [12]

Flow Feature | Description
start-time | Flow start time in ISO 8601 format, with milliseconds
end-time | Flow end time in [SO 8601 format, with milliseconds

dur | Flow duration in fractional seconds

rtt | Round-trip time estimate in milliseconds in decimal format

pro | IP protocol identifier in decimal format

sip | Source IPv4 address in dotted-quad format
or IPv6 address in RFC 2373 format

sp | Source transport port in decimal format

pkt | Forward count in decimal format

oct | Forward octet count in decimal format

srcMacAddr | Source MAC Address

dip | Destination TPv4 address in dotted-quad format
or IPv6 address in RFC 2373 format

dp | Destination transport port in decimal format

Continued on next page

“see https://pcap.honeynet.org.my/v1/ Accessed: 13.7.19

5¢f. section 2.4
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Table 3.1 — Continued from previous page
Flow Feature | Description
rpkt | Reverse packet count in decimal format
roct | Reverse octet count in decimal format

destMacAddr | Destination MAC Address
iflags | Foward first-packet TCP flags
riflags | Reverse first-packet TCP flags
uflags | Forward nth-packet TCP flags union
ruflags | Reverse nth-packet TCP flags union

isn | Forward initial TCP sequence number in hexadecimal format.
risn | Reverse initial TCP sequence number in hexadecimal format
tag | Forward first-packet 802.1q VLAN tag in hexadecimal format
end | Reason for End of the Flow

To determine the amount of association each feature has with the target variable "device",
the corrected Cramer’s V (V) was calculated. In table 3.5 it can be observed, that many
attributes show i) low association with the target(e.g. iflags or srcMacAddr) or do have
a high V value, but do ii) not have real "variance" of their categories (e.g. in or out).
Both types of attributes (i & ii) have no real association with the target variable and were

removed in the further process®.

Table 3.2: Corrected Cramers V association with the features and the amount of categories
each feature includes.

Reduced Activity Extensive Activity ‘
Features V Categories Vv Categories
start-time 0.735358 10559 0.703251 5859
end-time 0.754625 9906 0.713003 5699
dur 0.630377 4505 0.753976 2873
rtt 0.610114 520 0.824389 482
pro 0.582199 5 0.581474 6
sip 0.980464 251 0.992433 96
sp 0.716453 7116 0.716085 4673
pkt 0.595593 353 0.626299 299
oct 0.667836 3255 0.702730 2134
at 0.051638 2 0.054633 2
srcMacAddr 0 1 0 1
dip 0.640425 831 0.670395 514
dp 0.629921 921 0.622563 306

Continued on next page

6Throughout this work, a measure for the association of categorical variables is used. This is due to
the fact, that most variables are indeed categorical. Variables with a metric level of measurement, that
would allow more precise association measures, such as e.g. dur, rtt and pkt are not only assessed on the
bases of V (cf. section 4.3). However, using V with metric variables does not lead to wrong conclusions
per se, but poses some limitations for interpretation
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Extensive Activity Reduced Activity ‘
Features V Categories V Categories
rpkt 0.193376 370 0.148734 269
roct 0.683263 3754 0.746144 2341
ra 0.708018 3 0.579873 4
destMacAddr 0 1 0 1
iflags 0.247301 11 0.096494 10
uflags 0.117550 24 0.079645 18
riflags 0.152120 11 0.066941 10
ruflags 0.136981 21 0.117003 17
isn 0.529636 6857 0.541835 3559
risn 0.435249 5139 0.434214 2849
in 0.999957 2 0.999914 2
out 0.999957 2 0.999914 2
tag 0.999957 2 0.999914 2
app 0.999957 2 0.999914 2
tos 0.586093 8 0.579486 5
end 0.117989 4 0.088899 4
collector 0 1 0 1
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Based on the strength of association in table 3.5 and on the variance of the categories,
the final dataset was created using python [31] and the pandas framework [30]. The exact
procedure is visualized and described in figure 3.2.

IP address

The IP address is a special feature, as it can be used for both, classification and information
extraction:

e For classification, because it has a high association with the target variable and
contains most likely high discriminating power.

e For information extraction, because it refers to the outside party the flow is estab-
lished with. Using the external TP address in combination with DNS information,
more information about the external party can be obtained and the device, the flow
was established by, can be characterized further.

By using the python package ipwhois |21], this DNS related information could be obtained.
Table 3.3 explains each field and table 3.4 contains a sample set of the DNS related
features.
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Read-In IP address DNS Information
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established with. cidr_name, company_name

Figure 3.2: Preparation and cleaning of data for analysis

Read-In: The csv file containing the flows was read with python into a pandas
dataframe.

Cleaning: The data was cleaned (Removing trailing and leading whitespaces, re-
placing 0 values, value formating)

IP address: The two fields 'sip’ and 'dip’ were replaced by a new field ’ip’ consisting
of the external IP a specific flow was established with. The local ip of the device
within the subnet was discarded.

PAS ]

Selection: The fields ’start-time’,’end-time’, 'dip’, ’at’, ’sip’, ’end’, ’collector’, ’in’,
‘out’, ’app’, 'tag’, ’destMacAddr’, 'srcMacAddr’, ’isn’, 'risn’, ’iflags’, 'uflags’, ’ri-
flags’, 'ruflags’, 'tos’, 'ra’ were removed as the variance and their association with
the target variable was too low.

DNS Information: Based on the newly created field ’ip’, the dns information
was requested. From the information the DNS server returned information about
the company, the ip-block, and the description of the dns entry was added to the
dataset. These features are more throughly discussed below.

Labeling: The datasets of the different devices were labeled accordingly and merged
into one dataset, representing the final dataset.

Using the TP address and coupling it with external DNS information, has several advan-
tages:

1.

The frequency of calls to specific IP addresses vary among different devices. By
extracting patterns from these frequencies allows distinguishing between different
devices.

. Using the IP block, the company name or other information obtained from the DNS

server, allows to aggregate multiple IP addresses.

Using DNS information on a specific IP address, it is possible to reveal device types
(e.g. Apple Servers) and applications (e.g. Telegram or WhatsApp servers) by
simply extracting information.
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feature name ‘

feature description

block

Network routing block an IP address belongs to

cidr_name

The identifier assigned to the network registration for an [P address

handle name

Unique identifier for a registered object

asn_ description

The official registered autonomous system number
of the internet service provider (ISP)

company narme

The contact name

Table 3.3: DNS related features and description [21]

ip

cidr_name

handle name

company _name

23.205.182.44
17.253.54.125
149.154.167.92
149.154.167.92

AIBV
APPLE-WWNET

NET-23-205-176-0-1
NET-17-0-0-0-1

Akamai International, BV
Apple Inc.

Telegram Messenger Network 149.154.164.0 - 149.154.167.255 Telegram Messenger Inc
Telegram Messenger Network 149.154.164.0 - 149.154.167.255 Telegram Messenger Inc

217.146.165.138 AKAMAI-AANP

17.253.52.125
8.8.8.8
23.211.4.189
104.16.205.65
8.8.8.8

APPLE-WWNET
LVLT-GOGL-8-8-8
AIBV
CLOUDFLARENET
LVLT-GOGL-8-8-8

217.146.165.128 - 217.146.165.159 NTS NOC

NET-17-0-0-0-1
NET-8-8-8-0-1
NET-23-211-4-0-1
NET-104-16-0-0-1
NET-8-8-8-0-1

Apple Inc.

Google LL.C

Akamai International, BV
Cloudflare, Inc.

Google LLC

Table 3.4: Sample Flows excluding the IP block and the ASN description

By measuring the association between the new variables block, cidr name, handle name
and company name, it can be seen in table 77, that they contain discriminating power

towards the target variable slightly lower than the IP address.

Table 3.5: Corrected Cramers V association with the features and the amount of categories

each feature includes.

Reduced Activity

Extensive Activity ‘

Features V Categories V Categories
ip 0.611387 828 0.659343 511
asn__description 0.361512 76 0.417038 65
block 0.478128 214 0.505139 147
cidr _name 0.424203 140 0.446316 99
handle name 0.478128 214 0.505139 147
company _name 0.378556 75 0.446098 62
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Chapter 4

Evaluation

In the following chapter, multiple features are discussed and their discriminating and
informative power is explored, through descriptive and explorative statistics as well as
machine learning algorithms.

The main goal of this section is to determine, whether the gathered data includes enough
discriminating power to classify different devices and enough informative power to get
additional information about applications and devices from the network traffic data flows.

The features that stood out either in terms of association with the target variable (cf.
section 3.3) or in terms of the additional information hidden within, were the ports, the
IP address and its related features and the temporal features. The importance of
those features for the classification of network traffic is supported also by other works
[28][38].

4.1 Source and Destination Ports

Corrected Cramers V

Calculating Corrected Cramer’s V (V') between the ports and the device types reveals,
that the ports are highly associated with the target variable (Source Port (sp): 0.71,
Destination Port (dp): 0.62). The most probable explanation for this finding is that
different devices use different ports more regularly than others. However, whether the
use of a particular port results from the device itself, the operating system or the specific
applications running at the time of the network traffic capturing, cannot be determined
concludingly based on the dataset in use.

When comparing the two datasets "reduced activity" and "extensive activity", it can be
observed, that for the "reduced activity"-dataset V is lower (cf. table 3.5) than for the
"extensive activity"-dataset. As V controls for the sample size, the fact that the "reduced
activity"-dataset contains less data, can not be taken as an explanation.

19
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Frequency Distribution

Looking at the frequency distributions, the distributions of different devices are indeed
distinctive. Several aspects are observed:

e Source ports differ between the different devices, while the destination ports show
less difference.

e Especially in the "extensive activity"-dataset (figure 4.2), the source ports between
the classes "iPhone" and "iPad" differ substantially. The "reduced activity"-dataset
does also seem to point into the same direction, but with far fewer data points to
compare (figure 4.4).

e The destination ports in general show little or no differences between devices (figures

4.1 and 4.3)
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Figure 4.1: Destination Ports in "extensive activity"-dataset for iPhone and iPad (lower-
bound 10)

To determine further, how performant the ports are for discriminating between devices,
several machine learning algorithms were applied.

Decision Trees

Three decision trees were calculated using three different datasets and only the two vari-
ables ’dp’ (destination port) and ’sp’ (source port). The same three datasets are used
with the same naming throughout the whole explorative data analysis:

(a) The "extensive activity"-dataset

(b) The "extensive activity"-dataset, reduced to the two classes iPhone and iPad

(¢) The "reduced activity"-dataset
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Figure 4.2: Source Ports in "extensive activity"-dataset for iPhone and iPad (lowerbound
10)
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Figure 4.3: Destination Ports in "reduced activity"-dataset for iPhone and iPad (lower-
bound 5)

Decision Tree a) yielded an weighted Fy score' (Fy) of 58% (figure 4.5), b) of 76% (figure
4.6)and c) of 92% (figure 4.7). The evaluation was done using cross-validation and the
F scoring function. In all three decision trees, it can be observed, that the source port
(sp) is more important for the DT, as it is used more often to execute a split in the data.
This can be seen especially well in figure 4.7.

Applying more sophisticated decision tree algorithms (Gradient Boosted Trees) to the
same three datasets, yielded an F; of a) 78%, b) 86% and ¢)94%.

The results for all decision trees show that with increasing data, the performance increases,
while it decreases the more categories the target variable has. To check the performance of
the classifier against overfitting, a Gradient Boosted Tree trained on the smallest dataset

!The weighted F1 score is the average of the F1 score of each class with weighting based on the each
labels support [35]
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Figure 4.4: Source Ports in "extensive activity"-dataset for iPhone and iPad (lowerbound
5)

(dataset c), was cross-validated i) against the biggest dataset (dataset a) and ii) vice-
versa. In this setting, the performances decreased drastically down to Fj scores of 54%(i)
and 66%(ii)
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Figure 4.5: Decision Tree using "extensive activity"-dataset(a)
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Figure 4.6: Decision Tree using "extensive activity'-dataset reduced to the classes
"iPhone" and "iPad"(b)
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Figure 4.7: Decision Tree using "reduced activity"-dataset(c)
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Support Vector Machines

When applying more flexible classifiers like Support Vector Machines to the three datasets,
the results yielded high Fy scores: a) 89%, b) 93% and c) 84%. In this case, the high
results do not follow the same pattern as with the decision trees, as dataset a) has more
classes and more data than dataset c), and still has a higher F} score than the classifier
¢). However, when looking at the decision boundaries for all three classifiers, it becomes
obvious that overfitting has taken place. It can be seen in figures 4.8 and 4.9 that the
classifier distributed almost each point separately.?. By looking at the amount of support
vectors needed to support the classifiers decision boundaries, the overfitting can be seen
well: a) 50 (class unknown device) - 2983 (class iPad) - 4843 (class iPhone)- 5362 (class
mac) b) 2823 (class iPhone) - 3477 (class iPad) c¢) 772 (class iPhone) - 158 (class iPad).
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Figure 4.8: SVM Classifier on "extensive activity"-dataset(b) limited two classes "iPhone"
and "iPad" using radial kernel

If forced to draw linear decision boundaries as in figures 4.10 and 4.11, the classifiers yield
results with low F} scores: Trained on the three datasets, the classifiers yielded F scores
of a) 0.23%, b) 0.48% and c) 0.65%. The reason for these low accuracy scores becomes,
however, clear when looking at the data in two-dimensional space: The data is linearly
unseparable.

2As dataset a) contains more than two target classes, it can not be visualized in 2d. It is assumed,
that a graphical representation would show the overfitting of the classifier as well.
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Figure 4.9: SVM Classifier on "reduced activity"-dataset(c) using radial kernel
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Figure 4.10: SVM Classifier on "reduced activity"-dataset(c) using linear kernel
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Figure 4.11: SVM Classifier on "extensive activity"-dataset(b) limited two classes 'iPhone’
and ’ipad’ using linear kernel

Discussion

It can be observed, that i) the two features source port and destination port contain
discriminating power towards the device type and that ii) they are not strong enough to
accurately classify between different devices on their own. This conclusion is supported by
both machine learning approaches, as well as the frequency distributions and the measures
of association.
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4.2 IP addresses

Corrected Cramers V

When comparing the association of all features towards the target variable, the IP ad-
dress and related features show high scores: While the IP address leads with a V of
0.66%), the other features follow with 50.6% (handle_name, block), 0.44% (cidr_name,
company_name) and 0.41% (asn_ description). The association between this group of
features and the device type is therefore evident.

Frequency Distribution

It can be seen, that the IP addresses vary among the different devices. And while they
vary only little between similar devices like iPads and iPhones (figure 4.12), they vary
much more between different device types such as e.g. Macs and iPhones (figure 4.13).

As mentioned in section 4.1, the reasons behind the occurrence of differences in the fre-
quency patterns of different devices are not entirely clear. The same applies also to the
patterns observed in the context of the IP address related features. Nevertheless, it seems
that the use of different IP addresses allows some sort of discrimination between devices.
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Figure 4.12: Frequency Distribution of IP address calls between iPhone and iPad in
"extensive activity"-dataset(a) (lowerbound 15)

Looking at other features such as IP block or the company name, similar patterns in
the frequency distribution can be observed, as with the TP address. By looking e.g. the
IP block, it can be seen, that the frequency patterns of the used IP address blocks vary
among all three device types iPhone and iPad (figure 4.14), iPhone and Mac (figure 4.15)
and iPad and Mac (figure 5.1 in appendix). Other features such as company name, show
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Figure 4.13: Frequency Distribution of IP address calls between TPhone and Mac in

"extensive activity"-dataset(a) (lowerbound 15)

similar patterns (cf. tables 5.2, 5.3 and 5.4). In the case of the company name the pattern

differences are not as strong as with the IP block.
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Figure 4.14: Frequency Distributions between iPhone and iPad using the IP block in

"extensive activity"-dataset(a) (lowerbound 10)

Because these results, were obtained analyzing the "extensive activity"-dataset, it is pos-
sible, that the observed differences in the frequency pattern exist only within this dataset.

To test this hypothesis, cross-validation was performed between the two datasets "exten-
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Figure 4.15: Frequency Distributions between IPhone and Mac using the IP block in
"extensive activity"-dataset(a) (lowerbound 10)

sive activity" (a) and "reduced activity" (c¢), by comparing the same devices (iPad and
iPhone) from different datasets against each other: iPhone from dataset a) with iPhone
from dataset b), etc. Thus, if the results observed before are real, device-specific frequency
patterns in IP address-related features could be assumed and, therefore, no differences
should be seen between the same device even between different datasets.

The results showed, that for the same device, similar patterns in the frequency of IP blocks
were obtained over multiple datasets. This can be seen in well table 4.16. However, as
can be seen in figure 4.17, the comparison of frequencies is not possible concludingly, as
the "reduced activity"-dataset contains far fewer datapoints and the patterns do not show
as well as in the "extensive activity"-dataset. Similar results as with the TP block, can be
found when the company name feature is compared (cf. tables 5.5 and 5.6 in appendix).

These findings support the claim, that IP address-related attributes are discriminating
features, that allow distinguishing between different devices. It can be shown, that this
result holds to some degree for the comparison of different devices and over different types
of datasets. These findings are supported more strongly by the IP address and less strong
by the block and the company name. It is assumed, that similar results could be obtained
when using the other IP address-related features.

To determine, which of the IP address related features are holding the most discriminating
power in classifying different devices, machine learning algorithms (decision trees and
support vector machines) were trained on all of them at once ("asn_ description’, ’ip’,
'block’, ’cidr _name’, ’handle _name’, ’company name’). The same datasets a), b) and
c) as before were used.
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Figure 4.16: Cross Validation of iPad Ip Blocks from both datasets "extensive activity"

and "reduced activity" (lowerbound 5)
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Figure 4.17: Cross Validation of iPhone Ip Blocks from both datasets "extensive activity"

and "reduced activity" (lowerbound 12)

Trees
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Dec

Gradient Boosted Trees yielded an F} score of a) 59%, b) 69% and c¢) 87% for the datasets.

Overfitting patterns can again be observed, but not as strong with the ports (cf. section
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4.1). Using the classifier trained on dataset c¢), with the data b), to predict the device
types, yielded a F} score of 47% of balanced accuracy. The other way, 38% accuracy was
obtained. This result shows, that the classifier is, indeed, overfitted and the classifiers
perform maximally at chance.

By looking at the tree trained on dataset b) in figure 4.18, it can be seen that all TP
address-related features were used to generate the tree.

asn_description <= 16.0
gini=0.13
samples =340
value = [24, 316]
class = ipad

gini =0.48
samples = 3939
value = [2350, 1589]
class = iphone

samples = 7546
value = [2651, 4895]
class = ipad

‘ ip <= 259.5

BE0

gini=0.41 gini=0.1
samples = 28 samples = 312
alue = [8, 20] value = [16, 296]
class = ipad class = ipad

Figure 4.18: Decision Tree on "extensive activity" dataset (max depth 3)

Support Vector Machines

Support Vector Machines using a radial kernel, yielded F; scores of a) 62%, b) 70% and
c¢) 87%. Similar to the decision trees, the performance increased with decreasing data and
values of the target variable. Applying the same cross-validation used with the decision
trees, yielded a result of 50% in both ways. As the radial kernel is known to overfit (cf.
section 4.1), overfitting seems to be the problem here as well.

When forcing the SVMs to work with a linear decision boundary, F; scores of a) 28%,
b) 32% and c¢) 66% were obtained. However, these classifiers tend to overfit as well, as
cross-validation again revealed low accuracy scores, even for classifier ¢): 0.46% and 49%.

Discussion

The results show, that similar to the port features, the IP address related features contain
discriminating information, that can distinguish between different devices to some degree.
A classifier trained solely based on IP address-related features, however, does not perform
well.

IP address as source for information extraction

Apart from their effectiveness as features in a machine learning setting, the IP address
related features contain an enormous amount of additional information not inherent to
the original dataset.
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By looking e.g. at the company name, a lot is revealed about the device, the application
or the background process, that generated the traffic. Looking at the data in table 4.1
one can derive the device type (Apple device) and some user activity (facebook).

Company Name Frequency Call
Google LLC 3248
Apple Inc. 985
Akamai International, BV 792
RIPE Maintainer 506
Facebook, Inc. 436
Fastly 237
Hetzner Online GmbH - Contact Role 222
Abuse-C Role 214
A100 ROW GmbH 130
RIPE DBM 130

Table 4.1: Top 10 company names from DNS information from "extensive activity"-
dataset for device "iPhone"

4.3 Temporal features

The third group of features is generated using time as a property to distinguish between
different devices. Based on physical network interfaces and based on the priority with
whom servers treat different devices, one can differentiate them. A positive aspect of this
approach is, that the generated features are again an aggregation of multiple data points
(multiple flows), that make it independent of the single flows. Using this approach helps
to eliminate the bias introduced by the different applications installed on a device.

In the dataset are two time-related features available: The round-trip time estimate (rtt)
and the flow duration (dur). While the rt¢ describes the time that passes from the request
to the server to any kind of response from the server, the dur describes the actual amount
of milliseconds that the flow was established for. While the rtt is packet and content-size
independent and does rely only on how fast the server responds to a specific request,
the dur is packet and content-size dependent and needs to be normalized. Using the
information about the total packets and total octets sent and received, the ratio duration-
per-packet (dpp) and duration-per-octet (dpo) was calculated.

By limiting the dataset to UDP-flows and by aggregating the newly calculated features
dpp and dpo for each device type, results as in table 4.2 were obtained. It can be seen
that for both dpo and dpp the iPad has the shortest duration of all devices, while the Mac
has the longest. This correlates with the fact that the Mac Air used in this case is from
2013, while the iPad is from 2018. This finding shows that the duration and time-related
features allow to not only distinguish between different devices but also might help to
classify network traffic from a yet unknown device into a class where the average speed
of transmission is known.
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Devices/Features dpo in ms dpp in ms

Unknown device 0.001016

Mac Air 0.004690
iPad 0.000166
iPhone 0.000812

0.180833
1.067764
0.033280
0.145315

31

Table 4.2: Duration per Packet (dpp) and Duration per octet (dpo) on the "extensive

activity"-dataset

Similar results were obtained by using the rtt with TCP and ICMP protocols from the
dataset. By just aggregating the rtt’s for each device without any normalization, the

results were obtained according to table 4.3.

Devices rtt in ms

Unknown Device 0.169500
Mac Air 0.356845

iPad 0.064378

iPhone 0.196798

Table 4.3: Average round trip time (rtt) on "extensive activity"-dataset

Similar to the UDP flow aggregated measures (dpp and dpo), the TCP flows show a
hierarchy in speed, that correlates with the physical network interfaces of the used devices.
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Chapter 5

Discussion

In the following section, the problems found and the observations made during the data
generation (chapter 3) and exploration (chapter 4) are discussed concludingly and put
into perspective to the design of a network traffic classification system, discussed in the
next chapter.

5.1 Dataset

As already discussed in chapter 3, the generation of network traffic data is not straight-
forward and subject to various issues such as:

bias towards unwanted categories (noise)

unbalanced categories

e non-exhaustiveness of dataset regarding devices and applications

labeling

representative and scalable generation

Generation and set-up

By using physical or simulated devices and by tunneling and capturing network traffic
through a VPN set-up, all the above-stated problems can, theoretically, be omitted when
labeling different devices is the goal. The problems, however, still exist towards the
classification of applications.

The approach to generate "reduced activity"-datasets to reduce the application-specific
data and yield more device-specific data has proven to be weak. The explorative analysis
showed that the data still is biased and certain applications also run in the background

33
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and generate application rather than device-specific network traffic. Instead of trying to
reduce application-based traffic generation further, it is suggested that all network traffic
is used for inspection and training of a classifier for the following reasons:

1. It is difficult to limit the device’s traffic to only device-specific data.

2. In daily use, most network traffic is produced by applications and not by the devices’
operating system itself. For some device types, it is not possible to remove all of its
applications (e.g. Apple Devices).

3. By reducing the devices’ network traffic generation, hardly any packets get generated
and it becomes difficult to generate sufficient amounts of data.

4. The "reduced activity"-dataset did not prove to be more powerful for classification
and it can be assumed, that its features did not contain more discriminating power
than the "extensive activity'"-dataset.

For the generation of data it is, therefore, suggested, to create network traffic through the
use of a VPN set-up and normal interaction between the user and the device.

An additional drawback in the experimental set-up for the generation of the dataset is
the fact, that only one physical device was used for each device type (One iPhone was
used for all the iPhone traffic). Therefore, the generalization of the results, as well as the
power of the features towards discriminating the target variable, is reduced. By using
more physical (or simulated) devices of the same type, a more abstract representation of
a device type could have been represented in the dataset.

Flow- vs Packet-based Dataset

Even though it is arguable, that especially in combination with more sophisticated tem-
poral features, a packet-based dataset could yield good results, the flow-based dataset has
proven to be a good baseline for two reasons:

1. Flows already represent an aggregated and more stable representation of network
traffic data than single packets.

2. Flows can be categorized and filtered. They are therefore more suitable for certain
aggregated features such as temporal features (dpo and dpp).

5.2 Feature Extraction and Selection

The explorative data analysis showed that various features exist, that contain discrimi-
nating powers. They can be grouped into three categories: The ports, IP address-related
features, and temporal features.
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Looking at the frequency distributions of these groups independently from each other,
differences between different devices could be observed. While more similar devices such
as iPhones and iPads showed similar patterns, the comparison of a MacBook and an
iPhone revealed bigger differences. Due to the restricted experimental set-up used to
generate the data, it was not possible to compare two completely different devices (e.g.
iPhone and PC using Microsoft Windows), because there were no such devices at hand.

While the frequency distributions give some kind of hint, that there are differences between
the devices regarding specific ports used, IP addresses called and flow durations, the
frequency patterns can not be used directly for the classification of any kind. The major
reason for this conclusion is, that the data was not sufficient to identify clear patterns. All
frequency-based observations were made by the human eye and the differences observed
could not be quantified. On top of that, it remains unclear where the differences in
the frequency patterns come from. It is likely, that they result mainly from different
applications installed on the different devices rather than from device types.

Similar to the frequency distributions, also the applied machine learning algorithms sup-
ported the discriminating power of the three feature groups. Using each group of features
independently and training different classifiers (decision trees and support vector ma-
chines) yielded classifiers with medium performance and accuracy. The classifiers tended
to overfit due to the rather small datasets. Controlling the classifiers for overfitting affected
the classifiers accuracies quite similar: All of them went down to chance performance.

In addition to the strength of the discussed features for classification, the IP address con-
tained a big source of external information when combined with the information obtained
from DNS servers. Especially interesting is the fact, that the names of the companies,
that registered a specific IP address, can be extracted. In many cases, these names help
identify accurately a specific device or application type.

5.3 Application- vs. Device-specific Traffic

A general problem in all network traffic based classification of devices and applications,
especially in the VPN set-up used in this work, is the fact, that it is not possible to know,
where the discriminating information is coming from: The device or the applications on
the device.

The only possibility to overcome this issue systematically would be to wipe the devices of
all applications. This, however, would be connected to an even greater effort needed to
create the dataset. In some cases, this would not even be possible (e.g. Apple devices).
In the current set up, that relies mostly on physical devices, such an attempt is almost
infeasible. Especially if more devices should be incorporated into the dataset.

This observation has a major implication: It is not possible to create a generalization
of a specific device type, as the specific configuration of the device used to create the
network traffic cannot be isolated from the device itself. The costs to circumvent this
issue, by creating clean devices or by overlapping many different datasets from the same
device types are too high. This is additionally problematic due to the fact, that all device
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type-specific network traffic, was generated using only one physical device (cf. section
5.1).

However, even if it is unlikely to classify device types as such, it is possible to classify
specific devices. Based on a dataset, where the devices are all known, it is possible to
identify a new or an already seen device, based on the patterns of its features.

5.4 Conclusion

Based on the results, obtained with datasets generated through a VPN-based set-up,
calculated with explorative data analysis and machine learning methods, and concerning
the explorative goals mentioned in section 1.2, the following conclusions can be drawn:

e The generation of a labeled, unbiased dataset is difficult and not feasible without
an enormous amount of time and work. This difficulty holds for the generation, the
maintainability and the extendability of a network traffic dataset.

e The generation of application-specific and/or device type-specific network traffic
is extremely difficult, as the user has no absolute control over the device itself.
However, the labeling of a specific device can be achieved with little effort, when
using a set-up, where the network traffic of that specific device can be captured and
labeled according to said device (e.g. VPN set-up).

e The distinction of different specific devices is possible, while the classification of
abstract device types is infeasible, due to the problems stated above.

e Network traffic flows contain many discriminating features, that allow to assign
them to the source they originated from (device). These features were generated
on flow- as well as on aggregated-flow(device) level. The features with the highest
discriminating power are the ports, the IP address related features and the temporal
features.

e The DNS information contains useful information, that helps in some cases to clas-
sify devices and applications even with little data.

The main focus of this work was to explore the possibilities and limitations of network
traffic data as a basis for the identification of device types and applications. It showed
that the identification of specific devices is possible, using patterns of certain features and
external DNS information. The question, however, whether abstract device types can be
distinguished from each other remains unanswered at this point.

This work also showed, that network traffic classification of devices is not as simple as it
sounds: None of the classifiers were able to accurately distinguish between the different
devices without overfitting. And even though it is thinkable, that more sophisticated
machine learning approaches, combined with hyperparameter tuning would yield stronger,
more performant classifiers and that bigger and cleaner datasets would reveal different
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results, patterns and conclusions regarding the classification of devices and applications,
it is also possible, that network traffic classification simply is difficult. Especially, when
the data is not artificially generated or labeled using experts but instead gathered in a
natural real-life scenario, where the amount of available data at hand is not large, the
data is unclean and the categories are unbalanced.

Based on these conclusions, the next section focuses on describing a system design that
makes use of the knowledge gathered in the preceding chapters.

5.5 Future Work

Because of the difficult data generation process, the difficulty to generate isolated appli-
cation data and the limited discriminative powers of the features, a classical supervised
machine learning approach has to be rejected for a practical application. Based on this
conclusion, a network traffic classification system needs to allow a) the extraction of ex-
ternal information of a flow and b) the recognition of device-specific patterns.

System Components

Minimally two components are needed to account for both goals:

(A) Extraction of Information: By looking up external information on IP addresses
many additional insights can be found about specific applications, operating systems
and background processes (cookies, tracking services). This allows telling, what
applications are used more frequently than others and what background processes
could be running even without the user knowing. Even though this information is
not directly usable for classification, it can be evaluated by an information extraction
system and later be used for pattern detection (cf. B).

(B) Recognition of device-specific patterns: Based on features such as e.g. ports,
IP addresses, temporal information, and others it is possible to distinguish two de-
vices. Even though two abstract device types may not be identified as such (e.g.
recognize a device as iPhone Xs), two specific devices used by two different people
may, still, be distinctive. Based on a minimal set of devices known beforehand,
incoming traffic can be analyzed and categorized into the already known categories.
The result is then a growing set of known devices, that can be used to detect activ-
ities by known or by new yet unknown devices. Using the additional information of
point A, changes of the same device over time can be captured as well: Applications

that get installed or uninstalled can be detected and registered.

This, however, requires data, where the origin of a packet can be determined: It
needs to be known, what flows belongs to what device. This requirement can be
fulfilled, if e.g. a local IP address is known.
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Architecture

Based on the previous conclusions and requirements, a semi-supervised pattern recognition
system could be a way to use network traffic data best. A similar approach has been chosen
by Tongaonkar et al. [40]. In their paper, the authors propose a system for network traffic
classification, that overcomes traditional systems shortcomings by learning the application
signatures right on the network, where the traffic is deployed and thus eliminating manual
intervention. The system combines automated signature generation algorithms with real-
time traffic classifiers and can automatically learn application signatures tailored to a
specific network [40].

Grolman et al. use a similar approach called Co-Training, a semi-supervised algorithm

that can be used for labeling unlabeled examples using a small set of labeled examples
[20].

An approach similar to the one proposed by Tongaonkar et al. or Grolman et al. seems
to be promising for the problem at hand. By gathering only limited initial ground truth
about relevant devices and their network traffic flows, flows from unknown devices can
be detected as either a) already seen, based on their feature-based signature (incl. DNS
information) and the patterns can be updated with the new information or b) as yet
unknown devices, whose signatures need to be calculated and stored for the recognition
of new devices in the future. The major advantage of such a system is, that it needs
relatively little data for classification. Because the signature can be updated every time
a new device can be classified, the system can make more accurate decisions the longer it
runs.
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Figure 5.3: Frequency Distributions between iPhone and Mac using the company name
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Figure 5.6: Cross Validation of iPhone Ip Blocks from both datasets "extensive activity"

and "reduced activity"



