
Modeling Legal and Regulative Requirements for 
Ranking Alternatives of Cloud-based Services 

Radhika Garg 
Communications Systems 

Group CSG 
Department of Informatics 

IfI 
University of Zurich 
Zurich, Switzerland  

garg@ifi.uzh.ch  

Bram Naudts 
Internet Based Communication 

Networks and Services  
 Department of Information 

Technology 
Ghent University / iMinds 

Ghent, Belgium 
bram.naudts@intec.ugent.be 

Sofie Verbrugge 
Internet Based Communication 

Networks and Services  
Department of Information 

Technology 
Ghent University / iMinds 

Ghent, Belgium 
sofie.verbrugge@intec.ugent.be 

Burkhard Stiller  
Communications Systems 

Group CSG 
Department of Informatics 

IfI 
University of Zurich 
Zurich, Switzerland  
stiller@ifi.uzh.ch  

 
Abstract—The decision to adopt a new technology in an organi-

zation is a complex task because of several Non-Functional Re-
quirements (NFR) e.g., availability, interoperability, and pres-
ence of several alternatives, e.g., service providers can offer mul-
tiple packages.  To support such a decision and to select the best 
alternative a Trade-off based Adoption Methodology for Cloud-
based Infrastructure and Services (TrAdeCIS), based on NFR for 
cloud-based services, was proposed. This methodology makes the 
decision based on multi-criteria decision algorithms, namely the 
Technique for Order of Preference by Similarity to Ideal Solution 
(TOPSIS) and the Analytic Network Process (ANP). However, in 
addition, the decision for adopting cloud-based services is also 
influenced by the presence of various legal and regulative con-
straints.  Therefore, it is crucial to understand, identify, and 
model the effect of such constraints on the evaluation of NFR and 
available alternatives. This paper, therefore, uses the Goal-
oriented Requirement Language (GRL) to model the effect of 
legal and regulative constraints on ranking available alternatives 
with respect to NFR. The paper also discusses the extensibility 
and applicability of this methodology to other domains that re-
quire evaluating the effect of legal and regulative constraints on 
the adoption decision. To illustrate this, decisions within the 
domain providing better voice and data quality on-board train is 
also discussed in this paper. 

 
Index Terms—Adoption of Technology, Legal and Regulative 

Constraints, Business Goals, Goal Oriented Requirement Lan-
guage, Non-Functional Requirements.  

 

I. INTRODUCTION 
The advent of new technologies, such as Cloud Computing 
(CC), Software-defined Networking (SDN), or Network Func-
tion Virtualization (NFV), has lead to organizations decide 
whether or not to adopt such technologies. This decision is 
complex owing to following reasons: (1) The decision maker 
can select from numerous available alternatives, in terms of 
implementations, or packages provided by various Cloud Ser-
vice Providers (CSP); (2) The decision is influenced by various 
NFRs, including constraints, non-behavioral requirements, and 
quality of service. In case of CC, NFRs can be cost, inter-
operability, liability, or data storage. These NFRs can also have 
different priorities based on business objectives, for example 
cost can be more important to an organization than interopera-
bility that a CSP provides.  

To facilitate the selection of the best alternative, TrAdeCIS 
[9] was developed, which establishes a trade-off based decision 
in order to select the best available alternative based on NFRs. 
This methodology is based on Multi-Criteria Decision Algo-
rithms (MCDA) - TOPSIS and ANP.  In MCDA, multiple 
criteria (for example NFRs) are used to evaluate multiple alter-
natives in decision-making environments. TrAdeCIS includes 
multiple criteria from both the technical- and the business do-
main to evaluate available alternatives in the decision-making 
process. These criteria are allowed to have different weights 
based on preferences or business objectives. These algorithms 
also need a finite number of alternatives as an initial input. The 
final input is the ranking of these alternatives according to their 
performance in each of the criteria [6].  

However, in addition to technical- and business-related cri-
teria, organizations also need to comply and adhere to a large 
number of legal and regulative requirements. Therefore, in 
order to evaluate accurately the performance of an alternative 
with respect to a criteria or NFR, the influence of legal and 
regulative constraints must be considered. But these regulations 
are complex and vague, and can be interpreted in different 
ways based on the specific scenario [11]. For example, when 
an organization wants to retrieve data from the cloud in a re-
usable format, this implies that they also need the meta-data 
from the CSP. However, not every contract guarantees the 
portability of the data. Also the Service Level Agreement 
(SLA) may not clearly state if both data and metadata are in-
cluded [1]. In such cases it is important to identify who bears 
losses and how liability is distributed, when the data stored in 
the cloud cannot be re-used by the organization. Clarification 
of this will help organizations to rank several alternatives dif-
ferently (provided by different cloud service providers) on the 
criteria of portability.  

Therefore, this paper extends the existing TrAdeCIS meth-
odology to incorporate the effects of legal- and regulative con-
straints on the evaluation of an alternative per NFR. Modeling 
such constraints is done with the Goal-oriented Requirement 
Language (GRL), since GRL has been used to model regula-
tions in recent years [11][12][23]. These modeling efforts assist 
requirement engineers and software developers in analyzing 
regulative compliance of systems. However, these efforts do 
not model evaluation of available alternatives under the influ-
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ence of legal and regulative constraints while adopting a new 
technology.  Such an evaluation of available alternatives is 
necessary to identify the best alternative, which fulfills the 
requirements (in terms of NFRs) of the organization, in the 
most optimum way.  As these constraints and requirements are 
specific to the technology under consideration, this paper de-
velops a model specific to the decision of adoption of cloud-
based services. However, as shown at the end of the paper, this 
methodology is extensible and can be used in decision making 
of adopting any new technology in an organization.   

The remainder of this paper is structured as follows. Sec-
tion 2 discusses related work and identifies the existing gap of 
a methodology with which legal and regulative constraints can 
be encapsulated, while making the decision to adopt a new 
technology. In addition, a brief introduction to the semantics of 
GRL is also provided. Section 3 briefly describes the method-
ology of TrAdeCIS and the reason why an inclusion of legal 
considerations, while ranking cloud-based alternatives, is im-
portant. Section 4 identifies the effect of by the legal and regu-
lative constraints that have to be evaluated while making the 
decision of adoption of cloud-based service. Section 5 uses 
GRL and applies this modeling to rank alternative solutions, 
when a cloud-based solution is to be adopted in an organiza-
tion. Section 6 discusses the applicability and extensibility of 
the methodology developed in the domain of smart transporta-
tion. Finally, section 7 summarizes and concludes the paper.  

 

II. TERMINOLOGY AND RELATED WORK 
GRL is a modeling language used in system developments to 
support goal-oriented modeling and includes requirements, 
specifically non-functional requirements [13].  The syntax of 
GRL is introduced in Fig. 1. 
 844 AMYOT ET AL.

Figure 1. Basic elements of the goal-oriented requirement language notation.

In addition to beliefs, GRL intentional elements (see Figure 1a) can be soft-
goals, goals, tasks, and resources. Softgoals differ from goals in that there is no
clear, objective measure of satisfaction for a softgoal whereas a goal is quantifiable.
In general, softgoals are related to NFRs, whereas goals are related to functional
requirements. Tasks represent solutions to (or operationalizations of) goals or soft-
goals. To be achieved or completed, softgoals, goals, and tasksmay require resources
to be available. An actor represents a stakeholder of the system or another system.
Actors are holders of intentions; they are the active entities in the system or its
environment who want goals to be achieved, tasks to be performed, resources to be
available, and softgoals to be satisfied.

GRL element links (see Figure 1b) are used to connect isolated elements in the
requirement model using structural and intentional relationships (including decom-
positions, contributions, and dependencies). Decomposition links allow an element
to be decomposed into subelements. AND, IOR, as well as XOR decompositions
are supported. XOR and IOR decomposition links may alternatively be displayed
as means-end links. Contribution links indicate desired impacts of one element on
another element. A contribution link can have a qualitative contribution type (see
Figure 1d), or a quantitative contribution (integer value between −100 and 100,
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Figure 1: Basic Elements and Relationships of GRL [1] 

Definitions of main elements and relationships that will be 
used in this paper are as follows: 
• Goal: It represents the condition or state that is to be 

achieved. 
• Soft Goal: It represents the NFR, which are quantifiable. 
• Task: This represents various alternatives, in order to 

achieve a goal. 
• Actor: He is an entity that performs all the tasks to achieve 

the goals. 
• GRL Links: They are used to connect elements. For exam-

ple, a decomposition link, allows an element to be sub-
divided into two or more elements. 

• GRL Satisfaction Levels: These are used to describe the 
current or future values given to each alternative. These 
levels can be qualitative or quantitative. 

• Contribution link: A contribution link shows impact of one 
element over the other, and can have different types as 
shown in Fig. 1 (d). 

 
The work proposed and developed in this paper is multi-
disciplinary. It includes modeling of legal and regulative re-
quirements or constraints, which are crucial while making the 
decision of adopting new technology in an organization. The 
technology considered as an example is that of cloud-based 
services. Therefore, this section presents the related work from 
following perspectives:  
1. Modeling of legal and regulative requirements. 
2. Decision support systems for adopting new technology. 

 
In the field of requirement engineering, research activities 

have been concentrating on developing models to evaluate 
legal compliance of a system, and to generate law-complaint 
requirements. These research activities cover following topics: 
• Modeling legal requirements or compliance using Goal 

modeling notations, such as GRL [11][23]. These ap-
proaches extract legal requirements and map it to goal 
models in an organization. 

• In case of multiple relevant legal documents, there exists a 
framework to prioritize legal requirements [16][18]. 

• Evaluating legal compliance of business processes in an 
organization [16].  

 
These contributions extract relevant legal requirements from 

regulations and establish a certain degree of traceability be-
tween business process, goals, and regulations [10]. They con-
centrate only on compliance issues while developing a system, 
but do not include legal and regulative issues that need to be 
considered, while adopting a new technology in an organiza-
tion. For example, when a cloud-based service is used to fulfill 
IT requirements of an organization, it also has to fulfill various 
legal and regulative constraints. In such cases it is important to 
incorporate not only technical and economical requirements of 
an organization, but also legal and regulative requirements or 
constraints into the evaluation of the various offerings (alterna-
tives) from different service providers.  
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Previous work on decision support systems for adopting new 
technology is limited. Adopting a new technology such as CC 
is influenced by factors from various perspectives including 
technical, economical, and organizational ones [9]. In addition 
to those, legal and regulative constraints also influence such a 
decision making process. Various approaches [15][19][22] use 
MCDA to support the decision making process in finding the 
best alternative. However, these approaches fail to identify and 
include all relevant factors that influence the decision process. 
Also, besides technical, economical, and organizational factors 
it is crucial to include legal and regulative constraints in the 
decision making process. They also do not have a capability of 
making a trade-off based decision. However, this is needed as 
influencing factors are mutually dependent and can be conflict-
ing in nature. For example, an organization would have a re-
quirement to get high level of quality, and more resources but 
at the lowest cost possible. Therefore, a trade-off has to be 
made between the requirements.  

As a solution to these challenges, TrAdeCIS was developed 
[9]. The first version of TrAdeCIS takes three inputs. First, 
various influencing criteria (from technical and business per-
spective), second the priorities of each criteria, and third rank-
ing of alternatives per criteria. TrAdeCIS first ranks all the 
alternatives based on technical and business requirements sepa-
rately and then the best technical alternative is selected at a 
trade-off of business criteria.  

TABLE I.  COMPARISON OF RELATED WORK WITH RESPECT TO MAIN 
TO CURRENT WORK 

 
TABLE I. shows gaps in terms of modeling and applying legal 
and regulative constraints to the decision making process of 
adopting a new technology. Thus, TrAdeCIS V2 extends with a 
new layer the inclusion of the influence of legal and regulative 
constraints per NFR, while maintaining the capability of rank-
ing the alternatives with respect to NFRs. For example in the 
case of CC this shows: (1) how the location of data storage is 
influenced by legal and regulative constraints and (2) how to 
rank different alternatives based on these constraints. 
 

III. INCORPORATING LEGAL- AND REGULATIVE CONSTRAINTS 
INTO TRADECIS 

The organizational decision to adopt cloud-based services to 
fulfill new IT requirements is influenced by multiple factors 
from the technical, economical, and organizational domain [8]. 
To facilitate the selection of the best alternative, TrAdeCIS was  

 
developed [9]. It allows for the selection of the best available 
cloud-based service, as per requirements set. TrAdeCIS       
categorizes these requirements in terms of technical and busi-
ness requirements (including economical and organizational 
factors).  

To apply TrAdeCIS, the following inputs need to be identi-
fied (as shown in Fig 2): 
• Alternative cloud-based solutions, for example Google App 

Engine, Microsoft Azure.  
• Technical factors, as an input to MCDA of TOPSIS. For 

each factor, the relative priority has to be specified as an in-
put. Examples of factors are availability, security, and reli-
ability. 

• Business factors, as an input to MCDA of ANP. For each 
factor, relative priority has to be specified as an input. Ex-
amples of business factors can be both from economical 
and organizational perspective, such as, cost, return of in-
vestment, change in organizational structure. 

• Each of the alternatives is also ranked per factor and given 
as input to both TOPSIS and ANP. 
 
Once the above-mentioned inputs are gathered, ranking of 

alternatives is obtained from TOPSIS and ANP. As the ranking 
of alternatives obtained is based on technical (using TOPSIS) 
and business requirements (using ANP), they can be different. 
TrAdeCIS allows the user to alter priorities of business factors 
and to select the best technical solution as a trade-off of busi-
ness value.   

The initial input of ranking each alternative per factor af-
fects the results obtained from TrAdeCIS. In order to reach an 
optimized result, it is necessary to rank all alternatives while 
considering all relevant influences on each factor in the ranking 
process.  Some of these factors are influenced by legal con-
straints. Therefore, the ranking of alternative solutions should 
incorporate how well it abides to legal requirements imposed 
by legal authorities and/or the organization adopting these 
cloud-based services.  

In the context of CC, regardless of which cloud-based ser-
vices will be used, an organization needs to consider legal 
issues, specifically those related to data collection, storage, and 
processing. There are also issues related to interoperability, 
privacy, liability of data loss, and control of data that are af-
fected by legal constraints. Therefore, the following section 
identifies the interrelation between these factors and the rele-

Features 
GRL 
based 

Systems 

MCDA 
based 

Decision 
Systems 

TrAde
CIS 
V1 

TrAde
CIS  
V2 

Technical Analysis Partially ✕ ✓ ✓	
 

Economical 
Analysis Partially ✕ ✓ ✓	
 

Legal and 
Regulative 
Requirements 

✓ 
✕ ✕ ✓	
 

Ranking of 
Alternatives ✕	
 

✓	
 ✓	
 ✓	
 

TOPSIS& ANP&

Alterna/ves&and&
Ranking&per&
Factor&

Trade;off&
&

ANP;&Selec/on&&
of&Best&&
Alterna/ve&
&

Technical&
Factors&and&
Priori/es&

Business&
Factors&and&
Priori/es&

AP&;&Altered&Priori/es&of&
Business&Factors&&&

AP&

Ranking&of&Alterna/ves&

Ranking&of&Alterna/ves&

Figure 2: Steps of TrAdeCIS v1 
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vant laws (within the EU) that influence them and models those 
constraints using GRL. 

IV. LEGAL AND REGULATIVE REQUIREMENTS AND 
CONSIDERATIONS 

Moving and storing data in the cloud means that in certain 
cases data will be moved outside the direct control of the or-
ganization. Therefore, an organization needs to evaluate the 
service provider with respect to adherence to security and pri-
vacy laws. Key points to keep in mind while making a contract 
with service providers are the following: 
• The level of security and encryption, the levels of access 

security protocols provided by the service provider should 
be identified as a contractual term.  

• As per requirements, service providers must be able to 
guarantee an appropriate level of confidentiality.  

• Based on the sensitivity of the data, the separation of data 
(logical or hardware level) must be provided by the service 
provider. This ensures that, legitimate access is provided by 
the service provider only.  

• When an agreement between an organization and a service 
provider ends, the data needs to be destroyed completely 
from all locations.  
Therefore, for each of the factors mentioned in Fig. 3 there 

are specific requirements that are be considered while evaluat-
ing different alternatives. These requirements also vary as per 
country different laws may apply within the European Union 
(EU). In the following section such legal constraints and con-
siderations are discussed. 

 
A. Data Storage and Deletion  

According the European Data Protection Directive (DPD), 
a CSP has to abide with the local laws of the region where the 
server is located [4]. That implies that a CSP from any country, 
say the United States of America, who hosts the data on a serv-
er located in an EU member state, has to abide by the laws of 
the EU member state for transferring data. DPD introduces two 
responsibilities with the role of a data controller and a data 
processor. The EU Directive’s rules on data protection states 
that the location of the data controller determines the national 
law applicable for data processing, as he is liable for data pro-
tection violations. Only in cases where the user modifies the 
data without the involvement of the CSP, he becomes the con-
troller as well.  

In case of multiple locations, the responsibility of data 
controller can be on the CSP and/or the Infrastructure Provider 
(InP). As the exact location for data storage is not known, it 
complicates data protection, specifically in terms of personal 
access and deletion rights. When the data is transferred to 
multiple jurisdictions, the applicable law is still that of the data 
controller. Only in case of federated clouds, when the CSP is 
not in a member state, but the InP is located in the member 
state, the applicable law is that of the InP, even when it is just 
processing the data [14].  

During the negotiation of the contract with the CSP, cus-
tomers also have to be aware of licensing terms, intellectual 
property rights, indemnities and protection, or content access 

rights to the service provider. Data security also has to be taken 
into consideration from the CSP’s side. It includes encrypting 
the data as well as applying correct policies for data sharing. In 
addition, resource management and allocation algorithms have 
to be secure. Organizations must have a right to audit security 
control within SLAs with the CSP, so that they can ensure 
security of a system that is not directly under their control. 
Also, cloud customers can review, if the application of encryp-
tion is mandatory by the jurisdiction of the CSP [25].  

 
B. Interoperability 

Interoperability stands for multiple things: (1) Ability of appli-
cations to move from one environment to next, (2) applications 
being able to share data, which is hosted on different cloud 
environment. In other words, interoperability means different 
cloud providers can exchange data without a data schema or 
format translation, and dependency across different Applica-
tion Programming Interfaces (API). As a common standard 
does not exist, an organization has a risk of facing vendor-lock 
in. When the application or data is to be moved between clouds 
(within the same or different CSPs), following key challenges 
have to be considered: 
• Setting up the network and security to match capabilities 

provided by the source cloud-based service. 
• Handling data movement and encryption on the data in 

transit. 
• Checking security policies and access rights of resources 

provided by the CSP 
When the data or application is moved from one cloud pro-

vider to another, the data format (including the extent and se-
mantics) has to remain the same, in case of the application app 
the code has to run also on the new service, and interface con-
siderations have to be taken into account. It is important that a 
CSP includes the following points in its SLAs [3]: 
• Use of standard APIs (Application Programming Interfac-

es), data formats, and well defined services 
• For PaaS (Platform-as-a-Service) the application environ-

ment is based on open technologies 
• For IaaS (Infrastructure-as-a-Service), broadly accepted 

application formats packaging formats such as Open Virtu-
alization Format (OVF) for images. 

 

V. MODELING LEGAL CONSTRAINTS TO RANK THE CLOUD 
ALTERNATIVES 

In order to rank various alternatives under the influence of 
legal and regulative constraints this paper proposes to use GRL 
to model requirements. The aim of this modeling is to evaluate 
and rank all available alternative cloud-based solutions in a 
standardized way. This evaluation is done based on the degree 
of fulfillment of these requirements, by each of the available 
alternatives. Legal- and regulative requirements are qualitative 
in nature and can be categorized as NFRs. Therefore, the goals 
of data protection (in terms of data storage and deletion) and 
interoperability are modeled as soft goals as shown in Fig. 3 
and Fig. 4. These GRL graphs are generated using jUCMNav 
v6.0.0, an open source Eclipse plug-in [7]. The list of these soft 

28



goals and tasks to fulfill those goals can vary, based on the 
specific scenario and requirements of an organization. The 
GRL presented here illustrates a general scenario. The follow-
ing subsections explain the two GRL graph generated and the 
logic behind the modeling: 
 

A. Data Protection: Storage and Deletion  
The first soft goal, as shown in Fig. 3, is that of compliance 

to data protection requirements. These requirements can be 
regulatory in nature or driven from the side of the organization.  
Towards the satisfaction of this soft goal following soft goals 
and tasks contribute: 
• Accepted Level of Security: Three tasks contribute to this 

goal. Each of them having an AND contributions link to-
ward the satisfaction of this soft goal. These tasks are: 
o Encryption of data: Again decomposed into resources of 

“Data in Transit” and “Stored Data”. This means both 
such data must be encrypted to satisfy the soft goal of 
encryption of data. 

o Policies of data sharing: This is decomposed in tasks of 
“Encryption of data”, “Logical separation of data”. The-
se elements also share an AND link.  

o Counter-measures against attacks: As the data is in con-
trol of a third party and can be in transit, too, it can be 
susceptible to various attacks. Examples of these attacks  
are XML signature wrapping attacks on Web services 
[24].  

• Location of Stored Data: This is an important task to be 
fulfilled by the service provider. The location of the data 
controller that is the service provider decides the applicable 
jurisdiction in case of any conflicts. Also, according to 
DPD, the data of member states shall remain in the member 
states. Therefore, the SP must also fulfill such constraints.  

• Access of Data: This soft goal is decomposed into the fol-
lowing tasks toward the satisfaction of this soft goal: 
o Confidentiality: In order to implement confidentiality, 

the SP needs to implement access control rights. These 
rights can be based on roles, IP addresses, or domains. 
Confidentiality also includes encryption of data, for ex-
ample, by symmetric or asymmetric methods. 

o Counter-measures against attacks: This task is similar to 
that as explained in the soft goal of “Accepted Level of 
Security”. 

o Access Rights: The SP shall provide different levels of 
access rights as per requirement of the organization. 
This ensures that only authorized users have access to 
the data. 

• Deletion of Data: The contract shall specify how long it 
takes to delete the data from servers of the CSP, once the 
contract ends. Initially the data is only marked for deletion 
by the CSP. The actual deletion happens at a later stage, 
which might be after months. This is specifically important 
in case of sensitive data being stored in the cloud. It is de-
composed into tasks of “Backup of Data” and “Access 
Rights” 
o Backup of data: As the data stored on the cloud is         

susceptible to data loss and leakage, an SP must provide 

data backup. This can be done with the help of data ar-
chiving, online backup or on-premise back up, and dis-
aster recovery.  

• Safeguarding Intellectual Property: 
o Licensing: CSP must provide appropriate licenses, when 

a service is provisioned to an organization. This would 
enable an organization to legally use the provisioned 
service without committing copyright infringement.  

o Access Rights: As CSP is liable for taking down any  
offensive or defamatory content, it will try to have con-
tent license from the cloud customers. Organizations 
must have a condition in SLAs pertaining to indemnity 
loss, caused due to loss, deletion of moving of data from 
CSP’s side.  

 
B. Interoperability 

The top-level soft goal, as shown in Fig. 4 is that of in-
teroperability. This is contributed by an OR contribution link, 
from the following sub-goals: 
• Move Data Between Different Applications: This is a sub-

goal 
o Standards: a Hypervisor is a piece of computer software, 

firmware, or hardware that creates and runs virtual ma-
chines. Hypervisors can be different between different 
IaaS providers. However, if the user decides to change 
the hypervisor special tools are to be used to convert to 
another hypervisor. Another solution is that of the Open 
Virtualization Format (OVF). OVF is an open standard 
for packaging and distributing virtual appliances [21]. 
Therefore, an organization must take into account the 
data format used by a CSP, if an organization sees the 
need to share data between applications. Thus, the CSP 
can make applications interoperable by selecting plat-
forms that support standardized tools and applications. 
However, a trade-off of standard APIs in case of PaaS is 
that it is more portable but it offers less control [2].   

 
 

Figure 3: GRL Graph for Data Protection 
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Figure 4: GRL Graph for Interoperability 
 

o Security capabilities: The target CSP must be able to set 
up the security settings similar to that provided by the 
source cloud. Also, the source CSP must ensure that the 

 

data is encrypted during the transit. 
o Network capabilities: The target CSP must be able to 

match the network capabilities provided by the source 
cloud.  

• Share Data between Different Cloud Environment: 
o Separation of data: As data is stored alongside with data 

from other organizations, it is to be properly separated 
by the CSP to ensure secured storage of data. Data can  
be either logically or physically separated. This is im-
portant due to threat of loss, unauthentic access, and re-
liability issues.  

o Standards: This is same as mentioned in previous sub 
goal of “Move Data between Different Applications”. 

o Storage location: In case of a federated cloud, the ques-
tion of location is very unclear as there are multiple lo-
cations at which data can be stored. As mentioned be-
fore, the applicable jurisdiction in case of any conflicts 
is decided based on the location of the data controller, 
which is the CSP. 

o Licensing: This is the same as discussed under safe-
guarding intellectual property. 

These GRL graphs are used while applying TrAdeCIS, 
when alternatives are to be ranked (as shown in Fig. 5), with 
respect to factors that are influenced by legal and regulative 
constraints. The higher the fulfillment of GRL elements of a 
solution, the higher the ranking of that solution will be. So for 
each alternative solution it has to be identified how many soft 
goals are fulfilled. Also, each soft goal can have different prior-
ity, depending on the requirements of the organization. If a sub 
goal is (not) completed SGi is equal to 1(0), where i ∈ 1,n[ ]   n 
is the total number of sub-goals. And priority of each soft-goal 
is given Pi. Therefore the final ranking of each alternative per 
NFR (RNFR) is given by:  
  RNFR = SG1 . P1 + SG2 . P2 + SG3 . P3 + …………+ Sn . Pn 

By using GRL modeling applicable legal- and regulative 
constraints are logically structured and the ranking of alterna-
tives can be done in a standardized way.   

 
 

 
Figure 5: Steps of TrAdeCIS v2 

VI. APPLICABILITY OF TRADECIS IN OTHER DOMAINS 
TrAdeCIS was primarily developed to support organizations in 
in the adoption of cloud services. However, organizations may 
also benefit from the usage of TrAdeCIS to improve their un-
derstanding of the value of technologies from other domains 
than cloud services. Also, this methodology can be extended to 
other domains that face similar decision making criteria. This is 
illustrated by applying TrAdeCIS to the adoption decision that 
Train Operating Companies (TOC) need to make when they 
research the possibility to improve both voice- and data cover-
age on-board in trains. 

Even though a train journey can be a perfect time to answer 
a phone call, read an e-mail, or browse the Internet on a 
personal device, such as a smartphone, tablet, or laptop, 
coverage on trains is generally bad due to the attenuation by 
the train carriage and lack of coverage along the rail corridor. 
Three broad types of on-board systems exist to improve 
coverage on-board the train: IP-based data access points (e.g., 
Wi-Fi), wideband repeaters, and small cells (e.g., femto cells). 
These repeaters resolve the attenuation challenge, but they still 
require a connection to and from the wayside. Each of these 
solutions uses a mobile backhaul, thus, the provider of the on-
board repeaters collaborates with an existing cellular network 
provider. This is, however, not the only option as other types 
of networks also can be used such as the network of a satellite 
network provider. In some cases even a dedicated network has 
been developed (e.g., a WiMAX network). Referring the 
interested reader to [20] provides for a more detailed 
discussion of different technological alternatives. For the 
application of TrAdeCIS, these different choices form the 
alternative offerings.  

The TOC will have a set of functional- and non-functional 
requirements to be matched with each of these solutions.  
Requirements from business perspective cover both organiza-
tional and economic aspects. We mention two key require-
ments in this domain. First, there are different types of end-
users. Not only employees of the company (internal 
customers) will use the technological solution, but also 
passengers on-board the train and even third parties, such as 
the train constructing company. As such the offering should be 
able to differentiate between different user groups (e.g. service 
prioritization, differentiated pricing, etc.). Second, suppliers of 
the technology may be a group of companies offering the 
technological solution to the TOC instead of a single vendor. 
As such, transaction costs should be taken into account. Other 
relevant requirements are the return on investment, the 
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reputation of the supplier and the deployment speed.  
Requirements from a technical perspective include the 
achievable improvements in voice quality and data bit rate as 
well as the interoperability with existing systems. Competing 
technology providers may also offer different possible 
technological solutions that are able to resolve the same 
problem each with their own benefits and drawbacks. As such 
the extent to which a technology is future proof should be 
taken into account. From a legal and regulative perspective, 
compliance with national legislation and contractual 
obligations has to be taken into account. As certain 
technologies (e.g., femto cells and wideband repeaters) use 
licensed spectrum, the operator of the service should hold the 
required licenses. Also, on train strict regulation with regard to 
radio frequency exposure may apply (e.g., for the train staff). 
To illustrate how these requirements will be converted into 
GRL graphs, lets consider modeling the requirement of 
privacy and data protection. Trains may also cross several 
countries; as such the rules with regard to user privacy and 
data protection of each of these countries should be taken into 
account. Therefore, two of the sub goals can be as that of 
following: 
• Protecting data based on several data protection laws of 

the countries that are in the route of the train.  
• Providing required level of security to the data transfer 

while being on-board in the train. This would include 
tasks such as ensuring required level of encryption or 
counter-measures any security-attack. Also confiden-
tiality of user has to be ensured. 

The combination of these requirements is the list of criteria 
on which each of the different solutions has to be ranked. 
Clearly, the requirements of cloud services and smart 
transportation solutions are different but TrAdeCIS has been 
developed with flexibility in mind and is as such able to cope 
with that diversity, and guide companies to the best solution 
while meeting their business-, and technical requirements as 
well as legal- and regulative constraints. As TrAdeCIS is able 
to incorporate each of these aspects in an integrated manner it 
defines a suitable method to find the best matching solution 
from available offerings. In a first step, the legal- and 
regulative requirements will be modeled using GRL. The 
ranking of these NFRs, which are influenced by legal and 
regulative constraints, depends on the number of sub-goals 
fulfilled by the available alternative. Similarly, all available 
alternatives will be ranked using business- and economical 
requirements. These rankings will be an input to both TOPSIS 
and ANP. In the second step, a relative priority will be given 
to each of these requirements as input to the MCDA of 
TOPSIS. Once these inputs are provided to TOPSIS and ANP, 
the user can obtain the ranking of the different alternatives. 
Finally TrAdeCIS allows the user to alter priorities of 
requirements in order to select the best available solution 
based on the trade-off between the business, technical, and 
legal, regulative perspective. 

By applying TrAdeCIS, the TOC is able to reach a clear 
overview and to facilitate the decision making process as well 
as to understand how the choice of priorities affects the out-

come. This second applicability of TrAdeCIS to TOCs indi-
cates that even besides the Cloud domain the same and new 
methodology can be applied to others, too. 

    

VII. SUMMARY AND CONCLUSIONS 
This paper recognized the need and relevance of including 
legal- and regulative requirements in the decision of adopting 
any new technology in an organization. These requirements are 
qualitative in nature. This paper fills that gap by modeling such 
requirements using GRL. This modeling comprises of NFRs 
including the relevant legal and regulative constraints. In addi-
tion, these GRL based graphs are used to rank different availa-
ble alternative. To illustrate the application of GRL in this 
context, a use case from the domain of cloud computing was 
discussed in detail. This use-case illustrated how GRL graphs 
are used to evaluate and rank various cloud-based alternatives 
based on legal and regulatory constraints and requirements This 
paper showed detailed GRL graphs to model the requirements 
of data storage, data deletion, and system interoperability and it 
lists their legal- and regulative implications. Finally, the use of 
GRL is linked back to TrAdeCIS as a method to rank alterna-
tives based on the degree of fulfillment of tasks and sub-goals 
by an available alternative.  Also, towards the end of the paper 
extensibility and adaptability of TrAdeCIS to other domains is 
illustrated.  
 It can be concluded that numerous available alterna-
tives (for the decision of adopting any technology), can be 
ranked based on the degree with which they fulfill not only 
technical requirements but also legal and regulative require-
ments and constraints. As the ranking is based on generic ap-
proach of GRL graphs, it is an extensible to other domains with 
similar requirements as is illustrated in the paper with an ex-
ample from the smart transportation domain. Therefore, the 
methodology illustrated and extended with respect to including 
legal and regulative constraints for ranking the alternatives in 
this paper can be used for the decision and a possible trade-off 
of any technology, when the three following conditions are 
met: 
• An organization needs to adopt a new or changed technolo-

gy, 
• There are several, technologically available alternatives, 

which are quantifiable and qualified and which need to be 
ranked, and 

• Numerous legal- and regulative constraints and require-
ments affect the decision. 
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