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Abstract. Data outsourcing is today receiving growing attention due to its
benefits in terms of cost reduction and better services. According to such paradigm,
the data owner is no more responsible for data management, rather it outsources
its data to one or more service providers (referred to as publishers) that pro-
vide management services and query processing functionalities. Clearly, data
outsourcing leads to challenging security issues in that, by outsourcing its data,
the data owner may potentially loose control over them. Therefore, a lot of re-
search is currently carrying on to ensure secure management of data even in
the presence of an untrusted publisher. One of the key issues is confidentiality
enforcement, that is, how to ensure that data are not read by unauthorized
users. In this paper, we propose a solution for XML data, which exploits cryp-
tographic techniques and it is robust to the most common and relevant security
threats. In the paper, we present the encryption methods and query processing
strategies.

1 Introduction

Data outsourcing is today emerging as one of the most important trend in the area
of data management. According to such paradigm, the data owner is no more totally
responsible for data management. Rather it outsources its data (or portions of them)
to one or more publishers that provide data management services and query processing
functionalities. Main benefit of data outsourcing is cost reduction for the owner, in that
it pays only for the services it uses and not for the deployment, installation, mainte-
nance, and upgrades of DBMSs. By contrast, when data are outsourced such costs are
amortized across several users. Another important benefit is scalability in that data
owners could not become bottlenecks for the system, rather they can outsource their
data to as many publishers as they needs according to the amount of data and the
number of managed users. Clearly, data outsourcing leads to many research challenges.
One of the most significant is related to security. The key problem is that, since the
owner does not anymore manage its data, it may potentially loose control over them.
The challenge is therefore how to ensure the most important security properties (e.g.,
confidentiality, integrity, authenticity) even if data are managed by a third party. A
naive solution is to assume the publisher to be trusted, that is, to assume it always
operates according to the owner’s security policies. However, making this assumption
is not realistic, especially for web-based systems that can be easily attacked and pen-
etrated. Additionally, verifying that a publisher is trusted is a very costly operation.
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Therefore, the research is now focusing on techniques to satisfy main security proper-
ties even in the presence of an untrusted publisher that can not always follow owner’s
security policies (for instance it can maliciously modify/delete the data it manages or
it can send data to non authorized users). In this paper, we make a contribution to
this research by focusing on confidentiality, that is, protection against non authorized
reading operations, since it represents one of the most relevant security properties.
Moreover, we cast our techniques in the framework of XML [11], since it is today the
de-facto standard for data modeling and exchange over the web.

When data are outsourced confidentiality has two main aspects. The first, which
we call confidentiality wrt users, refers to protect data against unauthorized read op-
erations by users. The second, which we call confidentiality wrt publishers, deals with
protecting owner’s data from read operations by publishers. Our solution enforces con-
fidentiality by using cryptographic techniques: publishers manage ciphered data instead
of clear-text ones. In that way confidentiality wrt publishers is always ensured. Data
encryption is generated by the owner and it is driven by the specified access control
policies: all data portions to which the same policies apply are encrypted with the same
key. Then, each user receives only the keys corresponding to the policies he/she sat-
isfies. This ensures confidentiality wrt users. Enforcing confidentiality through the use
of encryption requires dealing with several issues. The first is encryption generation in
that there is the need to devise an encryption scheme which is robust to the most rele-
vant security attacks. For instance, if you consider keyword-based searches on textual
data, if the same keyword is always encrypted with the same key, both publishers and
users can infer information by analyzing the document encryption. The same problem
arises at the schema level, that is, with encrypted tags or attributes names. In this
work we propose an encryption scheme that avoids information leakage due to data
dictionary attacks. The second main issue is how publishers can query encrypted data.
In the literature, several methods exist to this purpose.1 Some of them have been de-
signed for relational databases [6, 7], others have been designed to query textual data
[10]. Our work is inspired by both of them, since an XML document contains both
text and attributes with standard domains. In the paper, we present our strategy to
query XML encrypted data and we describe both publisher side and user side query
processing. The work described in this paper is part of a wider project whose goal is to
ensure the most relevant security properties (i.e., authenticity/integrity and complete-
ness in addition to confidentiality) when data are managed by a third party. Therefore,
before going into the details of confidentiality protection we describe the overall ar-
chitecture of the system we propose. Details on techniques for authenticity/integrity
and completeness verification can be found in [1]. The remainder of this paper is orga-
nized as follows. Next section surveys related work that are the basis of our proposal.
Section 3 deals with confidentiality enforcement. Section 4 illustrates client-side query
processing. Finally, Section 5 concludes the paper.

2 Related work

In recent years the problem of inquiring encrypted data managed by a third party has
been deeply investigated by several researchers, that proposed different solutions [6, 7,

1 Some of them are surveyed in Section 2.



10] for different data models and domains. In general, the most appropriate solution
to query encrypted data mainly depends on the nature of the data being queried, that
is, the data domain and the underlying data model. Thus, in order to select the most
appropriate technique to inquire XML encrypted data, we need to take into account
the characteristics of XML data. XML documents often contain data with heteroge-
neous domains (e.g, textual data, date, integer). For this reason, we believe that in
the scenario considered in this paper, it is not enough to use a single technique to
inquiry encrypted XML data. Rather, different techniques should be combined into
a unified framework to manage data with different domains. For instance, the work
by Hacigumus et al. [6, 7] develops a method to query encrypted data stored in rela-
tional databases. From such work we borrow the method to query non textual data. By
contrast [10] deals with keyword-based searches on textual data. We use some of the
methods proposed in [10] to solve a twofold issue, that is, querying textual data and
avoiding information leakage due to data dictionary attacks at the schema level. How-
ever, with difference to our proposal, such approaches only consider confidentiality wrt
publishers, whereas they do not consider confidentiality wrt users. In what follows, we
briefly introduce the techniques proposed in [6, 7] and [10], whereas details on how these
two techniques are used in our framework are presented in Section 3. Confidentiality
enforcement through the use of encryption techniques has also been investigated by us
in [4]. The current work extends our previous work along several relevant directions.
The first is that in this paper we provide a comprehensive method to query encrypted
XML documents, which exploits a variety of strategies to query XML documents with
heterogeneous content. In [4] we adapt the strategy proposed in [6, 7] to query both
textual and non textual attributes as well as data with textual domain. The technique
proposed in [6, 7] has a major shortcoming, i.e., to be prone to data dictionary attacks
by both publishers and users. This kind of attack can be for instance perpetrated when
the same data portion (e.g., attribute value, tag name) repeatedly appears in an XML
document ciphered with the same key. In this paper, we solve this problem by applying
a combination of strategies to treat XML data, able to trade-off between query expres-
sivity and robustness to security threats. Another weak point of the solution proposed
in [4] is information leakage due to inferences at the schema level in that tags/attributes
with the same names and covered by the same access control policies are encrypted
with the same key. Therefore, by analyzing document encryptions both publishers and
users can infer information on the schema of some document portions, even if they are
not allowed to access such portions. This is a relevant security threat since tags and
attributes names can convey semantic relevant information (for instance, by exploiting
such kind of attack a user can infer the existence of an element named salary even if
he/she is not allowed to access it according to owner’s security policies).

2.1 Hacigums et al.

The approach proposed by Hacigumus et. al [6, 7] exploits binning techniques and
privacy homomorphisms to inquiry encrypted relational data. Binning techniques are
used to perform selection queries on encrypted relation data, whereas privacy homomor-
phisms are used to make a third party able to perform aggregate queries over encrypted
tuples. In our framework, we assume that users submit queries through XPath [11],
with the obvious intention to extend the approach to support XQuery [11]. Thus, since



XPath expressions do not contain aggregate functions, in what follows we review only
the approach for selection queries.

The underlying idea of the approach is the following: given a relation R, the owner
divides the domain of each attribute in R into distinguished partitions, to which it
assigns a different id. Then, the owner sends the publisher the encrypted tuples, to-
gether with the ids of the partitions corresponding to each attribute value in R. The
publisher is able to perform queries directly on the encrypted tuples, by exploiting
the received partition ids. The idea is that a user, before submitting a query to a
publisher, rewrites it in terms of partition ids. As an example, consider the relation
Employee(eid, ename, salary), and, for simplicity, consider only the salary attribute.
Suppose that the domain of salary is in the interval [500k, 5000k], and that an equi-
partition with 100k as range is applied on that domain. Suppose that a user wants to
perform the following query: “SELECT * FROM Employee WHERE salary =1000k”.
It translates it into the query: “SELECT * FROM Employee WHERE salary=id1000k”,
where id1000k is the id of the partition containing the value 1000k. Clearly, users should
receive by the owner information on the techniques used to partition data and generate
ids. The publisher is then able to answer such query by exploiting only the received ids.
The publisher returns an approximate result wrt the original query. For instance, with
reference to the above example, it returns all the tuples of the Employee relation whose
salary attribute belongs to the range [1000K, 1099K). A further query processing has
thus to be performed by the user to refine the received answer.

2.2 Song et al.

Another approach that has greatly inspired the present work is the one proposed by
Song et al. [10] for keyword searching on encrypted textual data. Given a text con-
sisting of a sequence of words: W1,W2, . . . Wn, the basic scheme proposed in [10] first
encrypts each word using a symmetric encryption algorithm Ek(), with a single secret
key k. Then the scheme generates the XOR of each encrypted word with a pseudo-
random number. The resulting ciphered words are then outsourced to the third party.
According to this scheme, when a user needs to search for a keyword W , it generates
the encrypted word Ek(W ) and computes Ek(W ) ⊕ S, where S is the correspond-
ing pseudorandom number. This simple scheme allows the third party to search for
keyword W in the encrypted data, by simply looking for E(W )⊕S, thus without gain-
ing any information on the clear text. Since occurrences of the same word are xored
with different pseudorandom numbers, by analyzing the distribution of the encrypted
words, no information could be inferred regarding the clear text. In particular, in [10]
the authors propose a generation process for pseudorandom numbers, that makes users
able to locally compute pseudorandom numbers, without any interaction with the data
owner. The scheme exploits a symmetric encryption function E(), and two pseudoran-
dom numbers generator functions, namely F and f . In the following, with the notation
Ek(x) (Fk(x), fk(x), respectively), we denote the result of applying E (F , f , respec-
tively) to input x with key k. The scheme considers as input a set of clear-text words,



W1,W2, . . . ,Wl, with the same length n.2 Given these set of words, the steps needed
to generate the corresponding ciphered words are the following:

– data owner generates a sequence of pseudorandom values: S1 . . . Sl, of length n−m;3

– for each word Wj , the outsourced ciphered word Cj is generated according to the
following formula: Cj = Ek(Wj)⊕ < Sj , FKj (Sj) >, where Kj = fk(FBj), and
FBj denotes the first n−m bits of Ek(Wj).

Let us see now how query evaluation and decryption take place. When a user needs
to search for a keyword Wi, he/she sends the third party Ek(Wi) and key Ki, which
can be locally computed by the user. Then, for each outsourced ciphered word Ci,
the third party: 1) calculates Ci ⊕ Ek(Wi); 2) takes the first n − m bits bts of the
resulting value, and computes FKi

(bts), where Ki is the key received by the requiring
user; 3) if the result of FKi

(bts) is equal to the n − m + 1 remaining bits, then the
ciphered word Ci is returned. Indeed, if Ci contains the searched encrypted word, then
Ek(Wi)⊕ < Si, FKi(Si) > ⊕Ek(Wi) =< Si, FKi(Si) >, for the properties of the XOR
operator. When a user receives Ci as answer of a query, he/she is not able to extract
the value Ek(Wi) from Ci and thus to decrypt it, by simply using the decryption key
k. Therefore, the scheme proposed in [10] assumes that users know Si.4 In such a way,
user is able to recover FBi, by xoring Si with the first n−m bits of Ci. Having FBi,
the user can generate Ki (i.e., Ki = fk(FBi))), which can be used to compute FKi

(Si).
Finally, having < Si, FKi(Si) > the user is able to extract from Ci the encrypted word
Ek(Wi), and to decrypt it.

3 Confidentiality enforcement

Enforcing confidentiality in an outsourced-based architecture requires to address con-
fidentiality wrt both publishers and users. Since publishers could be untrusted, it is
necessary to devise some mechanisms to avoid their malicious usage of owner’s data.
On the other hand, users are usually entitled to access only selected portions of owner’s
data based on their characteristics and profiles.

Confidentiality requirements wrt users are usually modelled through a set of access
control policies stating who can access what portions of the owner’s data. In tradi-
tional client-server architectures confidentiality wrt users is usually enforced by means
of access control mechanisms (i.e., reference monitors), which mediate each user access
request by authorizing only those in accordance with the owner’s access control policies.
A fundamental requirement is therefore the presence of a trusted environment hosting
the reference monitor. In traditional scenarios, this environment is provided by the
entity managing the data, i.e., the owner’s DBMS server. Enforcing access control in a

2 This set of words can be obtained by partitioning the input clear-text into atomic quantities
(on the basis of the application domain), and by padding and splitting the shortest and
longest words.

3 Parameter m can be properly adjusted to minimize the number of erroneous answers due
to collision of pseudorandom numbers generator F () and f().

4 Users are able to generate it using the pseudorandom number generator and knowing the
seed.



third party scenario would imply the delegation of the reference monitor tasks to pub-
lishers. However, since we are considering a scenario where assumptions on publisher
trustworthiness cannot be done, such solution is no longer applicable.

To enforce confidentiality wrt both users and publishers we therefore propose an al-
ternative solution based on cryptographic techniques. The underlying idea is that data
owners outsource to publishers an encrypted version of the data they are entitled to
manage, without providing them the corresponding decryption keys. Such encryption
is generated in such a way to minimize the risks of data dictionary attacks. Therefore,
the publisher is not able to access and, as a consequence, to misuse the outsourced data,
since they are ciphered. To enforce confidentiality wrt users we propose a particular
document encryption, hereafter called well-formed encryption, where different portions
of the same document are encrypted with different keys, on the basis of the access
control policies specified by the owner. In order to correctly enforce access control, it is
therefore necessary to selectively distribute secret keys to users. According to the pro-
posed architecture (see [4]), the appropriate keys are distributed by owner in such a way
that each user obtains all and only the keys corresponding to the policies he/she satis-
fies. Policies are specified according to a credential-based access control model for XML
data proposed by us in [2]. Appropriate keys for each user are therefore determined by
evaluating user credentials against the specified policies. The well-formed encryption
and the selective distribution of secret keys ensure confidentiality wrt users. Indeed,
each node of the resulting encrypted document is accessible only to authorized users,
that is, those users who have received the appropriate keys directly by owners. Even in
the case that an untrusted publisher returns unauthorized nodes to a user, he/she is
not able to access it, since he/she has not been provided with the corresponding keys.

Applying a cryptographic-based solution in a third party scenario implies to address
two main issues. The first is related to the fact that publishers operate on ciphered data.
Therefore, we need some mechanisms to make them able to perform queries over them.
In Section 3.1, we show how Hacigumus et al. and Song et al. approach can be adopted
in the context of XML. The second issue is the definition of encryption strategies able
to reduce as much as possible security threats that can be perpetrated against the
system. In particular, we have addressed information inference threat that a publisher
(user) can perpetrate by analyzing the distribution of encrypted nodes. To overcome
this drawback, in Section 3.2, we show how Song et al. scheme can be adopted to
encrypt tagnames and attribute names and values, thus to avoid inference.

3.1 Inquiring encrypted XML data

As introduced in Section 2, selecting the most appropriate solution to query encrypted
data mainly depends on the nature of the data, that is, the data domain and the un-
derlying data model. Usually, an XML document contains data to be modeled into
elements, which in turn could contain other elements in accordance to the structure
of the modelled data. Whereas attributes are usually exploited to better describe data
contained into the corresponding elements. Let us consider, for instance, an XML doc-
ument modelling a book. It is reasonable to suppose that in such an XML document,
Chapter elements contain book’s chapters, whereas their attributes Title and Number
store additional information about book’s chapters. Therefore, in devising methods to
query XML encrypted data, we need to consider that elements could be searched based
on their attributes values and/or their contents. Thus, we need a method that makes



the publisher able to perform logical comparisons on encrypted attribute values, as well
as keyword-based searches on encrypted element contents and textual attributes.

To cope with this requirement, we have adopted two different strategies to query
XML encrypted data. In particular, we use an approach similar to the one proposed by
Song et al.’s [10] to query elements and attributes with textual domain. By contrast,
for non textual elements and attributes, we exploit the method proposed by Hacigumus
et al. [6]. Thus, we assume that before encrypting a node n, the encryption process
determines n’s data domain. This task can be performed by means of information
contained in the XMLSchema. Let us see in more details which are the query strategies
for textual and non-textual encrypted data.
Textual data. Song et al.’s approach [10]. In particular makes a publisher able to
search for a specific keyword on encrypted textual data without loss of data confiden-
tiality. Applying such an approach to our scenario requires two adjustments wrt the
original formulation. The first is because the scheme proposed in [10] works for words
of the same length, whereas we need to consider words of variable length. Therefore,
we adapt the scheme proposed in [10] to the management of variable length words,
as follows. Let W be the longest word in the owner’s dictionary, and let LW be the
length of W. Thus, for each sequence of clear-text words: W1,W2, . . . ,Wl, with length
Lj ≤ LW, the steps for ciphered words generation are the following:

– for each word Wj , data owner pads it with a sequence pdbts of LW − Lj bits;
– data owner generates a sequence of pseudorandom values S1 . . . Sl, of length LW−

m;
– for each keyword Wj the outsourced ciphered word Cj is generated by the following

formula: Cj = Ek(Wj ||pdbts)⊕ < Sj , FKj
(Sj) >, where Kj = fk(FBj)), and FBj

denotes the first n−m bits of Ek(Wj ||pdbts).

According to this scheme, users have to know LW, that is, the length of the longest
word managed by the data owner, to be able to pad the searched keyword Wi, before
submitting the query.

Finally, we need to define a method for keywords selection. In particular, given a
node n, we need to state how to select keywords from n’s content. A naive solution
is to split the content into separate LW blocks, and to treat them as distinguished
keywords. This solution however is useless if we consider that the resulting ciphered
words should be exploited for the search. Thus, it is obvious that some content analysis
should be performed over the node’s content before keywords selection. In particular,
the solution we propose requires a first phase during which the owner preprocesses the
textual data contained into an XML node and extracts a set of keywords.5 Then, each
keyword is ciphered according to the scheme introduced above.
Non-textual data. To make publishers able to evaluate queries on encrypted non-
textual data, we adapt Hacigums et al.’s approach [6]. First, we have to deal with
partition generation. In general, the choice of the most appropriate partitioning tech-
nique mainly depends on the node domain. For instance, for numeric data (such as
integer, real, etc.), a strategy based on an equi-partitioning of the domain could be ap-
propriate. By contrast, for temporal data a partitioning based on time intervals could
be more appropriate. Therefore, in our system we associate a different partitioning
5 Several techniques developed in the Information Retrieval field can be used to this purpose

[9].



<Sec-Info>
<Node-Info Name=‘CK1 (CD)’>

< Query-Info> ...</Query-Info>
</ Node-Info>
<Attributes>

<Node-Info Name=‘CK2 (Price)’ Value=‘CK2 (30)’>
<Query-Info> ... </Query-Info>

</ Node-Info>
</Attributes>

</Sec-Info>

Fig. 1. An example of Sec-Info element

function with each possible data domain, with the exception of textual domain. Thus,
given a node n of a document d, by analyzing the XML schema defining d it is possi-
ble to select the appropriate partitioning function. The partitioning function takes as
input the node value and returns the id of the partition to which the node belong to,
generated according to the data domain.

3.2 Document encryption

Document encryption requires a first phase during which each node of the input doc-
ument is associated with the proper secret key. Therefore, each node of the input
document is first marked with the set of access control policies applied to it, and then
a different secret key is generated for each different configuration of policies that applies
to a document portion. Then, all the nodes are encrypted with the corresponding secret
keys. In particular, we use an encryption strategy that preserves as much as possible
the original structure of the XML document. In the well-formed encryption, the en-
cryption of an XML element e is an XML element e having as tagname the encryption
of e.tagname6 and as element content the encryption of e.content. The well-formed
encryption is therefore an XML document that preserves the elements relationships of
the original document. We have decided to preserve as much as possible the structure
of the original document in the well-formed encryption since this simplifies query for-
mulation. Indeed, users formulate queries through XPath expressions that exploit the
structure of the XML document.

However, preserving the original document structure implies some security threats.
An untrusted publisher (or user) could infer information by analyzing the distribution
of encrypted nodes. This threat could be easily perpetrated against tagnames, attribute
names and values, since an XML document may often contain repeated elements and
several attributes with the same names (or values). To overcome this drawback, rather
than symmetric encryption we apply the scheme proposed by Song et al. (see Section
2.2) to encrypt tagnames and attribute names and values. By contrast, for element
contents we have decided to adopt traditional symmetric encryption (e.g., TDES, AES),
that requires less computational resources. This choice is motivated by the fact that
probability of having a number of occurrences of the same encrypted element content
sufficient for data dictionary attacks is small. This probability is further reduced in
our context, where elements with the same content are encrypted with different keys,
if they are protected by different access control policies.

6 In the paper, given an element e (i.e., an attribute a) we use the dot notation to identify
its tagname (name) e.tagname (i.e., a.name) and content (value) e.content (i.e., a.value).



To make publishers able to evaluate queries on encrypted XML documents, the
resulting document encryption is complemented with additional information, called
query processing information. This information consists of partition’s ids or ciphered
keywords associated with attribute values or element contents. Query processing infor-
mation are encoded by an XML element, called Sec-Info, which is inserted into each
element of the well-formed encryption (see Figure 1) and encodes query processing
information of both the element itself and all its attributes. The Sec-Info element
associated with an element e contains a mandatory subelement, named Node-Info,
whose Query-Info subelement stores the query processing information corresponding
to e. The Query-Info subelement contains the ciphered words extracted from e.content
or the id of the partition to which e belongs to, if element e has non-textual domain.
By contrast, to model query processing information corresponding to each attribute of
element e, the Sec-Info contains an Attributes subelement, which in turn contains
a different Node-Info subelement for each attribute of e. The Node-Info subelement
corresponding to attribute a of element e contains a Query-Info subelement storing
the id of the partition to which the value of a belongs to or the ciphered keywords
extracted from it, if attribute a has textual domain.

Algorithm 1 The element encryption algorithm

INPUT:
1. An XML element e
2. The encryption key K corresponding to the policy configuration applied to e

OUTPUT:
An XML element, e, containing the encryption of e and its query processing information

1. Let e be an empty XML node;
2. Set e.tagname equal to CK(e.tagname);
3. Set e.content equal to EK(e.content);
4. Let se be an empty Sec-Info element;
5. Let ni be an empty Node-Info element subelement of se;
6. Set the Name attribute of ni equal to CK(e.tagname);
7. If the domain of e is textual:

Let WS be the set of keywords extracted from e.content;
For each w ∈ WS: Insert CK(w) into the Query-Info subelement of ni;

Else
Let PF () be the partitioning function associated with e’s domain;
Insert PF (e.content) into the Query-Info subelement of ni;

8. Return e;

Let us now see in more details how given a document d, the generation of d, that is,
the document to be outsourced, is carried on. This process is realized by means of two
different phases. During the first phase, each element e of d is encrypted, according
to the strategy previously explained, and inserted into d. Additionally, the Sec-Info
element associated with e is generated. Then, attribute encryption is performed and
the Sec-Info element is updated accordingly. Algorithm 1 deals with element encryp-
tion. The algorithm takes as input an element e and the encryption key corresponding
to the policy configuration applied to e. First, it generates the encryption of the tag-
name and element content (steps 2 and 3). This is done by means of CK() function
implementing the Song et al.’s scheme, and EK() function that performs symmetric
encryption. Then, Algorithm 1 generates the query processing information associated



with the input element. In particular, in case of textual domain, the system extracts the
set of meaningful keywords from e.content and generates the corresponding ciphered
keywords, which are then inserted into the Query-Info element. By contrast, for ele-
ment with non-textual domain, the query processing information consists of the id of
the partition to which e belongs to.7 In order to complete the well-formed encryption
we need to consider all attributes of e. This is done during a second phase, implemented
by Algorithm 2. This phase considers each attribute a and generates the encryption of
its name and value, according to Song et al.’s scheme. Moreover, it generates the query
processing information related to a, in the same way as Algorithm 1. The resulting
information is then inserted into the Sec-Info element associated with the element to
which a belongs to. This information is stored as a new Node-Info element inside the
Attributes subelement of Sec-Info.

Algorithm 2 The attribute encryption algorithm

INPUT:
1. An XML attribute a
2. The encryption key K corresponding to the policy configuration applied to a

OUTPUT:
The updated Sec-Info containing the encryption of a and its query processing information

1. Let f be the element containing a;
2. Let se be the Sec-Info element in f ;
3. Let ni be an empty Node-Info element;
4. Set the Name attribute of ni equal to CK(a.name);
5. Set the Value attribute of ni equal to CK(a.value);
6. If a has a textual domain:

Let WS be the set of keywords extracted from a.value;
For each w ∈ WS: Insert CK(w) into the Query-Info subelement of ni;

Else
Let PF () be the partitioning function associated with a’s domain;
Insert PF (a.value) into the Query-Info subelement of ni;

7. Insert ni in the Attributes subelement of se;
8. Return se;

4 Client side query processing

In the proposed system, users submit queries through a client, i.e., a program that
users download from the owner site, and which makes them able to submit encrypted
queries to publishers, and verify security properties on the received answers. In this
section we show how the client is able to submit queries to publisher and decrypt the
resulting nodes. Before going into the details we introduce the query template.

4.1 Query template

The query template has a twofold goal. The first is to make a user able to verify the
completeness of a query result,8 the second is to make a user able to formulate queries
7 We assume that our system manages a library of partitioning functions, which associates

with each different data domain a unique partitioning function.
8 By completeness we mean that a user receives all document portions he/she is authorized

to see according to the owner’s access control policies.



and to decrypt the received results. We do not go into the details of completeness
verification, since it is outside the scope of this paper (interested readers could refer
to [4]). Rather, we focus on the information the query template contains for query
processing.

Query templates are generated by the owner for each outsourced document and
make available to all users for downloading. Query template contains the encrypted
structure of the corresponding XML document and it is generated by using the same
encryption strategy employed for XML documents. Moreover, the query template con-
tains the encrypted pseudorandom numbers associated with each node, and needed by
clients for document decryption. More precisely, all additional information associated
with an element e needed for both query processing and completeness verification are
encoded by an XML element, which is inserted as direct child of e into the query tem-
plate. The element is defined according the syntax of the Sec-Info element (cfr. Section
3.2). All information is therefore stored into the Node-Info element. Each Node-Info
element contains an additional attribute called N storing the encrypted pseudorandom
number associated with the element tagname or attribute name to which the Node-Info
element refers to.9 Pseudorandom number is encrypted with the encryption key asso-
ciated with the element/attribute to which it refers to. By contrast, attribute values
can be often split into several words, where each of them is associated with a differ-
ent pseudorandom number. Therefore, the encryption of these numbers are placed as
content of an additional subelement, called Numbers, inside the Node-Info element.

By having the query template users are able to generate the authorized view of the
structure of the document to be inquired, which can be exploited to formulate queries.

4.2 Query generation

In proposed framework, we assume that users submit queries through XPath expres-
sions. XPath allows one to traverse the graph structure of an XML document and to
select specific portions on the document according to some properties, such as the type
of the elements, or specified content-based conditions. In general, an XPath expression
consists of a location path, that allows one to select a set of nodes from target docu-
ments, which in turn consists of one or more location steps, separated among each other
by a slash. A location step contains: an axis, specifying the tree relationships between
the nodes selected by the location step and the current node (e.g., ancestor, ancestor-
or-self, attribute, child, descendant, descendant-or-self); a node test, used to identify a
node within an axis, by specifying a node type or the node name (e.g., text(), node());
and zero or more predicates, placed inside square brackets, used to further refine the set
of nodes selected by the location step (e.g., [@Price=‘30’]). By means of predicates an
XPath expression can specify conditions on attributes through comparison operators
(e.g., <,>,=), as well as conditions on textual data, in that it is possible to retrieve
XML nodes containing a specified keyword (supported by the contains() function).

In order to submit a query to a publisher, the first step that a user has to perform
is to download the query template of the requested document from the owner site.
By decrypting the query template, the client can locally generate the structure of the

9 We assume that tagnames and attribute names are shorten than LW, i.e., the max length,
and thus are treated as a unique word. Therefore, they are associated with a unique pseu-
dorandom number.



authorized view, which can be displayed to the user in order to formulate XPath queries
on it. Such queries should then be translated by the client into one or more XPath
expressions that could be evaluated by publishers on the encrypted XML documents.
In order to do that there are two main transformations to which each location step
of a user XPath expression must undergo before being submitted to a publisher. The
first implies to cipher the tagnames specified in the node test of the location steps
with the proper keys. Note that according to the well-formed encryption, nodes with
the same name could be ciphered with different keys, based on the access control
policies applied to them. Thus, the ciphering of a location step does not always return
a unique value, which implies that for each user’s query the client could generate
more ciphered queries. The second transformation implies the translation of the query
conditions in terms of partition ids and/or encrypted keywords. This is applied to each
predicate composing the input XPath expression. If the predicate contains comparison
operators (e.g., <,>,=), the client substitutes the values appearing in the predicate with
the id of the partition to which it belongs to. This is done by using the information
about the partitioning functions obtained during the subscription phase. By contrast,
if the predicate exploits the contains() function, the client translates the condition by
replacing the searched keyword Wj , with the corresponding encrypted word. We recall
that according to the adopted scheme, for searching a keyword Wj publishers must be
provided with its encryption and with key Kj , which must be sent by the client to
publishers together with the submitted query.

To better understand query processing, let us consider an example. In particular,
consider an XML document modelling a CD catalog, where a different CD element is
inserted for each different CD in the catalog. The CD element contains an attribute, i.e.,
Price, storing the CD’s price and two subelements, i.e., Title and Author, containing
the CD’s title and author, respectively. Let us suppose moreover that on this docu-
ment two different access control policies apply, namely P1 and P2. The first authorizes
all users to access all the nodes except for Price attributes. By contrast, P2 grants
store-staff users the access to the whole document. The outsourced document is thus
encrypted with two different encryption keys, namely K1 and K2. K1 is associated with
policy configuration consisting of both P1 and P2 and encrypts all the nodes except for
Price attributes. K2 corresponds to policy P2 and encrypts only the Price attributes.
A store-staff member u receives by the owner both K1 and K2. Suppose now that u
wants to submit the following query: /CD[@Price=30K]/Title[contains(.,‘Overture’)],
which returns all the CDs having price equal to 30K and the keyword Overture in
the title. Before submitting this query the client transforms it, by, at first, ciphering
the tagname in each location step obtaining thus the following expression: /CK1(CD)
[@CK2(Price)=‘30K’]/CK1(Title)[contains(.,‘Overture’)]. Note that clients can eas-
ily cipher a tagname by simply extracting from the query template the corresponding
pseudorandom number. Then, each condition specified in the predicates is translated.
This is done by considering the query processing information of the node on which the
predicate is specified. Let us for instance consider the predicate “contains(.,‘Overture’)”
on element Title. According to the proposed strategy this can be evaluated by search-
ing a ciphered word among those contained in the query processing information of
the Title element that matches EK1(‘Overture’). Thus, the predicate that should be
evaluated by the publisher is:



/CK1(CD)/CK1(Title)/Sec-Info /Node-Info/Query-Info[contains(.,‘EK1(Overture)’)].10

Furthermore, we have to note that in the proposed encoding the ciphered name of an
attribute a is stored into the Name attribute of a Node-Info subelement of Attributes,
which is contained into the Sec-Info element associated with the element e to which
a belongs to. This implies that in our example conditions on price should be verified
against the query processing information contained into the Node-Info element, whose
Name attribute is equal to CK2(Price). Thus, predicates on the price attributes should
be evaluated by the publisher as:

/CK1(CD)//Attributes/ Node-Info[@Name=CK2(Price)/Query-Info [contains(.,‘PF(30’)],

where PF(30) returns the id of the partition to which the value 30 belongs to. The
resulting XPath expression generated by the client is thus:

“/CK1(CD)/ CK1(Title)/Sec-Info/Node-Info/Query-Info[contains(.,‘EK1(Overture)’)]

AND

/CK1(CD)//Attributes/Node-Info[@Name=CK2(Price)/Query-Info[contains(.,‘PF(30’)]”.

4.3 Decryption of query answers

Once the query has been evaluated, the publisher returns to client the encrypted nodes
identified by the submitted XPath expressions. According to the adopted document
encryption strategy, the client needs to perform two different decryption processes in
order to decrypt the obtained nodes: one for tagnames, attribute names and values,
and the other for decrypting element contents.

Decryption of tagnames, attribute names and values. Tagnames, attribute
names and values are ciphered according to Song et al.’s scheme (cfr. Section 2.2).
Given a ciphered word Cj , in order to extract from it the encrypted word EK(Wj),
and thus to decrypt it, the client must be provided with the corresponding pseudo-
random numbers. Such numbers are retrieved by the client from the query template
(cfr. Section 4.1). By decrypting the pseudorandom numbers, the client is thus able to
decrypt the ciphered tagnames, attribute names, and attribute values.

Decryption of element contents. Element contents are encrypted by means of a
symmetric encryption algorithm. Therefore, the decryption of element content is simply
performed by first retrieving the encryption key associated with the element, and then
by executing the proper symmetric decryption algorithm.

5 Conclusions

In this paper, we have proposed a method based on cryptographic techniques for confi-
dentiality enforcement on outsourced XML data. Main benefits of the proposed solution
are that it does not make any assumption on the trustworthiness of publishers and it
is robust to data dictionary attacks both at the schema and document content level. In
the paper, besides illustrating the cryptographic schemes, we show by an example how
10 Note that publishers implement a different contains() function wrt Xpath parsers, by, how-

ever, preserving the semantics.



client-side query processing takes place. Due to space limitations, we have not consid-
ered other important issues related to key management, for instance those related to
the number of keys that need to be managed. To limit the number of keys we use a
hierarchical key management scheme similar to the one proposed by us for temporal
access control policies [3], which requires to permanently store a number of keys linear
in the number of access control policies.

We are currently implementing the proposed strategies to test the performance of
the system in different environments. Moreover, we are currently investigating tech-
niques to efficiently manage updates to policies and documents, that would require a
partial re-encryption of documents as well as an update of the related security informa-
tion. In particular, in order to efficiently manage update operations, we plan to adopt
a strategy similar to the one in [5] that incrementally maintains document encryptions,
by changing all and only those portions which are really affected by the administrative
operation, without the need of re-encrypting the document from scratch.
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